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ABSTRACT

Healthcare information (Clinical Data) is associated withrg individual, young or old, rich or
poor, belonging to any country. Clinical data is very extensive. Bagrgome new diseases and
new symptoms are being seen and the human race is struggling tufes. There are many
diseases whose diagnosis, symptoms, and possible treatment are knawfoliuhately that
rare knowledge is not available to every individual in the world. Titgtes all the vision

behind presenting a paper on EMR/ EHR and its Data Management.

The thesis reviews the concept of EMR/ EHR thus explainingpitsepts, importance, market
need etc. Thesis will also explain privacy and securityaelto clinical data in electronic format
which is a very important as any electronic data is prone tshawl data loss. To manage and
utilize such amount of data, there is need of extensive data mamdgante so the thesis
explains the concepts of Datawarehouse, its importance, ETL m&shetc. As part of
explaining these concepts a mini EMR/EHR Datawarehouse isngesighich explains various
subject areas possible in any EMR Datawarehouse. Last but neashethe thesis comments on
the Future of EMR/ EHR and the World Vision on this revolutionary change.
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1 Introduction

Let us examine a scenario that is repeated faot@m. Our friend Bingo is ill and needs to get
a checkup done. He steps into a physician’s chnid this becomes his first encounter. He fills

in his Demographic information - his basic inforinatlike Name, Address, Insurance Details,

Symptoms, and Allergies etc. All this informatiosphysically put into a paper chart, clipped
and sent to the doctor for review. The doctor gd#ihgo and asks him to perform a few tests
and asks to see him again in few days. The doaiwr clips his own notes to Bingo’s chart

along with notes on the tests he recommends, syngtdiagnosis etc. From here on Bingo’s

file is in the process of settling into the phyaits office for a very long time. Every time any

information about Bingo is received, it's storedhat file making it “Healthy”.

What results after a few short years is a commenatio in offices that do not manage records
electronically; floor-to-ceiling paper stacks cantag important data, misplaced files, lost files

and time consuming searches. The paper stacks leetmonlarge at one point to become

practical, most sites end up hiring additionalfgtagt to manage these paper stacks.

[Fig.1- EMR Story]

EMR (Electronic Medical Record)/ EHR (Electronicadlthh Record)
provide an effective way to solve the problem ofmaging clinical
data. EMR has in fact been playing a minor rol¢him industry for
many years but has yet to be implemented succéssfudl-to-end
because of the many hurdles it has faced suchieacprconcerns,
cost and simply the lack of technology. In receatirg a lot of
progress has been made in terms of legislatiomntdogy and "
innovation in information technology all of whicla$ helped clear
out some of these hurdles. With recent advancd$;iintelligent

software, advanced processors, high-speed netvemdseemingly

limitless storage capacities have all revolutiodifiee industry. Add
to that excellent data processing tools and we lawehole different dimension on how we extract arsd
meaningful data. Hig. 2— Clinical Charts]
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It is very crucial to understand every little pixdlthe portrait; this thesis will try to touch amny parts as possible
with details that makes the EHR/EMR healthcarereBaccessful. The thesis takes a close look aadlvantages,
disadvantages and hurdles of EMR/EHR as well ada@pthe overall working of EMR/EHR with respect t
government standards of privacy and security. Tiesis will also look at a few of the EMR/ EHR mdrgéayers
and the different services they offer. The next p&the thesis will explore Datawarehousing conseghich are an
important topic in the technology behind EMR/EHRat®warehousing plays a very significant role inristp
maintaining and using the enormous volumes of diavalved. As part of explaining these concepts aimi
EMR/EHR Datawarehouse is designed and the conoésl.L (Extraction Transformation Loading) schenzand
clinical data mining subject areas are explorede Tatter part of the thesis will look at EMR/EHReriRfits &

Challenges and will try to speculate the futur&bfR/EHR
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1.1 What is Electronic Medical Records (EMR)?

Electronic Medical Recording — All the data in actiw’s office is usually collected in the form dfarts and forms
on papers. Using the paper record creates pilggpérs and it is difficult to manage and utilizedt records.
Electronic Medical Record is the term give
to medical record of patients collected in EMR Architecture

electronic format.
Electronic records are easily portable ar
accessible anytime and from anywhere. It |i

easy to transfer electronic records to seve

different entities at a time. With the Other Systems

extensive growth in technology it is now

possible to maintain the data in electron

format and this electronic data can &
utilized for analysis of business, patient car
and physician performance and for various
other researches.

EMR/ EHR is a step towards a world @
healthcare where all the processes related
clinical data will be automated and we
structured. This will help patients to ge

better health care, physicians to get time

information and thus improving the overa

medical system. Due to its many advantage
EMR is the new wave of this generation ar

is getting the most attention in the world.-[

4] Fig 3 is small workflow diagram which
describes the concept of EMR.

[Fig. 3— EMR Architecture]

Some important terms that are associated with ¢adthcare domain which an EMR/EHR system should: e
privacy and security of the patient’s sensitivemfiation. HIPAA rules comes into picture which deaith privacy

and security of electronic healthcare data.

we
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One of the main reasons the world is moving towd&t#R and documenting everything digitally is to baa
unified information pool. This pool will carry ewebit of information related to the health caretehoperability is
one of the major hurdles in forming this pool andoanating the process of healthcare. But with adgarents in

technology and understanding of standards, thisrig much reachable although difficuls { 7]

"A patient record system is a type of clinical imf@ation system, which is dedicated to collectintpriag,

manipulating, and making available clinical infortina important to the delivery of patient care. Tdentral focus
of such systems is clinical data and not finaneidbilling information. Such systems may be limiiadheir scope
to a single area of clinical information (e.g., adled to laboratory data), or they may be comprsive and cover

virtually every facet of clinical information pemgnt to patient care (e.g., computer-based patseord systems)."

(8]

EMR - EPR - EHR

Electronic Medical Record is a term that is mosided in US Healthcare. But in UK healthcare, Etettr Patient
Record is widely used. EMR and EPR are intercharige&dlHS (National Health Service) has given ardgdin of
EPR for the UK healthcare which is:

“An electronic record of periodic health care okmgle individual, provided mainly by one instianf.

This makes it more patient specifi€] [

Often Electronic Medical Records and Electronic [HeRecords are used in the same way. But themadifference
between Electronic Medical Records and Electrongalth Records. NAHIT — National Alliance for Health

Information Technology has described the basiedsffice in EMR and EHR.

“EMR : The electronic record of health-related informatof an individual that is created, gathered, rgadaand
consulted by licensed clinicians and staff fromrgle organization who are involved in the indivadis health and
care.

EHR: The aggregate electronic record of health-relaméormation of an individual that is created arattgered
cumulatively across more than one health care azgon and is managed and consulted by licendaitieins and
staff involved in the individual's health and carelQ]

To make it simple, EHR is a bigger umbrella and EMR part of it. If we look at the bigger pictuwE American
Healthcare then we are talking about EHR whereyepatient’s record and its history from all the gibe systems

are consolidated in a pool. This information in@adpatient’s demographics, progress notes, immiimigaab

4
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data, reports etc. Hence it's a comprehensive wkpatient’s information. EMR also constitutes ttalaboration
of data from different entities like patients infuation, labs data for the patients and other diniata information
related to the patient. But in case of EMR thisad@s boundaries that are limited to a single pi@otr or single
hospital facility. It will be a drastic improvemeint diagnosis of any disease and retrieval of pieecord across
the globe. EHR will help in many departments ofltieare. 1]

Hence it can be concluded that an EMR with interapiéity can be considered as an EHR. EHR will jleva
wider angle to the patient’s information as it'stigy its data from many other systems where ptsiénformation
is stored hence providing clinical decisions an@dnalyze health related maintenance requiremehis. ielps the
physicians to measure the quality standards arattem order to get the pay for performance ineest But in the
market EMR is the term which is used in a more penpwray. Even most of the Clinical Record Systemspanies
market their products as EMR product. But to useREdd EHR, depends on the facilities requiremeti2, L3

Tt g el S i e s e e T T T P e e P VAR Rt P
<
»
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b Administration

14 29
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EMR EHR
It's the record and responsibility of the care e The record is owned by either the patient or
delivery organization. For example if a the stakeholder.
patient visits a Physician clinic then that e This is interactive and gives the ability to the
physicians EMR system will be the one patient to change its information very easily.
responsible for its records and it will be e Patients encounter information from all the
property of that Physicians Clinic. facilities are being combined and are present
The patient can access the information but in a pool.
cannot change it. e EHR is connected to National Health
Patients encounter information is present in Information Record (NHIN)
the facility. e To achieve EHR, EMR should be active in
It does not contain any information from any facility. EMR is the first step to achieve
other facility. [14-19 EHR.

EMR Adoption — Path to EHR

Considering the US Healthcare challenges and tla@engss of EMR in healthcare industry, Healthcaf@rination

Management Systems and Society (HIMSS) has comevibhita seven stage model and have studied differen

hospitals at every stage. They have consideredtatifd US hospitals present in their database naeecout with

this analysis.

The statistics of this model states that:

Around 11% of the hospitals are at stage 0 whichrmaghat the key ancillary departments like latmyat
radiology or pharmacy are not installed in thesspitals.

About 6.8% of hospitals are at stage 1 which méaauisthe key ancillaries are installed in the htzdgi
Around 16% of the hospitals are at stage 2 whichmaanajor systems store and access the data feam th
clinical data repository. The hospital is at HIEe@th Information Exchange) stage where it canesktar
information with other patient care stakeholders.

Around 50% hospitals are at stage 3. Meaning tbatichents like vital signs and flow sheets are atql
The first level of clinical decision support is aieice to conduct error checking. Some level of Madi
Image access from PACS (Picture Archive and Comoation System) is available for the access to the
physicians outside the radiology department.

Around 7.7%-9.7% hospitals are at stage 4 whichmbat CPOE (Computerized Practitioner Order
Entry) is added to the nursing and error checkatgted to evidence based medical records is a¢ plac
Around 4% hospitals are at stage 5 which meansltsed loop medication administration environmant i
fully at its place. The Electronic Medication Adnstration Record (eMAR) and bar coding or othemaut

identification technology, such as radio frequemsntification (RFID), are implemented and integrht

6
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with CPOE (Computerized Practitioner Order Entnyl @harmacy to maximize point of care patient gafet
processes for medication administration.

e Around 2% of hospitals are at stage 6 which mehas full physician documentations or chartings like
structures templates are implemented. PACS systewides medical images to physicians by internet an
displaces all film based images.

e Around 0.7% of hospitals are at stage 7 which méfaagull hospital is now electronic based. It nader
uses paper charts. Clinical data warehouses ang lisied to analyze patterns of clinical data torawe
quality of care and patient safety. Clinical infation can be readily shared via standardized eleictr
transactions (i.e. CCD) with all entities that aethorized to treat the patient or a health infdioma
exchange (i.e., other employers, non-associategitatss sub-acute environments, ambulatory clinics,
patients & payers in a data sharing environmerite fospital demonstrates summary data continuity fo

all hospital services (e.g. inpatient, outpatiétid, and with any owned or managed ambulatory dnic

[17]

Below is the analysis provided from HIMSS, for UBIE Adoption.

7 Complete Installed EMR, CCD transactions to 0.7% 0.8%
share the data, Data Warehousing Concepts
developed.

6 Full physician documentations or chartings likel.8% 2.6%

structures templates are implemented. PACS
system implemented.
5 closed loop medication administration 5.0% 3.2%
environment is fully at its place, eMAR, RFID
implemented and integrated with CPOE

4 CPOE is added to Nursing and Error Checking7.7% 9.7%
implemented

3 Nursing and clinical documentation 50% 50.2%
implemented. Some level of PACS

2 Major ancillary systems feed data into their ~ 16.5% 15.5%
clinical data repository

1 Key ancillaries are installed in the hospitals. 6.9% 6.8%

0 Key ancillaries are not installed in the hospitalsl1.4% 11.2%

[17, 18]

~Ne
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1.2 Clinical Data in Paper Format — A Big Problem!

“In the U.S.A., 14% of U.S. Gross Domestic Prodi@DP) was spent on healthcare in 2001 (U.S. OEGLHLcb
trillion (U.S. HCFA). $250B was spent on healtleaglated communications services, administratinel a
transaction services. According to a 2001 ArtburLittle study $100B of the $250B was directlyriéstitable to
inefficient communications. 25% to 40% of the $B5@epresents excessive administrative and paperwork
overhead.”

There are a several reasons that make us thinklireetion to develop a system which can overcameeptroblems

laid by the use of clinical data in hard formabn& of the problems are as follow$9[- 24

Paper, Paper and Paper:
It involves a lot of paper to maintain any typere€ords. And when it comes to medical

records then it is limitless. There is so much iinfation which is linked to a patient that—*"- b5

to maintain it, needs a great organized structéiggles of files. Maintaining records in—— ‘-;fﬁ =
== : =
paper format is cumbersome and as the records gibwakes a leap towards%' f

inconsistency and is difficult to maintain. Withighpaper also has few limitations like i

grows old and there is always a chance that it gptéled either by water, fire or bugs o
etc. [Fig. 5— Paper Pile]

Manpower and Efficiency:

To maintain the piles of paper records, manpowet tme is required. Data in paper

format also slows the work as compared to the r&pﬁdeval of information by the use of

involved in retrieval of data manuall\Eip. 6- Balance]

Non Portability:

Looking at the global world and the way its gettstgieezed its really crucial for a doctor to beoirch of
his records from anywhere in the world. The phgsiatan do his work from anywhere and can refe:ri =

to any patient’s diagnosis which in turn is veryplfigl in dealing with other patients. With the' f“’"ﬁ’é"éfi
use of paper records this cannot be attained arehwhe doctor is away from office, he |s w 'Wﬂ‘:‘
I

AWAY FROM WORK. What best the physician can doascall his staff from remote Iocatlon wm"

and ask for the details but this involves lot ofedarrors and might not be so secure and is agyiaad security
threat to the dataF[g. 7- Coins]
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Cost inefficiency:

Storing and maintaining the patient's record ingodprmat requires many resources and
hence increases the cost. But retrieving the pfilpsrbecomes impossible when there
thousands of files in an office. And so the coststore and maintain records i

underutilized. On the other hand when electronta @astored it's easy to retrieve and can
be utilized again and again. Thus giving maximutamreof investment.Hig. 8- Bank] = |:' ‘h

Human Errors:

The records maintained manually on papers are gmlwd of human errors which is one

big problem. Managing the current records and hystd patients is very big task. There

can reduce if the data is stored in electronic &drfig. 9- Error]

Coordination:

There are many different entities involved in aiqrats record and this is getting increased
day by day. A patient may visit any doctor’s offigad can get his blood test done from a
pathology lab, gets his X Ray, CT Scan etc doratadr radiology lab. In order to get these
test results the patient or the lab has to comnatmiand send the reports to doctor’s office

by mail which is a big problem of coordination.also delays the whole process and may

result in errors and security breach for the ddkg. 10— Office Coordination]

I nter Office Communication:

updated and stored electronically, it is availabimediately to every department who h
the access to the system. Thus there is no delagommunication between the

departments][Fig. 11- Communication]

Decision Making:

D
With data in paper format any kind of analysis iéfiailt. On the other hand if Q‘ A \\
®

organization's data is collected in electronic fatma lot of analysis is possible. The K @ \J
patient's record can be used to see how a medicireacting on group of patients, ~ //
physician’s performance can be evaluated; a lotlodr business analysis over the time can
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also help in improving the organization and headite.

Dependency:
The patient’s record in a physician office aredind stored by the clerical staff. When thesendsneed to be
retrieved, there is always dependency on the Sta#.pile of files makes it difficult for a

physician to look for record themselves. On theeottand when the records are in

or social security number or date of birthid. 13- Dependency]

Security:
Keeping clinical data on papers is not so sectireant be stolen by anyone who has the

access to the place where papers are kept. Thatgéssue comes into picture when the

=

data travels between different entities like lgi¥gysician’s office, insurance providers etc -

[EFig. 14— Security]

10
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2 Comparison

An article from Health Management Technology (4/208hows EMR system saves time when it is usedhasual

methods at California Pacific Medical Center (CPMCpan Francisco, CA.

Few figures below give an idea to compare EMR vanival Methods.

Category Manual With EMR
Complex NICU patient Discharge Summary 120-180 Min 30-45 Min
Complex NICU patient Daily Progress Notes 30-60 Min 20-40 Min
Chart Coding of Uncomplicated Deliveries 5 Min/ Chat 1 Min/ Chart

[25]

Paper Office — Without EMR

Paperless Office — With EMR

. Lot of Paper Use

1. Minimal Paper Use

. Lot of Manpower Use

2. Minimal Manpower Use

. Not so Efficient

3. Very Efficient

. Not Portable

4. Portable

. Cost Inefficient

5. Cost Efficiency to its Maxim

. Prone to lot of Human Errors

6. Less prone tondn Errors

. Clinical Data might get destroyed

7. Less chamfeClinical Data getting destroyet

. Not so secure

8. Security at any extent is ptssi

©| 0 Nl o O M W N P

. Decision Making is not so quick

9. Quickest mpdor Decision Making

10. Lot of dependency on staff

10. Less dependencstaff

11. Same office revenues

11. Increases office i@&n

12. Less time effectiveness

12. Time saving anagimum

13. Data collection from different office is not so
effective

13. Automated data retrieval from different office

14. The data in paper format is difficult to orgamni
and retrieve.

14. Electronic data is very easy to organize and
retrieve.

[25-33

11
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3 Privacy and Security

One of the major concerns that is restricting et flevelopment and use of EMR in the nation isctiveern for
privacy and security of sensitive patient’'s data.ratter how secure a system is, it is prone t&ihgcMay it be a
highly secure bank system or a single system impfted at a physician’s office, wherever the infaioragets

online and runs through the web pool, it's pronattacks. 34

For example in year 2006 a laptop got stolen froenresidence of a staff person of the U.S. DepanttimieVeterans

Affairs. This laptop contained around 26 million \ééteran Administrative records. This is not thdyoevent of

security breach. There are many more such incidendeere sensitive information got lost. Some famili
organizations where similar kind of incidences teamgal includes Aetna, HP, Fidelity Investments, EquliFederal

Trade Commission etc3%]

Today, the technology has evolved to a great lewel the systems are made very secure. Differerd lefs
authorizations makes it shelled and intact. Theean@any different companies which provide inteltigproducts to
minimize the data loss. These vendors design theeisyin a way so as to introduce high end authtioize: and

security frameworks on top of the data and thbedomes difficult for hackers to breach the sys{&f).

The strong privacy rules make EMR adoption diffigalvarious hospitals and institutions. There wesearch done
by Massachusetts Institute of Technology and Usitgiof Virginia researchers. They found that thetess where
the privacy rule is stringent has less EMR adopéisrcompared to states with a little privacy ruldse states with
high privacy rules make it difficult for the hosgi to share the information as it's expensive tamablesome. Also
the hospital or any facility needs to follow a nwamiof standards defined by HIPAA and etc which diffcult to

implement and maintain3}]

The privacy rules are being formed by HIPAA andytdecide how medical information should be shareivben
different systems. The rules are good if the patieants the access to the records but the probtemsawhen any
other organization needs access to patient’s redordany research purposes. The HIPAA laws impleat®n is a
confusing and complicated task and to implementahailes is yet an extensive task for physiciankeailthcare
providers. 88|

Patient’s health records have yet another dimeng&ioprivacy. The companies who offer free web spabere
patient can upload the data do not guarantee hieatlata is safe. Other companies who claim to kleepatients

data private asks for other rights like data mining

12
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The privacy and security is implemented at manglein securing electronic data. The levels coveraad range

from overall rules to deep down to the data level.

Title 1l of HIPAA deals with Preventing Healthcafgaud and Abuse. It defines many rules and offerioes
sensitive data loss at every possible level. Tleeemany programs which are defined in HIPAA torduthe

privacy of data like
i. Fraud and Abuse control prograB9]

ii. Medicare Integrity Program4{]

There are mainly five rules which HHS (Health anahthin Services) has formulated which are the privalsy the

security rule, the transaction and code set ruleisijue ID rule and enforcement rule$1{43

Privacy
Rule

Security
Rule

HIPAA
Title Il
Rules

Code Se
Rule

[Fig. 1§ —HIPAA Title Il Rules
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3.1 HIPAA Privacy

The first level to implement privacy of clinicala@rds is to define rules which guides how the rés@an be

accessed or transferred. At different levels tlieapy is implemented as follows:
Privacy |mplemented by HI PAA Rules.

The privacy rule established on April 14’ 2003 félPAA by HHS (Health and Human Services) is alstieda
Standards for Privacy of Individually Identifiabldealth Information. This rule mainly deals with thee of
individual's health information called “Protecte@#&lth Information”. The main aim of Privacy Rusetd guard the
patient’s sensitive information during the flowioformation from one entity to other. This rulevisry flexible so

as to cover various uses and revelations which tebd addresse4]

As Per the Title 1l of HIPAA Department of Health and Human Services (HH& defined standards for use of
clinical data in electronic format. The entitiesatthave to follow the HIPPA privacy rules are cdlf€overed

Entities”. The covered entity includes:

o Health Plans
. Health care providers who transmit clinical data,
. Community health information systems and orgarzegtiwhich deal with billing services.

The Office of Civil Rights - OCR is responsible férivacy Rule with respect to Voluntary Complianegtivities
and Civil Money Penalties4p]

Privacy rule is not mandatory for all organizasoExamples of organization which are not coverddies are :

. Life insurance companies

. Law enforcement agencies

. Employers

. Workers compensation carriers
. Schools and their districts

. State agencies

. Many municipal offices.

The covered entities may also take service of otggncies or individuals which are called as “Besi

Associates” and who provide services on behalf oftm the covered entities and whose services imlv

14
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transmission of patients health information (PHAg&w of the services performed by business assscate like

claims processing, data analysis, billing ed& { 47

15
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Covered Entities

|

Health Care Provider

e Doctors

e Clinics

e Psychologists

e Dentists

e Chiropractor

e Nursing Homes
e Pharmacies

~

Health Plan

e Health Insurance
Companies
e HMO’s

e Company Health Plans

e Gov Programs

(Medicare, Medicaid)

i@&,\

\

~

j

[Fig. 17 - Covered Entities
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Clearinghouse
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information from other
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electronic format or vice
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etc.
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Health Care Provider

A provider who transmits clinical data electronigatomes under the category of Covered Entities iand
bound by the Privacy Rule. These transactions ean b

e Claims

e Enquiries for Benefit Eligibility

o Referral Authorizations requests

¢ Any other transmission which has been identifiedHb{S and has formulated standards under the HIPAA -

Transactions Rule.

Health Plan

Plans which come under health plan are the oneshwirovide or pay the cost of Medical Care. Fewhef

plans are:

¢ Health Plans

¢ Dental Plans

¢ Vision Plans

e Insurers like Prescription Drug Insurers, Medicapfglement Insurer ( with exception where insurance
entities which provide only workers compensatiang ather types of insurance like automobile, proper
etc)

e HMO'’s (Health Maintenance Organizations)

¢ Medicare & Medicaid

e Employer Sponsored group health plans (with angtiae if the health plan has less than 50 memaeds
the employer establishes and maintains the plan)

e Church Sponsored Health Plans

e Multi Employer Health Plans

e Government sponsored Health Plans (exception argrgms like food stamps program and health plans

servicing community health center )

Health Care Clearinghouse

These include public or private entities that gat standard health information from other entiiige
standard electronic format or vice versa. Few tydedearinghouses are like:

e Billing Services

¢ Reprising Companies

e Community Health Management Information Systems

17
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The Protected Health Information (PHI) includes sire patient’s information related to physicaldan
mental health information, patients past and futnfermation and payment for any medical situatibralso
includes the health care provision provided to vilial. This information is called as “Individually
Identifiable Health Information” which includes Ratts Name, Address, SSN, DOB etc. The privacg rul
suggests that the PHI is disclosed by coverediesnitimly if the privacy rule permits or an indivaduvants
that information or if the individual authorizesnseone to get information on its behalf. This infatian can

also be shared with HHS when it is responsibleréoiew or enforcement action or an investigatiate {

47]

Disclosure of information is a very crucial stepdieciding the privacy rule. There are many situstiovhere
a covered entity may disclose PHI but it has tlghindaries.

The covered entity can disclose information indeling situations or to following entities:

Individual Patient itself.

Treatment Health Care Provider and related services activity.

Payment Disclose of information related to health plansabhinvolves payment of
the treatment used on the patient.

Health Care Operations In the case of improvement activities by healtreaaganizations, activities

related to competency of health care or providefopemance, for reviews,
legal activities and audits, business managemeadministrative activity
of covered entities. Also the disclosure of psyhbaapy notes for
disclosure of payments, treatment and health gaeeation requires patient
consent to disclose PHI.
Directory in a Facility In the case of hospitals patients are asked toagivieformed consent
wherein patients name, their medical condition, ladtion in the facility
is being disclosed. This is important so that f@me wants to locate the
patient they can do so by the patient’'s name.
Family members or The covered entity may want to disclose PHI to famiembers of the
authorized persons patient. This might be in the case of emergencyTte PHI may be
disclosed to entities authorized by the law for disaster relief.
Public Interest and Benefit | There are 12 such cases which adhere to Natioteakkt and in these casges
Activities the PHI can be distributed without any consent ftbenpatient. These
conditions are as follows :
e Information required by law e.g. By court order.
e The person has committed some crime or has braketaa then
PHI can be shared to respective government agencies
e Health Oversight Agencies may get the PHI for thegal
activities.
e For any Judicial or Administrative Proceedings.
e For law enforcement purposes.
e To the agencies for identifying the death of a persr to the
funeral directors.
e To facilitate the donation of organs of the dead.
e For any research activities.

18
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e Threat to health and safety of any community oiomat

e To run important Government functions.

e For workers compensation related to workers illr@sgjury or
death.

Limited Information Belongs to the information from unique identifieetated to the patient or
its relative is being removed. This information ¢enused for general
research purpose, public health responses etc.

Another important dimension to Privacy Rule is domcept of Minimum Necessary disclosure of PHI.
It's the duty of covered entities to try to its nmaxm to disclose only that information which is assary.
Also inside the facility of the covered entityshould try to shield as much information as possitim its
other staff and should develop system which willfrkvon different roles. Covered entities should also
implement some rules which will target the routtisclosure of records and to implement the conoépt
minimum necessary on those routine disclosureso #ie covered entities should provide notes which
describe the roles and duties on the entity armthks measures it takes to protect the P48.-{ 47

For a covered entity to run its processes, it néedsiplement and define a few procedures and ioexct
like:
1. Procedures and Policies for Privacy

2. Appointing of a Privacy Person who is responsibledeveloping these rules and procedurg]. [

3. The privacy rule also governs the covered entitemake sure they appoint some person whom the

individual can contact and also keep track of tiferimation of the patient disclosed.

4. Training for the covered entity workforce to undersl the privacy rule.
Mitigation should be done by covered entity for affects it has learned from leaking of PHI from it
facility.

6. Security of data at every level like software leyysical level etc.

Data backup of 6 years of PHI.

Actions against breach of Privacy Rule

Covered entities not following the privacy rule aebjected to fines and criminal prosecution. These

penalties are and should be very aggressive sahbatensitivity of the information and data shobéd
understood by the covered entities. Bottom lineNething should be taken lightly when it comedPidl.
These penalties are being imposed by OCR (Offidgiaf Rights).

This penalty is being divided into two groups:

19



EMR - Concepts & Data Management

A. Violations occurring before 2/18/2009:
Penalty Amount: up to and 100/ Violation and uj$2%,000/ Calendar year
B. Violations occurring after 2/18/2009:
Penalty Amount: $100 to $50,000 or more/l&tion and up to 1.5 Million/ Calendar year

If the error is corrected within 30 days and was aavillful neglect then the OCR might withdraw the
penalty. One more scenario where OCR might not éakien is when Department of Justice has imposed a
Criminal Penalty on the covered entity. CriminalnBities are imposed if the person has knowingly
distributed/disclosed the PHI. It might result ilghl Penalties and imprisonmen#g]

Privacy |mplemented at Software Program level:

The privacy rule defines the data safeguards @dito maintain the privacy of the data by the cedemtities, but
when it comes to the software level there is adobe considered. The covered entity needs to pseckoftware
from a trusted vendor which will be used to hanitle patient’s data and regular processing underctvered
entities facility.

Use of licensed software for EMR and for other gatacessing and transfer is mandatory to mainifitwvare level

privacy. The licensed software should have feattoremcrypt the data so that it is secure.

If required, some privacy software should be usephysician’s office or hospital. The use of thisracy software
is to keep watch on the user’s activities and thisp create a type of firewall when it comes torisigaof secured
data. Only filtered data that is configured by #tiministrator can be transmitted over the inteamet out of the
network.

There are few software products which can hideuses IP address. It is very important so thatteagking robots
don't steal the IP address and try to get intoubers system. If any user machine contains seaggtient’'s data
then it's very important that the data is shieldensin internet access. Hence use of any privacywso# is
recommended. Some of the privacy software’s avigilebmarket are as follows: GNU Privacy Guard, 8ecShell

etc. 49
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3.2 HIPAA Security

Security is implemented at many levels of access.
Security | mplemented by HIPAA Rule:

The latest security rule is established in FebZiM3 and it specifically deals with Electronic FRaed Health
Information (EPHI). It is basically a subset of tRgvacy Rule. All of these rules states securigndards and for
these standards there are required and addressgidenentation specifications. The required onestrha adopted
and utilized. On the other hand the addressableifg@mdions are much more flexible and the coveesdity can

figure out which one is best for i6Q — 5]

To compliment the HIPAA Security Rule the coveratitees should do the following:

= Maintain the integrity & confidentiality of Electnic Patients Health Information - ePHI whether isen
created, received, maintained or reviewed.

= Covered Entities should protect against any hazatdsh might be a risk to privacy and confidentialbf the
ePHI.

= Covered Entities should protect against any uséshwhight cost the privacy of the information.

= Covered Entities should ensure that the workfosaimplying with the standards.

The security series of papers has published seaparp and each of them deals with a particularcasgehe rule.
The details are provided under section 164.3084 hes as follows:H0 — 53

Security 101 for Covered Entities

Security Standards — Administrative Safeguards

Security Standards — Physical Safeguards

Security Standards — Technical Safeguards

Security Standards — Organization Policies anddthoies and Documentation Requirements

Basics of Risk Analysis and Risk Management

N o g s~ N Pe

Implementation for the small provider.

Let’s describe each one in detail:
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Security 101 for Covered Entities

Administrative simplification rules are being débed in it which contains Privacy Rule, Electrofi@nsactions

and Code Set Rules, National identifiers RequirdmBar Employers, Providers and Health Plans aruli@g

Rule. This Rule also describes the difference betvtbe Privacy and Security Rul&3]

Privacy Rule

the PHI

This rule defines who will have the access to This rule ensures that those who have access to

Security Rule \

PHI, have the access

This is applied to all forms of patients data

like Electronic Data, Oral Data, Written Data electronically i.e. EPHI that is maintained, creatd,

This is confined to information stored

received or transmitted.

Security Standards — Administrative Safeguards

These are policies and procedurethat are developed to manage the way the seatatdards are being

implemented on EPHI. [53]

List of Standards under Administrative Safeguarésas follows:

Administrative Safeguards
Security Management Process

Explanation

This requires the covedl entities to implement
policies and procedures which will prevent, detect
correct and contain the security violations.

Assigned Security Responsibility

This means assigny a security official responsible
for the implementation & development of policies
and procedures related to the covered entities.

Workforce Security

This means implementation of polties and
procedures for the workforce members of a
covered entity which will state that the members
will have access to limited patient’s information.
So by this rule it will be decided that which perso
has access to which information.

Information Access Management

This means the accesbthe information to only
the restricted persons.

Security Awareness and Training

This means that theovered entities should
organize security training sessions and programs
for all the workforce members so that they will get
to know the sensitivity of PHI and can act
accordingly.

Security Incident Procedures

These are the policieend procedures to address
the security incidents.

Contingency Plan

If there is any emergency then whare the steps
involved to save the PHI is what is given by this
rule. These emergency are like Natural Disasters,
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Fire, System Failures etc.

Evaluation

This means to perform a technical and no
technical evaluation on the standards that are
implemented on this rule.

Business Associate Contracts and Other
Arrangements

A business entity can transmit receive create EPHI
from a covered entity but in this case it's the dut

of the covered entity to make sure that the businses
entity will guard the security and integrity of the
information.

Security Standards — Physical Safeguards

These are actions policies and procedures thatlereloped to protect the covered entities eleatrgrformation

system and related building and equipments fromarahtlisasters, unauthorized personnel intrusigg. [

List of Standards under Physical Safeguards afellasvs:

Physical Safeguards
Facility Access Control

Explanation \
This rule implements the plicies and procedures
which will manage the authorized access to the
building where sensitive patient information is
present.

Workstation Use/ Security

This ensures that the worstation use should be
strictly prohibited by non authorized personnel’s,
The workstation is an important key and all the
patients’ information can be accessed through it.
Hence it’'s very critical to have correct access tib
by persons.

Device and Media Controls

This means to implementusgh policies and
procedures that will monitor the receipt and
removal of hardware and any electronic media in
and out of the facility.

Security Standards — Technical Safeguards

These are actions policies and procedures thateeloped for the technology that is used to ptd&dil. (B3]

List of Standards under Technical Safeguards afellasvs:

Technical Safeuards Exlanation

Access Control

This means such policies and proceds to be
implemented that it monitors the access to those
software programs that deals with EPHI.

Audit Control This means auditing any and every advity related
to EPHI.
Integrity To implement Policies and Procedures to
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implement the improper alteration and destruction
of EPHI.

Person or Entity Authentication

To implement such mlicies and procedures to
verify that the person or entity that is accessinghe
EPHI is the one Claimed.

Transmission Security

This means to implement suckecurity measures
which will guard against any unauthorized access
to EPHI that is transferred over electronic media.

Security Standards Matrix (Appendix A of the Security Rule)

ADMINISTRATIVE SAFEGUARDS

Implementation Specifications

Standards Sections (R)= Required, {A)=Addressable
Security 5184 308{a)1) Risk Analysis (R}
Management Risk Management (R}
Process Sanction Palicy iR}

Information System (R)
Activi_’r'.r Review
Agsigned Sscurity 5 164 308{a)2)
Responsibility
Workforce Security 5184 308(a)3) | Authorization andfor (A)
Supenvision
‘Workforce Clearance (&)
Procedurs
Temination Procedures (&)
Information Access 5184 308{a)4) Isolating Health Care (R}
Management Clearinghouze Funciions
Apcess Authorization [A)
Access Establishment (&)
and Modification
Security Awarsness £ 184 308{a)5) Secunty Reminders (A)
and Training Protection from Malicious i4)
Software
| Log-in Monitoring | iA)
Pazsword Management (&)
Security Incident 5 164 308{a)E) Response and Reporting (R)
Proceduras
Confingency Plan 5164 308{(a)7) Cata Backup Plan (R}
Dizaster Recovery Plan (R)
Emergency Mode (R}
Operation Plan
Testing and Revision [A)
Procedures
Applications and Data (A)
Crticality Analysis
Evaluation £ 184 308{a)3)
Business Aszociale 184 308(b)1) | Written Contract or Cther (R}
Confracts and Other Arrangement
Arrangements
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PHYSICAL SAFEGUARDS
. Implementation Specifications
Standards Sections (R)= Required, (A}=Addressable
Facility Access £ 164 310{a)(1) Contingency Operations {A)
Confrolz Facility Security Plan [A)
Access Control and [A)
Validation Procedures
Maintenance Records [A)
Workstation Use § 164 310(b)
Workstation Security 5164 310(c)
Cevice and Media 5 164 3100d) 1) Disposa (R}
Controlz Media Re-use (R}
Accountability [A)
Diata Backup and Siorage (4]
- I I
TECHNICAL SAFEGUARDS
) Implementation Specifications
Standards Sections [R]E Required, :mfﬁ.dd ressable
Access Contro 5164 312{a)(1) Unigue User Idenfification (R}
Emergency Access (R}
Procedure
Automatic Logoff [A)
Encryption and Decrypiion [A)
Audit Confrols 5 164 312(h)
Integrity 5164 312(e)1) Mechanizm fo Authenticate [A)
Electronic Protected Health
Information
Perzon or Enfity & 1684 312(d)
Authentication
Transmission §164.312(e)1) [ Integrity Conirols [A)
Security Encryption [A)
ORGANIZATIONAL REQUIREMENTS
. Implementation Specifications
Standards Sections (R)= Required, {A}=Addressable
Business associate S 164 3140a)(1) Busziness Associate (R}
contracts or other Contracts
arrangements Other Arrangements iR}
Reguirements for §164.314(b)1) | Implementation (R}
Group Health Planz Specifications

POLICIES AND PROCEDURES AND DOCUMENTATION REQUIREMENTS

. Implementation Specifications
Standards Sections (R)= Required, (A)=Addressable
Palicies and & 164 _316(a)
Procedurss
Crocumentation S£164.318(b)1) [ Time Limit (R}
Availability (R}
Updates (R}

[Fig. 18 Security Standard matrix
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Data Level Security

Security breaches are possible if the data is egdth between different organizations. Organization

understand that it's very important to keep allithportant data behind the firewall and then follseme rules

and policies. Some of the policies and practiceighvban help ensure security of sensitive dataarf®ellows:

1)
2)

3)

4)

Higher Management should take necessary stepsratatsiand the importance of the problem.

Policies should be applied in practice. These pslishould define everything from how the data &hbe
stored to how it is accessed and how it's trangahitThese policies should be strict and well cdletdby

the management.

Systems where the sensitive data is stored shauldehind a firewall. The threat to data is mostbnf
network. Hence it should be monitored very seriputhe data which is sensitive should net be altbtee
transferred through global network. Tools shouldifealled in the facility which can monitor on the
network and other sensitive patient health inforomatiata transfer.

Authorization and Authentication should be appliPdssword systems should be made secure and users
should be asked to change the password very fréguéiso users should be trained to follow thelgéy
measures and policies. All the authorization retjudsr users should be monitored and should be
documented.§6 — 57

Below are the few methods by which security caimfgemented at the data level.

Assigning Roles to the users for selective data widn SQL Server
[+

File Edit View Tools ‘window Community  Help

ey [y 0Ty 0P P Ly DY as W@ D H RS

Ohject Explorer E : : 2
Login Properties - sa
Connect = &d = =] E B
= Sele = - I Hel
= [ GCOTDWHOS46|SQLEXPRESS (SQL Server 9.0.304 4 General .S cript L_ll =P
(= [ Datsbases |5 [———
[ Svstem Databases 5 Llasr Maopping Server role is used to grant server-wids secuity privieges to a user
& | soms 44 Status
| EMR -
= [ Security Server roles:
= [ Logins ] bulkadmin
f%] BUILTINAdministrators O dbereator Server Roles for a User
5] BUILTIN|Users [ diskadmin
| GCOTDWAISHEISOLServer2005M55) [ processadmin
A naMibnelaF1 [+] public
A NT AUTHORITHSYSTEM [ securityadmin
£, sa [ serveradmin
& [ Server Roles [ setupadmin
3 Credentials (7] sysadmin

[Z3 Server Objects
# [ Replication
[Z3 Management

Ready

[Eig. 19 Assigning Roles to the users
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- Assigning users access to DB in SQL Server

':-.: Microsoft SQL Server Management Studio

Fle Edit View Tools Window Community Help

B3 New cuery | [y | By 0F 0y |5 ool W @ B B R RS

Object Explorer -1 X

Connect~ | &1 w7
B [{§ GCOTDWHOS46ISQLERPRESS (SaL Server 9.0.30
= [ Databases
(3 System Databases
|| some
[ Emr
(= [ Security
(= 4 Logins
BUILTIN|Administrators
BUILTIN|Users
GCOTDWADS46Y5QLServer2005M55Q)
A MAMnE1E71
A NT AUTHORITYSYSTEM

&8, s
[ Server Roles
[ Credentials

[ Server Objects

[ Replication

[ Managsment

< i

2

- [7[%]

Database with User Mapping

F Login Properties - sa |'_”E”Z|
"9" & seipt + I Help
4 Server Rdles
|27 User Mapping Users mapped to this login:
L Status Map | Database / User Defaul Schema
EMR sa [
master dbo dbo &)
model dbo dbo &)
msdh dbo dbo &)
[ sOIB
tempdh dho dbo =
System Defined o
User Guest account enabled for: EMA Database Role Permissions

Database role membership for. EMR

/

55 b mosessadrin
[ db_backupaperator
[ db_datareader
[ db_datawiter
[ db_ddladmin
[ db_denydatarsader

23 view connection properties [ db_denydatawniter

[ db_owner
[ db_securityadmin

e

Fsady

d

Ready

[Fig. 20 — Assigning Users exclusively to operate on a DB.

Organization level Security

There are many ways organization level securitylmammplemented. The main purpose here is to céstri

unauthorized persons to access the organizationneass. The different ways security can be impleagn

at an organizational level are as follows:

e Data backups are an important part of securingdtdita in case of any disaster or other loss. But the

backups should be kept in place of highly secuckdoroom with very limited accessibility to person

e Disabling any data transfer to any external delilee CD writing or USB drive. The best way to dotds
disable any USB ports in the user’s machine ancetblould not be any accessibility to any persaorails

or messengers from where the data can be sent.

e Portable devices like laptops should be lockedst@ansole on user’'s desk. The portable deviceseame

easy to steal hence they should be monitored aradb
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3.3

3.4

There should be different access to the server fsom where all the sensitive patient informaticetad
flows. It should be strictly accessible to onlytarized persons.

The whole facility should be under video surveiiarso that any suspicious activity can be tracked.
Printers should have limited accessibility and $thdae monitored so that any sensitive PHI shouldbso

printed.

To achieve this security, identification cards ocess cards should be assigned to the employett® of
hospital and the office or the hospital can be sicid accessed. This way any unauthorized pevgtibe
restricted from entering into the office. Also tharan be security agents at the reception whichtreak
the users in and out of the organization. Any eisitwho enter into the hospital should be givengead
and should be accompanied by the authorized pegsonn

Next thing that can be done is to provide detaikle of security for the data. Like the users of th
Sensitive patients data should be allowed to enterthe system via finger print logirb§ — 59

HIPAA Unique Identifiers Rule

The National Provider Identifier (NPI) is a 10 diginique identification standard for covered hezdtie
providers, Healthcare Clearing Houses and Healih?INPI should be used in all financial transacti&
administrative tasks which are under the umbrdiai®AA. This NPI does not contain any information
about the Healthcare Provider like the state framens they belong etd5()

HIPAA Enforcement Rule

It contains provisions relating to InvestigatiomglagCompliance and imposing penalties for violatamy
HIPAA rules. It got implemented on March 16, 200®&e enforcement rule also defines the defense a
covered entity may have in order to avoid the pgn#fithe covered entity proves that the violatismot
willful and was due to a reason or if the violatimas not known to the covered entity then the aeder
entity is saved from the penalty. And to do this tovered entity has 30 days to respond. The mawimu
penalty for breach of any HIPAA rule ranges fronD@lper violation and ranging up to $250,000 in a
calendar year. 6[1]
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3.5

Transaction and Code Sets Standards

Transactions are changing information between tniities. e.g. A physician office will send the ctai
transaction to a clearinghouse for release of #yenent. HIPAA has formulated certain transactiohgctv
are standard for EDI (Electronic Data IntercharfgeHealth Care Data6p]

These transactions are:

e Payment and Remittance Advice
e Claims and Encounter information
e Claim Status

e Referrals and Authorizations

e Eligibility

e Enrollment and disenrollment

e Premium Payment

As per the HIPAA rule if the covered entity perfariany of these transactions electronically they tiné
have to follow set standards by HIPAA. This medmat there will be a defined content and format by
which information can be sent and that should bvied by any covered entity. Also HIPAA has
formulated code sets which should be used in evangaction.§2]

Some of them are

e CPT-4: Physicians Procedures

e CDT : Dental Terminology

e |CD-10 : Diagnostics and hospital inpatient proaegu
e NDC : National Drug Codes
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4 EMR Vendors
4.1 EMR Vendor Selection

Selecting an EMR system is a very challenging taskit involves a number of factors to be considereal
implement an EMR is a very expensive effort henoedgresearch should be done before finalizing afiREMm a
vendor. Also the system might interact with manlyeotsystems in the organization hence its impotameview
the system and the vendor authentication beforeingderward. There are over 400 vendors in the miatkday

which deal in EMR/ EMR systems. There are a fewnysothat need to be considered before selectingNR
system. §3 - 63

Defining Needs:

EMR vendors can provide many features which wilharce the product and its cost. But many of théufea

might not be useful for the organization. It's vessential for a facility to decide its needs dieand the way they
can be achieved by the implementation of the EMiRe Best way would be to create a functional chstlthich

will point out all the functional requirements aslixas considering the present structure of théitiac

Selecting and Filtering Vendors:
Selecting a vendor is yet another crucial procebgtwinvolves many steps to be considered. Theeensany
vendor companies present in the market and totsmbeangst them is a challenge. A few things whigghinhelp in

selecting and deciding vendors are:

e To see if the vendors are certified to develop seibthe EMR product.

e To get the product quotation from the vendors arayaing the most beneficial one.

e To review functions provided by each vendor andd#ig/ filtering functions that are useful to flaeility.
e To attend demonstrations by different vendors stoaget a feel of the current features of todayarket

and how those can be implemented in the facilityitorease the business and productivity of the
organization. §3 - 69

Certifications/ Associations/ Partners:

Before finalizing the EMR vendor it should be virif weather the vendor is certified to sell the ESttware.
There are many certifications which a vendor shdwdsle and which proves the guidelines on whichEMR
product is being prepared. A reference check shaldtd be performed wherein asking other facilitaasd

physicians about the pros and cons of a partiquiaduct. By analyzing the challenges of variouspbedt can be
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determined which vendor is best and which featstesuld be present in an EMR syste6 [ 69 For example
CCHIT certification.

It should be made sure that the vendor is CCHITt{{@mtion Commission for Healthcare Informatioedhnology)
certified in order to match the industry standdfrthe product.

The CCHIT is the only certification available curtly which establishes testing programs which deiee if the
EMR or EHR are following the standards and is apnofit organization. CCHIT measures every producthree

different areas mainly:

e Functionality: This includes creating a program which can supglbthe workflow at a physician’s office.

¢ Interoperability : The program should have feature to interacRexeive and send data, between different
entities outside the system like Radiology, Laltmrmacies etc,

e Security: The program should follow all the security andvacy rules of HIPAA to ensure the safety of
PHI.

Cost Estimation:

Estimating the cost is a very crucial step in ortkeselect an EMR product. Vendors provide manyufes for
which there are charges but the stress should \sn dgo only those which are beneficial for the lfaci A cost
matrix that should be prepared in order to evalttadefeatures v/s cost for each vendor. Thereramy factors that

can be considered in order to finalize an EMR sofutThese are as follows:

Hardware: This is a major cost that a facility needs to bi@aorder to implement an EMR solution. Hardware
includes servers, computers and related accesside#t should be checked if the EMR solution fded by the
vendor includes the Hardware or it's just the Safeev The vendor may provide everything as a packégeh

includes the software as well as hardware.
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Training Hardware

Cost Estimation

Cu ers ort 5

[Eig. 21] — Cost Estimation

Software: This is another entity of high cost. Everything €legls on the software quality and its extensibility.
Maintenance/ Customer Service:With new EMR software the organization will alsaqué&e maintenance and
customer service for that software. Even if theaoigation has its own technical team, there is ydwaquirement
for technical and skilled team who knows the techiiies of the software for updates or problemvisg).
Maintenance and customer service fees are alsam@grtant points to be considered before seledtiegrendor.
Training: This is yet another factor that adds to the coshasrendor might ask for a high amount for tragnihe
workforce to use the EMR product. The training stidae very user friendly and provided time to tirf&3 - 63
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Miscellaneous Questions:
There are many miscellaneous questions which shmulconsidered in order to determine the right EadRition

for your facility, like:

a. Is the EMR able to support many offices in case ol a hospital or if you have to access the inétion
remotely?

b. Is the EMR able to support features to interacthvdifferent department which are of your intereke |
Radiology, Labs etc.?

c. Does the EMR have good charting and graphical guathages which are necessary for diagnosis and
usability?

d. Does the EMR recognize hand written notes by pleys&? This feature will reduce the work of doctdotaas
they can just write in their own style and feeihithe system?

e. Will the EMR support medical transcription by theewf voice recognition method?

—h

Is the company CCHIT certified? If not then whag #ve measures for product quality?

How long the vendor is in the market?

2 @

Which are its biggest clients?

What is the license fees per physician/ facility?

j- What will be the maintenance costs?

k. Is the product compliant of HL7 messages?

I.  What are the measures taken to follow HIPAA seguitd privacy rules?
m. Where is the product developed and where will tigpsrt present?

n. Will there be a team or a dedicated person fomhmtenance?

Will there be newer version of the software if ylesn will they be charged?

Which technologies are used in the product andtif@ose technologies?

L © o

Is the vendor partner with anyone like Microsofti@ied, CISCO certified, Oracle Certified etc.?

[63 - 65, 69

Feature of Appointment Scheduling:

This is a very important feature which is a grealphto physicians and front desk persons who deils the
appointment of patients. Many EMR systems providedgappointment scheduling feature in the proditbeeby
developing it or by using a third party appointmecheduling feature. The scheduling helps the pharsito

determine the days, months and years appointm@nis: 71
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I ntegrated V/S Modular EMR system:

There are two approaches to implement the EMR systeany facility. Either it can be the full changkethe EMR
system replacing all the functions in a physiciasfice or it can be modular approach wherein dely features
are replaced by the EMR and rest works the sameasdgefore. Both of the practices have their prasans. The
EMR vendors examines the current office practic@etermines which module is taking more time thsual and
is not efficient and will replace only that praetiwith some modules of the EMR. In that case tloblpm is that

the EMR system module should be flexible enoughtiract with other entities in the office.

For example the EMR vendor finds that the transicnipsystem is not efficient. It is tedious to seéhd documents
to the transcriptionist and then get the electremicsion of the document and then pass it on teratiistems. Now
if the new EMR system implements the whole trapsion process of voice recognition then it will veg the work
but at the same time it needs to be determinedhgh¢he output of the EMR system can be recognigedther
systems in the facility. Also this might not beagsurate as human transcriptionist. If the EMReystompletely
replaces the existing working system in an officent the hurdle might be training as well the wogkimodel will

change. Also it will take a lot of time for the # to become stable and to be able to interagteply with other

systems. {2 — 73

Evaluating the EMR system:

For evaluating the EMR system, involvement of tt@kfiorce members is required who can analyze thetifonal
and non functional requirement of the facility arah analyze how the new system will be a help édtisiness and
productivity. The offering from the EMR vendor shiuwalso be considered in detail to filter out thenrrelevant
features for the facility. Timelines should alsodseated by the higher workforce members who vélpho access
the success of the integration of the new EMR syste

[72-73
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4.2 EMR Vendors Comparison

There are more then 400 EMR vendors and to conthase vendors is a tough task. All Vendors have
various different features to offer. It dependstbe need of facility needs which vendor the fagilit
should choose.7H]

KLAS is a very well known industry organization whideals in evaluating the EMR/ EHR systems.
Many facilities trust KLAS system to evaluate thtME/ EHR for their medical needs7q] KLAS
provides ranking of HER from the experience of @asi heath care facilities. Below are few figuresrfr

KLAS which give an evaluation on different typeseR systems.

Acute Care EMR

Software products that provide core inpatient functienality, including CDR, order entry (including CPOE), results reporting, andfor clinician charting and
documentation.

Has All Product
Buy Again Functionality Quality
Needed Rating

Previous Overall Rating® Konfidence
Rank Vendor/Product
an Rank endor/Produc Score  Change Level

Current Products®
1 1 Epic EpicCare Inpatient 87.75 4+3% vy 99% 50% 7.91
2 2 Eclipsys Sunrise Clinical Manager 75.92 +2% S 80% 42% 718
3 4 MEDITECH ¢/S Enterprise Medical Record 73.67 0% Y 75% 32% 6.92
4 3 McKesson Horizon Expert Orders/Doc. 73.64 o% vy 84% 20% 6.75
5 5] Cerner Millennium PwrCht/PwrOrdersfCareNet 72.68 +2% V' 85% 30% 6.83
6 5 QuadraMed CPR 7212 1% v 67% 30% 7.04
7 7 Siemens Soarian Clinicals 71.88 1% V' 75% 23% 6.62
8 8 GE Centricity Enterprise Clinicals 64.54 +22% LA 63% 9% 6.03
[S], Not Primary [NP] or Regional [R] Products®
NA NA GE LastWord Clinicals™ [S] 56.46 7% - 1% ok 6.63
NA NA McKesson Paragon Clinicals® [NP] 63.25 NA - Bo% o% 5.00
NA NA MEDITECH MAGIC Patient Care Inquiry [NP] 75.31 #4% vy 79% 41% 6.94
MNA NA QuadraMed Affinity Clinicals® [NF] 52.44 -18% - 14% 8% 4.86
NA NA Siemens Invision Clinicals [S] 68.52 5% v 64% 12% 6.62

The following chart includes products that meet minimum konfidence in a “Best in KLAS™ market segment. The chart compares the products’ overall score
and konfidence level. For a listing of “Best in KLAS™ market segments, go to www.KLASresearch.com/top_20. For definitions of KLAS konfidence levels,
visit www. KLASresearch.com/konfidence.
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Epic EpicCare Inpatient &
8s.0
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v
5 80.0 Eclipsys Sunrise Clinical
'g Average Manager (63 Orgs.) \
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2 75.0 MEDITECH C/S Enterprise McKesson Horizon <
A Medical Record o Expert Orders/
e Documentation (67 :
a QuadraMed CPR # Siemens Soarian C inicals # Orgs.)
2 700 /
© Cemner Millennium
g PowerChart/
6 1 _ PowerOrders/CareNet
5.0 GE Centricity Enterprise ¢ (97 Orgs.)
Clinicals
60.0
55-0
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*Preliminary scores do not meet KLAS™ minimum konfidence level. For definitions of KLAS konfidence levels, visit www.KLASresearch.com/konfidence.

[Eig. 27] — Acute Care EMR

Ambulatory EMR (Over 100 Physicians)

Software solutions focused on providing physician documentation, nurse charting, orders, prescriptions and/or EMR functionality for the ambulatory
setting.

Has All Product
Buy Again Functionality = Quality
Needed Rating

Previous Overall Rating % Konfidence

Rank Rank Vendor/Product Score Change Level

Current Products?
1 1 Epic EpicCare Ambulatory 89.34 +1% VY 100% 67% 8.0
2 2 NextGen EMR 72.78 7% ¥ 85% 178 7.00
3 NA eClinicalworks EMR 70.90 -6% v 67% 38% 6.95
4 4 GE Centricity EMR 70.28 7% vy 72% 8% 6.59
5 3 Allscripts Enterprise EHR 66.28 -13% vV 79% 21% 6.14
6 5 Cerner Millennium PowerChart Office 50.05 o% v 63% 15% 5.54
NA NA Eclipsys Sunrise Ambulatory Care Manager® 68.63 NA - 75% 17% 5.75
NA NA MED3000 IC Chart® 63.19 -17% - 67% 17% 5.82

The following chart includes products that meet minimum konfidence in a “Best in KLAS™ market segment. The chart compares the products’ overall score
and konfidence level. For a listing of “Best in KLAS™ market segments, go to www.KLASresearch.com/top_20. For definitions of KLAS konfidence levels, visit
www.KLASresearch.com/konfidence.
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95.0
90.0 Epic EpicCare Ambulatory ¢
(64 Orgs.)

85.0
g
o
A
c 80.0
2
9] Average
%
T 750
vl
= NextGen EMR &
2 -
9 20.0 eClinicaWorks EMR & @ GE Centrcity EMR
©
g
o & Allscripts Enterprise EHR

65.0

60.0 Cerner Millennium .

PowerChart Office
55.0
0 10 20 30 40 50 60
Number of Unique Organizations Participating »>

*Preliminary scores do not meet KLAS" minimum konfidence level. For definitions of KLAS konfidence levels, visit www.KLASresearch.com,/konfidence.

[Fig. 23 — Ambulatory EMR
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PACS

Picture archiving and communication system. Software that archives digital images and provides a platform for displaying and transmitting images for
physician review.

Has All Product
Buy Again Functionality  Quality
Needed Rating

Rank Previous Vendor/Product Overall Ratmg_ %  Konfidence
Rank Score Change Level

Productst
1 1 GE Centricity PACS-IW 87.76 -2% v o7% 68% 8.09
2 3 Philips iSite 85.27 +2% v o7% 62% 7-93
3 6 McKesson Horizon Medical Imaging 85.24 +3% VY 97% 67% 7.92
4 5 AMICAS PACS 83.22 0% v g2% 51% 7-45
5 2 FUJIFILM Synapse 83.10 -3% A 8g&% 71% 752
6 4 DR Systems Unity 82.88 1% vy 84% 58% 7.75
7 NA Sectra PACS 82.73 & v 75% 59% 7.63
8 8 Carestream PACS 78.00 +1% v 79% 52% 7.62
9 7 Agfa IMPAX 7711 1% v 28% 57% 7.14
10 9 GE Centricity PACS 69.02 9% VA 65% 43% 6.53
1 10 AMICAS RadSuite (Emageon) 66.64 7% v G0k 27% 6.00
12 1 Cerner Millennium ProVision 66.11 1% v 71% 41% 6.09
13 12 Siemens syngo Imaging 65.71 +2% v 58% 30% 6.14
NA NA Intelerad IntelePACS* g91.14 +1% - 100% 43% 8.00
NA NA Merge Healthcare Fusion® 50.10 NA - 45% 45% 5.55
NA NA NovaRad MovaPACS* 77.24 -8% - 86% 63% 7.00
], Not Primary [NP] or Regional [R] Products?
NA NA Siemens SIENET* [S] 54.47 +2% - 44% 13% 5.20

The following chart includes products that meet minimum Konfidence in a “Best in KLAS" market segment. The chart compares the products” overall score
and konfidence level. For a listing of “Best in KLAS™ market segments, go to www.KLASresearch.com/top_20. For definitions of KLAS konfidence levels, visit
www.KLASresearch.com/konfidence.
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S} tlennium® ® . _
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55.0
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*Preliminary scores do not meet KLAS" minimum konfidence level. For definitions of KLAS konfidence levels, visit www.KLASresearch.com/konfidence.

[Fig. 24] - PACS
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Patient Accounting and Patient Management

Software products that provide core inpatient functionality, including patient management (ADT), patient accounting (billing and A/R), basic scheduling,
andfor general finandials.

., - _ Has All Product

Prg::;us Vendor/Product 05:?::] I;Ja]t:;g:. KGTZ?:I" ““  BuyAgain Functionality Quality

Needed Rating

Current Products!
1 1 Epic Resolute Hospital Billing 88.32 +3% a4 g8% 68% 8.5
2 2 QuadraMed Affinity Financials 79.01 -6% v 84% 66% 7.64
3 4 McKesson STAR Financials 7714 +4% v 85% 50% 718
4 3 MEDITECH /S Patient Accounting/ADT 76.20 o% ¥y 76% 54% 7.04
5 5 GE Centricity Business (Hospital) 75.66 +4% vV 88% 52% 7.26
6 6 Eclipsys Sunrise Patient Financials 75.01 +5% v 83% 39% 7-08
NA MA Cerner Millennium ProFit* 66.95 +7% - 58% 18% 6.08
NA MNA IntraNexus SAPPHIRE* 70.75 -4% - 70% 13% 7.20
NA MNA Keane Patcom® 72.16 o% = 75% 50% 6.92
NA MA Siemens Searian Finandials® 69.57 MNA - 83% 15% 6.36
| ComponentC], Superseded S], Not Primary [NP] or Regional [R] Products*

NA MA McKesson HealthQuest [5] 76.72 +2% v g93% 43% 7.1
NA MA McKesson Paragon Finandials™ [NP] 66.38 MA - 83% 33% 5.60
NA NA McKesson Series Financials® [S] 78.51 +2% - 70% 25% 8.00
NA MA MEDITECH MAGIC Patient Accounting/ADT [NP] 76.16 HE v 78% 53% 7.28
NA 7 Siemens Invision Financials [5] 69.16 +2% A 66% 41% 6.87
NA MA Siemens MedSeriesa Financials [NF] 72.46 o% ¥ 74% 29% 6.76

The following chart includes products that meet minimum konfidence in a “Best in KLAS™ market segment. The chart compares the products” overall
score and konfidence level. For a listing of “Best in KLAS™ market segments, go to www.KLASresearch.com/top_20. For definitions of KLAS konfi-
dence levels, visit www.KLASresearch.com/konfidence.
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*Preliminary scores do not meet KLAS' minimum konfidence level. For definitions of KLAS konfidence levels, visit www.KLASresearch.com/ konfidence.

[Fig. 29 — Patient Accounting and Patient Management
LN

39



EMR - Concepts & Data Management

Clinical Implementation Principal

Engagements in which a professional services firm (PSF) assisted a provider in implementing inpatient EMR, ambulatory EMR (25+ physician practices
only), ED, OR, or pharmacy applications by providing guidance, expertise, tools, methodology, and resources. The PSF played a major role, had specific
deliverables associated with these engagements, and completed a measurable portion of the work. Various is used when a firm has implemented a vendor
or vendors only once.

. . Real
Rank Prg::;us Vendor/Product osiiril ?;t;ﬁgs KGTZS:F ce Buy Again M“zzf;:s Prohle_rn
Resolution
Current Products®

1 4 ACS [Epic, McKesson, Siemens and Various] 87.8 +9% v 100% 7.71 7.86
2 3 Deloitte Consulting [Epic and Various] 87.6 +6% v gok 7.50 8.20
3 MNA CTGHS [Cerner, Epic and Various] 87.4 1% ¥ 100% 7.70 7.73
4 2 Epic [Epic Only] 82.4 2% v 100% 7.40 6.82
5 5 Cerner [Cerner Only] 82.2 +4% VA 100% 7.38 744
6 NA Accenture [Cerner, Epic and Various] 779 +2% v 75% 6.88 7.63
7 1 Dell Perot Systems [Cemner, Meditech and Various] 76.2 -10% ¥ 67% 713 6.89
8 7 McKesson [McKesson Only] 71.8 -2% e 87% 6.13 6.21
[} 8 Eclipsys [Eclipsys Only] 68.6 5% VA 84% 6.53 6.09
10 g CSC [Eclipsys, Epic and Meditech] 62.0 -14% v 50% 5.63 6.06
1 6 Siemens [Siemens Only] 60.9 -20% v 70% 6.30 5.90
NA MA Coastal Healthcare Consulting [GE Only]* 97.3 +H% - 100% 8.40 8.80
NA MNA Cumberland [Allscripts and Various]* 778 +3% - 75% 6.00 6.25
NA NA GE [GE OnlyT* 777 +8% - 100% 7.00 7.00
NA 10 IBM [Cerner and Various]* 75-4 +9% - 50% 6.50 7.50
NA MNA Vitalize Consulting Sol. Inc. [Edclipsys and Various]*® 82.8 NA - 100% 7.50 8.25

The following chart includes products that meet minimum konfidence in a “Best in KLAS™ market segment. The chart compares the products’ overall
score and konfidence level. For a listing of “Best in KLAS™ market segments, go to www.KLASresearch.com/top_20. For definitions of KLAS konfi-
dence levels, visit www.KLASresearch.com/ konfidence.
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[Eig. 26 — Clinical Implementation Principle
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KLAS ranking of EHR programs for
small medical practices’

Product/

techmology Service Success Business  Certilfied
Vendor and Total score  imdicators  indicators indicators®  indicators? by
product oot o LMD} (1 to ) (1 to ) (1 o 9) CCHIT?
elZlnical Works al.7 2.0 7.4 8.2 Q8 Tes
e-hDs Chart 88.5 1.6 T 7.9 95 Tes
Greemway MMedical
PrimeSuge 836 7.6 7.6 1.6 &4 Mo
GE Centricity 836 7.5 7.5 T4 &6 Tes
Misvs EMRE* 833.3 74 T4 7.3 &7 Tes
MediMotes Chartng Plus® 2.2 7.3 7.2 7.4 &5 Mo
Allscripts Healthbdatics EHR' 806 7.2 7.1 7.2 &3 Tes
Emdecn Intergy EHR 8.2 7.1 5.0 7.0 &0 Tes
MextGen EME 774 7.0 5.0 6.7 &0 Tes
Practice Partner Patient Records'76.% 6.9 6.5 6.7 &1 Tes

1Defined as practices with one 1o e doctoms.

2Zucosss indicatons look at Faciors that span e sepectations befors ard after the salke”
“Pusiness indicabons ane Smeasures of busi vakse” Exy d oz a perceniage.
+Zoma vendors cal ther pregrams EMAs; cthers, EHRs.

ESince KLAS surveyed usars, Medidobes has changed the name of ks program from Charting Plus 1o MadiNotes @ (as in the kwencase
latiar3a7).

S£4 Health Systams, the company that criginally developsd HealhMatics EHR, was acquired by Alkcripts aarfer thic year.
*Practics Pariner was formary known as Physician Micro Systeme.

Source: Table Includes data Fram ELAS Enterprises and Certification Commission for Healtbcare Information Technodogy (CCHIT)

[Fig. 27 — KLAS Ranking
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A few EMR/HER market players of ihdustry and there features are discussed below.
A. GE Healthcare — Centricity EMR

GE Healthcare is a big name in Healthcare Markdtisnproduct Centricity EMR is one of the famous

ones. It was formerly known as Logician. Therethree main products from GE for healthcaié { 81

These are:

. Centricity EMR

. Centricity EMR for Specialty Care

. Centricity Practice Management (PM)

Certifications:

o CCHIT Certified

. National Committee of Quality Assurance (NCQA) Biabetes Physician Recognition Program

Some Features of the Software:

a. ePrescribing — Electronically submit prescriptitaysuse of wither sure scripts or RxHub. This
feature will eliminate a lot of errors which candsused by written prescriptions from physicians.

b. Electronic submission of renewal requests by phaynoa mail order is directly sent to centricity
desktop where the provider can either accept ectdj. These can free up a lot of resources
whose work is to answer patients or pharmacies @boffiaxes.

C. Check of patient’s eligibility can be viewed onlimdso the patient’s history of prescriptions can
be viewed by the provider.

d. Product is developed as a Web Application keepingind the Portability for physicians and
other members. This is a really important featunensin the physician can log in anywhere to
access the records.

e. There are wide ranges of decision support toolglwvhelp to decide many factors while
reviewing patient’s details.

f. Effective patient’s disease search which allowsaeag patients with similar symptoms/ disease
and hence reviewing the possible medications foepia

g. Following of ICD-9 Code The International Classification of Diseaseswhich is developed by
WHO. In this each patient symptoms and proceduidgistified by ICD-9 code.

h. Build in Evaluation and management module whiclp&@h coding accuracy.
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Goods and Bad of the Software:

Goods Bad \

The interface haslogic and clarity. Lot of emphasis on data discretion and
categorization because of which it's a little
complicated.

On sitetraining services facility and Web site is really confusing and no reading

access to community to discuss Best material is provided

Practices used.

Screenshots:

Department Management: To manage the cardiologyib@ent

[Eig. 28 — Department Management
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Workflow Management

Manages patient level admissions to and fro froencdrdiology department

[Eig. 29 — Workflow Management
Patient Management:

To manage the cardiac history of patients

[Eig. 30 — Patient Management
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Clinical Notification System
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[Eig. 31] — Clinical Notification
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B. ABRAXAS EMR

S o8

Microsoft

CERTIFIED

| P -
Fartne:

AMERICAN ACADEMY OF
FAMILY PHYSICIANS
PARTNERS FOR PATIENTS

3LabGorp

La:uuramr Corparation of America

[Fig. 32] — Partners

Location: Irvine, CA

Sure — -

The Matiorn's E-Prascription Matsork HMISS Eleetronie Heslth Record Assoctation
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Lu'l‘“' fo th, FIRSTDATABANK

inphonite
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Electronic Prescribing Network ®

MEDICAL
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B
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Products: Abraxas EMR & Abraxas PM
Abraxas is a subsidiary of Ophthalmic Imaging Systea leader in Ophthalmic Digital Imaging2[-

83
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List of Features:

1. Attractive Room View

Keep a tab on every patient and provider with a color-coded Rooms View
B Abraxas - [Rooms]

[=|B)X)
X Fle View Reports Confiuration Took Windows Help % : : .
-8 - © & & B Overview of Patients & provider
Irvioe Medical Group | 1MG- Gerden Grove | IMG- Riverside | IMG-Beverly i | . .
e T S B workflow with color coding.
Room
= e o s e B Presenting real time patient status
e [ Patint e TIm e TProvider TooptResson [ o Eapeed Tine
Room 1. - MAfrse Halloray, | 1 (g tiomal ‘Alan B Siverstone, MD 00:05 . . . . -
—‘I-_ [ ] B like in walting room, examination
Roam 3 1. Waiting For MANurse: Burk, 1 i) Normal Alan B Siverstons, MD  Procedurs 23:01
Procedire . Procedure wmbm Wi. 1 g Medhm 'lbﬁmam,m Folow Lp 216 room etc'
Waiting Lt
heckin Elapsed Tme | Paient Name
Helonary, Andres
00:03 Wilisie, Denise.
[ tegend | [ change Room | Badk To waking || tarse [ Frontbesk | checkou | Removswating |[ AssignRoom || Refresh

[Eig. 33 — Active Room View

Draw or write directly on an image embedded in a chart note

B0 Abraxas - [Char - Active Note: 2009/01/13 Prop, Note - Orthapedics]
rop. =
x

Multiple Options in Charting and Multiple Access

Like using pen or keyboard to

write on the images itself in the

5 2.5 mo 752 ma Tat]

Othes Focused ..

[+ S E = . B -
= e - %N ©- B 5- 0 & -5
Appteoten ] orktio [Sueis - Jnen - [goske Gfsom Fu - fsor e Qe - ]
=) Poe Toe | 7 o EEEOE N Ve
8 G [ ey | ot | chut Gl | o | 6 e | s | ok | b | s | et | o o | e | ot
= (RefreshDsta | setacive | [ Msword || Standwd [ Namatve [ Dociofo
SUBJECTIVE
[rrr—. Chart Note
Ghief Gompiaints. [t | pen | et tmagn | sound |
e s Gt Sk oktr Gl
oo
Medication
W
s

tablet pc. Also multiple office or
physicians can open the same
chart simultaneously. Feature of

using shortcuts to access charts

makes it easy for operating.

»
[“save | (Careettcosn [ sove0.owe |

D 3 0 I )

. o
¢ Pomm
Shoubdor & Aatates Cull Alergies
& Ao
P
OBJECTIVE
sadrei iz <
Exam: Shoukder e e ey
Siin
Gait
Inepectia
Polpotion

[Eig. 34 — Multiple Access

Voice to patients chart

Patient’s notes or Physician notes

can be attaabedice to the patients chart.
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4.

Electronic Prescription

Reliable transmission and delivery of prescriptimedical history, drug eligibility etc., using sure

scripts association.

Drug Allergy and Interaction

Using database of First Data Bank drug allergydnug) to drug interaction is maintained.

Summary at a Glance

Patient Key Data at a Glance on a Summary Page

I3 Abraxas - (Chart - Active Note: 2009/01713 rog, Nole - Primary Care]
=

i
it

FEN BTk

Aplicatin

458.93.6523 524n979 29

ez
Motes/Alent
Guarantor

E
Dthor Inio
Patient Online Registiation

‘summary | chart | crisf Compl. | workriow | O | veats || Lab | Medcations | Alerges | Orders | Referrats | Flow sheet |

Name: Kate Andrews Gender: Female Last Visit: Jan 16 2009 2 22FH
- MRN#: 100027 Age: 29 Next Appt: 2009-01-19T15:45:00
E Phone: (951)760.4569 Appt Reason: Follow Up
' e Primary Dr: Jennifer W Franks, MO Arrival Time: Jan 19 2009 3.26PM
- Referral Dr: Alan B Siverstone. MO Room Assign Time: Room 3 152621

Sve. Location: IMG- Garden Grove Waiting Time:

Complaints (01/19/2009)  vieats Allergies

« abdominal pain ST Insect Stings - Hives
Pulse 90
Temp. 1026

Waight (156 Ib. 0.0 0z.

* fatigue

o anxiety

Medications

Compazine 10 mg Tab 10 mg PO a6-8h 01/06/0% [V25.09
Multi M Vitamin Tab. Take one by mouth daily 01/06/09
VAZ 28 3 mQ-20 meg (24) Tab Take one daily at bedtime [11/26/08

Problem List
Primary Diagnosis | Oth Counsel/advice For Contracept v25.09 [Past History
'Secondary Diagnosis Presaription Oral Contraceptives v25.01 [Past History

Tertiary Diagnosis  Diverticulitis of colen without mention of hemorrhage (562,11 [Past History

Incomplete Orders New Documents Since Last Visit

(Complste Blood Count (CBC) with Dpate
01/06/09 |Semplete B (=== A Doc. Type  Doc. Date Note
(01/06/08 |H. Pylor 196 (Qualitative) Diagnostic e

05 o 10 {o ) = 01/19/2009

01/06/09 [Panal - Hepatitis, Acute

[Fig. 35 — Summary View
Clinical Flow Sheets

Application | Workflow

=)

Page Tree I/ 151, Test

minal Pain/Gastrointestinal\Express Exams

o] B Y -

[Jl-)-](4) 101355, o

[ Summary | Chart | Chisf Compl, | WorkFlow | D | Veals | Lab | Medications | Allries | Orders | Referrals | Flow Sheet | Notesies: + [»]

[+ Express Exams.

| Frst ) Prev | Mest ) Last | [ Fow |

0pen | Ditiew |
N vl Complints Fiom ijzapoer (o] e oizerzmos [ MasColmn: Al [ Retresh |
Histary of Present lliness |'¢$|ﬂf\9 I ‘
HPI: Medicalion Mangement
[ Hirlory of Present lliness... ]
Reviow of Systems Tt a7 i —
Past 20 o
Family History o };5'"' ‘[ .
‘Social History L
Alloraies e s
Medication History -
(& History - Other Focused... : 3
= Exam Trigcerides 100
Vital Signs Total Chokesteral D
[ Diagnostic Tests - Enter Results... | LOL Cholesterdl 120
HOL Cholestesal G
Exam - General (Mult-Syttam)
Exam - Cardiovascular/Heart LastFool Exar
Exam - Abdomen LastEye Exam. 060572007 OE/2007 w0
@ Exom - Genitaka Laat Comp. Phy. Exem 0610572007 0B/0572007 (05/05/2807
Exam - Rectal
B-Eca- Othr Focasad.. Lost P Vacone 060572007 0870572007 (0670672007
T e— [
@ Picturcs... gk Rl B
baeiiibhyfoind Sicking ’pmmdm Oerseswas o tobaceo (e uoe o haccd
(& Assessment Aloohol D |Derees consumphion of alcohol Deries
® Plan

|
Wiedcaon (05052007 Amasyl 1 mp Tab ONE_ | (05052007 Amand 1 1 Tab ONE TA
065052007 Ghiourde 25 mg Tab. | (05052007 Ghbude 25 mg Tab DN
I 1 =

[Fig. 36 — Flow Sheets

48

To view patients summary at a
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To integrate patients data
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8.

10.

Alerts and Remainders

Helpful Alerts and Reminders

[ abraxas - [Chart - Active Note: 2009/01/26-Prog. Hote - Orthapedics]

X
~ = = ==
- et e B-H-B - 5=
Applicatin | Workllow oy lockin - [En - | P - |
r:T_'[_‘[:J Poge e | e ooree EE\E[B o2z osses2ese 1ananoer 41 Male

112772008

110001

Pravides Note (Standard)
Pravides Note (MS Waord)
= Medication Refill Hote: 7

+ode Detad |
Create Note
Medication History
Allexgies
Telephone Nate Paris s o cholol hock Brghion. Jock
Sond Emai ol
Letters / Repors.
bil.
Al idz Crllwlim) | Oolete i Cose |

Primary Diagnosis _|Other malaise and fatigue 780.75 [Onset
‘Secondary Disgnosis [Headache 7840 [Onset
Concurrent Diagnosis [Other specified visual disturbances 368.8 | Onset

Incomplete Orders MNew Documents Since Last Visit

Panel - Comprehensive Metabalic | Date
08/25/08 (cpip) Added

09/25/08 Panel - Thyroid
09/25/08 Retum in 1 Week

Doc.Type  Doc. Date Note
Patient - Outside

it 03/11/2008
Diagnostic - Lab_09/24/2008

Notes -
Medication PR

(o) e Yt )| ()

[Eig. 37 — Alerts and Remainders

Electronic Orders

To improve quality using
like

disease and

different  alerts
conditional,

health.

To get and send data to labs electronically like€iagnostics and Lab Corp. Also used to

Graph Lab results for trending purpose. Creategptiancy letters for the orders which are past

due so as to maximize patient compliancy with tresadt orders.

Document Management and Routing

Document Routing enables users to emulate an electronic inbox with scanning and routing features

B4 Abraxas - [Document Queue] [@EE]

A Fie View Reports Corfiguration Took Windows Help - & X
A 7

- e - 2- 8- 0 & 5 =

|| Routing Quewe (ncoring Dexs) | Outgoing Fax Queus |
 ALLPatients ( Selecied Patent(s) MEN: tae Fin_Class:

\ Crmr
Fom  [cal> [v] To <al> [ Document [y, [-]  DocDate gjfaos [v] To [1o/z7/zo08 [v] []DequeuedDocumenttsy — Cont
Category  <al> [v] Impotance '<al> [=] s“my <Al> [+] € Duing Status <Al> [=]
| sel... [From | Patient hame Doc Type, | Tide. | Docoate | Action Status | acton Stax... [ousDate  [subjet  [Bd~]

[]  admin System <a... Smith, Angsina 10/2712008  Diagnostc-Utrasound Utrasund | 10727{2008  nksated 10/272008  Utrasond L=
]

s ot e | sbmanas ||
+ BN LT e, et T T - N

] EMR Support <em... Johnson, Pau 10/13/2008 Si15/2008  Inmsted 10f13j2008
] MR Support <em... Johnson, Paul 107132008 Om 2] Si1512006 Inkisted 101132008
I []  EMR Support <em... Fuentes, Anthony 10/13/2008  Notes - Medication BI282008 Initiated 10/13j2008
| | 1 emmesupport <om... Fusnees, anthany 10/13[2008  Disgnost: - EXG oi7izo0s  Tnmsted 10j132008
|| ] EMR Support <em... Fuenkes, Arthony 10/13/2008  Diagnestic - Lab BISI2008 Inkiated 10/13f2008 Iﬂ
B . Bia] P ] B8]
[ T Tace Dot )|
| Basic i 1 ) | e ® s Ao
Tite —— O YT
Palient.

& Impont Fie
© Scan One Page

Mime Type  portable Document Fo... © ScanMubiPage

| Routs pocument. |

From  [EMA Suppod <emizuppait
Category

Dekete
Candiion Any tme, Anyb...
Aetion Review

=
Sonsbity  [roera
Routing Note

Glele] sese (n &R Goto Tmpert | view | Satus |

é
g
[(Fesson )

[EFig. 3§ — Document Management
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11. E&M Coding

Advanced Algorithm to Calculate Accurate E&M Level of Service Coding

. - To ensure compliance
"5 W & E = P
Sihe - [ Mo - godee Gfsgon o foe sem Qhee - Coipue [JPoeed - | and proper billing CPT
| Jacobs, Enma [v]t-)(=](5)" 100038 569-85-6235 11171872 3 Female.
Sumnory | chart | chief Conpl. | WorkFlow | D | weals | Lo | Medcatons | alerges | Orders | Referols | Flow sheet | otesitiessages | HeatnPlon selection for each
=) Ctrevoos) s ame ) (v wors )_sanioed ) _orwe )(_oocimo )
A b : service is stored using
PLAN
adareds ot P i e the integrated E&M tool
Medication
Type of Histoy | ExpandedPrale... HPL 4 ROS 3 PFSH 1
:::!?Leuqumsvumj TypeclExem | Dotaied Exams 14
. = Decision Making |straightforward DxOpt 1 Data 0 Risk |1
Patient Instructions “"Eom:&wl.‘oumdl‘ua
Diet Total Encounter Time Minutes Counseing Time Mirutes %
Activity
Instructions/Questiof Biling Code
CPT 99213 [[v] |orFicEsouTPATIENT VISIT, EST Level 1 =)
Add/Edit Note
Education Handout
T

[Eig. 39 — E&M Coding

12. Personal Dashboard View

Manage personal workflow with this real time dashboard consolidating all workflow items.

e , =25 To get the current view
e Y e E B - g
Today Appointment(s]: § patient(s) Total Dccupied Room(s): 4 B o] of the System at one

glance.

S
15:01 15:01

X O

X 0
Diderfs): 0 unread.
| [oze | patient ame

s e e
[Eig. 40 — Dashboard
LN )
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C. E Clinical Works

Products:

A. eClinical EMR

B. Enterprise management Patient Portal
C. Enterprise Practice Management

D. Electronic Health eXchang&4, 81

Awards/ Certificates/ Facts/ Associations:
A. eClinical works has been rated best EMR softwaoelpet by KLASS

System for small medical practices.

B. Its EMR system is being deployed in all 50 statéh more than 30,000 providers.
C. Company has 98.9% renewal rate.
D. Magazines Inc 500 list of fastest growing compaime2008-2007. Employees more than 1000 people.
E. Associated with Healthcare Clearinghouses and DRagers T4, 8]
avai(hty' FreeClaims.com  § netwerkes.com _\i_‘___ | P) 65?‘1’?;1“: |
THIN.
Coparic careway RN @FFICE Anthem. &V () emdeon
T ALLY g
I--Icalth\\'.};,-(. ‘m Haryard Pigrim
" & payerpa — . e
¥ 4 ZirMed
29
MDD, B lj {ptermountain
CLAIMeMD é 'C"'e‘
MCC == % .
- CTACTICS, INC.
S el
@n}premedl (} emdeon
navsocure
I Siopes River Regionsl 1PA €01 MEaLTHCARE
Healthcare Clearinghouses ' Direct Payors

[Eig. 41] — Partners
F. Affiliated to Appointment Reminder Systems
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j@ JulySoft

CallPainte.com A =0
—_— sﬁ"éﬁfi%er‘"
TeleVox

HIGH TECH HUMAN TOUCH Appointment Reminder Systems

[Eig. 47 — Affiliations

G. Association with Medical Devices/ Technology De&scDecision Support/ Clinical Content, Industry

Affiliations

BDrocvence: MedicScam [ UpToDate HCCHIT

FONIAZD BY Sranfhel!

{) CARDIAC SCIENCE”

ey ZynxHeaith Gooor

Decision Support/ Clinical

Technology Content
WBIGI\AM@ Devices - w-EnnL_-!-H ,

e Fomiary laada e
| E— .

Medical Industry
Devices Affiliations

[Eig. 43 — Associations

List of Features:
The GUI is divided by office tasks like Font offiamid office and back office.

The front office has the following modulesReceptionist, Patient, Scheduling, Registry, andkfitmw.
Mid office has following Modules: Electronic Charts, Nurses, Doctors, Pharmacy, Lahg,Devices.
Back Office has following ModulesBBilling and payment

General Modules:Document Management, Patients Portal

Some Unique Features of the Software:

i. Front Office module has a Telephone Managementifedty which the calls can be managed or

redirected.
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j- Front Office has the patients Flow Monitor whichi@uatically determines the patients flow and

its time in/ out.

k. Mid Office Module has the handwriting reorganizatieature which is really useful for the staff

to feed in the data to the system.

l. Mid office has Protocol Alerts for various thinglsd Age, Gender etc.

Mid office has Education module by which informaitifor the patients and Rx can be generated.

n. The product has feature by which one can write centson images or x-rayg4, 8]

Goods and Bad of the Software:

Goods
The system interfaces with a lot of major hospital
Networks like Siemens and Meditech.

Bad \
The GUI is not consistent and all the
modules have different look and feel.

The system has a unique way of grouping tasks by
jobstitle as oppose to presenting all the tasksto
each user.

There are a lot of pop ups for displaying the
information which is quite cumbersome tg
handle.

Refined Search and Alertsfor Patients.

Color combinations are very bright.

Features like handwriting recognition, patients
flow monitor etc are very robust and unique.

Screenshots of Product

1. Clinical Decision Support System

Design to develop clinical measures and
new ways of improving chronic care and

preventive care. It measures quality of

patient care based upon build in query
measure definitions.
| e e
| P [ =0
nmlﬂlwmml.“ -
| BENTIRSEI v e o
[E— )
o
o
o
[+}
o
| -
(v}
Hew o

[Fig. 44 — CDSS
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2. Order Sets

These are d|V|ded Customizable

[ — e
v et [RGB T e Qe anea e o treatment templates based on patient

= mrsance

DrResoSTS TG O Tt oMt b AB - Eucarand bath Mot chsget, oy scnaid I ey a0 oot

e 3 o J

BIAGNOSES (LMK iy o <1889 tar 800 5100730 0 Tise ol dbbeled 0 kot 1 Gsnbie, SHurce
ey b e ek o e e o o b s eons W ar,

diagnosis.

L T R
[l I 5k | .18 LI B =~ |
[ wme  duks mossr B dariat ety tabe " » [Eesws 2] H
P eockiteds . fwe  1ubd soeadir st oy b e e %0 . [Ewom ] M
F rocanbe Mmp Il cader e ey et e e 30 . [Ewem ] M
[T ve—, Heme  dubh) mesér P ity i . [Eemmm o M
[eErT e —— Bmi dubil mesér e ity i 0 B o
T b Mme dub oo ser  duais) sty v 0 - [ o3 M
]| dasee e T sy @ duntd T o a . EEmmE M
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O e . e H .

[EFig. 49 — Order Sets
3. Reporting

ClinicalWorks” 1l © © © 7 Reporting based on various

RegistryReports -

Regiely Reports List (REEE criterias to view the data more

“ | efficiently and logically.
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Disbetc 75 ot e

Symptom Fe Diars Duetse

5 Aty

[e—— .

L e e - Punring the selecteed sty port
Rl fapct

et L

[r
100 80 e ]

18425 ir 0l Femle paes vt Dusbetes %
Dbt g rare 10+ 23
st Seenin Last  months dthesa
seobed sbuss patants

R REREEEEEEE

[Eig. 46] — Reporting
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4. E-Prescribing

Patient Name T ’ Link Pharmacy Rx External History | TO SmeIt or refl” prescrlptlon
Patient Address Patient Hub R Eligibility | directlv to a pharmac
DOB: 07-04-1972 ePrescription Type y p y.
- & Refi
O ,— Mew Rx Refill Rx
Pharmacy Name [ |Su|n's Club Pharmacy T & Approved  Denied
Pharmacy Address 701 COIT ROAD " Denied New Rx ta Follow
Refill Details
. o|1]z]|3|4a]s
Refills |1
Comments Erowse ... | Check Spelling | 5 nﬂﬂ
PRH refills T Browse ... | Check Spelling |
Note ‘
Covering Provider | ﬂ
-~ Prescription ~ Best Matched Prescription
Browse ... Select Rx.., | CurRx |~
Cirug O-HCTZ 20-12.5 TAB Drug
Dosage Form  Tablet Dosage Form  Tablet
Strength 20 Strength 20
Strength Units EA Days Supply 30
Days Supply 30 Refills 1]
Refills 1 Quantity 30
Quantity 30 Last Fill Date  2008-09-16
Last Fill Date  2008-09-16 Direction 1QD - TAKE ONE TABLET BY MOU|
Direction 10D - TAKE OME TABLET BY MOUTH| EVERY DAY
EVERY DAY
send ePrescription Cancel
[Eig. 47 — E-Prescribing
5. Progress Notes
Generates clean and easy to read progress notes

Baest, St 357 old Fernale

or consultations and this is used to improve

communication between different physicians.

Ty o P o g S bn
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P i dae Gt st ik £ e e

e b1 ¥ atem
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e [ [Tty r
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e
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e Yt
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[Eig. 48 — Progress Notes
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COST
There are two price models:
Model 1  Upfront Price for EMR/ Practice Management
10,000 For first provider and then 5,000 foritiddal.
Maintenance and support fees are additional.
Training and implementation services cost cafobad by contacting sales
Upfront Price for EMR only
$7,500 for the first provider and $4,500 for aduifl
Maintenance and support fees are additional.
Model 2  Subscription Pricing for EMR/ Practice Management
$400 per month/ Provider
Maintenance and Support fees is included in morféeyg
Training and implementation services cost can baddyy contacting sales
Subscription Pricing for EMR only
$250 per month per provider

Maintenance and Support fees is included in morfdeg
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5 World View of EMR

EMR concept and technology brings different views apinion of people from different areas. Somel flEMR
very beneficial and a step to better and organiesdthcare but others find it difficult and noteftective. B4 — 85
Below are the views of people from a few differargas of society:

7
L
-

- World View P
1T

[Eig. 49 — World View

Let's take a look at different views of EMR by femntities-
5.1 Government View
Barack Obama government has devoted $20 billiomealthcare IT in the American Recovery and

Reinvestment Act. In February 2009, he announcetbsgread adoption of electronic health record for
each person in the U.S. by 20186]

“Digitization of the healthcare system will be muotore efficient and cost-effective, and will enable
easier communication among different parts of tiistesn, simpler manageability, and less storage

compared to paper records,” explained Dr. Pier&MRs allow healthcare providers to send queries
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5.2

electronically, which is expected to decrease there that are made on paper and ultimately, s&es.!

(87]

The 20thHealth Information and Management Systems SocietyHIMSS) annual survey of chief
information officers found that 31% of the 304 papants said their number one priority is to emsur
their organization has a full EMR. Within the ctial environment, 31% of participants said thateast
one of their facilities already had a fully funating EMR, which is a 9% increase on last year. aher

17% said that their primary focus would be impletmana computerized provider order entry system.

(88]

Charles Christian, chair of the HIMSS board saidtha 2009 survey: “The economy is affecting all
sectors, healthcare IT included, but the good riswsalthcare IT still continues to grow.”

CIOs said financial support continues to be a bafdr healthcare IT professionals with 28% notinat
lack of adequate resources raises significant ssBudecision-making plans and implementing 9 [

90|

As of 2005, one of the largest projects for a maicEMR is by the National Health Service (NHS) in
the United Kingdom. The goal of the NHS is to h&®@,000,000 patients with a centralized electronic
medical record by 201089 — 9Q

For the analysis and better healthcare standardsmafrican society, the government views the PQRI
standards. These are standards which coveredesntdilow to claim for the healthcare benefit which
government provides. In return the government amlthese standards to find out if the physiciales a
performing best practices in healthcare industiyisTin return reflects the quality of healthcarattrs

being provided to the patient.

Physicians View

Physicians view of EMR matters the most as theytheeprimary users for EMR. There are several
benefits which a physician might see in implemen&MR solution.

e Remotely Accessing the data

e Searching for a record

e Reports and other analytical tools
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e Security and Data Backup Ease

e Access to Medical Dictionary and other relevannise
e Printing records, reports etc

e Direct submission and retrieval of data from Labs
e Billing information

e Other detailed information

On the other hand physicians view might also rébestuse of EMR due to following
e Expensive Implementation of System
e Resistance to change from the old procedure
e Training for the staff members
e Regular maintenance

e Dependency on the Network

Dr. Robert Jackson, an advisory board chairmanClare Entrust, checks information on his laptop at
Shawnee Mission Pediatrics. Jackson says he laok&fd to the day when electronic medical recorifls w

replace the thousands of paper medical records nowused. 91

[Fig. 50 — Paper Piles of Patients Data
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5.3 Patients View

Patients who are aware of the EMR system and itefiie will definitely look forward for a physiciés
office with EMR implemented.

e Lot of time saving for a patient

e Streamlining of the updates related to a patient.

e Automated process of lab reports and other systgorts to doctor’s office.

e Link to insurance company for reliability

e Use of modern techniques.

e Better healthcare

Patients might also have a resistant view of EMBlé@mentation
e EMR implemented office might be expensive

e Security trust of electronic data

54 General View

This view corresponds to many other organizatiotschv will be effected by the use of EMR like
Pathology Labs, Radiology Labs, Printing Housedjc®fSupply Houses, and Health Care Insurance

Providers etc.

e The labs will have an ease to maintain the data@ti@nsfer it to a physician’s office or a hoapit
e Easyto manage and less resources to manage theadaverything will be automated.
e Ease to interact with insurance companies to ¢heabills.

e Convenient for health care insurance providersetalwe bills and manage the claims.

Resistance from other entities -
e It will be expensive to develop the new systemdiioy entity whether its Pathology or Radiology.

e Heavy losses to Printing Houses and Office supplysks, who print millions of copies of record
forms and other printing material used by Hospitlsysician’s office.
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6 Technology View

Technology plays a vital role in achieving the s$ioln for managing medical records. With tremendgrusnth in

the sphere of IT, anything now looks like @ake to Bake, and anything is achievable with good performaand
reliability.

To implement the EMR system there can be a humbtrchnologies that can be involved, some of whidhbe

explained in the EMR Paper. But which approactool to be used for the EMR solution, is depenaenhumber

of factors like Requirement, Analysis, EnvironmeBiidget, Forecast etc

6.1 Database — [Back End]

Database plays role in storing of data and is dnea wery essential entities in any successful @ogr
There can be any type of database which followsRBBMS concepts. Some of the databases which are

normally used are:

e Oracle
e Microsoft SQL Server
e |IBM DB2

e Teradata
e Sybase
e MySQL [92-93

6.2 User Interfaces — [Front End]

Medical application involves a variety of pointerin which the end user interacts. Also the end ustis
use the application are usually physicians or cirstaffs, who are not much aware of technology. this
reason, it becomes very essential to provide alsiapd interactive user interface. The Ul is thanpof real
interaction between the physician and the datameSof the languages which are used to provide tiee u

interface are:

e Windows Smart Client / Windows Presentation FouiodaiMicrosoft)
e ASP.Net (Microsoft)

e Visual Basic (Microsoft)

e Visual C++ (Microsoft)

e Java (Sun)
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Below are the few screenshots from various EMR’sSctwvhuses special technologies to create user
interfaces and graphical images. Earlier the Ul wasfined to only windows applications wherein the
EMR could not get the portability. But with the ahcements of technologies like Silverlight you can
achieve excellent rich user interfaces which wéllgortable and the physician can use it over the fegem
anywhere. Also with the advancement of bandwidthindérnet, no it's not a big time taking thing to

transfer data over the net. It happens with a lifdye.

When it comes to the use interface of an EMR aiplayslooks at several things which he needs bdiere
considers the EMR to be useful. Some of the thihgsthe physician would consider imp for an EMRrus

interface are as follows94]

e The first and foremost thing is the data entry. phgsician under no circumstance wants to do
the work of a secretary. He would want the usesrfate to be intelligent and viewable so that it
gives clarity to the physician where to enter alsh @rovides tips and hints that what should be
written there. If the doctor has already writtermsthing in a particular block for some other
patient then it should come as a choice to theadlaehen giving diagnosis for the other patient.

e Historic data for all the tests performed on thatignt. This will help tremendously for the doctor
to analyze perfectly what is to be done.

e Details from other information pool which will help analyzing the patient disease and enter the
comments there and then in the EMR.

o All patients related information like allergiesgpious diagnosis etc.

e User interface customization. This involves useefgnences which are like which page the
physician wants to view for the first time. Appliza color and fonts also play an important role
as this is what the physician will look and deaithwEnabling shortcuts on the screens which will
help the physician to enter the data very quickly.

o Portability is also very important now days. If tB®R solution is provided in a light weighted
tablet PC then it will be very convenient for thigypician to carry it all over the hospital. There
are several divisions in a hospital and it spreads large distance. Also if the EMR is in a tablet
pc then the physician can carry it over with himpahere and can connect to the internet
anywhere. In this way the physician is always coteto his patients or his data.

e The navigation in an EMR data entry applicatiorvesy important. Although training has to be
provided for any software use, the application &hdae user friendly enough that it speaks user

words.
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e With the advancement of web application developmdérg very easy to integrate the pre

compiled widgets for different modules into youmpbgpation. This way the application will be
more stable and robust.

Below are some examples of some interactive Ulsebaser interface will help the physicians and
nurses in entering and analyzing the data.

= Quackbxam

*: NexiGen EMR: Don Baker - [03/05/2007 10:53 AM : "Neuralogy Home’

@ Fie Edt Defall Viow Toos Uit Window Felp
“Ocular Examination Findings A | 8|27 | [wnome =] Gvvetes Joseer w0 J2F 8388
G dngs Aein Segest Fosiemox Segpaert Patient: Don Baker tE
SO e — . Neurology it hofinion o = &
Posterior Segment Cup/Disc Ratio Tool HOME
s B Aeasonts) far Visk ‘Chronks ProblemList _ Addrow problem
%] Disbetic Eval cms_'.m e hesiacne s Tooe | —
: Hmmu nEva\uation Murse Dacumertatian e b ; ! n;méf::A:-S E:sfe':sme
Record Vital Signs - i
| <Customi> s ity [ omeswmrt Wi 3 Farmily He
%] <Custom2> o 3 Histones2
%] <Custom3- Aller s i g :Spw
sessment
Past Medicalbistory | | Addtatodays ssaeasment 3 Masterim
‘Ophthalmic Indicators Fomnily History 2 Nurse Dacumentatio
Spantaneous Vanous Puication P— Witals_ Vital Sims Dutsido lormal Pangs_ Alerts Pationt Servico Info Expand it Sigms i
005 - x| 00 o - [ Tme __[TemoF [Temp.C [Bp 5y [By Oms [Puse [rinttm |Raspration |1 Lb [warg [4R [mn || rthlies
0 s X 0s ;T MeakhMaintenance | | [oa0crny— 1055 w305 m o m i o0 o ay
5 . HP1 Problem List ol 2 eu Office Visit
— Feview of Systems || e « o g :::.:V\‘:«j:slmm
Fundus Evalutation Method N Optic Nerve Head Assessment s [Medcation [Dose  [SpcCodes [SiariOuie [Stopbae | Jevers Hame T B Frobd
e e /| 2 Problem
Bl C MotPotomed @ DlddEvdl ¢ Optomep Imoging RN ] Optic Nerve %] Merve Fiber Layer Assessment [ |
€ SnalPgiBI0 O U Evd O DFE wih Optomap Dis s Managerent
Dliried witi: Rimnoiching  [Noteh - Plan | Lok 10 (Diag | A
¥ 1gh [ 2ghs [Tropeamde 1% - Rim Wriring: Thenng - ":;"""""";;m e T T |
o e | - — ]
¥ 78D lens [~ 200 BIO lens. I scleal dspiession Dplic Neswe Desciiptors: I - .
[7 S0kens [~ PR22BI0Ins [ drect ophaimoscepe o = Toa = Hewstoayorcaven || =
[ Other - [ Despllamis [ | [ Peipsp shophy Copniive Assassment | o e e | Custom
Notes: O Shke L] | CScodowext O 5052007 1053 AM__ Mgrone, comman 10 acte ]
[ Rowd [ | [ Fiowent cissent [ UPDRS
[ Pafienit adviced of elfects of DFE [ DFE refussd AME F ow [ F oot [ E @
[ DFE to be reschedued [~ OFE not indicated I Teng shoping [ I Myednsion [ el e
[ DFE declined ™ DFE conaindicated Bl B | B B [Procsare Jor icon [ | =
I Fundss mogigpertomed ™ Recent DFE e } ] * B e
e |
e e @ Eefm=] | : A B E| &
Ready

03052007

[Eig. 57] - Ophthalmology EMR [Eig. 57 - Neurology EMR

izl

[

3 reinoBys
Vi

[Eig. 53 - Cardiology EMR — Tablet Ul [Fig. 54 - Cardiology EMR — Detail Screen
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[Fig. 56 - Dermatology EMR

6.3 Reporting

Reporting is very essential to analyze complex daid extract meaningful information from it. Whitn
comes to reporting for clinical data the complexéyeven more as the data points are scatterethandiata

model is very complex. Some of the tools availdblachieve reporting are:

A.  Cognos It is very efficient reporting and analysis tgolke suite includes Framework Model (data
modeling), Report Studio (Reports), and Analysiad#t (Cubes), Metric Studio etc. Reports and
cubes make use of charts, graphs etc to make @afly eeadable and to do quick analysis and
intelligent decision making. Cognos suite is a verpensive, small organization uses SSRS for
reporting and analysis. The latest cognos suitéaila is Cognos 10

SSRS- SQL Server Reporting Services (Microsoft)

People Soft

SAS

Hyperion

nmoow

Crystal Reports

Reporting can be considered as an essence of thahdd is stored in the database. Reports carf oy
types in clinical data starting from the simple ®mehich will just fetch records like daily patiestry in a
day or can be really complex like yearly reporatifpatients’ accounts and their transactions. Ddpg on
the requirement of the complex level of the repattte data queries are written and models are hugld
Reports can be at the EMR Program level or it camatbthe level where the Datawarehouse is deveJoped
where analysis of the data is performed. For eghysician can look at tall the patients he has $eethe

last one week can be controlled via EMR programs Tha type of physician’s view of the data. Butcase
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of EHR system where some analysis needs to bewlithdiuge data by the government, then the reppitin
being done on the Datawarehouse. Like governmeghthwant to audit a hospital record and analyze a
particular code of conduct for PQRI etc. These atahouse are developed on top of the EMR system an
their input is the output of the EMR systems.

Below are samples of few reports pertaining ftedént areas in Healthcare.

HEAST

’Ce,# NQF - Diabetes Measures

E & M Codes: Clinic Only
Encounter Date(s): Jan 1, 2010 through Mar 31, 2010

Provider Dilated Eye within 12 | Micral Strip within 12 | Foot Exam within 12
Months Months Months
SETMA 1 Aziz £1.5% £1.5%
Duncan 53.7% T9.1%
Grom s2.1% 51.1% 78.7%
Hendsrson 53.8% £2.2% L%
Murphy " 628% BlE%
Sims 54.8% B2.2%
s BT
SETMA 1 Totals: 53.9% 76.8%
SETMA 2 Anmed £5.3% 57.4%
Anshory 74.3% B2 5% 57.3%
Anmwar 79.7% B21% s35%
cricenio £1.2% B0.0% 75.6%
Holly 75.0% B2 1% B35%
Letfeste £9.2% B3.3% 75.8%
Whealer sa.0% 71.4% 511%
SETMA 2 Totals: 59.0% 50.9% a1.4%
SETMA West curry 51 1% B0.2%
Delparine sa2% T ET.5%
Hom IET s2.9% 25.9%
Satterwhite 59.5% 78.2% £0.9%
sruvesrons TN
SETMA Totals: 57.6% 55.0% B3.8%
A A B D R B B 0 B R B8 B B A 0 BB A0 BB 0B L A AR B
Apr 21, 2010 9:01:06 AM of 1 NGNC120

[Eig. 571 - SETMA Diabetes Report Sample

This describes the standards on which a physi@adsito perform for their evaluation.
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A Quality Metric Bealth Dutcomes™ Sconmg Software 2.0 - [ 55-36v2™ Health Servey Respondent Report]

@==> SF-36v2™ Health

Survey SF-36v2 Sample Project
e Prnt this repor March 22| 2007

5'-'""9‘\' Date: July 1. 2006 Bur-ed on your answers about health in the past
User 10: 1 4 weeks, our research shows that:
Hama: John Doa

Compared to the general population...
Gander: Male Physically, your...

* funchioning i shghtly warse

* pain is the same or less

# peifornance of work, home or school actnities is

42 WOrse
- " T - - Ermotionally, your._..
v ] &0 B T * bothered less than most
WORET US AN, BEST * participabion in $ocial acthabses is less imied
Your physical health score is below average, taking inte | ® pesfernance of work, home and school actrties
account the margin of emor. i3 bmiled less

Crvarall, your,.,

wentaL weaurh summary ([ * rating of your health is betier

* gnengy level is higher

61 Compared to other men...
v * your physical health appears o be worse
L L & w ¥ & your @émotional haalth appears 1o be much better
] 40 i ] ]
WORST US ANG, BEST

four mental health score is very much above average.
even laking into account the margn of emor

Date  Physical Hoalth Montal Health | & | ihewe manths, take this suvey again to
Summary Summary conlinue monitoring your progress

Fturlm-m:. ::ﬁ:g ;3 3 * By showing this repart to your doctor or other
ravirs: hialih care provder, you can work logethes 1o
Change: Worse ame maka sure that your physical and meontal hoalth

are a5 good as they can be

* Your physical health summary score changed
significantly compared to the last time the suney was
taken. Be sure lo mention this o yowr doctor.

*® The margin of error can cause small changes in
scores. This sunvey focuses on changes of 5 points of
mafg, However, you should always repodt to your
doctor changes that are emportant 1o you.

Mein: Thl Burvity’ o Aol 8 Sagaeene 105l 118 mIEsttd 10 Sappiarnent bul ol SEpLBo &F DOMPRICE T i vik 0 youl Parsonsl plryRaias
I i Pk B0y JubI0RS OF COSDET BUOUT YOns PRI i o BAByS B QOO R M Bt SE-0n-0nE PROTEISNM madecal onBelinen.

Copyright & 13992007 Cusbylletric conpersied

Currert Profect; 5F-36v2 Sample Project.

[Fig. 58 — Health Survey Report
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Periodontal (Gum Disease) Risk and Disease Analysis
Preparecy. W Peeedfor

[Dr, Randy Modf Joi Ihﬂlw

1255 Drive :ﬁ

Vader, WA 93005 Assessment |D:
DEEYGIE-57D3-21AC-AZEC-BF I06AT DR

Phone 3E0-555-1234

[ 360.555.2585 Patient PreViser I0:
DREDGGE-5703-41 AL AZEC-RFI0BATETIE

Diate Prepared: 1171642003

i . Risk predicts your future dissase state, Your risk is determined by
Rkkﬂfﬁmnﬂm'z risk; Farctors, which arme destnct firom the signs and symptoms of deemse,
4 LESS RISK MORE RISK »  Prevanting dissase requmu-smmmatreduur_-.-mnddauus

wWith routine: demtall tooth loss s 10 timmes more likely for
m m individual wie Nes very mtﬂrﬁmmanmmmmw
'y lonw () rish,  Howninvir, wehen sk is used to guide the sebection of
specal treatmment, kooth loss can be 50%0 o 100%.
Disease State: 21
Generalized Moderate Periodontis
Your disease shate reflacts the amount of damage caused by gum disease, As the dsease stabe worsans, treatrmant
increases in amount, complesty and cost. Tooth loss and the failure rate of repairs are greater for individuals with
higher dicease state scores.  Treatment @n repair the damage mm&dhydbease but tends not to help mwch In

preventing new disease. and may even inchesse the rsk of new deesse. Disasss prevention nequires reatment that
neduces vour risk Factors. The best treatrment incomarates both nepair (whaers néeded) and prevention.
Your Score: X1

MORE MSEASE ¥
Your Characteristics of Health Analysis
and Low Risk
Bleedling during exam or flossing Bleeding during =em hmdaﬂmmanlnfactlm which
CAN WONSEn your dksease state
Bone heigit Moderabe Done koss nt bane |oss has ooourred amd
itional bone boss cowld cawse yau o
nave a toakh extracted
Caleulus in the pockets Tartar below Ehe gurmiing Caloulues 15 @ major cause of disease
shate wirsening
Defesclive restorations A, Tilingy cor Crosem coess nat L well This condition traps bacteria, which
cause guim diseese and decay
Diiadmbies ot diabetic Best possibbe condition
Furcsitioms Bone loss in @ furcation Cleaning the bactarla from thesa
sites: mightt not be possible leading to
A WONGE Cronition
Oral hygiens Too mrudh bacheral plague Frevventing new diiease i arbremiehe
mammmnmllm
oo Fil
Pescloik B57 Bacheria ks be th ruchuflmﬂ'»
digth Deepest pocket mm :-.d :.rurrcl ]
dentist's tanls
Smodkd 1
ng Srnokes 10 or mone Ciganettes per day mgﬁé‘nuﬁ DTplc:
likeli hood of failure
Wertical bone |esions Hrays show Done ewel i ureven Usually consistent with Jeep pockels
that worsen

[Eig. 59 — Gum Disease Report
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Patient-reported Clinician-reported
L Fatigue YO Appetite Loss
0.8 0.8+
g
5
x
2 0.6+ 0.6
%
E 04+ 0.4-
E
E
v
0.2 0.2
0.0 T T T T 1 00— T T 1
0 5 10 15 20 25 0 5 10 15 20 25
1.0- Nausea e Vomiting
0.8+ 0.8+
g
£
B
'S 0.6 0.6
=
2
E 04+ 0.4-
5
E
E
o
0.2+ 0.2+
OC T T T T 1 OC T T T T 1
0 5 10 15 20 25 0 5 10 15 20 25
L0+ Diarrhea 1.0~ Constipation
0.8 0.8
g
c
s
'E 0.6 0.6
2
5 04~ 0.4+
=
E
G
mw/ff i
00 T T T T 1 00 1 T T T T 1
0 5 10 15 20 25 0 5 10 15 20 25
Months Months

[Eig. 60 — Rare Disease Report
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Neighborhood Family Doctors, PA

Remingten Oaks Bullding 525 Oak Centre Drive San Antonle, Texas 78258 V:210.123.4567

Clinic Mame:  Meighboorhood Farnily Doctors Patient Mame: Luis Franco Gonzalez
Address: 102 Main Street Suite 101 Date of Birth: 04141977
San Antonio, TH 78257 Date Collected: 0441720068
Phaone: 210-555-1212
O ==== PICCOLD - DEMD ==== Interpretation Cutpoints* Cutpoinis*
0407 06 0356 AM mgidl mmel’L
POTIENT TTRE: MALE Tatal Cholesteral (CHOL) Desirshle 200 517
PATIEMT # 45 g steto ssltable z =
COMPREHENSIVE METABOLIC Borderline High 20023 O17-6.18
DISCLOT# 52000 High =240 z6.20
- HDL Risk Factar =40 =103
OPERATOR # 555321 Megative Risk Factor = 60 =135
DOCTOR # 564157 (Desirable) = =
SERIAL # 00a00a0oyo
.......................... Triglycerides (TRIG) Mormal =130 =170
MA+ 137%228-345 mmoil Parderline High 150-199  1.70-2325
K+ 40*66-91 mmol High 200-499  226-564
tCO2 2R* 2853 mmoll Very High = 500 = 5A5
CL- 103* 198-208 mmo'l LDL (CALCH Outid 100 55
t Pt = =2
Sy, e e el Near Optiteal 100-120  258-333
o Lese My Borderline High 130159 336-411
BUM 1571782  mghdL =
. igh 160-180  413-438
ALP 55*83-128 L - -
ALT 29%3088 UL VLDL(CALC)2 Hormal =30
AST 25 21-88 L High =30
TEIL 0.9%12-36 g/l
ALB 44 4385 gidl Total CholHDL Ratin Male Female
TP 738491 gkl [ TCH)3 Low Risk =3 <45
High Risk =3 =453

INST QC: Ok CHEM QC: Ok
HEMDO, LIP 1+, ICT 1+

[Fig. 61] — Lab Results Report
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CLINICAL REPORT: Periodontal Risk and Disease Analysis

Dr Washington Sheffield

170 Broad 5t, Mew London Alabama 086320
Fhone: 360-555-5578, F ax: 860-555-1234
Email: drsi@sheffiald.com

v sheffield. com

Crate Prepared: 14022003

Patient History

Lental Care Irregul=r

Smaoking Histany Farmer Smoker

Diabetic Net dizsbetic
Dental History
Ferio Surgeny for Podiets Ho
Bleading on Frobing Vas
Furcation Involvements Vas
Lefective Subgingival Restorations Ho
Werical Bone Lesions Ho
Calculus on Radiographs or Below Gingival Vas
hlargin
Oral Hygiene Aceptable
Pocket Depths
57 mm =5 mm 57 mm
wn fo i i
28848 dLAALN d4Baa
! - ™ F
) | I ;a
PARYY 97989 9RA
=T mm 57 mm 5-T mrmn
Risk Score: 4

Disease State: 59

Generalized Beginning to Severe Periodontitis

[Eig. 62 — Clinical Report
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Demo_Joe Demo_Thompson

Age: G

Rizk Asseszment 10
GCE38EQS-0C07-4003-BECF-S2D2FTFAF CA1
Fatient Prewiser 1D:
2045F305-5035-4215-A68B-AC0O93EBDGETO

Treatments Performed

Related to Teeth

Restorations 1 Tooth

Radiographic Bone Height from CEJ

2-4 mm =2 mm =2 mm

sl JAAALL Sluss
IRAIT PRI TIRER

2-d =2 mm 2-4 mm
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6.4 Technical Standards

There are standards which the EMR system has towfdbr the information transfer or to maintain aat

integrity and privacy.

HL7 Messages (Health Level 7)

Health Level 7 International is a nonprofit orgaatian which has ANSI accredited standards andedeetto
provide standards of interoperability which imprevwbe delivery mechanism, optimizes the workflowd an
reduces ambiguity in the data transfer. It providdsamework and standards for transfer of eleatrbealth
information. It provides standards which caterftiiowing:

e Exchange

e Integration

e Sharing

e Retrieval
HL7 has the member list which covers EMR/EHR arphealth care related applications, and theyrsove
more than 90% of the total market. HL7 refers todléSeven of International Organization for

standardization seven layer communication modelsfien systems interconnectior5{9¢

HL7 messages importance:

HL7 messages are very important part of commuminakietween these diverse systems of healthcare. It
behaves like an interface where all the system kspead understands the same language. Healthcare
providers have many systems like patient trackialgs, radiology, finance etc and all these can resgnt
inside one facility or can be separate entities7 lhiessage system specifies certain guidelines tamctige

and methodologies by which these messages travelebr different systems, for the information to be

transferred in a consistent and uniform patte36-94
The figure shows how a database interacts witteidifft systems and how there is a common language of

understanding. Some of the systems are like LIS (lcdormation system), HIS (Hospital Information

system), PACS (Picture archive and communicatiomadiology) etc. ORU, ORM etc are message types.
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Fl

EMR Architecture

CR g YW S

Other Systems

= AN

Database . .

[Eig. 63 — HL7 Interaction

\.‘\M-"‘\ i WL YLV WY W P S

HL7 message standards:
HL7 RIM (Conceptual Standards): This ANSI approved model is the cornerstone o FBLprocess. It is a
pictorial representation of HL7 clinical data adeéritifies the lifecycle that a message or groumes$sages carries.

This is a domain which is shared amongst all thealns and all the domains create their messagesthis RIM.

HL7 CDA (Document Standards): Provides standards for exchange of Document tike®ischarge notes,
summary and progress notes. Here the CDA useslia®d XML and some codes of libraries and prep#ies
documents that are easily parsed and processddbeleally and also they are human readable.

HL7 CCOW (Application Standards — Clinical Concept Cbject Workgroup): It's a standard protocol that

allows user to experience integrated computer ssgsions on desktop.
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HL7 2.X and 3.0 (Messaging Standards)One of the most recognized messaging standardswioat world. The
messages exchanges information in many areas ditter® demographics, insurance and finance, medical
documentation etc9p-96

HL7 message Sample:

MSH|*~\&|/GHH LAB|ELAB-3|GHH OE|BLDG4|200202150930R0"R01|CNTRL-3456|P|2.4<cr>
PID|||555-44-4444||[EVERYWOMANAEVEAEAMAML|JONES|19620]F|[|153 FERNWOOD DR.A
ASTATESVILLEAOHA35292||(206)3345232((206)752-121 | |BBEA44444||67-A4335"OH"20030520<cr>
OBR|1|845439"GHH OE|1045813"GHH LAB|15545"GLUCOSERD2150730]|]]II!!|
555-55-5555"PRIMARYPATRICIA PAAMDA||[[1111F]11111444-4440441PPOCRATES HOWARD HAMAMMD<cr>
OBX|1|SN|1554-5"GLUCOSE~POST 12H CFST:MCNC:PT:SER& QN||*182|mg/dI|70_105|H|||F<cr>

The HI7 message is divided into sequence of segnsgecifies something. Like in above example th¢iMS
division who sent it, where it's going and what gdecontain. The PID has the demographic inforaratf the
patient. The OBR segment is the observation aastaviginally ordered and the OBX is the resuithef

observation.$7]

ASC X12

Chartered by American National Standards Institietéeloped electronic data interchange (EDI) statwland other
related documents. Also called as ANSI ASC X12 waad formed in 1979 . It's a standards committeesund
ANSI (American National Standards Institute).X12iwkrs dictionary of data elements, data segmenéssaging,

business transactions et8g]

DICOM (Digital Imaging and Communication in Medicine)

It basically refers to transferring and storing gea. This standard was created by NEMA (Nationalctgical
Manufacturers Association). It deals with imagd® ICT scan, Ultra Sound, and MRI etc. It's a vanportant
standard as Medical Science nowadays depends ohadd Imaging of various body organs and diagnogimg
problem. With technical advancements in imaging euedlical science, very clear 3D images of body msgaan be

captured which can be just like the real organfaids tremendously in diagnosis from anywhere éwtorld.

[99 — 102
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The DICOM file consists of few segments. The heaslgment contains the information about the patigst
diagnosis, scan type etc. The other segments cottiai Image data. This data can represent simpgem to
complex 3D images. The beauty of DICOM is thatithage data can be compressed. This is very impariarase
of transmitting large data. DICOM is being usedHyspitals, Imaging Centers, Clinics and other sgists like
Radiology, Cardiology, Radiotherapy, Pathology, iéagy, Dentistry, Surgery etc. DICOM works handhand
with HL7 industry standards.

Small distribution pattern of DICOM is describeddye

DICOM Workflow

PC Based DICOM \‘

- Patient management
Ultrasound - Image Archive
Equipment - DICOM Conversion

- DICOM Communication

7

CD Distribution PACS Image
Archive

Analog Video
Composite or 8 Video

Digital Data Stream

Radiology
Workstation

Medical Printer

[Fig. 64 - DICOM
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[Eig. 65 — Matlab Image of DICOM

Continuity of Care Record (CCR)

This is a standard developed by ASTM Internatiolbk Massachusetts Society, Healthcare Information

Management Systems Society, American Academy ofilifdhysicians and American Academy of Pediatrics.

This is a standard which contains the recent aledaat patients care information.

It contains various sections where informationnidedded like patient's demographic section, diagmection,
administrative section, insurance section etc. €htre message is defined in the formal of XML ebhis
universally accepted language and also understpadl the systems.

Special care needs to be taken for security ofGQIR data as only authorized persons with acceaddhbe able to
view a particular set of information from the CC&al [L03 — 106
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7 Datawarehouse Concepts and Implementation in Healttare Industry

7.1

7.2

What is Datawarehouse?

McFadden defines Data Warehousing as a subjeattedgintegrated, time-variant, nonvolatile coliect

of data in support of management decision-making.

1. Subject-Oriented: Organization of data in a warehouse is aroundkie subjects (or high-level

entities) of the enterprise. For instance, patiestudents and products.

2. Integrated: The data is assumed to be using consistent nacomgentions, formats, encoding

structures, and related characteristics for shantjusability.

3. Time variant: Data contain a time dimension so that they canseel for historical purposes

4. Nonvolatile: Data are refreshed from operational data, andatdseupdated by users.

Considering the above key terms data warehousindgdcbe defined as the process by which an
organization extract meaningful information fronstorical data. Thus data warehouse is a planned dat
store. As an organization can largely be dividedifferent departments, each department can Heaie t
own data store which is referred to as a data alathese data marts for different departments when
joined together will form a data warehouse for thrgfanization. 107-108

Transactional Sources

In a hospital or doctor's clinic there are manyguas coming and going. Everyday there can be fedwdr

of new patients and also same patient can come diffirent health problems. A patient can undergo
many tests and thus the information about a pattamt change many times. All the preliminary
information and changes in the information is éli@ manually by clerk or nurse. And this infornaatiis
stored in database called as Transactional databasetransactional database is also called as OLTP

databases (Online Transaction Processing).

The major source of data in any Datawarehouseaiss#ictional Database. Transactional sources are
designed for fast data inserts and thus fastertapdaThe transactional databases are much faster i
inserts and updates because they have much noechadible structure and for the same reason itrig ve

difficult to report on the transactional data aiduces the performance. As the reporting datadeagere
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7.3

much de normalized data for faster access. Otlegr tthis as transactional data is entered by th&sch

front desk there can be various human errors indtta and this makes the data not so suitablehtor t

querying

Datawarehouse has read only data which meang ttattains the historical data which is not meartig
changed. Although one can change it anytime agdvigty much possible but the main purpose of data
warehouse is to carry purest form of data. Alsa iorganization like a hospital there may be a stena
that there are different applications for differetitisions like Accounting application for maintaig
hospital finances, HR application for maintainiragspital HR resources, Radiology and Labs applioatio
which store patient related tests data, Patieritsriration Applications which stores and managesha|
primary patients information. And now in this sceoall the applications might use different datsdm
and there has to be a storage place which can ldetgoall the information from different databasesl
store them at one place or manage relationshipsngshdhem. Hence in this place a data warehouse

creation plays a vital role1p9
ETL — Extraction Transformation Loading

ETL stands for extraction, transformation and logdiETL is a process of extracting data from vagiou
operational or archive systems, then transformiggdata which may involve cleaning of inconsistent
bad data, filtering, validating the data and apmyvarious business rules to the data and thenngdte

data into a data warehouse

For example, Sales data can be extracted on alsksig; financial data usually makes sense atltdsing
of every month. Similarly the data from Califorrdased company and New York based company cannot
be extracted at the same time due to the timerdiffee between two zones on daily basis can however,

daily extracts might not be suitable for finandata that requires a month-end reconciliation sce
Extraction

Extraction is the process of obtaining data frodefined source. The extraction records could réeretd
from a single source or multiple sources.

These steps include extraction of the data fromouarplaces. As an organization can have several
databases and there can be different ways andspievere the data are stored, discovering all tfierdnt

sources is important.
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The data comes in the source databases throughakglaces. Different sources of data use different
formats of data, making this data heterogeneounstiare. From an EMR perspective the majority oadsit
entered into the system by administrators, IT stffl nurses. Mostly the data in a hospital isredtéy
the hospital or clinic clerks or nurses. With tlieding of the data sources it's also important tmwk
beforehand what kind of data the source has. Ehisnportant so that we can plan our transformation
accordingly which might require time depending ba kind of data. Also as the availability of theéadean

be different depending on the difference in physioaation of the facility and also depending om th
departments, it's important to note all these aspetdata so that we can also plan our stagingbdae
and loading.

Below are the points to be kept in mind while lowkiat the extraction process

All data sources should be reliable What kind of end results do we want that is thesgion which you
require to ask before looking at the sources? Humweh historical data will you need, how much aongh
often and what data is required, these are veryoitapt questions to answer to really determine the

different data sources in the extraction process.

The data should be available on timeTimely extracting of data is important. The basiscreation of
data warehouse is to provide timely informatiortiie end users. All the data sources must be readly a
should have all the information required to be &otied otherwise the end results will be incompéatd

can be incorrect also.

The data which is being extracted should be complet- Incomplete data will result in incomplete and
wrong results for the users which can lead to mathgr problems like wrong decision making. The data
should be in standard format and in synchroninatidh the business need$.1[)

Transformation

Transformation is the most important part of theolehETL process. It requires lot of planning anéds
the most amount of time. How much transformat®reiquired depends on the kind of data we arerdgali
with and the kind of result we want. There are suidich are required to be defined for the tramafiiion
of data. These rules depend on the way business wsats to see the resultant data. The dataasteel
and rejected on the basis of these rules and teetsé data is transformed and loaded into thargeayea
or to the final databases depending upon the psodd® way rules are defined and the way rejeatfahe
rows takes place depends on the tool which is fozetthe ETL.

78



EMR - Concepts & Data Management

There are many good tools available in the maiketCognos Data manager, Microsoft SSIS, Infornaatic
etc. All the new tools are very flexible and shdw process graphically and make the life of prognam
much easy.

Below are various kinds of transformation which t&vrequired in the process -.

Integrating the data- This is the main part of transformation steptioecollect all the data from various

databases and various locations and integrate alemdo analysis on overall integrated data

Source 1

Source 2 /

Data Warehous

[Eig. 66— Integrating Data]

Standardization of Data As the data come from so many sources, the foohadtata may be different
from one database to another. That is why it isoirtgnt to have the standards set for all the dstd. the

transformation of the incoming data should take@laccordingly, to avoid any inconsistency

Source 1

Dr John Aral | 2009-01-02

Dr Cruz Fredd | 2010-03-02

Source 2 01/ Data Warehouse

{Date Standardized}

Dr Cruz Fredd | Mar-02-10
[Eig. 67 - Standardization]
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Data quality Check and thus transforming the incorrect data- Data coming from various sources
should be checked before it comes and if therenysmaistake, it should be corrected by transfornmatio
process.

Example-

Before -

Eg (* Dr John, Wiley | ")

After - white space and extra characters removed

Eg (‘Dr John Wiley’)

Data Relevance and filtering the unwanted dataThere are times when the data is completely ursdant
For example the data coming from one of the soisr@® years old and end user doesn’'t want to stoch
old data in Datawarehouse. For this reason thelatia should be filtered out.

Example- end user doesn’t want to store data from Ophtbklgy department

Department <> ("ophthalmology’)

Standardization for abbreviations —For abbreviations in any fields standards shoeldiged

Example States should be specified by two letters onligeNY, NJ, WA etc

Data type Conversions4t is possible at times where the same field ia tiifferent data sources can have
different data types.

For example the department number in one data saac be CHAR and in other it can be NUMERIC.
When we integrate this kind of data there shoulddresistency.

Example- VARCHAR (Admission Date)

Normalization/ Denormalization- There can be a case where a table can have mamyr causing
difficulties in understanding the data or there bartables which are normalized to a very gretdraxin
below example there is a need to normalize datalwtan be done in transformation.

Example-

Before Normalization

Appointment| Patient Appointment | Patient Patient Provider Provider
Name Type DoB Address 1 | Name Specialty

2010-12-01 | John Doe Active 1970-11-10 12 Wickér John| Cardiac
St Wiley Specialist
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After Normalization

Appointment| Patient Key Appointment | Provider Key
Type
2010-12-01 | PAT999202 Active PRV12333

Creating new Fields, derived Attributes New fields, or derived fields can be required an
Datawarehouse. For example the Code for a Nursamariment is HA and description is nursing. We
might want to show the column as 'HA-Nursing'.

Example- Full Name=CONCAT (First name, Last Name)

Calculations- There are times when we use one calculation mamgstiand at many places. It might be a
good idea to have that calculation as fields indhebase.

Example- Calculating weekly hrs worked by employee, whishthe total number of hours worked
everyday multiplied by number of days worked.

Weekly Hrs= HrsEveryDay * DaysWorked

Aggregation-Not all the time do we require the detailed dathemvever required the data should be
aggregated in the manner required and then loaded.
Example- AVG (Value), SUM (Value)

Completeness check This may be the last step of transformation whee want to check if all the data
extracted from different sources is complete. Inplate data leads to wrong analysis.

Example Check if the sum of values is reasonable, chettieifentire date range is presefmt]]

Staging Area

Before the data is loaded into the target data bp$€eTL process, the data is usually brought toStasing
Area. The data in the staging area is copied fiwmvarious sources. The data in a warehouse cvoras
various places it is important to get all the dataorrect time first. Due to the timing reasonthd data is
collected in the staging area. Which acts as timpoeary storage place. The timing of extractionetefs
on the data processing, business cycles, geogedfaators etc.J12]
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Loading

The important part of the Loading stage of ETLhis turation it takes. It's important that the loapof the
data is quick enough so that all the data is abklén the data warehouse before the business asers

ready to query the database or well before thé star business day.

The main points to be considered during loading are

Timely Loading- It's important to get the correct information &etcorrect time. Timely loading and
availability of data is important. If the user nedd look at the data in the form of reports orezuthen all

the data should be available in the database b#feréme.

Interference - None of the other process, should interfere & ldading process. In all the organization
there are many process which runs at night. Wiisgling the data in to the Datawarehouse one should

contact all the departments or the DBA so that rafrtbe other jobs interfere with loading.

Availability- The server and resources should be up and awailalbading process. All the series of jobs

which should run before loading the warehouse shooimplete before the loading process starts.

Logging — Usually Logging is important to trouble shoot pr@cesses and to know if everything has run
without problems. If there is not enough time taddhe data timely, one can stop the logging ofesoin
the process. Logging takes additional time whichcae reduce, by not logging. There are differem¢le

of logging available. Not all the processes reqdietailed logging. So by doing brief logging ormtng
logging altogether for a process, can make thega®cfaster and reduce the space and time forrigggi

helping in timely loading of the data.

Index creation - These are activities that optimize retrieval ofadand are usually performed as the last

step of ETL. Both of these processes are impoalt costly. It should be handled appropriately and
wisely. [113
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[ Hospital ) : : Reporting
—_— saL : :
EMR : :
System OR : :
: : Final Other
XML i m====P | Database systems
Other : :
Systems : : \
____/ : p——— : Analytical
H H Business
E E Engines
..................i........................?................
EXTRACTION TRANSFORMATION LOADING

[Fig. 68 — ETL Process Explanation

Types of Loading-

1. Full Load- Usually when you are loading the data warehous¢hi first time, after testing, from staging
area, is called full load.

2. Incremental load. - After the full load, there are changes in thealase every day. To bring those changes
in the data warehouse you load only the changeal tdavarehouse as you already have the other Sata.
the loading of difference between target and sodata on regular basis is called incremental |osdially
a date time field, depending on the business id tesehoose the data from the target to load.

3. Refresh load-There are times when the data warehouse datdli iacompletely deleted and reloaded
and this type of load is called refresh load. Tikisisually done when the data warehouse table tis no
required to be updated too frequently and also whervolume of data is not much so that deleting an

loading doesn’t take much time.

83



EMR - Concepts & Data Management

Datawarehouse Consolidation in Hospital Departments

ICU Accounts Radiology Pediatric HR
Department Department Department Department Department
ETL Process

N N X N N
Datawarehouse Staging Area

ETL Process

N

Datawarehouse

[Eig. 69 — Datawarehouse Process
[ N )
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7.4

Data warehouse Schemas

Before talking about the schemas lets understardfdabts and dimension tables which creates the

different schemas.

Fact Table- This table contains all quantitative informatiohhey are also called Measures. The data in
fact tables are numeric and mostly additive. Faots#tain the foreign key to the dimension table &nd

maps each row of data in the fact table to itsedl@imensions.

Dimension Table-Dimension tables usually describes the facts.example number 100 doesn’t mean
anything in itself but 100% profit; number of pradsisold is 100, value of the blood pressure catOfie
makes some sense. So fact is 100 and ‘what’ defime fact is called dimension. Dimension table has
the descriptive data for an organization. Thesketaire usually small tables and data in thesedadre

usually descriptive.

Facts are usually reference tables and dimensianseferenced by facts. Dimension data describes a
single aspect of a business (such as productfis),dbat gives context to the factual data (sasthow
much of each product was sold in a day, week montglear). Facts are connected to the dimensioss; th

way they are connected depends on the kind of sshem

Slowly changing dimensions

The operational dimension data is usually statit & data in Datawarehouse can have 5-10 years of
data, the dimension can change over years thooghysIThat is why these dimensions are called sfowl
changing dimensions. Though tracking or not tragkad the changes of dimension depends on the
business needs. Thus the term slowly changing diiloemefers to the tracking of changes in dimension

by time.

There are usually 2 types of dimensions-

Type One dimension- Overwrite the old record

There are dimension which change over the timebloisiness doesn’t need to keep the history. This

usually means that if a data row changes for onteflimension, we can just overwrite that row. éHer

we don’t need to keep the track of the changesradord of history is required. There can be reasons
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why an organization may not want to keep the rece previous record may be incorrect or may ke th

business considers the changes to be irrelevant.
For example in the below example Smith Jones clahgemarital status from not married to married

and so because that information is irrelevantatrso important, there is no need to maintairhiktory

of this kind of record , so in that case the rdowill be overwritten.

BEFORE UPDATE

Provider_id | Name Location | Marital | .......
Status

32143 Smith Jones Clifton NOT
MARRIED

AFTER UPDATE

Provider_id | Name Location | Marital | .......
Status
32143 Smith Jones Clifton Married

Type Two Dimension- Create a new record for change

These are the dimensions where we need to keegddhecords or history. The way to track the higto

is by using surrogate key so whenever there isaagdy, a new surrogate key is created, for thatgghan
with a new row for the record. When the change dgiace usually an effective change start and end
date is used to track the change. Because therehargges in the same person’s record there can be

multiple rows with the same primary key but all teeords will have unique surrogate keys.

For example a provider moves from Rochester to N¥Cnow from the date of moving the patients he
sees will be reported under the changed city whithbe NYC, but all the prior patients he has seen

needs to be tracked under Rochester.
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So now the new row should be added to the Provatde which has a new surrogate key. So the old
patient who was seen in Rochester will still painthe preexisting dimension rows but the new am#s
be pointed to the new dimensional record.

So whenever the track is detected the existingeotirrow should have an end date so that the data
represents that the record is no longer the curesard and the new record has end date as nuliingea

that it is the current record.

For example there is a change in record when adposndrew Harbour changes his location from
Rochester to NYC. To maintain history we createwa necord the Provider ID for that record would be
the same which means the key is no longer uniqo¢o Sreate the key unique we combine provider id

and Location.

Next time Andrew Harbour in promoted from JuniordXo senior doctor. Again to track the record a
new row is create and again key is no longer unigago make it unique we combine provider id and
Location and specialty.

Surrogate | Provider ID Name Location Position Specialty
key
1| 21221 Andrew ROC Junior Doctof Cardiology
*2 | 21221 Andrew NYC Junior Doctor Cardiology
**3 121221 Andrew NYC Senior Doctor |  Cardiology
*rxq 121221 Andrew NYC Senior Doctor | Surgeon

*  Provider ID+ Location
**  Provider ID+ Location+ Position

*** Provider ID+ Location+ Position+ Specialty

Thus with different changes in the Andrew recorde key keeps on becoming long which is very
inefficient and this long key will act as refererinethe fact table. There can be many dimensiotesab
and there can be changes in almost all the dimenaide, they will all have such long keys and will

have reference in the fact table. This situatiocob@es very inefficient in querying any kind of data

So to maintain such slowly changing dimensions preserve the history there should be a solution

which tracks the changes in an efficient manned e solution to it is a Surrogate key1f-115
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Surrogate Key-
Thus surrogate keys are used to track the slowblngimg dimensions. Thus they maintain the
uniqueness of the record. They are numeric kéysy tire meaningless, assigned internally and are

automatically created.

So to solve our problem we will add one more colwhSurrogate key to our table and now look at the

record below. With the help of surrogate key, theord remains unique and the key is also veryiefftc

and small. 116-117

BEFORE UPDATE

Surrogate | Provider ID Name Location Position Specialty
key
1| 21221 Andrew ROC Junior Doctor Cardiology
AFTER UPDATE
1. When Dr Andrew Moves to NYC
Surrogate | Provider ID Name Location Position Specialty
key
1| 21221 Andrew ROC Junior Doctor Cardiology
2| 21221 Andrew NYC Junior Doctor Cardiology
2. When Dr Andrew Position Changes from Junior Dr to Seior Dr
Surrogate | Provider ID Name Location Position Specialty
key
1| 21221 Andrew ROC Junior Docto Cardiology
2| 21221 Andrew NYC Junior Doctor Cardiology
3| 21221 Andrew NYC Senior Doctor|  Cardiology
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3. When Dr Andrew’s Specialty Changes

Surrogate | Provider ID Name Location Position Specialty
key
1| 21221 Andrew ROC Junior Doctor Cardiology
2| 21221 Andrew NYC Junior Doctor Cardiology
3| 21221 Andrew NYC Senior Doctor|  Cardiology
4| 21221 Andrew NYC Senior Doctor|  Cardiac
Surgeon

lll. Type Three Dimension-(update the current record andkeep the history in the same record.)
In type two dimensions you can preserver as mustotyi you want but in type 3 the preservation of

history is restricted due to its approach.

In case of type three dimension a new column iateckfor every change. If there are many changes in
different dimensions, many times, this is not tlestapproach as the table will become too big timtaua.

So, type three dimensions are very rarely used.

After understanding the concept of facts and diregrss let's look at the different schemas they wmea
There are mainly two types of schemas, Star SchamaSnowflake Schema in the perfect word. These
schemas are different based on the way the fatdstand the dimension tables are connected together
There are times in the practical world that an aliecstar schema or snowflake may not be possitée

it so happens many times that over the time marfi@hew tables are added to original schema and th
might not fit in the current structure of schemad go this may lead to a mixture of the schemdsaails

hybrid schemas. Let’s now discuss the differeneatds.

Star Schema

It is a denormalized schema. The name star schegigdn because the schema actually looks | likeist
shape. The star shape comes from the way the dadtglimensions are joined together. Usually there i
one central table which is fact table and the ndimension tables surrounding the fact table, givisg to
a star like structure. To join the dimensions aaxtd together, dimension tables have primary kelythe

fact tables have the corresponding foreign keys.
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Star Schema has fewer tables and the dimensionoarected directly to the facts. That's gives tsa
structure which has very few joins and so the quegginst this kind schema gives faster results as
compared to any other schembl$-127

Dimension
Table

Dimension
Table

Fact Table

Cimension
Table

Star schema is one of the simplest of the Datawarshschemas. Star schema in a Datawarehousdds bui

Star Schema

Dimension
Table

DCiimension
Table

IFa-:t Table

Fact Table

/

Dimension
Table

N

Multifact Star Schema

[Eig. 74 — Star & Multifact Star Schema

up mostly for querying the data and not for tratisas.

Multifact Star Schema- It's not necessary that in every scenario thellehe only one fact table. The
number of facts and dimension tables depends ohubi@ess needs and kind of data and the resulthwh
end user wants to see. There are times when dnenaultiple facts and dimension tables which aneed

to one fact table forming the Multifact star scheflae diagram above explains the schema.

Snowflakes Schema

Snowflake is a normalized star schema. The faatgdanension tables in this type of schema are jaint
such way that it looks like a snowflake in struetand hence called snowflake schema. It is alniostas

to star schema with the difference that the Dinmmsables are further normalized into group ofealdo

as to remove data redundancy.
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The snowflake schema improves query performancedaless number of duplicate records and hence less
disk storage requirements. The snowflake schemaresgadditional maintenance because it has more
lookup tables. Also as the dimension tables arenabized further, for accessing data the query hill

more tables and form many joins which is not theeda star schema, making it slower then star sahem

(122
Table Table
: Dimension { D
Dirmension imension Fact Table
=--. Table Table :" Table
13 4 \
Table N Table
Fact Table Fact Table
Table , Table /
! :
o= =a| Dimension Dirmension o= = | DimMension
H Table Table H Table Fact Table
s 4
Table Table
Snowflake Schema Hybrid Schema

[Eig. 71] — Snowflake & Hybrid Schema

Hybrid Schema

The above schemas- Snowflake, Star Schema, andfaatlstar schema can be combined together and

will be called as Hybrid Schema. Depending on thia énd usage the facts and dimensions can be
modeled in any way1R1]
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7.5 Datawarehouse Process

To implement a Datawarehouse at any place needi préject plan and a lot of understanding of the
business domain may it be Medical, Finance or Mactufing. The designing phase of a Datawarehouse

is the most critical one and it’s like a block ohieh the whole house is build.

The concept of Datawarehouse states that it hastist pristine data without any data redundancyd An
to achieve it involves a lot of planning and exemut If there is any defect in its planning ther th
Datawarehouse will result in redundant data anatdevill directly effect in performance and the wol

purpose will be defeated.

There are many steps which should be consideramtébéiuilding a Datawarehouse. From start to end
there are many standards and steps that shoutnllbedd in order to generate a full Datawarehouss a

to achieve maximum out of it. Datawarehouse istarative process and all the requirements cannot be
achieved at oncelp3-126

Process Lifecycle

Step | - Questions:

The first step involves identifying the stakehokland Question and Answers that should be asked fro
them. By the end of this phase the requirementldHmeicrystal clear to the Datawarehouse developmen
team. Formation of disaster recovery plan shouo &k in action at the end of this phase which will
guide through the data backup and necessary pexassase of data disasters. The common questions

would be

What type of reports/ analysis the hospital require
Which is the EMR system they currency have.

Which systems will provide the data to the Datawause
Which systems interact with each other?

What is the expected time of completion?

Budget for the whole process.

Noo g~ w DR

Who will use the reports and the underlying datafthe Datawarehouse i.e. what will be the

user base for the Datawarehouse.

o

Who can explain the current process in the facility

What will be the hardware support for the Datawatese
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10. What should be the training pattern
11. What is the Privacy and Security in the facility
12.  What all HIPAA rules currently are used by the liagi

Step Il — Resources

Allocating correct resources is yet another impurteask. There are many persons involved in a
Datawarehouse process. There should be a Projenadér appointed who will manage the whole
project to implement Datawarehouse at a facilithefe should be someone who is healthcare domain
expert. This person will define the requirementgiBusiness Requirement Document which should be
approved by the users. There should be a teamvelajeers depending on the sixe time and budget of
the Datawarehouse project. A Datawarehouse arthigethe person who plays a key role in any
successful implementation of Clinical Datawarehoimsany facility. A data modeler should be the part
of team whose task is to develop logical and plydatawarehouse modeling. Last but not the least a
ETL developer who will take care of all the ETL pess. In today’s time there are many resources who
know a lot of things. If the budget is small thareaan hire an architect who has the knowledgeTaf E

and also can build reports and write fancy code.

Step Il — Setup of Environment;
Setting up environment is like the backbone ofgt@ect. There are many processes involved in ioigat

a Datawarehouse and features like ETL, OLAP Cule@oRing etc requires setup for environment.

Step IV — Data Modeling

This is yet another crucial task of a Clinical Deé@ehouse to ensure good performance and ease to
grow. In a Datawarehouse concept there is a logiatel model that is build based on user’s requiréme
and then the physical data model is build up. Bhép also includes identification of all the datarses

from which data needs to be pulled into the DataWause.

Step IV -ETL
This is actually the longest step in Datawarehaleselopment because its time taking to understdnd a
the data sources and their data. Apply business and transform it into the new data schema. Tiiie E

developer will provide ETL packages in this phase.

Step V — OLAP Designing
This stage is to design and develop OLAP sourcesf Bescription of OLAP

93



EMR - Concepts & Data Management

Step VI — Report Development

Reports are the key way in which the end usergdotewith the Data Warehouse. They are just
concerted with the output for them to visualize tlaa and can make decisions in it. Hence it's very
important to have the reports developed thinkingind the specifications given by the users. Ifuker
does not like the reports of if the reports taketaf time then the whole purpose will be defeatEldere

are many points that need to be kept in mind ireotd develop reports. For example the reportsidhou
be quick and easy to be deployed. For that thevemgtto provide browser based reports so thatsaisu
have the ability to run them without getting inteetcycle of deployment on their machines. Secondly
reports should be as much flexible as possiblessto @jive extra wings to the users. They should be
logically reasonable and sound. The report deliveryery important as many users might want it in
Excel or PDF besides the web formd23-124

When it comes to giving roles to the users for Bygereports, it is a very delicate task. The desig
should be made such that it's simple to implementrales for the users. For example the payroliesys
reports should only be visible to the accountingatement and should not be in any case be assessabl

to physicians.

Developing Datawarehouse

Let's start creating a Data warehouse to understance about its concepts and architecture. Data
warehouse architecture is probably the most impbeatity in the whole process as a lot depends. on
If the database schema is not well defined it vefult in bad performance and repetitive data. &e t
into consideration that we know the data very veall have the domain expertise to kick start the

Datawarehouse project.

After examining the business requirement and ar alederstanding of the environment on which data
warehouse will be build, one can disintegrate therce database into several subject areas. Thefuse
this is that it will make a clear partition withgards to different entities present in the heakh@adustry

and the way data will flow through these entitiBsisiness logic is developed in these subject areas

which aid in providing a clear overview of the pdi.

Every subject area has its own importance and ttia that corresponds to that subject area can be

utilized in developing reports out of it and deyshg business logic.
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In this example below, we will describe many Subjeas and the entities which interact with them.

Different schema designs will also be explainedhenway describing the subject area.

1. Patient Subject Area

Patient Subject Area Contains the information albletPatient who is being treated.
Characteristic:

Patient subject area is type 2 Dimension in thimDarehouse Schema.

Update Frequency:
Everyday
Reporting

Patient specific reports

Provider Specific reports to understand the expedind scale of provider.

Table Schema

Column Name
Patient_Id

Last Name
First Name
MiddleName
Sex
DateOfBirth
Blood_Group
AddressLinel
AddressLine2
City

State

ZipCode
Country
County
Primary_Phone
Secondary_phone
Email_Group
Confidential_Flag
Active_Flag
Vaccine_ld
Family History

Schema Pattern Entity

Description
Primary Key with identity 1
Patients Last Name
Patients First Name
Patients Middle Name
Sex of Patient
DOB of Patient
The blood Group of a patient
Address
Address
City
State
Zip
Country
County
Primary Phone
Secondary Phone
email of the patient

Has confidential information atn

If the patient is active or not

Foreign Key to Fact_Vaccine Tables Viaecld

Details of family history
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Dim_Patient

% Patient_Id
Waccine_ID
Last_Pame
First_Marne
Middlet arne
Addrassline 1
AddresslineZ

Fact Table ity

Fact_Id State
Zaunky

Zauntry

ZipCode
Prirnary_Phone
Secondary_phone
Ernail_Graup
CrateCfBirth

S

Blood_Graup
Confidential_Flag
Active_Flag

[EFig. 72 — Schema
Ul Entry Screen
Patient information is very sensitive and the Utrgiscreen needs to have many fields to get patiefdrmation.
The screen should be made such that it's not comysé captures all the data points for a patiehier€ can be
scenario that the patient entering the facilitg isew patient or it can be an existing patienbdth the cases the Ul
screens are different and their data path s diffefeor ex if the patient is new then there will iew data rows
created for the patient in all the relevant tablethe patient is an existing one then not all diaga table are going to
be updated. Only if the patient has any updateatimétion, the data table is going to be hit. Bebre two figures
which might be a type of Ul for patient entry.
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System Registration Pr;

ary Care Demographics Form

Filz  Toaols

Coneyberry Clinic 08/03/10 20:11
Allergies: Please Update Allergies

ﬂ.: Demagraphics

s Insurance FPatient Demographics

DatefTime of Birth: 08/01/1991 Race: Language: | English - |

Employment Status: ] Employed [v] Full-Time Student [_] Part-Time Student

Home Address

Street |61, Martin Bend Cr |
These information for Strest Address LineZ:

I
a New patient will hit )

Patients Table, ptients

Encrypted Table,
Billing Table etc Home Phane:

Coneyberry Physician PCP DEMO@DEMOPOS 20:11 EDT

[Eig. 73 — New Patient Ul
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Sample Figure of Data Entry Screen for a New Pabata Entry

Coneyberry Facility Deme, Physician Coneyberry Facility Demo, Physician ey by Feci [ty Deeres, P irpsicion
Fis Took Yew Help

Fia Toole Wiew Help

Haie
Home
= o 5
O : P : o) o B ®
_.3) =l I —— ﬂ_?D B ﬁ: & f-*l Forms  Orders  Patient Search
= Forms  Orders  Patient Search Haw y e
ENT T -

¢ hddpatiert M Resovofromist

Edt L
Edt ¥ j“ﬁ \mmiren From st 55 Open Chart .
| CE Ep— e
Change  # | [5] Documant '
Tk

changs ’__j\"ﬁ* D.CM\#M\’

Toks ¥
B chengeie

Took L]

31 Ohange Location 7 Refresh T O
& Change Locstion 1 Refresh 05 OpenChat &

T Change Location 7 Refresh

[Eig. 74 — New Patient Data Entry

Few Actions that can be taken on a patients reicoatt EMR system. Ex. Create New Patient, Edittexgspatient
or its visit, Change the location of the facility
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Find patient &|
B &
Hame or MRM: | |
First Marne: | |
55N: | | [ {2 search l
To Edit patients
Demographic
Information
B # Edit Demographics B j Mew Visit & Edit Wisit
Last name | First name | MRM fge Eirth Date Gender  55M Skatus | Location Arrived Setvice Type  Dischar
Cool Joe 10022 10vyears 010100 Male Ackive  Conevberry Clinic 06222009 15:40
rs [10/11/81 [Male | ] Active  Coneyberry Clinic  06/13/2009 11:02
Thompson  Jennifer 10004 33 years 04/10/77  Female Ackive  Coneyberry Clinic  06/06/2009 0722
il Amanda 10031 19years 0870191
All previous
visits of patient
< | >

Ok ” Cancel ]

[Eig. 75 — Search patient Ul

Above is the Ul for the existing patient. The patiean be searched from the database by varioushseateria’s.
Like in this EMR system the search criteria is nand SSN. The patient’s demographic and other imdgion can
also be changed using this type of screen. Likbigmexample screen it shows all the previous wisitthe selected

patient. In this way it gives a better idea of plagient even before he visits. The physician camnhis notes or any

lab works or any other documents associated wélp#tient from selecting any existing patients.
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Data Flow

27 Santa Ana

5000 Green Andrew Blvd
33 Campus
5001 Smith Joe Drive

Irvine CA USA
Rochester NY USA

92707 (900) 909-0909 (900) 909-0909 agreen_1981@yabm 10/11/1981
14623 776-889-2234 smithJ@hotmail.com 5/12/1977
Male O- 0 -1 1

Male B+ 0 -1 2
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2. Provider Subject Area

Provider Subject Area contains the information alibe physician or the Supervisor to which the pterreports.
Characteristic:

Provider subject area is a Type 2 Dimension inErdta warehouse Schema.

Update Frequency:
Everyday.
Reporting

PQRI (Physician Quality Reporting Initiative)

Provider specific reports

Table Schema

Column Name
Provider_Id
FullName

Sex

DateOfBirth
Active_Flag
AddressLinel
AddressLine2

City

State

ZipCode

Country

County
Primary_Phone
Secondary_Phone
Entry_Code
Provider_Type_Code
Primary_Location_ID
Upin

Licence_Expiration_Date

DEA_Number
Education_ID
Specialtyl Name
Specialtyl Code
Specialty2_Name
Specialty2_Code
Credentials

Description
Primary Key with identity 1
Full Name of the Provider
Sex of the Provider
DOB of Provider
If the provider is active in service
Address of the provider
Address of the provider
City of Provider
State of Provider
Zip Code
Country
Country
Phone — Primary
Phone — Secondary
Entry Code of provide
Code associated with each peovid
Primary Location where the pdegr practice
Unique physician identification number
Providers License Exp Date
Drug Enforcement Administration
Education id of the provider
Specialty of Provider
Specialty Subject Code
Second Specialty of Provider
Second Specialty Code
Rating of the Provider
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Schema Pattern Entity

Dim_Patient

9 Patient_Id
Waccine_ID
Last_Farne
First_MHame
MiddleMarne
Addressline 1
AddresslineZ
Ciky
State
Counky
Cauntey
ZipCode
Prirnary _Phone
Secondary_phone
Ernail_Graup
CratefBirth
S
Blood_Group
Confidential_Flag
Active_Flag

9 Provider_Id

Fact Table
Fact_Id

Full_Mame

Sex

Date_OF Birth
Active_Flag
Addresslinel
&ddressLinez

ity

Stake

ZipCode

Cauntey

Caunty

Prirnary _Phone
Secondary_Phone
EnttyCode
Provider_Type_Code
Prirnary_Location_IC
Upin
Licence_Expiration_Drate
CEA_Murnber
Education_ID
Specialtyl_Marne
Specialtyl _Cade
Specialty2 _Marne
Specialtyz _Code

Credentials

[Eig. 76 — Schema
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Ul Entry Screen
For details of physician the Ul screen is sometlikeygiven below. Here the physician’s detaile being entered
by administrator of the facility.

* System User Details Form E‘
File Tools
First Name: oy amanda Last name! |clintas Middle Mame:
Logint | amandac Prefix: Suffise:
Display: | clintas, Dr Amanda Facility A
Controller: Default User [+ -
Roles
Primaty Role! Coneyberry Physician - =
o Role |
C::t‘:yberry Physician
Secondary Roles:
=F Identifier =/
Saurce Identifier
Identifeirs:
Coneyberry Administrator ADMING@DEMOPOS 22117 EDT
[Eig. 77 — Physicians Screen
Data Flow
Provider_Id Full_Name Sex Date_Of Birth Active_Flag
3003 John Alexander Male 11/5/1970 -1
3005 Susazane Hoff Female 3/20/1960 -1
AddressLinel AddressLine2 City State ZipCode
644 Madison Ave Park Clifton NJ 07072
554 East Riverside Corp
Center Irvine CA 92707
Primary_Pho
Country County ne Secondary_Phone EntryCode
445-334-
USA Hudson 8898
557-998-
USA Orange 6654 Cardio
Primary_Location Licence_Expiration_ DEA Numbe
Provider_Type_Code _ID Upin Date r
GenPhy 0 PROVO1 12/5/2015
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LOCO02 0 4/15/2018 MDCAR

Specialtyl C Specialty2 C Credenti
Education_ID Specialtyl Name ode Specialty2 Name  ode als
MDGP General Physician GP
Cardiology Cardio Surgery CARSUR

3. Location Subject Area

Location Subject Area has the information abouatimn of the hospital or clinic concerned.
Characteristic:

Location subject area is a Type 2 Dimension in Eraga warehouse Schema.

Update Frequency:

Everyday.

Reporting

PQRI (Physician Quality Reporting Initiative)

Provider specific reports

Table Schema

Column Name Description

Location_Id Primary Key with identity 1

Location_Country Country of facility where patiensits the Provider
Location_State State of facility where patienttgishe Provider
Location_County County of facility where patiensits the Provider
Location_City City of facility where patient visithe Provider
Location_Division Division of facility where patiéewisits the Provider
Location_Building Building of facility where patiénisits the Provider
Location_Room Room of facility where patient vidiie Provider
Location Address Address of facility where patieisits the Provider

Schema Pattern Entity
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F Patient_Id G Provider_Id
‘Waccine_ID Full_Marne
Last_Mame Sex
First_Marne Crate_CF_Birth
Middletarme Active_Flag
Addresslinel Addressline1
Addresslinez Addresslinez
ity ity
Shate State
County ZipCode
Counkry Country
ZipCoda County
Primary_Phone Primary_Phone
Secondary_phona Secondary_Phone
Ernail_Group EntryCode
DrateOfRirth Provider_Type_Coda
9 Location_Id Sex Primary_Location_IC
Location_Country Blood_aGroup Upin
Location_State Confidential_Flag Licence_Expiration_Crate
Lacation_County Active_Flag DEA_Mumber
Lacation_City Education_IC:
Drivision Specialty_1_Marme
Location_Building Specialty_Cade
Location_Room Fact Table Specialty2Mama
Location_Address Fact Id Specialty2Cade
Cradentials

[Eig. 78 — Schema

Data Flow
Location_Id Location_Country Location_State  Location_County  Location_City
1 USA NY Rochester
2 USA NY NYC
3 Rochester
Location_Division Location_Building Location_Room Location_Address
General Medicine BLDG 1 North 1 446 Alex Drive
Cardiology BLDG 3 8 36 Park Ave
Gynecology BLDG 2 East

4. Time Subject Area

Time Subject Area has the information about tinpadicular event occurred.

Characteristic:

Timetable acts as Dimension in this Data wareh@ctema.
Update Frequency:

One time load
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Reporting

Used in all reporting.

Schema Pattern Entity

_Location

§ Location_Id
Location_Country
Location_State
Location_County
Location_City
Division
Lacation_Building
Location_Raorn

Lacation_gAddress

§ Patient_Id
Waccine_ID
Last_Marme
First_Marmne
MiddleMame
Addresslinel
Addresslinez
ity
State
County
Countiy
ZipCode
Prirnary _Phone
Secondary_phane
Ernail_Graup
DrateCfBirth
Sex
Blood_Group
Confidential_Flag
Active_Flag

Fact Table
Fact_Id

Dim_Patient

F Provider_Id

Full_Mame

Sex

Crate_CF Birth
Active_Flag
Addresslinel
Addresslinez

ity

State

ZipCode

Countiy

County
PHrnary_Phone
Secondary_Phane
EntryCode
Provider_Type_Code
Prirnary _Location_ID
Upin
Licence_Expiration_Doate
DEA_Murnber
Education_IT
Specialty _1_Marne
Spedialty_Code
Specialty2Mame
Specialty2Code

Credentials

Data Flow

Year
2010
2010

Dim_Time

Quarter
1
1

[Eig. 79 — Schema

Date
2/5/2010
2/10/2010
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5. Lab Results Subject Area

Lab Result Subject Area has the information abalittésts performed and its values for a partiquadient.

Characteristic:

Lab Result subject area is Fact in this Data warsb®&chema

Update Frequency:
Every 15 min — % hr
Reporting

Patient and its associated Labs Reports.

Lab result specific reports

Table Schema

Column Name
Lab_Result Id
Appointment_Id
Patient_Id

Lab_Test Classification
Lab_Autorized_By
Lab_Verified_By
Recorded_Method
Recording_Source
Annotation_1
Annotation_2
Lab_Result Stage
Lab_Location

Result
Result_Numeric_Value
Result_UoM
Performing_Tech
Reference_Range_Text
Reference_Range_Flag

Description
Primary Key with identity 1
Foreign Key to Fact_Appointment TezbAppointment_Id
Foreign Key to Fact_Patients TablessRatld
Classification of Lab Work
Id of authorized Provider for thett work
Id of provider who verified the labsult
Method by which the Lab is recorded
Source by which the result isroemb like manually/machine
Comments on the Lab Work
Comments on the Lab Work
What stage is the result in Biading, in process etc
Location of the Lab
Result of the Lab
If there is any value assediatith the result of the lab
The unit in which
Technician who performed on thiattésst
Reference Range of the test
Shows whether the rangeésarence range or not
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Schema Pattern Entity

Dim_Patient
¥ 1d Y B Frovicer_1d r

| €
| £

My
Dim_Lab_Type
Mot
¥ Do
L2t 1
Riesadt_Mus o
mesdt_LioM W
¥ Locaten_1d Y
o=
et _Shate
o=
o=
enticn_Building w

[Eig. 80 — Schema

Hence we see that it has formed a Star Schema aatisfies the definition of a star schema wheogia Fact Table
is surrounded by multiple Dimension Tables with salationship and makes a start shaped figuriisrfigure of
star schema the lab result table might be nornthliadorm a Lab Type table which will contain thefidition of

Lab Type.
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Data Flow

1 1 5000 Blood Work 7786

2 1 5000 X-Ray 7786

Blood Work is in
Electronic Automatic range

Hairline Fracture in
Left Leg X Ray

Electronic Automatic

150 mg

zz
‘<<

Amanda William 150-200 -1
Mark Rositer
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6. Patient Encrypted Subject Area

Patient Encrypted Subject Area has the sensitidepainate patient’s information. This informatioright be used

to make any type of judgment about the patient détskept in another secure table whose datatisised

generally in reports or any other process.

Characteristic:

Patient Encrypted subject area is a Type 2 Dimarisithis Data warehouse Schema.

Update Frequency:
Everyday.
Reporting

Patient and its associated Labs Report

Table Schema

Column Name
Patient_Encrypted_ID
Patient_Id

SSN

Race id

Race_Name

Race Code
Marital_Status_Name
Marital_Status_Code
Religion
Primary_Language
Secondary_Language
Living_Will_Flag
Eye_Color
Hair_Color

Right Left Handed
Citizenship
Birth_Location
Adoption_Information
Employment_Status
Occupation
Military_Service
Needs_|Interpreter
Education_Level
Deceased

Description
Primary Key with identity 1
Foreign Key to table Fact Patient
SSN of Patient
Race identification
Race of Patient
Race code of Patient
Marital Status Name of Patient
Marital Status Code for Patient
Religion of Patient
Primary Language spoken by thergat
Secondary Language spoken pytibat
If the patient has any Living Will
Eye Color of patient
Hair Color of patient
If the Patient is Right Handed.eft
Patients Citizenship Country
Location of Birth for the Patient
If the patient is adopted
Employment details of patient
Occupation of Patient
If the patient is in Military Seioe
If the patient needs an integpret
Education Level of the Patient
If patient is deceased
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Schema Pattern Entity

Dim_Patient_Encrypted

% Patient_Encrypted_Id
Patient_Id
Race_id
35M
Race_MName
Race_Code
Marital_Skatus_Mame
Marital_Status_Code
Religian
Primary _Language
Secondary_Language
Eye_Color
Hair _Calor
Right_Left_Handed
(Citizenship

Fact Table

Birth_Location
Adoption_Information
Employment_Status
Occupation
Education_Level
Living_hill_Flag
Milikary_Service
Meeds_Interpreter

Deceased

[Eig. 87] — Schema

Data Flow

Patient_Encrypted_Id  Patient_Id

1 5000

6 5001
Marital_Status_Nam

Race_Code e

W Andrew Green

W Joe Smith

Secondary_Language Eye Color

Spanish Brown

French Blue
Adoption_Informatio

Birth_Location n

Denver, USA

Rochester, NY

Living_Will_Flag Military_Service
-1 0

-1 0

Race_id SSN Race_Name
887 606-54-8779 White
662 778-23-4321 White
Marital_Status_Cod Primary_Languag
e Religion e
Married Christian English
Divorced Christian English
Right_Left Hande
Hair_Color d Citizenship
Black Right Handed American
Black Right Handed American

Employment_Status Occupation Education_Level

Employed Sales Manager Masters
Employed IT Developer Bachelors
Needs_Interpreter Deceased
0 0
0
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7. Medication Subject Area

This table contains the information about the dstescribed, till when the prescription is valid,atlrugs were
prescribed before. What are the different druggiks to the patient?

Characteristic:

Medication Result subject area is fact in this De#éaehouse Schema.
Update Frequency:

Every 15 min — % hr

Reporting

Active Medication Reports.

Allergies Reports

Drug analysis and effectiveness

Table Schema

Column Name Description

Medication_Id Primary Key with identity 1

Appointment_Id Foreign Key to Fact_Appointment TebPatient_Id
Patient_Id Foreign Key to Fact_Patients Table'seRatid
Allergy Id Foreign Key to Fact_Allergy Table's Rati_Id
Drug_Date _id Foreign Key to Fact_Drug Table's Patikd
Drug_Name Drug used for the Medication

Drug_Strength Strength of Drug

Drug_UoM Unit of Measure of the medication like mdjetc
Drug_Form Form of Drug

Drug_Quantity Quantity of Drug

Drug_Route_Of Admin The way medication is whichegiv

Drug Manufacture The pharmacy by which the drugiéufactured
Drug_Start_Date Date Start of Medication

Drug_End_Date Date End of Medication
Control_Substance_Flag Identify if the substanamigrolled substance
Generic_Flag Identify if the Drug is a generic drug

Current Flag Identify if the drug is current meation
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Schema Pattern Entity

Dim_ICDS
P Location ki .
1_Sbale
gion Ciurt
Fact_Medication . L
B Hudcaon i - '
“ wat_il 7 Ak z

e
W

gy ot o Ak
vy Mardatur b
Dim_Provider \
S Provvaker b = =
: ﬁ Dima_Patient
1P it b M
P B E—— Dim_Insurance
nil_fhars
Activa_Fixy = L
Akl T .
rians
Akl ackh
bt acki
W
Dim_Patient_Encrypted
'-_\' bl Byl ki r.
il =
1
Dim_Demographi B
a " -
ke
b -
Al ks L2

[Eig. 82 — Schema
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Ul Entry Screen

The Ul entry for medication can be something witlstof all the medications and the physician oaa it.

File:

% Wew product /7 2 Filter Import NDC

Product Generic N
Ackos Oral Tablet 30 MG Pioglitazone HCI A
Aleve Oral Tablet 220 MG MNaproxen
Ceftin Oral Tablet 500 MG Cefuroxime Acetil
Isaniazid Oral Syrup S0 MGJSML Laniazid
Lipitor Oral Tablet 20 MG Atorvastatin Calcium
Lisinopril Oral Tablet 10 MG LIsinopril
Synthroid Cral Tablet 112 MCG L-Thyraxing Sodium
Warivax Subcutaneous Injectable 1350 PRUfDLEML Varicella Virus Yaccing
Pyridaxine HCl Oral Tablet 50 MG Vitamin B-6
Zantac Oral Tablet 150 MG Ranitidine HCI
Insulin Glulising Injection Solution 100 UNIT/ML
amaxicllin Oral Capsule 500 ME AMOKICILLIN
Thuprofen Oral Tablet 400 MG IBUPROFEN
Aspirin Oral Tablet Chewable 75 ME

Amoxidllin Oral Suspension Reconstitubed 125 MG/SML AMORICILLIN
Acetaminophen Oral Elixir 120 MGSML

Diphtheria,Pertussis, Tetanus Intramuscular Injectable 6, 7-4-5 LFU

Measles, Mumps & Rubella ¥ac Subcutaneous Injectable

Tbuprofen Oral Suspension 100 MG/SML IEUPROFEN
Senna Oral Syrup 8.8 MGSML

Cephalexin Oral Suspension Reconstituted 125 MGJSML CEPHALEXIN
Simastatin Oral Tablet 40 MG SIMYASTATIN
Lactulose Oral Solution 10 GM{15ML LACTULOSE
Arriodarone HCL Oral Tablet 200 MG AMIODARONE
Baclofen Cral Tablet 10 MG BACLOFEN

Melatonin Oral Liquid 1 MG 4ML
Augrmentin Oral Suspension Reconstituted 250-62,5 ME/SML
Ceftazidime Injection Solution Reconstituted 500 MG

Azithromycin Inkravenous Solution Reconstituted 500 MG AZITHROMYCIN
Ceftriaxone Sodium Injection Solution Reconstituted 1 GM CEFTRIAXOME
Fentanyl Transdermal Patch 72 Hour 25 MCGiHR FEMTANYL
Dextrose Intravenous Solution 5 % DERTROSE

Albuterol Sulfate Inhalation Mebulization Solution (5 MGML)Y 0.5%
Alendronate Sodium Oral Tablet 35 MG

Diphentrydr AMINE HCI Oral Capsule 50 MG DIPHEMHYDRAMINE
DiphenhydrAMINE HC Injection Solution S0 MGIML DIPHENHYDRAMINE
Clarithromycin Oral Tablet 500 ME CLARITHROMYCIN
Acetaminoohen Oral Tablet 325 MG ACETAMINOPHEN ¥
£ >

[Eig. 83 — Medication Ul

Data Flow

Medication_| Allergy |
d Appointment_Id  Patient Id d Drug Date Id  Drug_Name
600 1 NULL NULL NULL CEFTRIAXONE
601 1 NULL NULL NULL Lisinopril
602 NULL NULL NULL NULL L-Thyroxine Sodium
Drug_Uo Drug_Manufacture
Drug_Strength M Drug_Form Drug_Quantity Drug_Route_of Admin r
PIOGLITAZONE
50 mg Tablet 10 NULL HCL

10 mg Tablet 500 NULL LiIsinopril
NULL NULL NULL NULL NULL NULL
Drug_Start_Date Drug_End_Date Control_Substance Flag Generic Flag Current_Flag
00:00.0 00:00.0 1 1 1

00:00.0 00:00.0 0 1 NULL

NULL NULL NULL NULL NULL
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8. Document Subject Area

This Table contains the result of the test doneatient. For example a x-ray was taken for an patleen the
image of the X-ray will be found in this table. Ead of images related to any procedure will bptka this table.
This table in a star schema will be connected ¢oQbntral fact table and in a snow flake will barected to the
Lab results table.

Characteristic:

Document subject area is Fact in this Data wareh@ahema.
Update Frequency:

Every 15 min —% hr

Reporting

Patient’'s document specific

Table Schema

Column Name Description

Doc_Id Primary Key with identity 1

Appointment_Id Foreign Key to Fact_Appointment TesbAppointment_Id
Patient_Id Foreign Key to Fact_Patients TablesRatld
Lab_Id Id of the Lab Associated with the Patiente@linter
Doc_Type Type of Document

Doc_Code Code of the document

Doc_System If doc is created manual or automatic
Doc_Method The way document is created

Doc_Entry Date of which the document was created
Doc_Authorized_By Authorizing Agency for the Documé&Jploaded
Doc_Verified_By Document Verified by

Doc_Date Document date when created

Ul Entry Screen

Some Ul screen is required to enter what docunemetseceived by the patient and other resourcethérpatient
like radiology reports x-rays etc. Usually thesewloents are being scanned or directly sent frora &l other
entities through a predefined standard that HIPAfulates. For example use of HL7 messages or DICOM
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Fle Took

¥ New Cortrol | 7 Adobe [ Newtable | |LOINC | ADL [Py Copy o Valuelist &P Type & Sear+ @ Script (gy Charge Ttems <j9 Auto recordtems < 7/ Remove [ Preview

Label
dlrical History
Wedcal history
Risk Factors

Reason for exam
Imaging Technique

Time o itage acqistion
Inaging devics

Image acquistion parameters
Device settings

Patient postioning
Interventions

Contrast materials
Medications administered
Radiation dose

Comparison

Previous exams
Observations

Images

Inpression
Recommendations

Signature

Control Name
Clinical Hstory
Medical history:
Risk factars
Al

2 exam
Imaging Technique

Time of mage acquisiion
Imaging device

Image acquisition parameters
Devte settings

Patient postioning
Tnterventions

Contrast materials
Wedications administered
Radation dose

Comparison

Previous exams
Chservations

Images

Impression
Recommendations

Signature

Contral Type
Separator
Text Note

Separator
Date Time:
Drop donn st
Text One Line
Text One Line
Drap down st
Separator
Text One Line
Separator
Text One Line
Separator
Separator
Separator
Separator
Text Note:
Text Note
Signature

Data Flow

Doc_Id

1

2

Doc_Code
SCANPDF
SCANX
Doc_Verified By
Dr. Crystal Green
Dr. Syndia Bay

width (1-3)  Record Item

Medical history (Coneyberry Radiclogy.
Risk Factors (Coneyberry Radiclogy R...

Reason for exam (Coneyberry Radclo.

Time of image acquisition (Coneyberry,
Imaging devics (Coneyberry Radilog.
Image acquisition parameters (Coneyt
Device sektings (Coneyberry Radiolog
Patient positioning (Coneyberry Radiol

Contrast materials (Coneyberry Radol.

Radiation dose (Coneyberry Radidlogy. .

Impression (Coneyberry Radiclogy Re. ..

Recommendations (Coneyberry Radiol.

Signature (Coneyberry Radilogy Rep...

[Eig. 84 — Documents Ul

Lab_Id
1
1

Doc_System

Manual
Manual
Doc_Date

2/1/2005

3/5/2001

9. Appointment Subject Area

Review? | value List State
Subritted
O submitted

]
C]

subrmitted
Subrmitted
Subrmitted
Subrmitted
subrmitted
Subrmitted
Subrmitted
Subrmitted
Subrmitted
Subrmitted
Subrmitted
Subrmitted
Subrmitted
subrmitted
Subrmitted
Subrmitted
Subrmitted

Appointment_|Id

1
1

Seq LOINC

Doc_Method

Notes

Patient_Id
5000 PDF

5000 X-Ray

Doc_Entry Doc_Authorized_By
8/1/2010 Dr. John Alexander
7/15/2010 Dr. John Alexander

Doc_Type

Appointment is the central fact table in any mod&¥hen a patient enters in any doctor’s office ospgi@l the

preliminary information filled in the charts is gEnt in this table. This will be the main table gming all the

tables. It will have the vitals of the patient. eTimformation in this table might be present in tiker tables also.

This table has an encounter ID and a patient IBthBhe keys act as a foreign key in all otherdastd dimension

table and that's how all the tables are joined tlogre

Characteristic:

Appointment subject area is Fact in this Data waush Schema.

Update Frequency:
Every 15 min to % hr.
Reporting
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Comprehensive patient health report.

Scheduling Reports

Patients History and demographic information reqport

Table Schema

Column Name
Appointment_Id
Provider_Id
Patient_Id
Location_Id

Billing_Id

Vital_Id

Appt_Type
Referring_Provider_Id
Department_lId
Appt_Status
Booking_Method
Appt_Duration
Appt_Cancel_Reason
Admission_Id
Discharge_Id
Appt_date
Appt_date_Id

Ul Data Entry

Description

Primary Key with identity 1

Foreign Key to Dim_Provider Tables Rdev_|d
Foreign Key to Fact_Patients TablesRatld
Foreign Key to Dim_Location Tables Ltoa_id
Foreign Key to Dim_Billing Tables Billig_id
Foreign Key to Dim_Vital Tables Vital_id
Appointment Type Id

Id of the Referring Provider

Id of the Department for which the@ptment is booked

Status of the Appointment

Method of Booking the Appointment

Duration of Appointment

If the Appointment is Canceliatd

Foreign Key to Dim_Admission TablesnAidsion_id
Foreign Key to Dim_Discharge Tablescharge_id
Appointment Date

Foreign Key to Time_Dimension Tablm&i Id

Appointment is one of the most important aspectshef EMR/EHR Data warehousing solution since iths
initiating event that is tied to almost all othextal sets. For any patients visit, it will createeeord for the patient
may it be an existing patient or a new patientoBeis the screenshot of the appointment schedrden PatientOS
which is free EMR software. So to get the appoimttrdata there must be an appointment system frane $6MR
software or other source and the Fact_Appointmextlel originates from that data. There can be attenpaof
information or any type of information which shoudd studied first before designing this very impatttable of a
clinical Datawarehouse. If the appointment is fonew patient then there are separate Ul screetiseirEMR
system which will allow entering the basic inforioat of the patient. When new patient arrive atfélity, other
important information is grabbed from other screens
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Fie_Tools View Help
Home
o) b B ®
%/ Forms | Orders  Patient Search
Patient Lists | Scheduler
[ Select Resource @Y Template | 7 New |v  sEdit [+ Y Insert @Y Block [ Block Time ™ Refresh

August v || 2010 Tuesday August 03 Jones, Jamie MD

]| Time MRN  ApptType Status. Comment ks

Sun Mon Tue Wed Thu Fri Sat oqp0
12 3 4 5 6 7 |omisam | <aol, oz |1o022 | urgent | seheuuea |
8 s 10 U 12 13 14 EE0AM
1506 17 18 13 20 21 |054SAM

o m s s o e DomDAM (0 [ereen, et J100ts | Routine [E
5 w0 3 [EEIT]
o930
09145 A - Calendar Appoiniment
todsy: Aug 3, 2010 none | oi00 am o [X)

Fis
September v | 2010 & [10:15AM

10:30 A

Sun Mon Tue Wed Thu Fri Sat 1045 aM

33

Thompson, Jennifer 04/10/1977 Female years

1oz a4 tmonaw 10004
5 6 7 8 9 10 1 :;E‘Em Allergies: ACE Inhibitors, Penicillins
215 16 1718
r = Open Chart
19 20 21 2 23 24 15 LS
% 27 2 29 30 ppoiiment]
Phane(Email Appointment Type: el Yisit - w| Statust | Scheduled ~ -
today: Aug 3, 2010 e Scheduls Start Date: 08{03/2010 10:00 End Date:
Details
October || 2010 5 Duration: Ominutes
Sun Mon Tue Wed Thu Fri Sat
! 2 Comments:

3¢ s 6 7 8 9
0112 13 14 15 16
718 190w 2 2 2
24 % o2 % 2 W

- i

T — none Coneyberry Physician PCP_DEMO@DEMOPOS 20:03 EDT _Pakient hesdsr

Coneyberry Physician PCP DEMO@DEMOPOS 19:47 EDT

[Eig. 85 — Appointment Ul

Data Flow

Appointment_Id Provider_Id Patient_lId
1 3003 5000
2 3003 5001
Vital_Id Appt_Type
7000 Followup
7001 Urgent
Booking_Method
Phone 1Hr
Phone 1Hr
Appt_Date Appt_Date_Id
2/5/2010

2/10/2010 2/10/2010
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Referring_Provider_|Id

L [a]x]

Location_lId Billing_Id
2 2
3 1
Department_Id Appt_Status
Scheduled
Arrived

Appt_Duration Appt_Cancel _Reason_Narr Admission_Id Discharge Id

1 1
2 2
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10. Discharge Subject Area

This subject area provides the discharge history dtient.

Characteristic:

Discharge subject area is Fact in this Data warsh@&chema.
Update Frequency:

Every 15 min — % hr

Reporting:

Patient’s history and stay

Table Schema

Column Name Description
Discharge_Id Primary key with identity 1
Appointment_Id Foreign Key to Fact_Appointment TezbAppointment_Id
Discharge_Provider_lId Foreign Key to Dim_Providables Provider_Id
Document_Id Foreign Key to Fact_Document Tablesubmnt_Id
Discharge_Date_id Foreign Key to Fact_Dischargdégabischarge Date Id
Discharge_Date Date when patient was admitted
Discharge_Location Location where the patient washérged
Discharge_Comments Comments at the time of diselarg
Data Flow
Discharge_|Id Appointment_Id Discharge_Provider_Id Document_Id d
1 1 4456
2 2 3345
Discharge_Locatio
Discharge_Date n Discharge_ Comments
Dischanrged with new tests
2/15/2010 NY recommended
2/20/2010 NY All Done
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11. Admission Subject Area

This subject area provides the Admission historg phtient.

Characteristic:

Admission subject area is Fact in this Data warsbdchema.

Update Frequency:
Every 15 min —% hr
Reporting;

Patient specific reporting can use this subjec.are

PQRI

Table Schema

Column Name
Admission_Id
Appointment_Id
Admitting_Provider_Id
Document_Id
Admission_Date_Id
Admission_Date
Admitting_Location
Admitting_ Comments

Description
Primary key with identity 1
Foreign Key to Fact_Appointment TezbAppointment_Id
Foreign Key to Dim_Provideafles Provider_Id
Foreign Key to Fact_Document Tablesubaent_Id
Foreign Key to Fact_Dischargel@abischarge Date_Id
Date when patient was admitted
Location where the patient wasnétted
Comments at the time of admissio

Data Flow
Admitting_Provider | Admission_Dat Admitting_Locatio

Admission_Id Appointment_Id d e n
1 1 4457 2/5/2010 NY
2 2 8898 2/10/2010 NY

Admitting_ Comment
Document_|Id s Admission_Date_Id
2 Urgent Admission 2/5/2010
3 Regular 2/10/2010
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12. Vital Subject Area

This subject area provides the Vital Informatioragiatient.

Characteristic:

Vital subject area is Fact in this Data warehouseea.

Update Frequency:
Every 15 min — % hr
Reporting-

Patient Specific Reporting.

Table Schema

Column Name
Vital_Id
Appointment_Id
Patient_Id
Location_Id
Vital_Type
Vital_Value
Vital_Numeric_Value
Vital_UOM

Data Flow

Vital_Id
7000

7001
Vital_Value

Description
Primary Key with identity 1

Foreign Key to Fact_Appointment T&blAppointment_Id
Foreign Key to Fact_Patients Table'seeRatld

Foreign Key to Dim_Location Table's ation_|Id
Describes kind of vital it is like BP gigjht

Value of Vitals

Numeric Value

Unit of measure of Vital

Appointment_Id Patient Id Location Id Vital Type
1 5000 3 Fever
2 5001 2 BP
Vital_Numeric_Value Vital UOM
102 F
120
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13. Vaccine Subject Area

This subject area provides the Vaccine detailsatiept.

Characteristic:

Vital subject area is Fact in this Data warehouseea.

Update Frequency:

Every 15 min — % hr
Reporting

HEDIS/ PQRI/ NQF

Table Schema

Column Name

Vaccine_Id

Patient_Id

Vac_Category

Vac_Series
Vac_Adminstered_Date
Vac_Administered_Location
Vac_Administered_by
Vac_Dose
Vac_Adminsteration_Route
Vac_Administered_Site

Data Flow
Vac_Catego

Patient_Id ry
5000 Measles
5001 Hepatitis
Vac_Administered
_by Vac_Dose
Jayson Reel 4 mg
Jayson Reel 2mg

Description
Primary Key

Foreign Key to Fact_Patients TablesRatld

Vaccine Category

Vaccine Series
date when vaccinated
Place where vaccine wasg

Name of the person who adnenrést the vaccine

Amount of dose of vaccine
The way it was adminigtere

The place where vaccine admsinistered

Vac_Adminstered_D Vac_Administered_Loca

Vac_Series ate
Measles 5/11/1985
A 4/18/1999

Vac_Adminsteration_ R Vac_Administered_

oute

Site
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14. Billing Subject Area

This subject area provides the Billing/ Insuranetads of a patient.

Characteristic:

Billing subject area is Fact in this Data warehoBshema.
Update Frequency:

Every 15 min to % hr.

Reporting-

Account related reports

Table Schema

Column Name Description
Billing_1Id Primary Key with identity 1
Insurance_Name Name of the Insurance of the Patient
Insurance_Code Code the Insurance of the Patient
Appt_Billing_Location_Name Name of the billing ldzmn
Billng_Area_Name Name of the Billing Area
Billing_Provider_Specialty Name Specialty of thdliBg Provider
Billing_Date Date of hilling

Data Flow

Insurance_Na Insurance_Co Appt_Billing_Location_N Billng_Area_Na

Billing_|Id me de ame me
1 Aetna AET NY

2 BCBS BCBS NY
Billing_Provider_Specialty N

ame Billing_Date

General Medicine 2/5/2010

Cardiology 2/10/2010
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15. Allergy Subject Area

This subject area provides the Allergy detailsaqratient.

Characteristic:

Allergy subject area is Fact in this Data warehdbsleema.
Update Frequency:

Every 15 min — % hr

Reporting:

Patient Specific report. Medication report

Table Schema

Column Name Description

Allergy_Id Primary Key with identity 1

Patient_Id Foreign Key to Fact_Patients Patient_Id
Allergy_Drug Allergy Drug Name

Allergy_Food Allergy Food Name
Allergy_Environment Allergy from Environment

The type two dimensions are the dimension whiclngba over the time slowly so they are also calkedlawly
changing dimensions. Tables like location, MedamatiPhysician are examples of SCD. Medication gharover
the time. A patient can move to some other braricheosame hospital, Patient can also change Higmophysician.

All this data can change slowly over the time. Bllithis data is important and we need to keefktoddhis data.

Data Flow
Allergy_Id Patient Id  Allergy_Drug Allergy_Food  Allergy_Environment
1 5000 CEFTRIAXONE,Claritin ~ Nuts Pollen,Bee
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Fact_Document
9 Doc
Lab id

Annnintmert i

I

| =

Dim_ICD9
[1C08 Coe]
Desitiption
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.

Fact_Allergy
§ Alergy I

Patient 1d
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3

Fact_Admission Dim_Time
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L
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[Fig. 86 — Datawarehouse Schema
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7.6 Advantages of Datawarehouse

Central repository it's a central place for all theta related to an organization. Datawarehousédes a very good

place to combine relevant and related data frorarsé@ sources at one place.

Better accessibility-The data warehouse makes the data accessibilijyessy. Data in a data warehouse comes
from many different sources. May it be differenttateases or may it be a different physical locatidnan
organization, all the data is loaded into one deaesehouse. Thus all the data is accessible in dit@ warehouse.

There is no need to query two different databasearfy kind of data as it is easily available ia atawarehouse.

Increased data consistencyThough the data in a data warehouse comes fromugasources, in Datawarehouse
all the data gets merged. Merging of the datatake place only when the data is of similar typd aansistent.
During transformation and after extraction the datahurned to make it consistent all over and tfloawded. As a

result we get the consistent data throughout thebdae

Free from errors- Data in a data warehouse is taken from transadtibetabases. Transactional database can have
many mistakes as this data is entered manuallyoesne which makes it much more prone to humarakast
But when the data comes to the data warehouseatidegbes through many integrity checks and coresstand

then loaded in data warehouse, thus making theededafree.

Data Analysis- Analysis of the data becomes much easier as tt@naeehouse contains history; the data is merged
from all over the organization and is consistenbtighout. With this kind of data in Datawarehouse gan create
several reports and cubes. For example- we cak thaceffect of a diabetes drug on 100 patientssaadits trend

how it worked.

There are few reports standards defined which s#étethe data analysis of data. These standardsearg followed
by mostly all the healthcare entities like PhysisiaClearinghouses, Insurance Companies and eviemgsaSome

of the reports which help in analysis are as fodow

A. PQRI (Physician Quality and Reporting Initiative)
A voluntary program, PQRI was created in 2007 goedrby CMS (Centers for Medicare and Medicaid
Services) and helps the physicians and other @igitofessionals (Physical and Occupational thetapi
who are practicing in treatment setting that atgesui to the therapy cap) to get a bonus of 2% eif t
medical billing in 1 year. It applies to those pioians who will provide minimum of 3 measures on a
particular group of patients and submits the qualéta codes for the services which are paid utaer
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MPFS (Medicare Physician Free Schedule). For tlae @810 there are 179 measures and 13 measure
groups for PQRI.

Each year the PQRI is implemented by CMS throughrarual rulemaking process which is published in
the Federal Registerl27-13Q

B. NQF — National Query Forum
A multi stakeholder organization that is workindgraprove quality of health care domain through
performance measurement and public reporting.dtrhare than 375 members and is a private nonprofit

organization.

You need to measure the healthcare domain in ¢éod®ake it perfect and improve it. By measuring one
can find out what are the pitfalls of a process tieth measures can be taken to improve it. Whesethe
results are publically reported it becomes easytfempatients to choose best providers, purchasets
insurers.

The way NQF is planning to improve American headtle is by applying these standards:

a. To set national priorities and goals for perforneimprovement.
b. Endorsing standards to measure and publically tiygoon performance.
C. To promote to attain national goals by means oteatlon and programs.

NQF is a very important step towards a better futifrhealthcare. The current healthcare in Améraza
serious deficiencies and it's not streamlined. €hame top notch physicians and technology to peovid
excellent health care to the patients but it dad#rall in place due to gaps in healthcare. Tihis quality
of healthcare will affect any and all patients. Tadiciencies of quality will lead to increased tadity and
pain and suffering and hence decrease qualityeof Hence national priorities should be set ircpland
streamlined in order to gauge the standards of Amwetealthcare. This quality improvement is an
ongoing process which involves many individuals arghnizations working in many directions in
different divisions of healthcare.

NQF does not implement any standards but it setgtipnal goals and priorities, endorse measurés an

sponsor education and outreach activities to aehmational goal.]31]

C. HEDIS (Healthcare Effectiveness Data and Informatio Set)
It's a tool which is used by more then 90% of Arnail$ health plans to measure performance on importa

dimensions of care and service. HEDIS consistslah@asures which are divided into 8 domains of
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healthcare. Its also important for the health plts®f to study their own data by HEDIS so thattltan

evaluate their performance and growth areas.

Some of the issues which HEDIS measures are as\vll

. Asthma Medication Use

. Persistence of Beta-Blocker Treatment after a Haaick
= Controlling High Blood Pressure

= Comprehensive Diabetes Care

= Breast Cancer Screening

= Antidepressant Medication Management

. Childhood and Adolescent Immunization Status

. Advising Smokers to Quit

HEDIS is used by consumers, employers and congsitarevaluate the health plans and select the best
plan accordingly. HEDIS data is also referred irstrigealth plans report cards which are published in

national magazines and newspapet82f133

Empowering the Users-Because the data is available for use this mdlegob of the end users much easier. For
example if you want to check the trends of particalrug on your patient. You just need to click amd a report.
No one really has to depend on any one else tdectba queries or type in a excel sheet manualliglwtakes
hours. This makes the life of the doctor so muctiezaand saves lot of time. Also there are manystawailable
specifically for business user so that they cahduag and drop the columns and create their owarteThis will

be possible only if you have a Datawarehouse ioepla
History can be kept here-History is important part of the data warehouse. &dn learn the trends of business by

looking at the historical data and the trends camiged in making the correct decision in futureusTto be able to
store the history and use it for trading is a v@gyadvantage of data warehouse84-144
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7.7 Disadvantages of Datawarehouse

Preparation may be time consuming-Creating a data warehouse is not an easy job.etdtahding the sources,

extraction the data, cleaning and transformingdifiia and then loading, this whole process canltdle time.

Requires training- Without training it's not possible to use the datal the overall data warehouse. Training can

take a lot of time, money and can be frustratirrguiers.

Change is not pleasantMost of the people are happy to be manually angatie reports in excel etc. The change

is never pleasant. It is very difficult to make pEpagree to use new tools and techniques fordte ahalysis.

Maintenance- Once the data warehouse is created it needs cesotw maintain the warehouse. There can be
addition of data sources to be extracted, therebeachanges in the way the data needs to be tramfioall this
require someone with the knowledge of the techriqused in the current database. The entire daehaase is at
least updated daily if not every few hrs. Therpassibility that these jobs can fail. So the das&brequires a team

to maintain it on everyday basis.

Expensive -Data warehouse creation, maintenance, and trangiqgires a lot of money. It can be a very costly

affair for any organizations. The Bl tools are al&wy expensive and so not many companies candaffofl34-

144
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8 Benefits

Simplified Accessibility and Manageability:

The greatest benefit of EMR is its simplified acibiity and manageability. No more going through
hundreds of patients and thousands of their recordgcess the relevant information. No need toagean
the paper pile of files and utilize office spacel ananpower. No more getting reports from labs athéro
sources and adding then into the present patiEntAil this is managed intelligently by the systerh
EMR. Now a doctor can search any patient in seco@ds view his history in the order he wants. Can

view reports related to the patient and can viesolwn diagnosis notes in just a click.

I mproved Patients care;
Quality of patients care can be highly improvedhsy use of EMR in the following ways:

= Patients chart Quality can be improved to a greizrg.

= Prescription and Medication can be more accuratehbyview of patient’s history, Insurance
information, doctor’s referral etc. which is maimied in EMR system easily.

= Reduce human errors encountered due to manual work.

= Integration with other systems can help the patigmensure their reports are reached to the office
automatically and they don’t need to trigger theorts by calling the labs.

= Scheduling of patients and managing time can hrehdlocation time for patients more efficiently
and effectively.

= Patients coding is more systematic and hence sesultlean data for the physician and the
insurance company.

= Patient’'s money by eliminating use of duplicataickal services over the time.

I mproved Productivity:

Productivity goes hand in hand with EMR system. rifoee is concerned about lowering the office
expenses and generating more revenues in this etomaarket and competition. The office operatioas ¢

be streamlined and the cost can be reduced toad extent by the following ways:

= Time is money and a lot of time can be saved ugiad=MR system to locate patient’s record.

= Helping hands for physicians are reduced to a gx@nt as the same work can be done by few
people and more effectively.

= Ease in coordination between accounting and otepardment’s helps in generating invoices on

time without any delays and hence results in math@ggments.
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= Stationary cost is reduced to a great percentage.
= No more dependency on the data. Now the patieat® can be accessed simultaneously by many
persons at the same time hence eliminating thendiepey.

= Increases productivity for each and every persoon iwhusing the system.

More Revenue:

Revenue is the backbone of any business and ligimd) EMR helps in increasing the revenue of any

physician’s office to a great extent.

= Less Malpractice Premiums: Insurance carriers somast provide discount of 10-20% to the
providers who use EMR systems.

= No Storage costs: There can be thousands of abfgpttients records which as time grows takes a
lot of office space and EMR system ensures to nitakene.

= Patients satisfaction mean more patients refendlhe@nce more business expansion.

Paperless Office:

Paper is a non renewable resource and when ietd instons and tons then it makes sense to thimktbo
take step in limiting it. With paperless officewyoan attain the maximum comfort of manageabilitg a
accuracy. It also helps in getting the work donedntime. No more extra manpower to spend the whole

energy to manage the charts.

Information Sharing/ I nteroperability:

One of the most important benefits of EMR is itsligbto link with different systems and aid in
information sharing. There has to be a standarthefwhich all the systems agree upon in ordeetals
messages across. The standard which is used tadnteetween different system is HL7 (Health Level
7). These messages provide automatic interactietveelen related systems. Like EMR would like to send

and receive messages from Labs and this will be dgrusing HL7.

Portability:

Accessing your own system from anywhere in globa isecessity in today’s world. That's what EMR

system will extend. The physician can log into ¢lgstem from anywhere and can perform his tasks.

Decision Making/ Reporting:
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Generating reports out of your day today data iy weportant in order to analyze and take decisions
EMR system provides method which will allow the pityans to develop intelligent reports, and can enak

wise decisions by studying its data.

Transcription Notes:

With the use of EMR the transcription becomes \@agy. Now the physician has to upload the recording
which the transcriptionist can pick sitting anywdday logging in the system. The transcriptionist tzen
upload the written document which the physician r®ive in his system tray and can sign it offehend

then.

Quick & Easy:

The use of EMR system will make the work done Qlyicknd Easily. By using EMR things can be
achieved with a great east and at no time. If assjgign has to view any patient’s data, it will take time
for him to log in the system and search for it eatthan asking the office staff to look for it frahmousands
of file bundles. There will be considerable inceedn efficiency with the use of EMR by patients,
physicians or the health care providefgl4-15§

PQRI/ NQF/ HEDIS:

These are standards which the healthcare entitiles\fin order to analyze American healthcare tvetter
and efficient way. EMR provides tools for bettepaging and hence maintaining the standards likRPQ

NQF/ HEDIS which in result provide more return be fphysician and other entities related to heaféhca
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9 Challenges

Privacy Concerns

“Electronic information of 26.5 million military terans, including their Social Security numbers hinth

dates, health problems etc was stolen from thel@ase of a Department of Veterans Affairs159-16Q

Privacy is one of the biggest questions for anyomcin electronic format.

According to the LA Times, roughly 150 people (fratoctors and nurses t
technicians and billing clerks) have access teastl part of a patient's recor

during a hospitalization, and 600,000 payers, miend and other entities th

(1

In the United States, patient’s related informati®mneferred to as Protected Health Information IjRithd

handle providers' billing data have some acdésg. 87 - Privacy]

its management is addressed under the Health imsirBortability and Accountability Act (HIPAA) as

well as many local laws.

Hospitals in Charlottesville, VA, have seen a daseein EMR adoption in states where privacy laws
restrict their ability to disclose patient inforrwat, according to a study
published in the journal Management Science. Thdysshows that states™ s W Ry

—0 w-
that have enacted medical privacy laws restrictimgability of hospitals to .

disclose patient information have seen a redudtioBEMR adoption by 11. 0 .
percent over a three-year period or 24 percentallveStates with no such. N }
regulations, on the other hand, experienced a 2tepe gain in hospitali‘; N
EMR adoption[Fig. 88- Detective]

Although security is an issue, it can be overcorita more efforts. The world runs on web today, titgr
from checking your bank account to paying yoursbiib creating any secure account. Extra level of
security and complex password can be introducedhwhill enable the hacking of the data difficulisA
more strict check can be applied on the people hdne admin roles and check if there is leakage of

information from any end 161]
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Technology Limitations

Limitations in software, hardware and networkinghteologies has made

EMR difficult to affordably implement in small, bgdt conscious, multiple

location healthcare organizations. The storage hllthe biggest problem
of all. As and as the data is collected for patiemtill eat up the memory
space. The Data will be either collected locallyhia premises where EMR
runs or at the server. But this data will be inasttes and will keep on
growing. It will be a problem transferring files thfis magnitude.

There should be a continuous power for the datashndld have all the precautionary measures toepitev

data loss.162 [Fig. 89- Computer]

Training and Process Change

There is always a resistance to change. This isahumature and it will be seen in implementing EMR.

People who are using the old paper system will ldhffigulty to adapt the new way

of maintaining the office and data. Although theljl feel the comfort but resistance
will be seen at the first time. According to theelgy for Healthcare Research and
Quality's National Resource Center for Health Infation Technology, EMR
implementations follow the 80/20 rule; that is, 8@¥sthe work of implementation
must be spent on issues of change management, aviyl€0% is spent on technical

issues related to the technology itsghig. 90- Training]

Financial Concerns

The adoption and setup of an EMR system is an esipetask and needs a lot
of finance. The health care organizations will béttee hesitant for the huge (

investment. Although the long term profits are maabre then compared to the ~

paper office but the initial investment will be thardle which will stop offices ¥+
to adopt EMR’s. 163 [Fig. 91 - Money]
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Increasein Paper Use

Strange but at many places the EMR implementatamihcreased the use of paper. Where there is a big
voice to save paper by implementing EMR, theresarae places where this has fallen back. At theannu
meeting of American Academy of Orthopedic Surgean2010, Emily Brand, a medical student of
university of Louisville, conducted a research doar physician orthopedic practice and revealedt th
implementation of EMR system might result in in@eaof consumption of

paper. The reason for this was that the faxed deatsrwere scanned into the _—

EMR system and then printed when required. Thislted in huge paper
consumption. It was concluded that practices tlednto print documents in
order to scan them into an EMR system will consumwe paper. Another

reason is the inconsistencies in different techgied For example you can

capture a leg design in CAD software but if it'st mmnsistent with the EMR then the EMR will not
recognize its output. Hence you will need to takeprintout and then scan it to EMR6§3-17]

[Eig. 92— Paper Tower]
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10 Tomorrows World: Green Earth & Data Pool

The voice of the generation is Green Earth. It'gemdoo late to understand the way the earth isetieg day by

day, sec by sec. And it's out duty to preserve lmautiful earth and provide it as a gift to thaemtion coming
forward. Green Earth is not a two word expressiather it's a feeling altogether of thoughts, eggiens and focus
which will help to move in every possible directitmsee the color green, to nurse the natural resswand to take
care of mother nature.

One of the major way we call can move in the grdieection is
to eliminate the use of paper as much as pos$talger directly
reflects depleting of trees and hence hitting thture big time.
There are numerous organizations that are workimgthis

direction to help save earth and to help demorestthe
minimum use of paper. Technology has played a wapprtant
role to make this effort easy and to achieve tHeragreen in a

most effective way possible.

A lot of paper is used in Healthcare segment amd rdason
being it's a segment to unimaginable data. Thia i&abf almost
of all the living beings that need healthcare ahetime in their
life and is unavoidable. To understand and to marh data
throughout the world requires it to be on paperd emarts and in every form of paper record possidknce it
makes sense for us to focus of this segment aridthet help of technology, come up to ways to distirthe use of

paper to the minimal possible use.

EMR has been a boon in health care segment anidelf@asd in reducing paper to a great extent. Theertiar use of
data seen electronically and in managed formatletbeis the paper utilization and printing of Isaxf data out of
which a big chunk is not even relevant, and alse Is the use to store data in paper format aneh@adg of piles of
sheets one above anothdr72-173 [Fig. 93— Green Earth]

The future we see for American Healthcare Systewhisn different EHR’s will communicate together.eTdlinical

and transactional research information of largéepapopulations can be shared and utilized toyaeal
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Administration
. Future of Electronic Health Record

EHR provides a pool of data from all the participating agencies for a single patien-t.

Patient - System - Database

Nursin:

Patient - System - Database

Lab
! '

Patient - System - Database

EHR Network I

EHR of a Patient

Collection of Data from
=¥ different departments

Clinical

P28

Patient - System - Database

Pharmac

Patient - System - Database

EHR Patients Data can be accessed globally.
Radiology

Patient - System - Database

EHR Database

Public Health Agencies

Healthcare Financing Agencies

Data Accessed from Home by the Patient. Clinical Data used for Furthur research and
Diagnosys all over the world

[Eig. 94 — Future EHR
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Future EMR’s-

With the advancement in technologies, standardiaaif the medical terms future EMRs will have muobre

flexibility and usability. We can expect the futlE®IR’s to have following features as compared dhrrent

EMRs

Current EMR’s

EMR applications are on personal
computers or specific devices
provided by vendors.

Future EMR’s \

EMR applications on more
Portable devices like iphone, blackberry or PDA
with excellent speeds and interaction.

The data entry is more manual
typing and mouse clicks.

Data entry will be more voice oriented and extensi
use of touch screen.

Information Viewing is more in grid
format.

More use of graphics and self explanatory images
and diagrams to understand the data.

Technology architecture in
underlying EMR in most products is
a three tier approach i.e. User
Interaction, Application Processing
and Data Warehouse

Technology architecture will be more towards
decoupling the data layer from the presentation and
business layer. In this way the data output will be
generic and can be utilized with different
presentation models.

Less analytics and the EMR system is
more used by the front office or
physicians to enter or view or play
with the data.

The patients will be more and more computer savvy|
and will be interacting directly with the EMR

system to update the basic information and other
data to reduce the physician’s time drastically.

Appointment scheduling via calling

The patients can have their own client version otie
EMR on the high end phones like PDA and they can
update the daily records themselves to be reviewed
by the physician.

Patients need to find the Disease
information.

Patients with their own client system can provide
the details of their disease and relevant web pages
for the patient to learn more and more.

Logging through passwords in the
EMR system which can be a security
threat.

Use of finger prints and other biometric recognition
techniques to login into the EMR system and
making it more secure. This will compliment the
HIPAA rules of confidentiality and integrity of data.
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