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Abstract

Whenever a new operating system or new version of an operating system is released,
forensic investigators must re-examine the new operating system or new version. They do so to
determine if there are significant differences that will impact and change the way they perform
their investigations. With the release of Microsoft’s latest operating system, Windows 8, and its
update, Windows 8.1, understanding the similarities and differences between Windows 8 and
previous operating systems such as Windows 7 is critical. This paper forensically examines

Windows 7 and Windows 8 to determine those similarities and differences.
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Introduction

As of October 26th, 2012 Microsoft’s newest client operating system is Windows 8.
While developers, IT professionals, MSDN and TechNet subscribers, and others have had access
to the new operating system since August, the general public can now get their hands on
Microsoft’s latest client operating system. [1] The release of new operating systems brings
significant challenges, especially for the forensic community. Since its first Windows operating
system in 1985, Microsoft has released several different operating systems. While each iteration
of operating system has built upon the success of previous versions, there are also noteworthy
differences with each new iteration. These differences provide challenges that forensic examiners
must overcome in order to perform their analysis of computer systems.

As with other Microsoft operating systems, Windows 8 follows the pattern of having
considerable differences from its predecessor. [2] The most significant difference between
Windows 8 and Windows 7 pertains to the user experience. In Windows 8, the start menu,
present in all Microsoft operating systems since Windows 95, is entirely replaced with the start
screen. [3] However, the addition of the start screen is only a small portion of the changes to the
user interface. In addition to the start screen, the user experience has changed significantly by
combining the tile based “Modern” style applications and previously used desktop style
applications. [4] Some “Modern” applications that are worthy of note are the People App [5]and
Internet Explorer 10 [6]. There are many differences between the user experience of Windows 8
and Windows 7; this research explores how those differences impact forensic analysis.

Another major difference between Windows 8 and previous versions of Windows is the
ability to use a single user account across multiple PCs through Windows Live. [7] Using a
Windows Live account allows synchronization of SkyDrive, Email, Calendar, Contacts,
Messaging, and Photos/Videos between PCs that are associated with a Windows Live account.
[8] Prior to my research, the impact that this synchronization has on forensic capabilities was
unknown, this research determines that impact.

In Windows 8, the previously used Previous Versions and Backup and Recovery feature
is deprecated. Instead, Windows 8 utilizes File History, a feature that performs incremental
backups of personal files. [9] File History is designed to simplify the data protection process.
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What bearing this new feature will have concerning forensics was unknown; this research helped
to uncover that.

Needless to say, there are many differences between Windows 8 and previous Microsoft
operating systems. My research explores those differences and any influence they have on the
forensic process or forensic investigations. My research is primarily focused around the non-live
forensic similarities and differences that exist between Microsoft’s latest client operating system,
Windows 8, and its previous client operating system, Windows 7. This research and its
documentation are extremely important because of the limited information regarding Windows 8

forensics.

Literature Review

In order to better understand computer forensics as it pertains to Windows 8, it is
worthwhile to explore the research conducted, and papers and articles written relating to the
topic. Unfortunately, there are a limited number of resources that cover Windows 8 forensics
specifically. Those resources that do cover this topic are by no means comprehensive and very
few are purely academic; many of the resources relating to this topic are highly technical
industry papers or blog postings. Most of the articles, presentations, or blog postings that | have
been able to find only scratch the surface of exploring Windows 8 from a forensic point of view.
Despite this, | was able to find a few excellent resources for the basis of my research into
Windows 8 forensics.

In Amanda C. F. Thomson’s “Windows 8 Forensic Guide”, the author explores several
forensic aspects of Windows 8 including the new graphical user interface of the operating
system, which is designed with touch screen devices in mind. The majority of the paper is
focused upon artifacts a forensic examiner might uncover in their examination of a Windows 8
system including the User folder, “Modern” applications and their caches and cookies, the
communication application, and several other interesting artifacts. In addition, the paper also
contains a section relating to the Windows Registry, a common location for forensic examiners
to explore. Throughout the process, Thomson points out some of similarities and some of the
differences between the Window 8 artifacts and similar artifacts that may or may not have
existed in Windows 7. [10] Thomson’s paper provides an excellent beginning for research

regarding Windows 8 forensics. It contains a significant amount of information that my research
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builds upon. This paper is important to my research because it details some of the similarities
and differences regarding artifacts for Windows 8 forensics. My research expands upon the
research of Thomson; exploring additional artifacts uncovered though my experimentation
process. My research uncovers new artifacts that are not covered in the “Windows 8 Forensic
Guide” and details my research findings.

In Ethan Fleisher’s blog posts and YouTube videos, “Windows 8 Forensics”, key forensic
differences between Windows 7 and Windows 8 are explored. The blog posts and videos include
the following topics of research: recycle bin properties, USB drive activity, Internet history,
event logs, and the file history feature. In some cases, Fleisher determined that there is little to no
forensic difference between Windows 7 and Windows 8. One significant finding to note is the
differences involved with Internet Explorer 10. The author uncovered that Internet cookies and
history files are stored in different locations from the previous version of Windows. Fleisher’s
LCDI blog posts and YouTube videos provide some basic details pertaining to forensic analysis
of a Windows 8 system. [11] While limited, these blog posts helped to provide me with a starting
point for setting up my experiments and beginning the analysis process. In addition, | was also
able to explore some of the topics that the author planned on studying but never got around to.

An important tool that was extremely useful while performing the forensic analysis of
Windows 7 and Windows 8 was the “SANS Windows Artifact Analysis” poster. This poster is
something of a quick guide for uncovering evidence of file download, program execution, file
opening/creation, file deletion, location, USB/drive usage, account usage, and browser usage.
[12] While the poster only contains information for Windows XP and Windows 7, | was able to
use the information on the poster to serve as a guide for my analysis. In addition, | was also able
to compare my forensic analysis findings of the Windows 8 virtual machine with that of the
poster. This poster accelerated my research and helped me to uncover differences between
Windows 7 and Windows 8 forensically.

In J. Philip Craiger’s article, “Computer Forensic Procedures and Methods”, the
fundamentals of computer forensics are covered. The article begins by reviewing forensic tools,
listing best practices, and outlining first steps for a forensic analysis. The article continues to
detail the analysis of a forensic image providing steps and guidance along the way. [13]

This is important information; however, the portion of the article of most interest to my research

is the section pertaining to the technical analysis of a forensic image. Unfortunately, this article
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is written with a focus on Windows XP. This means that this article is primarily useful for
providing suggestions for forensic artifacts that may be of interest.

In Josh Brunty’s presentation, “Windows 8 A Forensic First Look”, the presenter
demonstrates some of the forensic findings that researchers at Marshall University have been
able to uncover with Microsoft’s latest operating system. Brunty begins with a general overview
of the operating system along with the new “Modern” graphical interfaces and some of the
differences between previous versions of Windows. As he continues his presentation, the file
structure of Windows 8 is explored and the many forensic artifacts that are left behind for
forensic examiners to locate. There are a few very interesting items that Brunty points out in his
presentation. Primarily, that each immersive application has its own registry file and own
Internet artifacts (Cache, Cookies, History). This is especially important for the People
application which contains information pulled from Twitter, Facebook, Google+, other social
media sites, contacts, email, etc. making it easier for forensic investigators to obtain information.
[14] Brunty’s presentation is significant in relation to my research as it served as a jumping point
from which | was able to further extend some of the topics that were not covered or minimally
covered by the presentation.

Ken Johnson, through his blog Random Thoughts of Forensics, has several blog posts
that are relevant to my research. His post “Windows 8 Forensic Overview” serves as an excellent
index for his other blog posts pertaining to the registry, file history, and refresh and recovery
options of Windows 8. In one of his blog posts on the Windows 8 registry, Johnson points out
the TypedURLs and TypedURLsTime registry keys. These keys are extremely interesting
forensic artifacts that could be used by an investigator to determine when specific URLs were
visited. In another blog post, Johnson points out that once Windows 8 File History Service is
enabled, numerous artifacts are created including event logs, registry settings, configuration files,
and even backups of personal directories if selected. [15] Johnson’s blog posts are especially
important to my research because his research points out that he has only scratched the surface in
regards to the registry, file history, and refresh and recovery options. His research gave me a
place to start in my comparison of Windows 7 and Windows 8 forensic artifacts. While I’ve
replicated some of his findings in my own research, | have also compared my findings and his

findings within Windows 8 to that of Windows 7.
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In Rob Lee’s SANS blog post, “Windows 7 Computer Forensics”, several pertinent
topics are discussed. Each of the areas in which Lee provides links to other articles are areas in
which | can focus my research for Windows 8. His posting documents the areas of user profiles,
Internet Explorer, USB Key Analysis, Defrag Analysis, Timeline Analysis, and Shadow Copy
Forensics. All of the research he has uncovered pertains to Windows 7. [16] This is useful to me
because rather than replicating other people’s research, I can focus on exploring how Windows 8
is forensically similar or different from Windows 7. | can use Lee’s documentation and research

to compare against my findings in similar areas for Windows 8.

Methodology

Since my thesis focuses on the forensic similarities and differences between Windows 7
and Windows 8, | performed a variety of actions in order to discover those similarities and
differences. | designed a network topology, installed software/applications, generated user data,
and finally, performed a forensic analysis, on Windows 7 and Windows 8. Through the activities
detailed, I was able to determine how the significant similarities and differences between
Windows 8 and previous versions of Windows affect forensic analysis in the Results and

Comparison section below.

Network Topology

For the network topology, | setup a basic, commercial off the shelf, Netgear Router and a
server running Microsoft’s Windows Server 2008 R2. The router enabled me to connect the
server, and subsequent Virtual Machines, to The Internet and install updates and necessary
software. The router was configured to have a Local Area Network (LAN) IP address of
192.168.1.1 with a 24 bit subnet mask and serve as the default gateway for the server. The router
was also configured by the Internet Service Provider (ISP) to have a WAN IP address of
69.207.87.120, a 23 bit subnet mask, and a default gateway of 69.207.86.1. Finally, | configured
the router to use Google’s Domain Name Service (DNS) servers (8.8.8.8 and 8.8.4.4) for
providing name resolution. The server enabled me to use VMware Workstation 9 to set up two
virtual machines. These virtual machines were configured with Windows 7 Professional and
Windows 8 Professional and were connected to the LAN through a VMware Virtual Router that

provided Network Address Translation (NAT) to the LAN from the virtual network vmnet8.
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Vmnet8 was setup to use the 192.168.106.0 subnet with a 24 bit subnet mask. The virtual
network was configured with a gateway of 192.168.206.254 and set to auto detect DNS servers.
The Windows 7 virtual machine received a MAC address of 00:0C:29:B3:BB:88 and an IP
address of 192.168.106.128 while the Windows 8 virtual machine received a MAC address of
00:0C:29:7D:FC:55 and an IP address of 192.168.106.129. The entire topology is detailed in
Figure 1.
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Windows Server 2008 R2

Windows 7 Professional Windows 8 Professional
Hostname: Win7 Hostname: Win8
00:0C:29:B3:BB:88 00:0C:29:7D:FC:55
IP Address: 192.168.106.128 IP Address: 192.168.106.129

| > |

VMware Virtual Hub

Netgear Router
LAN IP Address: 192.168.1.1
LAN Subnet Mask: 255.255.255.0
WAN IP Address:69.207.87.120
WAN Subnet Mask:255.255.254.0
WAN Default Gateway:69.207.86.1
DNS Server: 8.8.8.8
DNS Server 8.8.4.4

Figure 1 Entire Network Topology

In addition to the network topology above, I also set up a virtual machine running
Windows 7 on the Remote Laboratory Emulation System (RLES) for Rochester Institute of
Technology (RIT). RLES uses VMware’s vCloud to provide virtual machines to students and

professors. Using this system, | created a virtual machine that | would use for forensic analysis of
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the virtual machine files from both Windows 7 and Windows 8. The topology for the forensic

analysis virtual machine can be seen in Figure 2.

VMware vCloud

N
S

Forensic Analysis Computer
Hostname: WIN732VL
00:50:56:01:08:71
IP Address: 192.168.206.198

_Q_

vCloud Virtual Router
LAN IP Address: 192.168.206.254
LAN Subnet Mask: 255.255.248.0
DNS Server: 129.21.3.17
DNS Server 129.21.4.18

Figure 2 Forensic Network Topology

Virtual Machine Settings

In addition to the network topology, the virtual machines were also configured with
specific settings. Each virtual machine was given a name of the format Windows <7/8>
depending on which operating system was installed. Each virtual machine was stored on an
NTFS partition (P:\Virtual Machines), within its own folder on the server, and was configured to
use VMware Workstation version 9.0. The virtual machines were installed with the 64 bit
versions of their respective operating systems and configured with a 40 Gigabyte (GB) pre-
allocated hard disk and 1024 Megabytes (MB) of memory. The virtual machines were also
configured with the NAT network adapter allowing them to connect to the vmnet8 network and
the LAN through the VMware virtual router, and ultimately The Internet through the Netgear
router. The new virtual machine wizard for each virtual machine can be seen in Figure 3 and

Figure 4.
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Windows 7
New ¥irtual Machine Wizard Eq

Ready to Create ¥irtual Machine

Click Finish to create the wirtual machine and skart installing Windows 7
x64 and then YMware Tools,

The wvirtual maching will be created with the Fallowing settings:

Marne: Windows 7 =
Location: P:iWirtual MachinesiWindows 7
Yersion: Workstakion 2.0

Operating System:  Windows 7 x64

Hard Disk: 40 GE, Pre-allocated
Mlernory 1024 ME e

Metwork Adapter:  MAT -
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Customize Hardware. ..

[ Power an this virtual machine after creation

= Back: Fimish Zancel

Figure 3 Windows 7 Virtual Machine Settings

Windows 8

Mew ¥irtual Machine Wizard |

Ready to Create ¥irtual Machine

Click. Finish to create the virtual machineg and start installing Windows &
x64 and then YMware Tools,

The virkual machine will be created with the Following settings:

Marme: Windows & [
Location: P:iWirtual Machines\Windows &
Wersion: Workstation 2.0

Cperating Svstem:  Windows & x64

Hard Disk: 40 GE, Pre-allocated
Mermory: 1024 ME b

Metwork Adapter:  NAT -
4| | »

Customize Hardware. ..

¥ Power an this virtual machine after creation

< Back | Finish I Cancel

Figure 4 Windows 8 Virtual Machine Settings
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Installed Software

In regards to the software and/or applications installed on the virtual machines, I
attempted to limit the programs installed to those that are commonly used. In fact, very little
software was actually needed to create user data. In most cases, the software that came
preinstalled with the operating systems was adequate. Table 1 details the software that I installed
on the virtual machines along with preinstalled software that | used frequently throughout the

data generation process.
Table 1 Virtual Machine Software

Frequently Used Installed Software

Software Type Windows 7 Windows 8
Web Browser Firefox Firefox
Chrome Chrome

Email Application |Windows Live Mail 2012

Frequently Used Preinstalled Software

Internet Explorer Desktop

Web Browser

Internet Explorer Internet Explorer App
Text Editor Notepad Notepad
Email Application Windows 8 Email App

As you can see, on Windows 7 | needed to install three applications while on Windows 8
| only needed to install two. This is because Windows 7 does not come with a preinstalled email
application whereas Windows 8 does. In addition, any software or applications that were
installed or used were setup or configured with the default configurations. This means that
wherever possible, | accepted defaults during installation and/or did not make any changes to the

settings.

User Data

Having valid user data was very important for the research that I conducted. As such,
each virtual machine was used for ten days over a period of fourteen days to perform common
basic tasks. | wanted to have user data that was the result of common computer usage; things like
web browsing, email sending, file creation, etc. that a common user would perform frequently on
their computer. In order to create this user data | created accounts and then used those accounts

in my data generation process.
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Accounts

For the purpose of creating user data, | created a total of eight accounts. | created two

email accounts for each operating system, one Facebook account for each operating system, and

one Twitter account for each operating system. Table 2 shows more detailed information

regarding the accounts | created.

Table 2 Accounts Created for Virtual Machines

Created Accounts

Windows 7

Windows8

Email:
PeterWilson.Win7 @gmail.com
PeterWilson.Win7@live.com

Email:
PeterWilson.Win8@gmail.com
PeterWilson.Win8@live.com

Facebook: Facebook:
facebook.com/windowsseven.forensics facebook.com/windowseight.forensics
Twitter: Twitter:

twitter.com/win7forensics

twitter.com/win8forensics

Data Generation

The activities that | performed from 04/21/2013 to 05/04/2013 included file

creation/deletion/download, Internet browsing, sending/replying/forwarding email with and

without attachments, and performing a variety of social media actions such as

posting/sharing/commenting/liking on Facebook and tweeting/retweeting/replying on Twitter. In

addition, I occasionally attempted to use some of the new features and applications available in

Windows 8. Table 3 and Table 4 serve as a complete listing of the activities that | performed

over the data generation period including the days that I performed them on. While | was

performing these tasks, I also kept a detailed log of actions performed for later comparison with

my forensic analysis findings (see Appendix A).
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ivities

Table 3 Windows 7 Data Generation Act

Windows 7 Date/Activity

Created Daily File in C:\Users\Windows7\Documents\

Created Attachment File in C:\Users\Windows7\Documents\

Created Deleted File in C:\Users\Windows7\Documents\
Downloaded File to C:\Users\Windows7\Downloads\

Deleted File in C:\Users\Windows7\Documents\

Deleted File in C:\Users\Windows7\Downloads\

Empty the Recycle Bin

Browsed to the Featured Wikipedia Article using all Browsers
Browsed to RIT's Top News Stories for the day using all Browsers
Browsed to Facebook, Automatically Logged In using all Browsers
Browsed to Twitter, Automatically Logged In using all Browsers

Sent email to other 3 accounts from the Windows7 Live Account
Sent email to other 3 accounts from the Windows7 Gmail Account
Sent email with attachments to other 3 accounts from the Windows7 Live Account
Sent email with attachments to other 3 accounts from the Windows7 Gmail Account
Reply to Daily Email using Windows Live Mail 2012 to Original Sender
Forward Daily Email using Windows Live Mail 2012 to Original Sender
Posted Daily Post on Facebook

Shared Post of Facebook

Shared Photo on Facebook

Comment on Daily Facebook Post

Like Daily Facebook Post

Tweeted Daily Tweet on Twitter

Retweeted Tweet on Twitter

Reply to Daily Tweet on Twitter

Checked for Updates

Installed Important Updates

Table

C = Chrome

IE = Internet Explorer

IE App = Internet Explorer App
F = Firefox

04/21/2013 04/23/2013 04/24/2013 04/25/2013 04/26/2013 04/28/2013 05/01/2013 05/02/2013 05/03/2013 05/04/2013

X X X X X

X

xX X X X

IE
IE

xX X X X

X

xX X X X

X

xX X X X X X

0O m X X

IE
IE

X

X X X X

IE
IE

X

xX X X X X

xX X X X

X

xX X X X

IE
IE

X

X X X X X

xX X X X

IE
IE

< m O

xX X X X X X

IE
IE

<X m 0O
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ivities

Table 4 Windows 8 Data Generation Act

Windows 8 Date/Activity

Created Daily File in C:\Users\Windows7\Documents\

Created Attachment File in C:\Users\Windows7\Documents\
Created Deleted File in C:\Users\Windows8\Documents\
Downloaded File to C:\Users\Windows8\Downloads\

Deleted File in C:\Users\Windows8\Documents\

Deleted File in C:\Users\Windows8\Downloads\

Empty the Recycle Bin

Browsed to the Featured Wikipedia Article using all Browsers
Browsed to RIT's Top News Stories for the day using all Browsers
Browsed to Facebook, Automatically Logged In using all Browsers
Browsed to Twitter, Automatically Logged In using all Browsers
Sent email to other 3 accounts from the Windows8 Live Account
Sent email to other 3 accounts from the Windows8 Gmail Account

Sent email with attachments to other 3 accounts from the Windows8 Live Account
Sent email with attachments to other 3 accounts from the Windows8 Gmail Account

Reply to Daily Email using Mail App to Original Sender
Forward Daily Email using Mail App to Original Sender
Posted Daily Post on Facebook

Shared Post of Facebook

Shared Photo on Facebook

Comment on Daily Facebook Post

Like Daily Facebook Post

Tweeted Daily Tweet on Twitter

Retweeted Tweet on Twitter

Reply to Daily Tweet on Twitter

Opened and Browsed through "What's New" in the People App
Viewed Unread Notifications in the People App

Viewed Weather Information through the Weather App
Got Directions using Map App

Vewed Finance Information through Finance App
Viewed Sports Information through Sports App
Checked for Updates

Installed Important Updates

Table

C = Chrome

IE = Internet Explorer

IE App = Internet Explorer App
F = Firefox

xX X X X X

X

<X X X X

People App

People App
People App

xX X X X

IE App
_n

X

X X X X

(@RS

IE App
C

ﬂ
ﬂ
People App

X

xX X X X X X

O m X X

ﬂ
ﬂ
IE App
IE App
C
X
X

X

xX X X X

People App
IE App

People App
People App
People App
People App
People App

X

xX X X X X

X X X X

xX X X X

X

xX X X X

IE
IE

X

X X X X X

xX X X X

X
X
People App

T
People App
People App
People App
People App
People App

04/21/2013 04/23/2013 04/24/2013 04/25/2013 04/26/2013 04/28/2013 05/01/2013 05/02/2013 05/03/2013 05/04/2013

X

X X X X X X
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Forensic Analysis

After fourteen days of generating user data, | began the process of forensic examination. |
drew upon the knowledge | obtained from my coursework, specifically undergraduate class,
Computer System Forensics, and graduate class, Advanced Computer Forensics to examine the
virtual hard disks of both virtual machines. To complete my examination, | followed a standard
forensic investigation procedure of Data Collection, Data Preservation, Data Analysis, and
Reporting.

Data Collection

In order to collect the data stored on the Windows 7 and Windows 8 virtual machines, |
first needed to acquire forensic images of the hard disks. Fortunately, AccessData’s Forensic
Toolkit, Guidance Software’s EnCase Forensic, and Magnet Forensic’s Internet Evidence Finder
have the ability to examine VMware Virtual Machine Disks with the .vmdk file format. This was
extremely fortunate because | did not have to worry about data acquisition and converting the
images into special formats.

After | shut down the virtual machines, | proceeded to obtain hashes for Windows 7-
flat.vmdk and Windows 8-flat.vmdk, the virtual machine disks from both Windows 7 and
Windows 8 respectively. I used NirSoft’s HashMyFiles [17] to calculate MD5, SHA1, and SHA-
256 hashes of relevant virtual machine files. The program took some time to run as the files were

rather large (approximately 40GB) but ultimately was able to calculate the needed hashes:
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Table 5 Initial Hash Calculations

Filename |MD5 SHA1 SHA-256 |Full path |Miodified |Created | o
Time Time
71d09¢22
81290ce98 80225235 F:\Virtual
8800bcad1a d18b30f55 .
Windows 7-|173fd07a1b |2 2262891 g0 ca7fer MMM | o o013 [5/7/2013
Indows /= 3201 10092a46f 722> """ I Windows 42949672960
flatvmdk  |74f11c8545 4d2f38a98|.. . 3:59:42 PM|9:12:47 AM
b9 60ele91d 499¢615f0 7\Windows
1d89f ¢ 7-flat.vmdk
5fc6632e2
f11
3643019d
Jersedeqp |9E291650 52‘*22:2: F:\Virtual
Windows 8- |4 f342e;91 de285dzaf§ :897 p Machines\ | 013 [5/7/2013
Indows €~ \ac 8f863b1c2 |~c-> € |Windows 42949672960
flatvmdk  |d7fedad21e4 66530039 | .. 3:59:25 PM[9:51:52 AM
efeee7310 8\Windows
777 2dbf5504a
ea3d 8-flat.vmdk
4b51f346b
dfefaa

Since | was going to be using a forensic virtual machine configured with EnCase, FTK,

and a variety of other forensic tools located on RIT’s Remote Laboratory Emulation System
(RLES), I needed to transfer the virtual machines files from the Windows Server 2008 R2 server
to the forensic virtual machine. In order to do so, | used 7-Zip [18], an open source file archiver

to compress the virtual machines files from approximately 80GB to approximately 17GB:
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. ¥irtual Machines Properties B ¥irtual Machines.7z Properties E

General | Sharingl Securityl Frevious Versionsl Eustnmizel General | SBCUfilﬁJI Detailsl Previous \-"ersionsl

IVirtuaI M achines IVirluaI Machines. 7z

Type: File: faldes Tepe of file: Y2 File [ 72)

Location: Py Opens with: = ‘windows Shell Cammar Change... |

Size: 80.0 GE (85,306, 641,633 bytes) Location: 0

Size ondisk:  80.0 GB (85,307 B36,224 hytes) Size: 17.1 GEB [18,363,242,840 bytes)
Contains: 34k Files, 10 Folders Size ondisk: 171 GB [18,363,244.544 bytes]
Created: Thursday, March 07, 2013, 1:32:37 P Created: Sunday. Map 05, 2013, 12:23:38 aM

M odified: Sunday, May 05, 2013, 10:47:27 &M
Altributes: [¥ Bead-only [Orly applies to files in folder)

[~ Hidden Advanced.. |

Acceszed: Sunday, May 05, 2013, 12:29.38 &M

Attributes: [” Readaonly [ Hidden Advanced... |

(1]4 I Cancel ASpply aK I Cancel | Spply |

Figure 5 Uncompressed Virtual Machines Folder Figure 6 Compressed Virtual Machines Folder
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Compressing the files enabled me to speed up the transfer process from the server on which the
virtual machines were previously running to the virtual machine that | would use to perform the

forensic analysis. Despite the compression, the transfer process took several hours.

Data Preservation

Once the archive was transferred to the forensic virtual machines, | proceeded to
decompress the virtual machines folder archive using 7-Zip. After decompression, | re-ran
HashMyFiles to ensure that no changes were made to the virtual machine files during transport,
and found that the files were unchanged and unmodified as all of the hashes were identical to the

hashes calculated prior to transfer to the forensic virtual machine:

Table 6 Hash Calculations after Transfer

Filename |MD5 SHA1 SHA-256 |Full path |Miodified |Created . o e
Time Time
71d09¢c22
81290ce98 80225235 F:\Virtual
8800bcad1a d18b30f55 .
Windows 7-|173fd07a1b |2 22628959 e37fer MMM\ 1o 0013 [5/7/2013
Indows /- 3201 20092a46f 72221 |\Windows 42949672960
flatvmdk  |74f11c8545 44238298 .- 3:59:42 PM|9:12:47 AM
bo 60ele91d 499c61560 7\Windows
1d89f ¢ 7-flat.vmdk
5fc6632¢2
f11
3643019d
Tersonegp | 262911650 Szdgjgig F:\Virtual
Windows 8- |4 f342e;91 de285dzaf: :897 p [Machines\ | 013 [5/7/2013
Indows €~ \ac 8f863b1c2 > - € |Windows 42949672960
flatvmdk  |d7fedd21e4 665a0d39 | . 3:59:25 PM[9:51:52 AM
efeee7310 8\Windows
777 2dbf5504a
ea34 8-flat.vmdk
4b51f346b
dfefaa

Once | completed my forensic analysis, | also re-ran HashMyFiles to ensure that no

changes were made to the virtual machine files during my analysis, and found that the files were
unchanged and unmodified as all of the hashes were identical to the hashes calculated prior to

and after transfer to the forensic virtual machine:
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Table 7 Hash Calculations after Forensic Analysis

Filename |MD5 SHA1 SHA-256 |Full path |Miodified |Created | o o
Time Time
71d09¢22
81290ce98 80225235 F:\Virtual
8800bcad1a 418030755 .
Windows 7-|173fd07a1b |2 2282891 50 ca7fer [MACNINES 1o o013 [5/7/2013
indows /= 3201 10092a46f 772> """ IWindows 42949672960
flatvmdk  |74f11c8545 4d2f38a98|.. . 3:59:42 PM[9:12:47 AM
b9 60ele91d 499¢615f0 7\Windows
1d89f ¢ 7-flat.vmdk
5fc6632e2
f11
3643019d
Jer5deqp |95291650 52‘*22:2: F:\Virtual
Windows 8- |4 f342e;91 deZSSdzafg :897 p Machines\ | 013 [5/7/2013
Indows &~ \&ac 8f863b1c2 >~ € |Windows 42949672960
flatvmdk  |d7fedad21e4 66530039 | .. 3:59:25 PM[9:51:52 AM
efeee7310 8\Windows
777 2dbf5504a
ea34 8-flat.vmdk
4b51f346b
dfefaa

By calculating multiple hashes of the Windows 7 and Windows 8 virtual machine disk
files and comparing them throughout the forensic process, | was able to insure that the data was
preserved. This was extremely important; without data preservation, all of my findings would not

be forensically sound as the original files would have changed.

Data Analysis

After | transferred the significant virtual machine files and calculated their hashes, | then
proceeded to perform my data analysis. | used the commonly used forensic tools of AccessData
Forensic Toolkit, AccessData Registry Viewer, and Guidance Software EnCase Forensic along
with Magnet Forensic Internet Evidence Finder to uncover the previously generated user data
just as a forensic investigator would.

Using each of the tools mentioned above, | proceeded to explore the file structure of the
virtual machines looking for forensic artifacts. Because the artifacts | was searching for were
known to me through the data generation process, locating artifacts was relatively easy. |
searched for artifacts related to file activities, web browsing, social media, email, and the registry
that would be useful to a forensic investigator were they to investigate both virtual machines for

common user activities. The findings of my data analysis can be found in the Reporting section.
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Reporting
For each virtual machine, | created a forensic report that follows a basic template of
information that a forensic investigator might be interested in. The categories that | included are
as follows:
e File Creation/Deletion Artifacts
e Web Browsing Artifacts
o Internet Explorer/Internet Explorer App
o Firefox
o Chrome
e Social Media Artifacts
o Facebook Activity
o Twitter Activity
o Facebook URLs
o |IEF Timeline
e Email Artifacts
e Registry Artifacts
o Windows User Hive
o Windows System Hive
o Windows Software Hive
o Security Account Manager (SAM)

While this is not an exhaustive list of everything a forensic investigator might be interested in, it
is a good list for the activities that | performed during the data generation process. The complete

forensic reports for Windows 7 and Windows 8 can be found in Appendix B and Appendix C

respectively.

Results and Comparison

In this section, | detail the forensic similarities and differences for Windows 7 and
Windows 8; uncovered through my forensic examination and reporting. For each of the
categories listed in the Reporting section above, | have compared the results from the Windows 7

Forensic Report and Windows 8 Forensic Report.
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File Creation and Deletion Artifacts

Similarities:

Using FTK, I was easily able to locate the files that | had created within the Windows7 or
Windows8 user directories within C:\Users\. For both Windows 7 and Windows 8 | found the
text files that | had created each day | generated data, as well as the text files | created for use as
attachments with emails.

Additionally, | found that | was able to recover deleted files from Windows 7 and from
Windows 8 even after the recycle bin was emptied. Using the recover folders task within the
evidence processor for EnCase, | was able to uncover files for both operating systems quite
easily, though I did need to manually search through the recovered folders and files. The recover
folders task searches through the unallocated clusters of the file system as well as the Master File
Table to locate previously deleted files and folders. Once the evidence processor completed
processing the separate evidence files for Windows 7 and Windows 8, | was able to search the
recovered files folders for the files that | had deleted during the data generation process. | simply
had to open the Recovered Folders virtual folder within the root of the partition of the forensic

image.

Differences:

There were really no significant differences in regards to file creation/deletion artifacts
between Windows 7 and Windows 8. It took me longer to find the previously created and then
deleted files for Windows 8 than it did for Windows 7, but I was still able to find them through
the same process, so this really shouldn’t be considered a difference. Ultimately, | was
eventually able to use EnCase and FTK to recover files that | had created as well as files that |
had deleted for both Windows 7 and Windows 8.

Web Browsing Artifacts

Similarities:
For Internet Explorer and the Internet Explorer App, EnCase was able to uncover artifacts
including the web history and bookmarks of the web browsers that were created during the data

generation process.
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For Firefox, the EnCase Records Processor was able to recover the same types of
information within Windows 7 as it was able to recover in Windows 8. For both operating
systems, EnCase found web history, favorites, cached files and pictures, and even login data
from Facebook and Twitter.

As was the case with Firefox, the EnCase Records Processor was able to recover the
same types of information for the Chrome web browser within Windows 7 as it was able to
recover in Windows 8. For both operating systems, EnCase found web history, top sites, cached

files and pictures, as well as login data from Facebook and Twitter.

Differences:

For Windows 7, I was able to recover some of Internet Explorer’s cached data using
EnCase’s Records Processor including pictures that appeared on websites visited during the data
generation process and temporary internet files. That was not the case with Windows 8 and
Internet Explorer as well as the Internet Explorer App. EnCase was unable to recover any cached
files, images, or temporary internet files.

There were virtually no differences between Firefox and Chrome on Windows 7 and
Firefox and Chrome on Windows 8. | suspect this to be the case because both Firefox and
Chrome are supported for Windows 7 and Windows 8 and likely have nearly identical code for
the executable files. The argument could be made that there should be an identical number of
web browsing artifacts for both Windows 7 and Windows 8; that is not the case. But really,

having exactly the same number of artifacts is unlikely to occur anyway.
Social Media Artifacts

Similarities:

Using FTK, I was able to find evidence of social media use through the Live Search
Feature. Both virtual machines found the keywords “facebook” and “twitter” within allocated
and unallocated space.

The real significant findings came from Magnet Forensic’s Internet Evidence Finder
(IEF). While IEF did not find all of the actions | performed over the course of generating data, it
was able to find a majority of the social media activities. | was able to uncover activity from
Facebook including comments from Firefox, Internet Explorer, and Chrome, and even the People

App for Windows 8. | was also able to uncover activity from Twitter including tweets and
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retweets. One of the interesting things IEF found for both Windows 7 and Windows 8 was a
number of Facebook URLSs from carved history or recorded browser activity. There were a
number of potential activities that were found but they were the same for both operating systems.
Finally, IEF was able to build a timeline of social media activity for the two virtual machines.

The timelines are nearly identical with a few minor exceptions.

Differences:

There was very little difference in regards to recovering social media artifacts from
Windows 7 and Windows 8. Technically you could argue that there should be an identical
number of social media artifacts for both Windows 7 and Windows 8; that is not the case. Still,
things were essentially identical. I believe this to be the case because most social media activities

were performed through web browsers.
Email Artifacts

Similarities:

Using FTK, I was able to recover emails for the Gmail and Live email accounts for both
Windows 7 and Windows 8. Using FTK, and its ability to locate email items, | was able to
recover the emails that | sent and received. | was also able to recover the emails that had
attachments included with them for both Windows 7 and Windows 8, but was unable to view the
attachments themselves through the content viewer. | was able to see the information pertaining
to the attachment but not view them, even though | was able to locate each of the files through a

keyword search using both EnCase and FTK for Windows 7 and Windows 8.

Differences:

The primary difference that exists pertains to the number of emails that FTK discovered.
While the number of emails that were received by the Gmail and Live accounts are different, this
is insignificant and to be expected. However, the number of emails that were listed as sent by the
Gmail and Live accounts for Windows 7 and Windows 8 should be identical; yet they are not.
According to FTK, the Gmail accounts for Windows 7 and Windows 8 sent a total of 35 and 23
emails, respectively. According to FTK, the Live accounts for Windows 7 and Windows 8 sent a

total of 27 and 11 emails, respectively.
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The same thing occurred when | examined the Forwarded Emails and Email Replies for
Windows 7 and Windows 8. The number of emails that FTK uncovered for the Windows7 Live
and Gmail accounts on the Windows 7 virtual machine was more than those uncovered for the
Windows8 Live and Gmail accounts on the Windows 8 virtual machine; despite the fact that they
should have been identical as | forwarded/replied to the same number of emails during the data
generation process for Windows 7 as | did for Windows 8.

Another significant difference between Windows 7 and Windows 8 email forensics is
related to email attachments. The FTK email tool was unable to locate any email attachments for
the Windows7 virtual machine while same tool was able to locate 36 total attachments for the
Windows 8 virtual machine. This is a forensic difference between Windows 7 and Windows 8. It
is unclear as to why FTK was unable to locate any email attachments for the Windows 7 virtual

machine.
Registry Artifacts

Similarities:

Within the User Hive (NTUSER.dat), | explored the NTUSER.DAT\Software\
Microsoft\Windows\CurrentVersion\Explore\ComDIg32\ OpenSavePIDIMRU registry key.
This key existed for both Windows 7 and Windows 8 and provided the listing of files that had
been opened or saved recently. I also explored the
NTUSER.DAT\Software\Microsoft\Windows\Current Version\Explorer\ComDIg32\
LastVisitedMRUTregistry key. This key existed for both Windows 7 and Windows 8 and provided
the listing of applications that were recently used to open or save the files listed in the
OpenSavePIDIMRU registry key. In addition, the NTUSER.DAT\Software\
Microsoft\Windows\Current Version\Explorer\RecentDocs existed for both Windows 7 and
Windows 8 and it showed a listing of files and folders that were recently opened.

Within the System Hive (SYSTEM.dat), | explored the SYSTEM.DAT\ControlSet002\
Control\TimeZonelnformation registry key. This key existed for both Windows 7 and Windows
8 and provided identical information related to the time zone of the corresponding virtual
machine.

With the Software Hive (SOFTWARE.dat), | explored the SOFTWARE.DAT\Microsoft\
WindowsNT\CurrentVersion\NetworkList\Signatures\Unmanaged registry key. This key existed
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for both Windows 7 and Windows 8 and provided information related to the network history of
the corresponding virtual machine.

For the SAM Hive (SAM.dat), | took a look at the registry key SAM.dat\Domains\
Accounts\Users. This key existed for both Windows 7 and Windows 8 and provided information

relating to the user information of the corresponding virtual machine.

Differences:

Within the User Hive, the NTUSER.DAT\Software\Microsoft\Windows\ CurrentVersion\
Explorer\ComDIg32\OpenSavePIDIMRU registry key differed in the number of items that it
stored. For Windows 7, the key held a total of 8 items. For Windows 8, the key held a total of 20

items.

Related Works Findings

As previously mentioned in the literature review section, there are very few papers and
articles that touch on the subject of Windows 8 Forensics. Still, there has been some research
conducted in this area. Using this information in conjunction with my findings, we can more

completely understand how Windows 8 differs forensically from Windows 7.

While Amanda C. F. Thomson’s “Windows 8 Forensic Guide” is based upon the
Consumer Preview version of Windows 8, whereas my research is based upon the released to
manufacturing general availability version, it is really the best source of information for
discovering additional forensic differences. [10] In addition to the many findings that my
research details, the author was able to uncover the location of many applications that would be
of forensic importance within the %Roo0t%\Users\%User%\AppData\Local\ folder that may not

exist in Windows 7 or differ from Windows 7:
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Table 8 Thomson's Local Folder Differences

Application Location

Purpose

Metro Apps Microsoft\Windows\Application Shortcuts

Apps that are displayed on the Metro interface

Microsoft\InternetExplorer\Recovery\
Immersive\Active

IE 10 Websites Visited -
Microsoft\InternetExplorer\Recovery\

Immersive\Last Active

Websites user visited while browsing with IE10.

Journal Notes Microsoft\Journal\Cache\msnb.dat

Contains a history of journal notes created by user
and their location.

User Added IE 10 Favorites Microsoft\Windows\RoamingTiles

Websites the user has pinned to their favorites.

Contains link files for applications such as Device

Deskt: Mi ft\Wind WinX
esktop icrosoft\Windows\Win Manager, Command Prompt, and Run.
Metro App Web Cache Packages\%MetroAppName%\AC\INetCache Contains web cache specific to Metro App.
. . Contains cookie files specific to Metro App. Data is
Metro App Cookies Packages\%MetroAppName%\AC\INetCookies . . .
contained in a text file.
Contains Internet history files specific to Metro App
Metro App Web History Packages\%MetroAppName%\AC\INetHistory |and the format of the data is consistent with
previous versions.
) Contains settings specific to Metro App and can be
Metro Settings Packages\%MetroAppName%\AC\LocalState

viewed in plain text.

It should be noted that some of the information found by Thomson may no longer be

accurate given that these findings are based upon Windows 8 Consumer Preview. In fact, a major

change between the Consumer Preview and the General Availability release include the

renaming of the Communication App to the People App. Much of the “Windows 8 Forensic

Guide” lists that the location of forensic artifacts exists in the same location they did in Windows
7 including the Roaming Folder (%oRoot%\Users\%User%\AppData\Roaming\), and much of the

Windows Registry with the exception of a few registry keys:

Table 9 Thomson's Windows 8 Registry Differences

Registry Hive Data Stored Registry Key Location

NTUSER.DAT Typed URL Time | Software\Microsoft\internet Explorer\TypedURLsTime

Internet User

Live Account)

SAM.DAT Name (Windows |Domains\Account\Users\internetUserName

SAM.DAT User's Tile: Domains\Account\Users\UserTile

Sensors &
Location Devices

SYSTEM.DAT CurrentControlSet\Enum\SWD\SensorsAndLocation- Enum\HardwarelD

Metro Apps

System

SOFTWARE.DAT |Installed on Microsoft\Windows\CurrentVersion\AppxX\AppxAllUserStore\ Applications

User Account

Apps

SOFTWARE.DAT |Installed Metro | MicrosoftWindows\CurrentVersion\AppX\AppxAllUserStore\%SID%
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In most cases, Thomson found that the Windows 8 registry behaved in the same way and
was nearly identical structurally to the Windows 7 registry. Thomson’s findings with the registry

regarding the differences between Windows 7 and Windows 8 are consistent with my research.

In his blog posts and YouTube videos, “Windows 8 Forensics”, Ethan Fleisher
determined that there is little to no forensic difference between Windows 7 and Windows 8. [11]
The author did uncovered that Internet cookies and history files are stored in different locations
from the previous version of Windows.

Table 10 Fleisher's Internet Cookies and History File Location Differences

. <root>\users\<username>\appdata\roaming\ |<root>\users\<username>\appdata\roaming\
Cookies . . . . . .
microsoft\windows\cookies\ microsoft\windows\cookies\low
<root>\users\<username>\appdata\local\ <root>\users\<username>\appdata\local\
Temporary Internet Files  |microsoft\microsoft\windows\history microsoft\microsoft\windows\history
contained in index.dat contained in container.dat

While these are certainly differences between Windows7 and Windows 8, they are hardly
groundbreaking. Fleisher’s findings support what I found through the use of EnCase and FTK
that Cookies and Temporary Internet Files still exist within Windows 8 and aren’t especially
difficult to locate.

In his presentation, “Windows 8 A Forensic First Look”, Josh Brunty points out a major
difference between Windows 7 and Windows 8; each immersive application has its own registry
file and own Internet artifacts (Cache, Cookies, History). This is consistent with Thomson’s
findings previously mentioned as well as my own research.

In his blog Random Thoughts of Forensics, Ken Johnson confirms some of the findings
previously mentioned but also points out that once Windows 8 File History Service is enabled,
numerous artifacts are created that would be of use to a forensic investigator. [15] Johnson’s blog
posts also explore the refresh and recovery options of Windows 8. He found that even if a
computer is reset or recovered, some data is still left behind in $SysReset and Windows.old

directories on the hard drive:
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Figure 7 Johnson's Refresh and Recovery Differences

| was unable to explore the

refresh and recovery options, primarily due to the fact that |

did not want to compromise my forensic images, but this is a difference with Windows 8, even if

those options were unavailable in t

Future Work

he same capacity for Windows 7.

While the research that | did conduct took a great deal of time to develop, implement,

document, and finally report on, th

ere are still opportunities for additional research to be

conducted. For example, it might be interesting to do a comparison of the file structure of a plain,

vanilla, installation of Windows 7 and Windows 8. This would highlight many of the differences

that other researchers and myself h
additional differences. It also migh

Windows 7 and Windows 8; my re

ave uncovered, but would also likely aid in the discovery of
t be useful to do something similar for the registry hives of

search points out a few of the differences, but there are likely

to be many more. As mentioned earlier, it would be worthwhile to explore the process through

Wilson 27



which Windows 8 deleted files and compare that with Windows 7. Finally, additional work could
be conducted with the latest update to the operating system: Windows 8.1. | would suspect that
things would be very similar to Windows 8, but without research to confirm that is the case it is

unknown if they are forensically similar.

Conclusion

Windows 7 and Windows 8 are distinct and separate operating systems. However, they
are both Microsoft operating systems, and while they may have noteworthy differences, at their
core they behave in a similar fashion. Visually, Windows 8 vastly differs from Windows 7; the
new modern interface drastically changes how users interact with the system. The introduction of
“apps” in Windows 8 is also a stark difference from Windows 7. Despite these differences, the
Windows Registry structure remains largely intact and similar. The file structure of Windows 8
is similar to that of Windows 7, with the exception to the addition of modern application files
and folders. Even though Windows 8 was intended to be a complete redesign, there are many
parts of previous Microsoft Windows operating systems that are leveraged. Because of this, the

forensic difference between Windows 7 and Windows 8 is minimal.
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Appendices

Appendix A: User Data Log

04/21/2013
Windows 7 around 3:20PM

Activated Windows 7

Installed Windows Essentials 2012: Mail and SkyDrive

Installed Google Chrome

Install Mozilla Firefox

In each browser, set favorites for Facebook, Twitter, Email Accounts, Wikipedia Featured Article,
RIT News

Setup Windows Live Mail 2012 with Email Accounts: PeterWilson.Win7@gmail.com and
PeterWilson.Win7@live.com

Using IE, Firefox, and Chrome Browsed to the Featured Wikipedia Article:
http://en.wikipedia.org/wiki/Reginald_Heber

Using IE, Firefox, and Chrome Browsed to RIT's Top News Stories for the day:
http://www.rit.edu/news/story.php?id=49953&source=enewsletter and
http://www.rit.edu/news/story.php?id=49951&source=enewsletter

Using IE, Firefox, and Chrome Browsed to Facebook, Logged In, told browsers to remember
password

Using IE, Firefox, and Chrome Browsed to Twitter, Logged In, told browsers to remember
username and password

Using Windows Live Mail 2012, added contacts for all email accounts

Using Windows Live Mail 2012, sent email to other 3 accounts from the Live Account

Using IE Shared IST at RIT Post on Facebook

Using Firefox Tweeted Daily Tweet

Using Chrome Posted Daily Post on Facebook

Windows 8 around 4:05PM

Connected Window 8 to Live Account PeterWilson.Win8@live.com

Installed Google Chrome

Install Mozilla Firefox

In each browser, set favorites for Facebook, Twitter, Email Accounts, Wikipedia Featured Article,
RIT News

Setup Mail App with Email Accounts: PeterWilson.Win7@gmail.com and
PeterWilson.Win7@live.com

Using People Application, added contacts for all email accounts

Using People Application, connected to Facebook
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Using People Application, connected to Twitter

Using Mail App, sent email to other 3 accounts from the Live Account

Using IE App, IE Desktop, Firefox, and Chrome Browsed to the Featured Wikipedia Article:
http://en.wikipedia.org/wiki/Reginald_Heber

Using IE App, IE Desktop, Firefox, and Chrome Browsed to RIT's Top News Stories for the day:
http://www.rit.edu/news/story.php?id=49953&source=enewsletter and
http://www.rit.edu/news/story.php?id=49951&source=enewsletter

Using IE App, IE Desktop, Firefox, and Chrome Browsed to Twitter, Logged In, told browsers to
remember username and password

Using IE Desktop Shared IST at RIT Post on Facebook

Using Firefox Tweeted Daily Tweet

Using Chrome Posted Daily Post on Facebook

Broswed through What's new in the People app

Viewed unread notification in the People app

Using the Weather app, allowed location services, added home/favorite location Rochester, NY

04/23/2013
Windows 7 around 9:30PM

Using IE, Firefox, and Chrome Browsed to the Featured Wikipedia Article:
http://en.wikipedia.org/wiki/Alcohol_laws_of New_Jersey

Using IE, Firefox, and Chrome Browsed to RIT's Top News Stories for the day:
http://www.rit.edu/news/story.php?id=49963&source=enewsletter and
http://www.rit.edu/news/story.php?id=49964&source=enewsletter and
http://www.rit.edu/news/story.php?id=49962&source=enewsletter

Using IE, Firefox, and Chrome Browsed to Facebook, Auto Logged In

Using IE, Firefox, and Chrome Browsed to Twitter, Auto Logged In

Using Windows Live Mail 2012, sent email to other 3 accounts from the Gmail Account

Using Chrome Shared Rochester Institute of Technology's Photo on Facebook

Using IE Tweeted Daily Tweet

Using IE Retweeted @RITNEWS Tweet

Using Firefox Posted Daily Post on Facebook

Downloaded File mirrors.rit.edu/centos/6.4/isos/i386/CentOS-6.4-i386-netinstall.iso to
C:\Users\Windows7\Downloads folder using IE

Created File C:\Users\Windows8\Documents\04232013daily.txt

Windows 8 around 10:30pm
Using IE App, IE, Firefox, and Chrome Browsed to the Featured Wikipedia Article:

http://en.wikipedia.org/wiki/Alcohol_laws_of New Jersey

Wilson 30




Using IE App, IE, Firefox, and Chrome Browsed to RIT's Top News Stories for the day:
http://www.rit.edu/news/story.php?id=49953&source=enewsletter and
http://www.rit.edu/news/story.php?id=49951&source=enewsletter

Using IE App, IE, Firefox, and Chrome Browsed to Facebook, Auto Logged In

Using IE App, IE, Firefox, and Chrome Browsed to Twitter, Auto Logged In

Using Mail App, sent email to other 3 accounts from the Gmail Account

Using People App Tweeted Daily Tweet

Using People App Posted Daily Post on Facebook

Using People App Retweeted @RITNEWS Tweet

Downloaded File mirrors.rit.edu/centos/6.4/isos/i386/CentOS-6.4-i386-netinstall.iso to Downloads
folder using IE App

Created File C:\Users\Windows8\Documents\04232013daily.txt

04/24/2013
Windows 7 around 9:10PM
Created File C:\Users\Windows7\Documents\04242013deleted.txt
Created File C:\Users\Windows7\Documents\04242013attachment.txt
Using Windows Live Mail 2012, sent email to other 3 accounts from the Live Account with
Attached File 04232013attachment.txt
Using IE, Firefox, and Chrome Browsed to the Featured Wikipedia Article:
http://en.wikipedia.org/wiki/Military_history_of Australia_during_World_War_lI
Using IE, Firefox, and Chrome Browsed to RIT's Top News Stories for the day:
http://www.rit.edu/news/story.php?id=49965&source=enewsletter and
http://www.rit.edu/news/story.php?id=49958&source=enewsletter
Using IE, Firefox, and Chrome Browsed to Facebook, Auto Logged In
Using IE, Firefox, and Chrome Browsed to Twitter, Auto Logged In
Downloaded File http://mirrors.rit.edu/centos/6.4/isos/i386/README.txt to
C:\Users\Windows7\Downloads folder using Firefox
Using Firefox Shared IST at RIT's Post on Facebook about being a TA
Using Chrome Tweeted Daily Tweet
Using Chrome Retweeted @RITsports Tweet
Using IE Posted Daily Post on Facebook
Deleted Chrome and Firefox Shortcuts from Desktop
Delete File C:\Users\Windows7\Documents\04242013deleted.txt at 9:26PM
Checked for Updates, No important updates to install
Windows 8 around 9:30PM
Created File C:\Users\Windows7\Documents\04242013deleted.txt
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Created File C:\Users\Windows7\Documents\04242013attachment.txt

Using Mail App, sent email to other 3 accounts from the Live Account with Attached File
04232013attachment.txt

Using IE App, IE, Firefox, and Chrome Browsed to the Featured Wikipedia Article:
http://en.wikipedia.org/wiki/Military_history of Australia_during_World_War _II

Using IE App, IE, Firefox, and Chrome Browsed to RIT's Top News Stories for the day:
http://www.rit.edu/news/story.php?id=49965&source=enewsletter and
http://www.rit.edu/news/story.php?id=49958&source=enewsletter

Using IE App, IE, Firefox, and Chrome Browsed to Facebook, Auto Logged In

Using IE App, IE, Firefox, and Chrome Browsed to Twitter, Auto Logged In

Downloaded File http://mirrors.rit.edu/centos/6.4/isos/i386/README.txt to
C:\Users\Windows8\Downloads folder using Firefox

Using Firefox Shared IST at RIT's Post on Facebook about being a TA

Using Chrome Tweeted Daily Tweet

Using Chrome Retweeted @RITsports Tweet

Using IE App Posted Daily Post on Facebook

Deleted Chrome and Firefox Shortcuts from Desktop

Delete File C:\Users\Windows8\Documents\04242013deleted.txt at 9:42PM

Checked for Updates, Installed 1 Important Update

Using Weather App looked at weather for Rochester, NY and Seattle, WA

Using Map App, Set home as Rochester Institute of Technology 117 Lomb Memorial Drive,
Rochester, NY

Using Map App, got Directions from Home (RIT) to Seattle, WA by Driving, looked at 3
different routes

04/25/2013
Windows 7 around 9:50PM

Created File C:\Users\Windows7\Documents\04252013daily.txt

Using Windows Live Mail 2012, sent email to other 3 accounts from the Gmail Account

Using IE, Firefox, and Chrome Browsed to the Featured Wikipedia Article:
http://en.wikipedia.org/wiki/Franco-Mongol_alliance

Using IE, Firefox, and Chrome Browsed to RIT's Top News Stories for the day:
http://www.rit.edu/news/story.php?id=49671&source=enewsletter and
http://www.rit.edu/news/story.php?id=49968&source=enewsletter

Using IE, Firefox, and Chrome Browsed to Facebook, Auto Logged In

Using IE, Firefox, and Chrome Browsed to Twitter, Auto Logged In

Using IE Shared Rochester Institute of Technology's Photo on Facebook about RIT/NTID
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Performing Arts

Using IE Reply to Daily Tweet

Using Firefox Tweeted Daily Tweet

Using Firefox Retweeted @ForensicFocus Tweet

Using Chrome Posted Daily Post on Facebook

Using Chrome Commented on Daily Facebook Post

Downloaded File
http://mirrors.rit.edu/openoffice/packages/14/000_3.3.0_Win_x86_install_om.exe to
C:\Users\Windows7\Downloads folder using Chrome

Deleted File C:\Users\Windows7\Downloads\CentOS-6.4-i386-netinstall.iso at 10:04PM

Using Windows Live Mail 2012 Reply to the Daily Email using Live Account to
PeterWilson.Win7@gmail.com

Using Windows Live Mail 2012 Forward the Daily Email using Live Account to
PeterWilson.Win7@gmail.com

Checked for Updates, No important updates to install

Viewed About Information for Facebook, Set all Email Addresses to be viewable by Friends

Windows 8 around 10:12PM

Created File C:\Users\Windows8\Documents\04252013daily.txt

Using Mail App, sent email to other 3 accounts from the Gmail Account

Using IE, Firefox, and Chrome Browsed to the Featured Wikipedia Article:
http://en.wikipedia.org/wiki/Franco-Mongol_alliance

Using IE, Firefox, and Chrome Browsed to RIT's Top News Stories for the day:
http://www.rit.edu/news/story.php?id=49671&source=enewsletter and
http://www.rit.edu/news/story.php?id=49968&source=enewsletter

Using IE App, IE, Firefox, and Chrome Browsed to Facebook, Auto Logged In

Using IE App, IE, Firefox, and Chrome Browsed to Twitter, Auto Logged In

Using IE App Shared Rochester Institute of Technology's Photo on Facebook about RIT/NTID
Performing Arts

Using People App Reply to Daily Tweet

Using Firefox Tweeted Daily Tweet

Using Firefox Retweeted @ForensicFocus Tweet

Using Chrome Posted Daily Post on Facebook

Using Chrome Commented on Daily Facebook Post

Downloaded File
http://mirrors.rit.edu/openoffice/packages/14/000_3.3.0_Win_x86_install_om.exe to
C:\Users\Windows8\Downloads folder using Chrome

Deleted File C:\Users\Windows8\Downloads\CentOS-6.4-i386-netinstall.iso at 10:30PM
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Using Mail App Reply to the Daily Email using Live Account to PeterWilson.Win8@gmail.com
Using Mail App Forward the Daily Email using Live Account to PeterWilson.Win8@gmail.com
Viewed About Information for Facebook, Set all Email Addresses to be viewable by Friends
Checked for Updates, installed 1 Important Update

Turned on Windows SmartScreen

04/26/2013
Windows 7 around 11:30AM

Created File C:\Users\Windows7\Documents\04262013daily.txt

Using Windows Live Mail 2012, sent email to other 3 accounts from the Live Account

Using IE, Firefox, and Chrome Browsed to the Featured Wikipedia Article:
http://en.wikipedia.org/wiki/Franco-Mongol_alliance

Using IE, Firefox, and Chrome Browsed to RIT's Top News Stories for the day:
http://www.rit.edu/news/story.php?id=49968&source=enewsletter and
http://www.rit.edu/news/story.php?id=49972&source=enewsletter

Using IE, Firefox, and Chrome Browsed to Facebook, Auto Logged In

Using IE, Firefox, and Chrome Browsed to Twitter, Auto Logged In

Using Chrome Shared http://www.rit.edu/news/story.php?id=49968&source=enewsletter through
link on page on Facebook

Using Chrome Reply to Daily Tweet

Using IE Tweeted Daily Tweet

Using IE Retweeted @RIT_SportsZone Tweet

Using Firefox Posted Daily Post on Facebook

Using Firefox Like and Commented on Daily Facebook Post

Downloaded File http://mirrors.rit.edu/ubuntu-releases/13.04/ubuntu-13.04-server-i386.iso to
C:\Users\Windows7\Downloads folder using IE

Using Windows Live Mail 2012 Reply to the Daily Email using Gmail Account to
PeterWilson.Win7@live.com

Using Windows Live Mail 2012 Forward the Daily Email using Gmail Account to
PeterWilson.Win7@live.com

Emptied the Recycle Bin at 12:00PM

Windows 8 around 11:50AM

Created File C:\Users\Windows8\Documents\04262013daily.txt

Using Mail App, sent email to other 3 accounts from the Live Account

Using IE App, IE , Firefox, and Chrome Browsed to the Featured Wikipedia Article:
http://en.wikipedia.org/wiki/Franco-Mongol_alliance

Using IE App, IE, Firefox, and Chrome Browsed to RIT's Top News Stories for the day:
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http://www.rit.edu/news/story.php?id=49968&source=enewsletter and
http://www.rit.edu/news/story.php?id=49972&source=enewsletter

Using IE App, IE, Firefox, and Chrome Browsed to Facebook, Auto Logged In

Using IE App, IE, Firefox, and Chrome Browsed to Twitter, Auto Logged In

Using Chrome Shared http://www:.rit.edu/news/story.php?id=49968&source=enewsletter on
Facebook through link on page

Using Chrome Reply to Daily Tweet

Using IE App Tweeted Daily Tweet

Using IE App Retweeted @RIT_SportsZone Tweet

Using Firefox Posted Daily Post on Facebook

Using Firefox Like and Commented on Daily Facebook Post

Downloaded File http://mirrors.rit.edu/ubuntu-releases/13.04/ubuntu-13.04-server-i386.iso to
C:\Users\Windows8\Downloads folder using IE (Downloaded very slowly)

Using Mail App Reply to the Daily Email using Gmail Account to PeterWilson.Win8@live.com

Using Mail App Forward the Daily Email using Gmail Account to PeterWilson.Win8@live.com

Opened the People App and viewed unread notifications clicked on What's New Twitter and

Facebook
Opened the Finance App Scrolled Through
Opened the Sports App Scrolled Through
Emptied the Recycle Bin at 12:30PM
04/28/2013

Windows 7 around 3:40PM

Created File C:\Users\Windows7\Documents\04282013daily.txt

Create C:\Users\Windows7\Documents\04282013deleted.txt

Using IE downloaded RIT logo pictures to C:\Users\Windows7\Downloads

Using Windows Live Mail 2012, sent email to other 3 accounts from the Gmail Account with two
Pictures Attached

Using IE, Firefox, and Chrome Browsed to the Featured Wikipedia Article:
http://en.wikipedia.org/wiki/1923_FA Cup_Final

Using IE, Firefox, and Chrome Browsed to RIT's Top News Stories for the day:
http://www.rit.edu/news/story.php?id=49972&source=enewsletter and
http://www.rit.edu/news/story.php?id=49974&source=enewsletter

Using IE, Firefox, and Chrome Browsed to Facebook, Auto Logged In

Using IE, Firefox, and Chrome Browsed to Twitter, Auto Logged In

Using Firefox Shared IST at RIT's Post on Facebook

Using Firefox Reply to Daily Tweet
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Using Chrome Tweeted Daily Tweet

Using Chrome Retweeted @RITsports Tweet

Using IE Posted Daily Post on Facebook

Using IE Like and Commented on Daily Facebook Post

Deleted C:\Users\Windows7\Documents\04282013deleted.txt at 4:04PM

Windows 8 around 4:08

Created File C:\Users\Windows8\Documents\04282013daily.txt

Create C:\Users\Windows8\Documents\04282013deleted.txt

Using IE downloaded RIT logo pictures to C:\Users\Windows8\Downloads

Using Windows Live Mail 2012, sent email to other 3 accounts from the Gmail Account with two
Pictures Attached

Using IE App, IE, Firefox, and Chrome Browsed to the Featured Wikipedia Article:
http://en.wikipedia.org/wiki/1923_FA_Cup_Final

Using IE App, IE, Firefox, and Chrome Browsed to RIT's Top News Stories for the day:
http://www.rit.edu/news/story.php?id=49972&source=enewsletter and
http://www.rit.edu/news/story.php?id=49974&source=enewsletter

Using IE App, IE, Firefox, and Chrome Browsed to Facebook, Auto Logged In

Using IE App, IE, Firefox, and Chrome Browsed to Twitter, Auto Logged In

Using IE App Shared IST at RIT's Post on Facebook

Using People App Reply to Daily Tweet

Using People App Tweeted Daily Tweet

Using People App Retweeted @RITsports Tweet

Using People App Posted Daily Post on Facebook

Using People App Like and Commented on Daily Facebook Post

Looked at Weather using the Weather App

Deleted C:\Users\Windows7\Documents\04282013deleted.txt at 4:22PM

05/01/2013
Windows 7 around 11:15AM

Created File C:\Users\Windows7\Documents\05012013daily.txt

Create C:\Users\Windows7\Documents\05012013deleted.txt

Created File C:\Users\Windows7\Documents\05012013attachment.txt

Using Windows Live Mail 2012, sent email to other 3 accounts from the Live Account with two
Pictures and 05012013attatchment.txt attached

Using IE, Firefox, and Chrome Browsed to the Featured Wikipedia Article:
http://en.wikipedia.org/wiki/If_Day

Using IE, Firefox, and Chrome Browsed to RIT's Top News Stories for the day:
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http://www.rit.edu/news/story.php?id=49956&source=enewsletter and
http://www.rit.edu/news/story.php?id=49976&source=enewsletter

Using IE, Firefox, and Chrome Browsed to Facebook, Auto Logged In

Using IE, Firefox, and Chrome Browsed to Twitter, Auto Logged In

Using IE Shared rochester Institute of Technology's Photo on Facebook

Using IE Reply to Daily Tweet

Using Firefox Tweeted Daily Tweet

Using Firefox Retweeted @RITsports Tweet

Using Chrome Posted Daily Post on Facebook

Using Chrome Like and Commented on Daily Facebook Post

Downloaded File http://mirrors.rit.edu/fedora/linux/releases/18/Live/i386/Fedora-18-i686-Live-
Desktop.iso to Downloads folder using IE (Downloaded very Slowly)

Using Windows Live Mail 2012, Reply to the Daily Email using Live Account to
PeterWilson.Win7@gmail.com

Using Windows Live Mail 2012, Forward the Daily Email using Live Account to
PeterWilson.Win7@gmail.com

Checked for Updates, no important updates

Windows 8 around 11:40PM

Created File C:\Users\Windows8\Documents\05012013daily.txt

Create C:\Users\Windows8\Documents\05012013deleted.txt

Created File C:\Users\Windows8\Documents\05012013attachment.txt

Using Mail App, sent email to other 3 accounts from the Live Account with two Pictures and
05012013attatchment.txt attached

Using IE App, IE, Firefox, and Chrome Browsed to the Featured Wikipedia Article:
http://en.wikipedia.org/wiki/If_Day

Using IE App, IE, Firefox, and Chrome Browsed to RIT's Top News Stories for the day:
http://www.rit.edu/news/story.php?id=49956&source=enewsletter and
http://www.rit.edu/news/story.php?id=49976&source=enewsletter

Using IE App, IE, Firefox, and Chrome Browsed to Facebook, Auto Logged In

Using IE App, IE, Firefox, and Chrome Browsed to Twitter, Auto Logged In

Using IE App Shared Rochester Institute of Technology's Photo on Facebook

Using IE Reply to Daily Tweet

Using Firefox Tweeted Daily Tweet

Using IE APP Retweeted @RITsports Tweet

Using Chrome Posted Daily Post on Facebook

Using IE App Like and Commented on Daily Facebook Post

Downloaded File http://mirrors.rit.edu/fedora/linux/releases/18/Live/i386/Fedora-18-i686-Live-
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Desktop.iso to Downloads folder using IE App (Downloaded very Slowly around 3 hours)
Opened the People App and viewed unread notifications clicked on What's New Twitter and
Facebook
Opened the Finance App Scrolled Through, Looked Up MSFT ticker added it to watchlist
Opened the Sports App Scrolled Through
Using Map App, got Driving Directions from Home (RIT) to Los Angeles, CA by Driving,
looked at different routes
Using Mail App Reply to the Daily Email using Live Account to PeterWilson.Win8@gmail.com
Using Mail App Forward the Daily Email using Live Account to PeterWilson.Win8@gmail.com
Checked for Updates

05/02/2013
Windows 7 around 10:45AM
Deleted C:\Users\Windows7\Documents\05012013deleted.txt at 10:46AM
Created File C:\Users\Windows7\Documents\0502013daily.txt
Using Windows Live Mail 2012, sent email to other 3 accounts from the Gmail Account
Using IE, Firefox, and Chrome Browsed to the Featured Wikipedia Article:
http://en.wikipedia.org/wiki/United_States_v. The_Progressive
Using IE, Firefox, and Chrome Browsed to RIT's Top News Stories for the day:
http://www.rit.edu/news/story.php?id=49981&source=enewsletter and
http://www.rit.edu/news/story.php?id=49984&source=enewsletter
Using IE, Firefox, and Chrome Browsed to Facebook, Auto Logged In
Using IE, Firefox, and Chrome Browsed to Twitter, Auto Logged In
Using Chrome Shared Rochester Institute of Technology's Photo on Facebook
Using Chrome Reply to Daily Tweet
Using IE Tweeted Daily Tweet
Using IE Retweeted @RITNEWS Tweet
Using Firefox Posted Daily Post on Facebook
Using Firefox Like and Commented on Daily Facebook Post
Windows 8 around 11:25AM
Deleted C:\Users\Windows8\Documents\05012013deleted.txt at 11:26AM
Created File C:\Users\Windows8\Documents\0502013daily.txt
Using Mail App, sent email to other 3 accounts from the Gmail account
Using IE App, IE, Firefox, and Chrome Browsed to the Featured Wikipedia Article:
http://en.wikipedia.org/wiki/United_States v. The_Progressive
Using IE App, IE, Firefox, and Chrome Browsed to RIT's Top News Stories for the day:

http://www.rit.edu/news/story.php?id=49981&source=enewsletter and
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http://www.rit.edu/news/story.php?id=49984&source=enewsletter
Using IE App, IE, Firefox, and Chrome Browsed to Facebook, Auto Logged In
Using IE App, IE, Firefox, and Chrome Browsed to Twitter, Auto Logged In
Using Chrome Shared Rochester Institute of Technology's Photo on Facebook
Using Chrome Reply to Daily Tweet
Using IE Tweeted Daily Tweet
Using IE Retweeted @RITNEWS Tweet
Using Firefox Posted Daily Post on Facebook

Using Firefox Like and Commented on Daily Facebook Post

05/03/2013
Windows 7 around 4:30PM

Created File C:\Users\Windows7\Documents\0503013daily.txt

Create C:\Users\Windows7\Documents\05032013deleted.txt

Created File C:\Users\Windows7\Documents\05032013attachment.txt

Using Windows Live Mail 2012, sent email to other 3 accounts from the Live Account with
Attachment

Using IE, Firefox, and Chrome Browsed to the Featured Wikipedia Article:
http://en.wikipedia.org/wiki/Mother_India

Using IE, Firefox, and Chrome Browsed to RIT's Top News Stories for the day:
http://www.rit.edu/news/story.php?id=49992&source=enewsletter and
http://www.rit.edu/news/story.php?id=49993&source=enewsletter and
http://www.rit.edu/news/story.php?id=49957 &source=enewsletter

Using IE, Firefox, and Chrome Browsed to Facebook, Auto Logged In

Using IIE, Firefox, and Chrome Browsed to Twitter, Auto Logged In

Using Chrome Tweeted Daily Tweet

Using Chrome Retweeted @RITSports Tweet

Using IE Posted Daily Post on Facebook

Using IE Like and Commented on Daily Facebook Post

Using Firefox Shared Rochester Institute of Technology's Photo on Facebook

Using Firefox Reply to Daily Tweet

Downloaded File http://mirrors.rit.edu/knoppix/KNOPPI1X_V7.0.5bootonly-2012-12-21-EN.iso to
Downloads folder using Chrome

Using Windows Live Mail 2012, Reply to the Daily Email using Live Account to
PeterWilson.Win7@live.com

Using Windows Live Mail 2012, Forward the Daily Email using Live Account to

PeterWilson.Win7@live.com
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Deleted File C:\Users\Windows8\Documents\05032013deleted.txt at 4:50PM

Deleted File C:\Users\Windows8\Downloads\README.txt at 4:50PM

Checked for Updates, None to install

Windows 8 around 4:55PM

Created File C:\Users\Windows8\Documents\0503013daily.txt

Create C:\Users\Windows8\Documents\05032013deleted.txt

Created File C:\Users\Windows8\Documents\05032013attachment.txt

Using Windows Live Mail 2012, sent email to other 3 accounts from the Live Account with
Attachment

Using IE, Firefox, and Chrome Browsed to the Featured Wikipedia Article:
http://en.wikipedia.org/wiki/Mother_India

Using IE, Firefox, and Chrome Browsed to RIT's Top News Stories for the day:
http://www.rit.edu/news/story.php?id=49992&source=enewsletter and
http://www.rit.edu/news/story.php?id=49993&source=enewsletter and
http://www.rit.edu/news/story.php?id=49957&source=enewsletter

Using IE, Firefox, and Chrome Browsed to Facebook, Auto Logged In

Using IE, Firefox, and Chrome Browsed to Twitter, Auto Logged In

Using People App Tweeted Daily Tweet

Using People App Retweeted @RITSports Tweet

Using People App Posted Daily Post on Facebook

Using People App Like and Commented on Daily Facebook Post

Using Firefox Shared Rochester Institute of Technology's Photo on Facebook

Using People App Reply to Daily Tweet

Downloaded File http://mirrors.rit.edu/knoppix/KNOPPIX_V7.0.5bootonly-2012-12-21-EN.iso to
Downloads folder using Chrome

Using Mail App, Reply to the Daily Email using Live Account to PeterWilson.Win7@live.com

Using Mail App, Forward the Daily Email using Live Account to PeterWilson.Win7@live.com

Deleted File C:\Users\Windows8\Documents\05032013deleted.txt at 7:26PM

Deleted File C:\Users\Windows8\Downloads\README.txt at 7:26PM

Checked for Updates, One important update to install

05/04/2013
Windows 7 around 3:31PM
Created File C:\Users\Windows7\Documents\0504013daily.txt
Using Windows Live Mail 2012, sent email to other 3 accounts from the Gmail Account
Using IE, Firefox, and Chrome Browsed to the Featured Wikipedia Article:

http://en.wikipedia.org/wiki/George_Harrison
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Using IE, Firefox, and Chrome Browsed to RIT's Top News Stories for the day:
http://www.rit.edu/news/story.php?id=49994&source=enewsletter and http://www.rit.edu/imagine/

Using IE, Firefox, and Chrome Browsed to Facebook, Auto Logged In

Using IE, Firefox, and Chrome Browsed to Twitter, Auto Logged In

Using IE Shared Rochester Institute of Technology's Photo on Facebook

Using IE Reply to Daily Tweet

Using Firefox Tweeted Daily Tweet

Using Firefox Retweeted @RITNEWS Tweet

Using Chrome Posted Daily Post on Facebook

Using Chrome Like and Commented on Daily Facebook Post

Deleted File OOo0_3.3.0_Win_x86_install_om.exe from Downloads folder at 3:34PM

Emptied Recycle Bin at 3:45PM

Checked for updates, no important updates to install

Shutdown system at 3:59PM

Windows 8 around 3:45PM

Created File C:\Users\Windows8\Documents\0504013daily.txt

Using Windows Live Mail 2012, sent email to other 3 accounts from the Gmail Account

Using IE App, IE, Firefox, and Chrome Browsed to the Featured Wikipedia Article:
http://en.wikipedia.org/wiki/George_Harrison

Using IE App, IE, Firefox, and Chrome Browsed to RIT's Top News Stories for the day:
http://www.rit.edu/news/story.php?id=49994&source=enewsletter and http://www.rit.edu/imagine/

Using IE App, IE, Firefox, and Chrome Browsed to Facebook, Auto Logged In

Using IE App, IE, Firefox, and Chrome Browsed to Twitter, Auto Logged In

Using IE Shared Rochester Institute of Technology's Photo on Facebook

Using IE App Reply to Daily Tweet

Using Firefox Tweeted Daily Tweet

Using Firefox Retweeted @RITNEWS Tweet

Using Chrome Posted Daily Post on Facebook

Using Chrome Like and Commented on Daily Facebook Post

Deleted File OOo_3.3.0_Win_x86_install_om.exe from Downloads folder at 3:46PM

Emptied Recycle Bin at 3:55PM

Checked for updates, 1 important update to install

Shutdown system at 3:58PM
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Appendix B: Windows 7 Forensic Report

Windows 7 Forensic Report
05/28/2013

Introduction

This document serves as a detailed report of the forensic findings made while examining the Windows 7
virtual machine. Using both FTK and EnCase, | was able to uncover a majority of the user data that was generated.
This report specifically looks at a number of different forensic artifacts including file creation/deletion, web

browsing, social media, email and registry.

File Creation/Deletion

The first artifacts that | set out to discover were any artifacts pertaining to user file creation or deletion. In
Windows 7, the majority of user files are stored within the C:\Users\ directory, which contains several subfolders for
each created user. Given that the user | created is Windows?7, | primarily looked in the Windows7 subfolder. This
directory includes folders for Contacts, Desktop, Downloads, Favorites, Links, Documents, Music, Pictures, Videos,
and several other folders.

While exploring the folders within the Windows7 user directory | was able to uncover several relevant
artifacts. First, | was able to easily find many of the daily and attachment files that I created using FTK, though it is
interesting to note that in some cases the files have a double extension:

~ Hame [Ext [ created [ Accessed [ Modified [ Path [P-size [ L-5ie
$130 /72013 2i1%:03PM (2., 542013 3FITPM (2., S4/Z013 B:INIBPM (2., Windows P-flat.vmakfPartition 1/NONAME [NTFS)[raot }{Usersfwindows7/Documents/$130 496B  40%6E
0423201 3daily odk bt [ 4232013 ST IAPM (., 4232003 95514 PM (... 4/23(2013 5535 PM (... Windows 7-flat.vmekfPartition 1NOKAME [NTFS)[root}{Usersfwindows7/Documents/ (423201 3daly odk bt s3g 538
0424201 3attachment bt bt bt 4/24{2013 90132 PM (.o 4242003 311132 P (oo, 4/24/2013 91157 PM (... Windows 7-Flat.vmck/Partition 1/NONAME [MTFS)[root}{Usersjwindows?/Documents/0424201 3attachment txt.bxt 578 576
0425201 3daily. bt [ 4/25{2013 DS0:36 PV (., 4[25{2003 35035 PM (... 4252013 5059 PM (... Windows 7-flat.vmakfPartition 1/NONAME [NTFS)[raot {Usersfwindows7 /Documents/ (425201 3daily. bt s3g 538
0426201 3dily bt bt 4/26{2013 11:301:06 AM...  4/26(2003 11:31:06 AM...  $/26/2013 11:30:08 AM...  Windows 7-Flat.vmdk/Partition 1/NONAME [NTFS)[root {Usersfwindows7 Documents/0426201 3daily.bxt 468 466
0425201 3daily bxt bt bt 4/25(2013 3:40:20 PV (.., 4/25(2013 340:28 PM (... 4/26/2013 310:58 PM (... Windlows 7-Flat.vmck/Partition 1/NOKAME [NTFS)[raot {Usersiwindows7/Documents/0428201 3daily bxt bxt 458 456
0501201 3attachment. bt bt bk S/1/2013 111749 AM L., 5142013 1117:48 AM (. 5L/2013 111815 AM ... Windows 7-flat.vmelfPartition 1NONAME [MTFS)root}{Usersfwindows7/Documents/0501 201 3attachment bt.bd - 918 B
0501201 3daily bxt bt bt 5/1/2013 11:16:40 AM [ 5/1/2013 1116:40 AM (.. 5/Lj2013 11:17:08 AM ... Windows 7-Flat.vmdk/Partition 1/NOKAME [NTFS)[raot {Usersiwindows?/Documents/0501201 3daily bxt bt 468 466
0502201 3daily. bxt. bt bt 5/2{2013 10:46:47 AW {...  5[2{2013 10:46:47 AM (... 5(2/2013 10:47:37 &M Windaws 7-Flat.wmdk/Partition 1/NONAME [NTFS]i[root]{Users windows7/Documents/0502201 3daily. bt bt 488 4BE
0503201 3attachment. bt bt bk 5/3/2013 4:32:59PM (2., 5/3{2013 $3LEOPM (2., 5/3/2013 41325 PM (2...  Windows 7-flat.vmelfPartition 1NONAME [MTFS)[root}{Usersfwindows7/Documents/0503201 3attachment bt.bdk - 788 766
0503201 3daily.bxt bt bt 5/3/2013 4:32:30 PM (2., 5/3(2013 432030 PM (2.0, 5/3/2013 4:32:51 PM (2...  Windows 7-flat.vmck/Partition 1/NOKAME [NTFS)[raot}{Usersiwindows7/Document /0503201 3daily bxt bt 458 456
050401 3dally. bk bt [ 5/4/2013 33436 PM (2., 542013 3343 PM (2., SH4/2013 33454 PM (2., Windows P-flat.vmakfPartition 1/NONAME [NTFS)[raot {Usersfwindows7/Documents/050401 3daily. bk bt e 7B
desktop.ini ini 3i7/2013 2:20:06 PM (2., 372013 22016 PM (2.0, 3//2013 12:36:3L AM ... Windows 7-Flat.vmak/Partition 1NONAME [NTFS][ract}{Uisersfwindows7/Documents/desktop.ini 4028 402
My Music /712013 2:1%:03FM (2., 372013 201903 PM (2., 3{7/2013 2:13:03 PM (2...  Windows 7-Flat.vmck/Partition 1/NONAME [NTFS)[raat {Usersfwindows7 /Documents iy Music 1208 1208
My Pictures 372013 2:1%:03PM (2., 372013 ZABOIPM (2., IfF/2013 2Z:1%03 PM (2., Windows P-flat.vmakfPartition 1/NONAME [NTFS)raot }{Usersfwindows7/Documents/My Pictures 1328 1326
My Videos 3/7/2013 21903 FM (2., 3/7/2013 211903 PM (2.0, 3j7/2013 211303 FM (2., Windows 7-Flat.vmck/Partition 1/NONAME [MTFS)[raot}{Usersjwindows?/Documents/iy Videos 1248 1248

Figure 8 Windows 7 Created Documents
When | viewed the contents of the files, they simply contained whatever text | had placed into them when |
first created them during the data generation process:

WHW Ndurd]

00 54 68 69 73 Z0 69 73 20-74 68 65 20 74 65 76 74 This= 18 the Cextc
10 20 &6 69 6C 65 20 63 T2-65 61 74 65 64 20 6F 6E  file created on
20 20 30 34 2F 32 33 2F 32-30 31 33 20 61 74 20 39 04/23/2013 at 9
300 3A 35 35 70 €D 1 55pm

Figure 9 Windows 7 Created File
e | Tet | Fitered | watural |

00 54 68 69 73 20 66 62 6C-65 20 77 61 73 20 63 72 This file was cx
10 65 61 74 65 &4 20 &F SE-20 30 35 2F 30 31 2F 32 eated on 05/01/2
Z00 30 31 33 20 61 74 20 31-31 3A 31 36 41 4D ZE 0D 013 at 1L:L1SAM.
30 0A 43 74 20 77 61 73 20-61 74 74 61 63 68 65 &4 It was attached
40 20 74 6F 20 61 6E 64 20-65 6D 61 69 6C 20 6F 6E  to and email on
50020 30 35 £F 30 31 ZF 32-30 31 33 0570142013

Figure 10 Windows 7 Created File
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Uncovering the files that | deleted throughout the user data generation process was a bit more difficult.
Using EnCase and its evidence processor, | was able to recover a few of the files that | had deleted. Unfortunately,
the process was very arduous as | had to manually search through all of the recovered files and folders. | was able to
find the file that | deleted on 04/28/2013 along with a reference to the original file location:

Mame Lagical Last File Last Sighature File Ttem

Size Arcessed Created Written Analysis Type Path
LJE. $RERBYFG bt 85 04/28/13 03:4L03PM  04/26/13 034L03PM  04/26/13 03:4L23PM  Match Text Windows 7-flatyC\Recovered Foldersi\$Recycle Bints-1-5-21-1499618115-4138285350- 100459063
LJE. $IERBVFG tt 544 04/28/13 0H04:51PM  04726/13 040451PM 04726713 04:04:51PM  Alias Enhanced Metafile Graphic ‘Windows 7-flat\C\Recovered Folderss\Recycle,Bints-1-5-21-1499618115-4138285350- 100453063

Figure 11 Windows 7 Recovered Deleted Files
The first file, SRERBVFG.txt had the following contents:

| Fields | Report [*ITest [%|Hex |jiiDecode | +|Doc | Transcript [E Picture Jlock =
) Options *4 Codepage ~ A, TextStyle = #4Find 3 | 4 | _J Compressed View || Previous e | ] Next emn -
00l 63 69 73 20 66 £3 6C €5 20 77 61 73 20 63 72 65 61 74 65 64 20 6F 68 20 30 34 2F 32 35 ZF 32 30 31 33 20 61 74 20 33 3A 34 30 fhis file vas creaved on D4/285/2013 av 3:40  af
4350 4D OD OR 54 68 69 72 20 66 €9 6C 65 20 77 €1 73 20 64 65 6C €5 74 65 64 20 €F GE 20 20 34 2F 32 20 2F 32 30 31 32 20 61 74 PM Thas fils was delated on 04/28/2013 at =

Figure 12 Recovered File $SRERBVFG.txt
The second file, $IERBVFG.txt has the following contents:

| Fields |Report [*]Te# {4 Hex | jijDecode | =|Doc —|Transeript [E Picture |Lock
1Options *3 Codepage * A, Text Style » 34Find 3 4 =) | T CompressedView | Previous tem _J Mext ltem -
EBEODUODUDODUUDUD5500DUOOUCDDDDODOD3891;‘.41]346CEU'_43003AODGCDUEGDU"F'DUD5500?2007300550051l U D Co: N Weserosa W

B4300 €3 00 6K 00 64 DO £F 00 77 00 73 00 37 00 5C 00 44 00 &F 00 63 00 75 00 6D 00 &5 00 6E 00 74 00 73 00 5C OO 30 00 34 00 32 00 -indows7?iDocun-entsi042 ﬂ
98638 00 32 00 30 00 31 00 32 00 &4 00 €5 00 &C 00 65 00 74 00 65 00 64 00 ZE 00 74 00 72 00 74 00 ZE 00 74 00 72 00 74 00 00 00 00 8-Z.0-1 3-de-l-et-ed.txt . &xt -

12500 00 00 O 00 D0 00 00 00 00 OO0 00 00 00 0O 00 00 ©0 00 00 00 00 00 00 00 00 00 00 00 OO0 00 00 00 OO0 00 00 00 00 00 00 00 0O 00 o 0 0 0 0 DoUoT

17200 00 00 00 00 00 00 00 00 00 OO 00 OO 00 00 00 00 OO0 00 00 00 00 00 00 00 00 OO 00 00 00 0O 00 00 GO0 00 00 0O 00 00 00 00 00 02

21500 00 00 00 00 00 00 OO 00 00 OO 00 OO 00 DO 00 00 G0 00 00 00 00 00 00 00 00 OO0 00 00 0D 00 00 00 00 OO0 00 00 00 00 00 00 00 00

25800 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0O

38100 00 00 OD 0D 00 00 00 00 00 OO 00 OO 00 0O 00 00 OO0 00 OO 00 00 00 00 00 00 OO 00 00 OO 00 00 00 @0 OO0 00 00 00 0D 00 00 00 00

34400 00 00 0D 0D D0 00 00 00 00 OO0 00 00 00 0O 00 00 OO0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

38700 00 00 00 00 00 00 OO 00 00 OO 00 OO 00 00 00 00 G0 00 00 00 00 00 00 00 00 OO 00 00 00 00 00 00 60 00 00 00 00 00 00 00 00 00

43300 00 00 0D 00 OO0 0O 00 00 00 OO 00 00 00 00 00 00 00 00 00 00 00 00 00 ©0 00 00 00 00 OO0 00 00 00 00 00 00 OO0 00 00 00 0O 00 00

47300 00 00 00 00 00 DO 00 OO0 00 OO0 00 00 00 00 00 0O OO0 00 00 00 00 DO 00 OO0 00 00 00 00 OO0 00 00 00 00 00 00 OO 00 00 00 0O 00 00 -~ T ceee e o

£1€00 00 00 OO0 00 D0 00 00 00 00 0D 00 OO 00 00 00 00 00 00 0O 00 00 00 00 00 00 OO 00 |

Figure 13 Recovered File $IERBVFG.txt

| attempted to run several other searches on both Lost Files and Recovered Folders and ended up with 218

results when I searched for the keyword “deleted”. When I sifted through the entire search results I was only able to
find that the previously uncovered $RERBVFG.txt were files that | had deleted.

Web Browsing (Internet Explorer, Firefox, Chrome)

The second set of artifacts that | set out to uncover were web browsing artifacts. In the case of the Windows
7 virtual machine, Internet Explorer, Firefox and Chrome were the web browsers that | used to generate data. So, for
each of the browsers | examined Internet history, downloads, favorites, and other temporary Internet files. Using
EnCase and its records processor | was able to quickly uncover web browsing artifacts for all three browsers.
Internet Explorer

Uncovering information regarding web browsing with Internet Explorer was relatively simple. Using the
EnCase records processor | was able to easily view the history, favorites, and cache. | the case of browsing history,
EnCase examined the TypedURLSs registry key within the Windows registry. This entry can be found within
HKEY_CURRENT _UsenSoftware\Microsoft\Internet Explorer\TypedURLSs and thereby making it specific to the
currently logged on user, in our case Windows 7. From the TypedURLSs key, | was able to see a total of the twenty

most recently viewed web pages, though it appears that they repeat after only ten:
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Brovaser Title _ _Lai_t ) U Profile I!'rternet
Type Modification Time Hame Mame Artifack Type
Internet Explorer (Windows) wrll  05/0013 113055AM  hittpefmirrors.piteduf windows?  HistonATyped URL
Internet Explorer (Windows) wrl2  05/01/13 11:30:554M  httpedfgoogle.com/ ‘WindowesT  HistonA\Typed URL
Internet Explorer (Windows] wrl?  05/01/13 1305540  hibpemirrors.rit edu/centos 6, 4/is 05386/ entD5-£ 4 i386-netinsalliso  Windows? HistorATyped URL
Intermet Eqplorer (Windows) wrld  05/01713 1L30:554AM  httpeflive comd’ Windows7?  HistonATwped URL
Internet Explorer (Windows) wrls  05/01/13 1:30:5580  hittpediamail. com’ windows?  HistonATyped URL
Internet Explorer (Windows) wrlé  05/01713 11:30:554M  hitpe/fbastter.com’ WindowsT Histon\Typed URL
Internet Explorer (Windows] wrl?  05/01/13 1:30:550M  hitpedfacebook.comy WindowsT  HistonATwped URL
Internet Explorer (Windows) urld 05/01/13 11:30:55AM  hittpeweecar rit. edu/neves/nandedaibh.php windows?  HistonA\Typed URL
Intermet Bqplorer (Windows) wrld  05/0L4413 11:30:554M  httpefenawikipedia.orgtedkifMain_Page Windows7?  HistonATyped URL
Intermet Explorer Windows) wrlld  05/01413 11:30:5540M  httpodfgo.microsoft, comfwdink/7Linkld= 63157 Windows?  Histond\Typed URL
Internet Explorer (Windows) urll  05/0113 1130055480 hittpefmirrars.piteduf Windows?  Histond\Typed LRL
Internet BExplorer (Windows] w2 05/01/13% 11:30:550M  hitpeffgoogle.com, WindowsT  Histond\Typed URL
Internet Explorer (Windows] wrl3  05/00/13 1:30:554M  httpeffmirrors.rit.edufoentos/6. 41505386/ entD5-6. &i386-netinstalliso  Windows?  HistonATwped URL
Internet Explorer (Windows) w4 05/01713 12:300558M  hitpo/flive.com/ ‘WindowsT  HistonATyped URL
Intermet Eqplorer Windows) urls  05/01413 113055540 httpefanmail.com’ windows?  Histond\Typed URL
Internet Explorer (Windows) urlf  05/00/13 11:30:554M  hitpetwitter.coms windows?  Histond\Typed URL
Internet Explorer (Windows] wrl? 050113 11:30:554M  httpeifacebook.comy ‘Windows?  HistorA\Typed URL
Internet Eqplorer (Windows) wrld  05/01413 11:30:55AM  httpeffweecerit. e du/neves/nandedaily.php Windows7?  HistonATyped URL
Internet Explorer Windows)  urld 05/01/13 11:30:554M  httpelenawikipedia.orgfwiki/Main_Page windows?  HistonA\Typed URL
Internet Explorer (Windows) wrlld  05/01/13 113005540  httpedfgo.microsoft, comfuwdink/7Linkld= 63157 Windows?  Histor'\Typed URL

Figure 14 Internet Explorer History
In addition to web browsing history, the records processor was able to uncover information regarding
Internet Explorer bookmarks. During the data generation process | setup bookmarks within Internet Explorer for
Live Email, Gmail, Twitter, Facebook, RIT News, and Wikipedia. This is confirmed by the fact that the records

processor was able to find these exact bookmarks, though it is interesting that there appears to be many duplicates:

g cratea e e N | At
Intermet Explorer Mindows)  04/21015 03:29:55PM Live Emall Slgn In hitpsyflogin.me.comdogin. st faa=wslgninLo&psrm= 1. Windows? Bookmarks
Intemet Explorer Windows)  04/2013 03:29:59PM Live Email Sign In hitpsyflogin.re. comflogin srffwa=wsigninl.0&mpsmv=1... Windows? Bookmarks
Intemet Explorer Windows)  04/21/13 03:29:58PM Linve Email Sign In httpswlogin.lie.com/login. srfPwa=wsigninl.0&rpsmv= 1. Windows? Bookmarks
Internet Explorer [#Windows)  04/21713 03;29:55PM Livee Email Sign In httpsyfloginie. com/login.sfiwa=wsigninl.0&msme= 1. ¥Windows:? Bookmarks
Internet Explorer pindows)  04/21015 03:29:23PM amail Email from Google httpiyfaccounts.google, comiendceloginfiendce=mailg.., Windows? Bookmarks
Intermet Explorer Mindows)  04/210713 03:29:23PM amall Emall from Google httpayaccounts.google. com/Sendceloginfserdce=mall&... Windows? Bookmarks
Intemet Bxplorer Windows)  04/2013 03:29:23PM gmail Email from Google hitpsyfaccounts.google comSericeloginfsendce=mails., Windows? Bookmarks
Internet Explorer (Windows]  04/21/13 03:29:23PM gmail Email from Google hitpsyfaccounts.google comSenicelogin?serice= mailf... Windows? Bookmarks
Internet Explorer Mindows)  04/21/13 03:29:23PM gmail Email from Goagle httpsyfaccounts.google com/Sendceloginsenice= maild.., Windows? Bookmarks
Intemet Explorer pYindows) 0421013 03;:29:23PM amail Email from Google hitpsyfaccounts.google, comieniceloginfienice=maild.., Window:? Bookmarks
Intermet Explorer pAindows)  04/21/713 03:29:11PM  Twitter hitpsituitter.com/ Windows? Bookmarks
Intermet Explorer Windows)  04/21013 03:29:11PM Tuwither hittpsuhwitter.com/ WindowsT? Bookmarks
Internet Explorer fWindows]  04/21/13 03:29:11PM Twvitter hittp s fbwitter.comy WindowsT? Bookmarks
Intemet Explorer (Aindows) 0421013 03:29:11PM Tuvitter hittp suftwitter.com/ WindowsT Bookmarks
Intermet Explorer (Aindows)  04/21715 03:29:11PM Tuvitter httpsuituvitter. com/ Windows? Bookmarks
Internet Explorer (Windows)  04/21/15 03:29:11PM Twvltter hitbp suifhueitter.comy Windows? Bookmarks
Intermet Explorer [Windows)  04/2113 03:28:47PM ‘Wielcome to Facebook « Log In, Sign ... httpsyfenvefacebook.com/ Windows? Bookmarks
Internet Explorer Windows)  04/21/13 03:28:47PM Wielcome ko Facebook - Log In, Sign ... httpsyesvwfacebook.com/ Windows? Bookmarks
Intermet Bxplorer (Afindows)  04/21/13 03:28:4TPM Welcome ko Facebook - Log In, Sign ... hitpsyifaavw facebook.com/ Windows? Bookmarks
Intemet Explorer pVindows) 0421013 03:28:47PM Welcome to Facebook - Lo@ In, Sign ... hitpsyfwansefacebook.comi Windows? Bookmarks
Intermet Explorer Windows) 04721715 03:28:47PM Welcome to Facebook - Log In, Sign ... httpsyfwwnefacebook.com/ Windows? Bookmarks
Internet Explorer indows)  04/210/13 03:28:47PM Wielcome to Facebook - Log In, Sign ... httpsyfesw facebook.com/ Windows? Bookmarks
Internet Explorer [Windows)  04/25/13 03:28:19PM FIT Mews - Mews & Events Daily hitp e rit.e dufnews/nandedaily.php Windows? Bookmarks
Internet Explorer pindows)  04/21015 03:28:15PM FIT Mews - Mews & Events Daily http it rit.e dusnews/nan dedaily.php Windows7 Bookmarks
Intermet Explorer (Mindows)  04/21713 03:28:19PM RIT Mews - Mews & Events Daily Windows7 Bookmarks
Intermet Explorer fWindows) 0420715 03:28:13PM BT Mews - Mews & Events Dally hitpitwna rit.e dufnews/nandedally.php Windows? Bookmarks
Intermet Explorer [Windows)  04/2113 03:28:19PM BT Mews « Mews & Events Daily hitpaiftwnearit.e dusnews/nan dedaily.php Windows? Bookmarks
Internet Explorer (Windows)  04/20/23 03:28:19PM FIT Mews - Mews 8 Events Daily Windows? Bookmarks
Internet Explorer fAindows]  04/217/1% 03:27:31PM Wikipedia, the free enopdopedia httpyifenwikipe dis.orgfaiki/Main_Fage WindowsT? Bookmarks
Intemet Explorer (Aindows)  04/21L013 03:27:31PM Wikipedia, the free encyclopedia wWindows? Bookmarks
Intemet Explorer pindows) 04720013 03:27:31PM Wikipedia, the free encycopedia hitpuitenwikipe diz.orghaikifain_Page Windows? Bookmarks
Intemet Explorer fWindows)  04/21/13 03:27:31PM Wikipedia, the free encyclopedia Windows? Bookmarks

Figure 15 Internet Explorer Bookmarks
When I viewed what EnCase uncovered for Internet Explorer’s Temporary Internet Files and Internet

Cache | was surprised to find very few items related to web browsing. Instead | found numerous items pertaining to
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Browser
Type
Internet Explorer (Windons)
Internet Explorer [Windous]
Internet Explorer [Windows]
Internet Explorer [Windows)
Internet Explorer (Windos)
Internet Explorer (Windons)
Internet Explorer [Windows)
Internet Explorer [Windows)
Internet Explorer fvindonws)
Internet Explorer (Windows)
Internet Explorer (Windows)
Internet Explorer [Windows]
Internet Explorer [Windoaws)
Internet Explorer fvindows)
Internet Explorer [Windouws)
Internet Explorer (Windows)
Internet Explorer [Windows)
Internet Explorer [Windoaws)
Internet Explorer (vindows)
Internet Explorer (Windomws)
Internet Explorer (Windows)
Internet Explorer [Windows)
Internet Explorer [Windouws)
Internet Explorer (Windows)
Internet Explorer (Windoas)
Internet Explorer (Windows)

information appears in this location as it would certainly hinder a true forensic investigation:

Url
Mame

hittpeffdonenios domicrosoft.oomid ownload/DBD/DED 6 2263 262 7- 43 CB-B675-AA1A01EBEDSD AN w36, 1-KE245 482 6-v2-xh 4. m3u
http:ffdownioad.microsoft.oom/download 3 e/ T/SETFT 994 DA T-4CEF-A 45595 2807 33T CEFF/NeutralME L fam d 6 dfre/JE-win T.m3u
hitpi/fdownload.microsoft.com/download 4T/ 6/ ADSCFEFC-3A59-4C 8 C-8089-8212B720BAE9/ SetupPolicr.cab
hitpi/fdownload.microsoft.com/download T A0/ATOIAAB EC5-CCC0-40C6-BC03-CAEGOFBEI4E0MrPalioy.cab

httpi/fdowniloa d.microsom.oom/download/D/BTYDED 6 2263-2627-43 CB-B6T5-AALG01EBEDBD Windows6, 1-KB245 40 26-v2-x64.m3u
httpeffdoenioa domicrosoft.oomfdownload 38/ T SETFTA9A- DAST-4CER-A453-5 2807337 CEFF/Neutral M5 L fam d 6 d4fre/JES-wan T.miu
http:ffdownload.microsoft.com/downioad T8 TOALB EC 5 CCC0- 40CE.BCOA. CAESOFEEY4E 0/MrPoliny. cab
httpi/fdownload.microsoft.com/download/D/BD/DED 6 2263-2627- 43 CB-B6 75- 441 S01EBEOBDANInd owis6. 1-KB245 48 26-vZ-xf 4 msu
hittpi/fdownload microsoft.com/download 3BT AETFTI3A DABT-4CEF-A483-02B07337CBFF/N e utralMs U fam d 6 4fre/TE3-win7.msu
httpd/fdonnioad.microsoft.comd onanioad /8Ty A0 6 CFEFC-3A59-4CHC-8D85-82 1267 20BAE9/ S etupPolicy. cab
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Figure 16 Internet Explorer Cache

what | believe to be Windows update downloads from http://downloads.microsoft.com. | am unsure why this
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In addition to the information found regarding Windows updates, | was also able to uncover many of the

images that were viewed or appeared on web pages that were viewed by the Windows 7 user:
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Figure 17 Internet Explorer Cached Images
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http://downloads.microsoft.com/

Firefox

Uncovering information pertaining to the history, favorites, and cache of Firefox was just as simple as it
was with Internet Explorer. However, instead of looking to a registry key, EnCase examined Firefox’s sqlite
databases located within user profiles. In this case, that location is C:\Users\Windows
7\AppData\Roaming\Mozilla\Firefox\Profiles\<random text>.default\places.sqlite. From these databases we are able
to recover a complete browsing history for the Firefox browser. Unfortunately, EnCase was unable to display the
time at which specific website were visited, but we can see that Facebook, Twitter, RIT News, Wikipedia, and other

websites were visited during the data generation process using Firefox:

Browser Title Url Internet
Type Mame Artifact Type
Mozilla 3 Mindows/Mad  Untying the secret of Celtic knots - RIT News bttpe S it e dufhews/store php Pid= 499948 s 0urce = enew.,. History
Maozilla 3 pAfindows/tac)  Facebook httpsi/fwananefaceboak.coms History
Mozilla 3 pindows/Mac]  George Harrison - Wikipedia, the free encyclopedia hitpifenwikipedia.orgfwiki/George_Harrison History
Mozilla 3 Mvindows/Mac]  Twitter httpsfthwitter.comy History
Maozilla 3 pAfindows/Mac)  Google Accounts httpsiffaccounts.google.comsservicelogintservice=chromiu,.,  History
Mozilla 3 pindows/Mac]  Getting Started hitp:iftools.google.comfchromefintl/enfwelcome. htrl History
Mozilla 3 (Windows/Mad  Getting Started httpsiftmanansgoogle.comfintl/enschrome/browviserficelcome...,  History
Mozilla 3 pAindows/Mad hitpsi/fwanane.google.comfintlfen-U5/chromesblank.htmi?sou..,. History
Mozilla 3 pAfindowstad hitpfhnaanee mozilla, comfen- LS firefox 2000, Lfirstrun/ History
Mozilla 3 (Windows/Mad  Welcome to Firefox httpifhnannie mozilla,orgfen- U5 firefox/ 20,0, 1firstruns Histary
Mozilla 3 pAindows/Mac)  Wikipedia, the free enoyclopedia hitpifenwikipedia.orgfwiki/Main_Page History
Mozilla 3 pAindows/Mac]  Reginald Heber - Wikipedia, the free encyclopedia hitp:ifenwikipedia.orafwiki/Reginald_Heber History
Mozilla 3 (indows/Macd  RIT Mews - Mewss & Events Daily httpefhnansie Hit e dufnews/nandedaily.php Histary
Mozilla 3 pindows/Mac)  RIT screening of award-winning film United in Anger” debuts &pril... httpidhanana ritedu/news/stonnphpTid=49951&50urce= enews,,, History
Mozilla 3 Mindows/Mac]  Pollution Prevention Institute recoghizes Brooklyn Nawe Yard for en... hitpeddeasse it edudnews/stonphpfid=49953 8source= enew... History
Mozilla 3 (Windows/Macd  Facebook httpsiifmanansfacebook,.com/ Histary
Mozilla 3 pindows/Mac)  Facebook http:ftnaani facebook,com/Tsk=welcome History
Maozilla 3 pindows/Mac]  Twitter hitps:/fhwitter.cam/ History
Mozilla 3 (Windows/Macd  Facebook httpsiifmanansfacebook,.com/ Histary
Mozilla 3 pAindows/Mad hitpiifinnar. facebook,comfindex. php?stype=lo&jlou= AffFPiy... History
Maozilla 3 pindows/Mac]  Welcome to Facebook - LagIn, Sign Up or Learn More hitps:ifanane facebook. comfindex.php Pstype=lo&jlou= AFFFPi.. History
Mozilla 3 (Windows/Macd  Facebook httpefhveneie facebo ok comy7sk=welcome Histary
Mozilla 3 pindows/Mac]  Twitter hitps:/witter, camy History
Maozilla 3 pindows/Mac]  Twitter hitps:ifhwitter.cam/ History
Mozilla 3 (indows/Mad  Wikipedia, the free enoeclopedia httpiffenawikipedia.orgiwiki/Main_Page Histary
Mozilla 3 pAindows/Mac]  Alcohol laws of Mew Jersey - Wikipedia, the free enavclopedia httpiffenwikipedia. orgtwikifdlcohol_laws_of_Mew_lersey History
Maozilla 3 pAindowes/Mac]  RIT Mews - MNewrs & Events Daily hitpfhnaa. it edusfnewsnandedaily.php History
Mozilla 3 (Windows/Macd  Maya Angelou Program at RIT Canceled - RIT Mews httpifhnancie it e dufnews/stans php?id= 49963 &source = enew.., History
Maozilla 3 pindows/Mac]  RIT wins Mational Collegiate Cyber Defense Competition for the fir,,  httpidhanana rit edufnews/stonnphpTid=49964850urce= enews,,, History
Mozilla 3 pAfindows/bac]  It's not too late to “Live United” by donating to RIT's 2013 campaig...  httpedhasani fit.edufnews/stor.phpfid=43962 Asource= enew... Histary

Figure 18 Firefox History

As previously mentioned the places.sglite database files contain information regarding web browsing

history; that file also contains information pertaining to a user’s Firefox bookmarks. From the EnCase records
processor we can see that Facebook, RIT News, Twitter, and Wikipedia are among the Firefox bookmarks on the

Windows 7 virtual machine:
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Figure 19 Firefox Favorites

Internet
Artifact Type

Eookmarks
EBookmarks
Bookmarks
Bookmarks
EBookmarks
Bookmarks
Bookmarks
Bookmarks
Bookmarks
Eookmarks:
Bookmarks
Eookmarks
Bookmarks
Bookmarks
Bookmarks
Bookmarks
Bookmarks
Bookmarks
Bookmarks
Eookmarks:
Bookmarks
EBookmarks
Bookmarks
Bookmarks
Bookmarks
Bookmarks
Bookmarks
Bookmarks
Bookmarks
Eookmarks

Viewing Firefox’s web cache or temporary Internet files can be found within C:\Users\Windows

Browser
Type

Created

Mozilla (indowsMac
Mozilla (Windows/Mad]
Mozilla (Windows/Macd]
Mozilla Windows/Macd)
Mozilla (Windows/Mac
Mozilla (WindowsMac
bozilla (WindowsMacd]
Mozilla (Windows/Mac)
Mozilla (WindowsMac)
Mozilla (Windows/Mac)
Mozilla péindows/Mac)
Mozilla (Windows/Mad)
Mozilla (Windows/Mad)
Muozilla WindowsMad)
Muozilla Windows Mac)
Mozilla WindowsMac)
Mazilla (Windows/Mad)
Mazilla (Windows/Mad)
Maozilla (Windows/Mad)
Mozl (Windows/Mac
Mozilla Windowsfac)
Bozilla (WindowsMad]
Mozilla (Windows/Mac)
Mozilla WindowsMac)
Mozilla WindowsMac)
Mozilla WindowsMac)

05404713 03:39:19PM
05704713 03:39:19PM
0504413 03:39:19PM
05404713 03:39:19PM
0540413 03:39:19FM
05404713 03:39:19FM
05704713 03:39:19PM
05404713 03:39:19PM
0540413 03:39:19PM
0540413 03:38:52FM
05/04713 03:35:52FM
05/04/13 03:38:52PM
05/04/13 03:38:52PM
0540413 03:38:51PM
05404713 03:38:51PM
05/04713 03:38:49P0
05/048/13 03:38:49PM
50413 03:38: 49PN
N5/04/13 03:38: 43PN
0540413 03:38:49FM
05/04713 03:35:49FM
0540813 03:38:49PM
0540413 03:38:43PM
05404713 03:38:43PM
0540413 03:38:43FM
05/04715 03:36:45PM

Url
Name

hittpeffwaatas. it edufimag inefimagesTeatured/poster_winner_2013,)pg
hitp v rit edufimaginefimages/featurediposter_winner_2013,ipg
httpe/fwasaerit. edusimaginefimages/featuredsexhibit-elspeth,jpg
http: M ritedusimagine/fimages/featuredfedurance_feature,jpg
Bttt rit e dufima ginedimage sficountdown_bubble.png
bt it edusimaginessuck el sh-howers
hitp:ffanarit.edusimaginefimage s subpagesindex2,jpg
http:/fwnaritedufimagines
hitpiffweasritedufimagine/fimages/featureditinerary2012 jpg
httpsyy platform baitber comiwidgetshub html
httpsplatform.bwitter.comawidaets/hub.himl
httpiplatform.beitter.comAwidgets/hub.himl

httpsy platformtwitker.comAwidgetshub hitml

httpffplatform. baitter.comyf s Mayhub/dientjs

btk ffplatform. baitter.comg s Mhagh ub/dient.js

hittpeifa pi-publicaddthis.comfur/shares J3on Tur= http 2 3A% 2P 2 Fuswi it e du%2Fnews %2R story. php%3Fid%30 49994,
itk platform.baitter.comAwidgets s
httpeirapis.google.comdsiplusane.js
http:/ffapi- public. addthis.comiur/shares j2on Tur= httpeIAN2FE2 Fuswa rit, e duS2F news2F story. ph pR3Fid %30 43934,
bt bewitter.com/t gir?_= 136 7686 263870 &count=horizontal&countui= http2e3 A%2 P62 Fuiwr it e duSe2 Frewi 62 1.,
http:/fcdn.apl.bwitter.com/Liurls/count Jsonfurl= hitp%3A%2 P22 Fusn, it e du%e2Fnews 62 F story php%e3Fida3049994.
http:/fplatform.bwitter.comiwidgets.js
http:ffapis.google.comgsiplusone.js
httpop bwitter.com/tgif?_= 1367636203870 count= horizontal &countur = http2ed AR2 P62 Puaw. it e dUSE2 Fniew s %2 F 5t..,
httpfedn.apl.baitter.com Lurlsicount jsonfurl= httpeeiaka P Pusa. it e dusezFnewss2 Fitory. php%e3Fid%e3043994...
http:/fs T.addthis,comys 2 50 /addthis_widgetls

Figure 20 Firefox Cache

7\AppData\Local\Mozilla\Firefox\Profiles\<random text>.default\Cache. EnCase then examined the files contained

within the directory and uncovered cached pages for RIT, Twitter, Google, and several other web sites:

Internet
drtifact Type
Cache\lmage
Cache\lmage
Cache\lmage
Cache\lmage
CacheMmage
Cacheylode
Cache\lmage
CachehHTML
CacheNlmage
CacheVHTML
CachetHTML
Cache\HTML
Cache\HTML
Cache\Code
CachelCode
Cache\Code
Cache\Code
Cache\Code
Cache\Code
Cache\lmage
Cache\Code
Cache\Code
Cache\Code
CacheNmage
CachevCode
Cache\Code
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When I took a look at the gallery option for Firefox’s web cache, I found images from the many websites

visited during the data generation process:
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Figure 21 Firefox Cached Images
One of the more interesting artifacts that | was able to find using the EnCase records processor was
information regarding Firefox login data. It appears that Firefox stored information regarding Facebook login
credentials. This is especially interesting because I instructed Firefox to remember usernames and passwords for

both Facebook and Twitter; yet EnCase only found the stored Facebook credentials. It should be noted that these

credentials are not stored in plaintext. The values of the username and password are encrypted:

Wilson 48



3 Home |06 Records x]
u o T Viewing dntemet) = [_

& O )y Internet

4 Mozilla (Windows/hag

L= " ¥

J
] Chrame BAndawws)
J
o

J Cache
o] Jo Image
o Code
Ok HIML
ok Ted
o L *m

Mozilla 3 (AT A oW M)

40
]

Qu

History

Farms
Login Data
Cookies

(= ]

Uudg U

Eookmarks
& L Unknown Type

_J Report | DText @ Hex  iiini

Internet Explorer (Windeo

Split Mode ~ [iE Condition = F Filter v <O Tags = i Review Package = i Bookmark « (@] Gotofile {)Find Related = %g
T Table | 9 Timeline £ Gallery

T il » 41 = [ Selected 0710483

Item Browsser Internet
Path Type iat=d Artifact Type

Internethozilla 3 (WindouwsMachlogin Datahsignons.sglite  Maozilla 3 (WindowsMac) 0421715 05:41:06FM  Login Data
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InternetiMozilla 3 (WindowsMadilogin Datahsignons.sglite  Maozilla 3 (WindowsMad) 0421713 03:46:35PM  Login Data
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Url Host Name https:/fween facebook com

submit Element hitps:ffwere facebook com

Usermarme Element ernail
Password Element pass
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4b 6FSa 49 68 76 63 de 41 77 63 45 43 50 de 40 G 76 4b 42 3245 39 32424344 4 54 52 69
7370 63 42 63 42 54 50 48 2b 65 44 79 77 63 66 40 58 47 57 54 6e 73 53 55 32 35 4557 55 54
583641 383241 7351 3d 3d

Password Value 40 44 6f 45 4550 67 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 45 77 46 41 53 49
Ab 615349 68 766346 41 7763454350 724958 205373 74 4048 72424244 635244 77 48
53 76 75 7a 71 5a 32 72 44 66 7a 30 65 45 63 55

Guid G0 el dlB6 290559 4b aa Dc2edcel6b I 1S
Encryption Type i
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Figure 22 Firefox Stored Login Data
Chrome

Like Firefox, the Chrome web browser stores information within the user’s profile. In the case of the

Wndows 7 virtual machine, that location is C:\Users\AppData\Windows 7\Local\Google\User Data. From this

directory, we are able to find

history, favorites, and cache of Chrome. Using the EnCase records processor | was

able to recover a complete browsing history for Chrome with accessed date/time. We are able to see that during the

data generation process Chrome was used to visit Twitter, RIT News, Facebook, Wikipedia, and several other

websites:
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ErToy\npv:er Title Accessed NE:IE Arltz}ietrtn:;pe
Chrome Windows]  Twitter 05/04/13 03:42:49PM  hitpsiffbwitter.com/ History
Chrome Mindows)  Twitter 05/04/13 03:42:49PM  hitps:itbwitter.com/ Histany
Chrome (Windows)  Untying the secret of Celtic knots - RIT Newss 05/04/13 03:40:12PM  hitp:fhaannie, rit. edu/newws/stary.php ?id= 49994 &50urce=enew... Histary
Chrome (Windows)  RIT-Imagine RIT: Innowation and Creativity Festival 05/04713 03:40:12PM httpe/hwanaie rit. edufimagines Histary
Chrome [Windows)  RIT-Imagine RIT: Innowation and Creativity Festival 05/04713 03:40:12PM httpe/hwanais rit. edufimagines Histary
Chrome Windows]  Untying the secret of Celtic knots - RIT Mewss 05/04/13 03:40:12PM  hitpefAweasie, rit edu/newws/storyphp fid= 49994 &5 0urce = enew,,, History
Chrome Mindows) Facebook 05/04/13 03:39:4PM hitpsihonnnifacebook, coms Histany
Chrome (Windows) Facebook 05/04/13 03:39:44PM  hitps:/hnnnnie.facebook, comf History
Chrome (Mindows)  George Harrison - Wikipedia, the free encyclopedia 05/04713 03:39:33PM hitpefenawikipedia.orgiwikifGeorge_Harrison Histary
Chrome [Windows)  George Harrison - Wikipedia, the free encyclopedia 05/04713 03:39:33PM hitpienawikipedia.orgfwikifoeorge_Harrison Histary
Chrome Windows) Wikipedia, the free enoyclopedia 05/04/13 03:39:27PM  httpeffenawikipedia.orgfwikifMain_Page History
Chrome Mindows) Wikipedia, the free enoeclopedia 05/04/13 03:39:27PM  hitpeffenawikipedia orgfwikiftain_Page Histany
Chrome (Windows) Facebook 05/04/13 03:39:25PM  hitps:/hnannie.facebook, com/ History
Chrome (Mindows) Facebook 05/04713 03:39:25PM hitpsi/iwaai.faceboak, comy Histary
Chrome [Mindows)  Twitter 05/04/13 03:39:23PM hitps:/fhwitter.com/ Histary
Chrome WWindows] Twitker 05/04/13 03:39:23PM  httpsiffbwitter.cam, History
Chrome Mindows)  RIT Mews - Mews & Events Daily 05/04/13 03:39:20PM  hitkpe/haannis rit edufnewsinandedailb,php Histany
Chrome (Windows)  RIT Mewss - Newss & Events Daily 05/04/13 03:33:20PM  http:/fwnie.rit. edufnews/nandedaily.php History
Chrome (Mindows)  Twitter 05/03/13 04:45:52PM  https:/fhwitter.com/ Histary
Chrome [Mindows)  Twitter 05/03/13 045:52PM hitps:/fhwitter.com) Histary

Chrome WWindows)  Keith Motley, University of Massachusetts chancellor, keynotes R, 05/03/13 04:42:24PM  hitpeffwasean it edufnews/story.php 7id = 49957 &source = enew,,, History
Chrome Mindows)  Keith Motey, University of Massachusetts chancellor, keynotes R, 05/03/13 04:42:24PM  httpi/fwean, rit edu/news/stonvphp Tid= 49957 & ource = enew.,, Historny
Chrome (Windows) Eight Beat Measure celebrates 25 years - RIT Mewus 05/03/13 04:42:21PM  hitp:fhnannie, rit edufnewws/stary.php ?id= 49993 &s0urce=enew... Histary
Chrome (Windows)  Eight Beat Measure celebrates 25 years - RIT Mews 05/03713 04:42:21PM hitpe/hwanaie rit edufnews/story.php ?id= 49993 &s0urce=enew... History
Chrome [Windows) RIT's 2013 Innovation Hall of Fame induction is Friday - RIT Mews  05/03/13 0642 17PM httpi/dwwe it edu/news/story.phptid= 49992 s ource=enew.., History
Chrome WWindows) RIT's 2013 Innovation Hall of Fame induction is Friday - RIT Mews  05/03/13 0:42:17PM  hitpe/fwaean it edufnews/story.php 7id = 49992 & source = enewd,,, History
Chrome Mindows) Facebook 05/03/13 0441:37PM hitpsifhoannifacebook, coms Histany

Figure 23 Chrome History
EnCase easily uncovered the Windows 7 user’s Top Sites, which include that user’s favorites/bookmarks.
In the case of the Window s7 virtual machine we see that Chrome frequently visited Wikipedia, the RIT Mirrors,

RIT News, Twitter, and Facebook:

Browser Title Url * Internet
Type Mame Mrtifact Type
Chrome MAindows]  Wikipedia, the free enopdopedia  hitps/fenwdkipedia.oratwdki/Main_Page Top Sites
Chrome (Mindows] Wikipedia, the free encpdopedia  Rttpyfenswikipedia.orgfikiMain_Page Top Sites
Chrome (Windows] Index of / nidpfimirrorsritedu/ Top Sites
Chrome [Afindows)  Index of / http/imirrors.ritedu/ Top Sites

Chrome (Windows] Welcome to Google Chrome fharinie. google.com/chromedntlfenfwelcome html - Top Sites

Chrome Windows] Welcome to Google Chrome hittp Aswsat google.com/chromedntlfendwelcome html - Top Sites
Chrome fMindows)  RIT Mews - Mews & Bvents Daily  hitpyAssas it eduinews/nandedailnphp Top Sites
Chrome (Windows] RIT Mews - Mews & Events Daily  httpitAweneritedu/news/nandedaibnphp Top Sites
Chrome [Windows] Chrome Web Store httpsichrome.google.comfwebstoreThl=en Top Sites
Chrome (Windows] Chrome Web Store https:ichrome. google comawe bstore?hi= en Top Sites
Chrome fAindows]  Twitter hittpssftwatter. comy’ Top Sites
Chrome [Windows)  Twither hitps:fowitter, comy’ Top Sites
Chrome (Windows] (1) Facebook hitps:/fwws.facebook.com/ Top Sites
Chrome Windows] (1) Facebook hittps . facebook,com/’ Top Sites

Figure 24 Chrome Top Sites
From the Chrome User Data directory along with EnCase, it was simple to uncover a listing of web pages
that were visited by the user through the use of Chrome’s web cache. From this we can see that during the data

generation process | visited Wikipedia, Facebook, Twitter, RIT, and many other websites:
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Browser
Type
Chrome fAIndows]
Chrome WWindows)
Chrome fAindows]
Chrome MAIndows]
Chrome MAINd o]
Chrome (AIndows)
Chrome (Windows)
Chrome fAIndows)
Chrome MAindows]
Chrome [Aindows)
Chiromme MAIndows]
Chrome (Windows)
Chrome MAIndows]
Chrame [Aindows)
Chrarme AN o)
Chrome fdindows)
Chrome WWindows)
Chrome fAindows]
Chrome MAIndows)
Chrome PAGndows)
Chrome WA ndows)
Chrome MAindows)
Chrome [Windows]
Chrame MAIndows]
Chrome MAINdom]
Chrome WA ndows)

Created

05/03715 04:42:25FM
05/04/13 03:40:20PM
05/0413 03:40:29PM
05/03/13 04:42:15PM
05/04713 03:40:58FM
05/04713 03:41:05PM
05/04713 03:40:07PM
05/04/13 03:40:30PM
05/04713 03:40:58PM
05/04713 034 L:00FM
05704715 D3:41:03PM
O5/0313 04:42:23P0
05/04713 03:40:15PM
0503713 04:43:12FM
05/03713 04:42:29PM
05703715 D4:42:26PM
05/0313 04:42:15PM
05/03713 04:42:26PM
05/02713 03:14:29PM
05/047135 03:40:58PM
05/0313 04:43:12P0
05/03713 04:42:28PM
05/04/13 03:40:28PM
05703713 D4:42:18PM
05/04713 03:40:58FM
05/03/13 04:42:29PM

Ll
Mame

httpsyifbstatic-a.akamalhd.net/rarcphpivddii nfnBZhaggpoi.prng

httpeffuploadawikimedia.orafedkipediafcommonsthumby'd/ dEAVI ki quote- logo- en. svafdl pe-Wikiguote-logo-en..,
https:fifbcdnecreative-a.akamaihd.net/hads-ak. ash3/5110x80/735327_6007144937656_507415288_n.png

httpffwnsear, rit, eduinevesfimag es/olog.gif
http:ffaneas rit edufimaginedimages/sponsors2010/rghs. gif
http:ffprofile.ak fbcdn.netthprofile-ak-prnl/45824_T32456294_342702120_q/pg

httpzfimetawikimedia.orgfwikifSpecialRecordimpression?result= hide &reason=emptyfcountre= US Suselang=...
httpswifbodn-sphotos- e-a.akamaihdinet/hphotos-ak- ash &/ 48 04 20,/485400_10151352916191930 2119440542 _n...

hitbpeffnanar it edufimaginesdimages/sponsors2 011/ hp.gif
http:fifarma. staticflickr.com 82 68/5T06550044_d355128ecT_5,jpg
httpeffprofile.ak fhcdn.nethprofile-ak-frol/2 T540F_100005370200122_105757 1410 _

qJpa

httpsyftwimgl-a.akamaihd.netfst dog'default_profile_imagesfdefault_profile_&_mini.png

httpeffuploadawikime dia.orgfwikipediafen/o/bofwiki.png

httpeffwnnear, rit, edudnevs/lib filelib/201305/smithtmdor.jpg
hittpasfitbstatic-a.akamaihd.net/rarc phpA2 il KECYPEF k- 2.0if
hittpssffwn facebook.com/image s/s pacer.gif

httpeffeeewe it edufnewes/fimages/dailyheader- 20130503 jpa?18826 78350
https:ifbstatic-a.akamaihd.netyrsrophp A2 A rfdA S ewdWboB.png
httoefLyimg com/afifusfue/52/28.9iF

hithps e, rit, edusfimaginedimages/na- right.gif

hitpeffanaces, rit edufnews b /Mlelin/ 201305 pancarizchott jpg

https:fifbcdn.profile.a.akamaihd.net/hprofile. ak-frelfs32x32/275407_100005370100122_1057571410_g.jpg
hitpsyifbodn-sphotos-c-a.akamaihd, netfhphotos-ak-ash 3540 048 0/945622_6392TERR6086846_1111833439_n.jpg

bttt rit, eduyd_file s/bo dyBG. gif
http:ffanicar, fit edufimagineimages2012-header.git
it/ rit, e dud_filesffooter.alf

Figure 25 Chrome Cache

Internet
Artifact Type
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Cachemage
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When I took a look at the gallery option for Chrome’s web cache, I found images from the many websites

visited during the data generation process:

“HTable £ Timeline | [E Gallery |
¥ Selected 0/10483 I Fewer Columns - More Columns
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' W4 B : -
\ & S | 2 [ 3 I %
u ( ®
) ot (126, () ol (1260, [ ot (126 () (o (126, [ |t (326, ) [l (126 [ [outt (126 () [t (126 () |oud (127, ) (ol (127, () [ (127, [ Lol (127, [ [m (1274...
F DONTNIE
INFO | . 2
4 -
[ st |

xa /
-

Figure 26 Chrome Cached Images
As was the case with Firefox, Chrome also contained interesting artifacts regarding Chrome login data. It
appears that Chrome stored information regarding Facebook and Twitter login credentials. This makes more sense
than what | saw with Firefox as | instructed Chrome to remember usernames and passwords for both Facebook and

Twitter. As was the case with Firefox and Facebook, the username and password credentials are not stored in
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plaintext. The values of the username and password are encrypted. What is interesting is the fact that with Twitter

the user is stored in plaintext but the password value is encrypted:

"3 Home | 65 Records ¥
W © T Viewing (ntemet) = L SplitMode = [{Z Condition = f Filter = < Tags =

# 0] ) Internet

T Table | £4Timeline [ Gallery

) Review Package = < Bookmark = |#| Gotofile & Find Relat

)i E.E' : :” d:rl S g e 8l [ Selected /20483
== . -
T IR e e |G
GO Downloads L1 1 Chrome pAindows]  hitpsyihwitter.com/ Login Data 04/237135 03:47:85PM
OOl Histary I:I 1| Chrome (Windows|  hittps:twitter.com/ loginData 0472113 03:47:43PM
ok Top Sites _I_I 3 _(hmme [Windows)  hitps:fhwitter.com/ Login Data 04£29/13 03:47:43PM
& _ﬂ Carkie |l #|Chrome pMindowes]  httpsyittwitter.comy Login Data 04729713 03:47:43PM
o L Wideo -| 15 .(hrorr-t PAfindows]  hittpssdtaassacfacebook. comd Lagin Data 04721713 03:45:52PM
o L Unknown Type \[J & | chrome findows]  httpssfaefacebook.com/ Login Data 04/21/15 03:45:52PM
ol b Image ] 7| Chrome [Windows] hitpsyfenesfacebook.comy Login Data D4f20/1% 03:45:52Pm
o0k code ] 8| Chrome (Windows] httpss/www.faceboak.com/ loginData  D4/20A13 03:45:52PM
Ol HTML | )
Ci_J J Mozilla Mindows/hiad
Gl Mozilla 3 (Windows/Mad
Kl

= Repart “Z‘ Text [38] Hex i Decode | +|Doc | |Tramscript [E Picture () Fields

Type

Url Name
Url Host
Action Ul
Usermarme
Element
Lser

Signon Realm
$sl Walld
Preferred
Created
Blacklisted
scheme
Browser Type
Prafile Name
Message Sire
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https /v facebook.com)
wewnn Facebook com/
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01 0000 00 d0 Sc8d df 0 15 d1 11 ScF= 00 o 4f 2 97 eb 01 00100 00 dE 97 da 84 5a dS d6 4f Se
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Figure 27 Chrome Login Data
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Figure 28 Chrome Login Data

Finding evidence of social media with FTK wasn’t especially difficult. With FTK, I used the Live Search

feature along with the keywords “facebook” and “twitter”. This enabled be to find artifacts pertaining to those two

social media websites. The live search found a total of 8283 hits for the, case insensitive, ANSI, keyword

“facebook” within 520 files and 7955 hits for the, case insensitive, ANSI, keyword “twitter” within 336 files:

Live Se

arch Results

# Allocated Space - 5686 hit(s) in 30 fies)
#- Unallocated Space -- 2557 hit{s) in 130 File(s)

- Text Query: "twdtker” <AMNSI, Case Insenskive = -- 7955 hit{s) In 336 Flle(s)

#- fllocabed Space — S162 hit(s) in 202 fie(s)
# Unallocated Space -- 2793 hit{s) in 134 File(s)

- Live Search {"Facebook”, "witter™} (10 1000) — performed 06/06/2013 14:35:28 — 16238 hit(s) in 856 Fle(s)
= Text Query: “facebook” <ANSI, Case [nsensitive s -- 8283 hit(s) in 520 file(s)
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Figure 29 Social Media Items

The majority of the files that | found that contained mention of either Facebook or Twitter were primarily
the result of browsing to websites that contained options to share the contents via Facebook or Twitter. There were
numerous files with htm, js, css, tmp, and other file extensions but | was unable to uncover any of the specific social
media actions that | took during the data generation process.

While | found quite a bit of evidence that the social media sites of Facebook and Twitter were used, | was
unable to uncover any actual Facebook posts, shares, comments, or likes or Twitter tweets, retweets, replies, or
favorites. | believe this is the case because the only way through which | accessed the social media sites was through
web browsers. While | made updates to social media throughout the course of the data generation process, | suspect

very little was actually stored on the hard drive of the Windows 7 virtual machine.

Internet Evidence Finder
Because FTK and EnCase were unable to easily locate evidence pertaining to Internet activity including
social media usage, I opted to use Magnet Forensics’ Internet Evidence Finder (IEF). This tool was extremely useful

in uncover data related to social media activities, finding numerous items for many different, important, categories:

Internet Evidence Finder v6.1

Copyright 2009-2013 Magnet Forensics® Inc.

Build 6.1.1.0033

Case Information Generated At: 08/19/2013 16:14:16

Operating System: Microsoft Windows NT 6.1.7601 Service Pack 1

Selected source:

Windows 7.vmdk - Partition 1 (Microsoft NTFS, 40 GB)

Searches selected:
pagefile.sys

SMFT

$LogFile

hiberfil.sys

Volume Shadow Copies
Unallocated Clusters
File Slack Space

All Files and Folder

Uninitialized File Area
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Selected source:

Windows 7.vmdk - Unpartitioned Space
Searches selected:

Unpartitioned Space

Search items selected:

Browser Activity

Chrome

Facebook Chat

Facebook Email

Facebook Email 'Snippets'
Facebook Pictures

Facebook Status Updates / Wall Posts / Comments
Facebook Web Page Fragments
Firefox

Flash Video Fragments

Gmail

Google Maps

Google Plus

GoogleDocs

GoogleDrive

Hotmail

Internet Explorer 10 History
Internet Explorer v5-9

Internet Explorer v7-v10 InPrivate/Recovery URLs
Pictures

RebuildWeb

SkyDrive

Twitter

Videos

Webpage Recovery
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Output folder: E:\Windows 7 IEF\IEF - Windows7\

Start time: Aug 19, 2013 16:14:16

End time: Aug 19, 2013 22:24:58

Duration: 06:10:41

Final results of search:

Internet Explorer 10 Carved History: 2169 items

Pictures: 35110 items

Browser Activity: 4938 items

Facebook URLs: 1189 items

Social Media URLs: 694 items

Parsed Search Queries: 305 items

Cloud Services URLs: 5 items

Internet Explorer 10 Carved Content Records: 11332 items
IE InPrivate/Recovery URLs: 370 items

Facebook Pages: 5 items

Facebook Status Updates/Wall Posts/Comments: 49 items
Internet Explorer Cache Records Carved: 7 items

Internet Explorer Typed URLSs: 10 items

Videos: 164 items

Internet Explorer Redirect Records: 11 items

Internet Explorer Cookie Records: 2 items

Internet Explorer Cookies: 176 items

Internet Explorer 10 History: 595 items

Internet Explorer 10 Content: 2596 items

Rebuilt Webpages: 187 items
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Chrome Bookmarks: 6 items

Chrome Cookies: 76 items

Chrome Favlcons: 65 items

Chrome Web History: 195 items
Chrome History Index: 80 items
Chrome/360 Safe Browser Carved Web History: 261 items
Chrome Logins: 2 items

Chrome Top Sites: 7 items

Chrome Autofill: 2 items

Internet Explorer Cache Records: 6 items
Firefox Cookies: 73 items

Firefox FormHistory: 2 items

Firefox Web History: 102 items

Firefox Bookmarks: 17 items

Firefox Favicons: 12 items

Firefox Downloads: 1 items

Firefox SessionStore Artifacts: 145 items
Chrome Cache Records: 425 items
Internet Explorer 10 Cookies: 54 items
Dating Sites URLSs: 5 items

Firefox Cache Records: 1500 items
Facebook Pictures: 155 items

Google Maps: 4 items

Twitter: 24 items

Firefox Carved FormHistory: 1 items

Figure 30 Windows 7 IEF Case Summary

Facebook Activity

Using IEF, | was able to uncover a total of 11 posts or comments that were made as part of the data

generation process. Some of the posts or comments were made by the WindowsSeven Forensics Facebook user,

while others were made by the WindowsEight Forensics user. | believe this is the case because these two fictional

users were friends with each other on Facebook so they would have seen each other’s posts and/or comments. I find

it especially interesting that when an actual post is made the Sender Name is known, but the Date/Time when it was

posted is not, whereas when a comment is made, the Sender Name is unknown, but the Date/Time is. In the figure

below, the 11 posts/comments can be seen.
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Sender D

Sender Name

Status Update / Wall Post / Comment

Paosted Date/ Time - (UTC] (MM /ddAwy)

Source

Located At

32
3
£
%
4
I7]
43
4

100005359690264
1000053F0100122
100005359690264
100005370100122
100005359690264
100005359690264
100005370100122
100005359690264
100005370100122
100005359690264

Twitter Activity
Using IEF, | was able to uncover a total of 17 tweets and retweets that were made or viewed as part of the

‘windowsEight Forensics
‘windowsSeven Forensics
WindowsEight Forensics
nia

nia

nia

‘windowsSeven Forensics
WindowsEight Forenzsics
nia

na

4421/2013 Daily Post From Chiome
05/03/2013 Daily Post From Internet Esplorer
05/02/2013 Daily post From Firefox
Comment From Intemet Explorer

Comment from Firefos

Comment from People App

05/02/2013 Daily Post from Firefox
05/01/2013 Daily Post From Chiome
Comment from Firefox

Caomment from Intemet Explorer App

‘Windows 7.vmdk -
Windows 7.vrndk -
indows 7 vmik -
05/03/2013 03:47:33 PM ‘windows 7.vrndk -
05/02/2013 033218 PM Windows 7.vrndk -
05/03/201311.0%:50 P ‘Windows 7.vmdk -
Windows 7.vrndk -
Windows 7 vmik -
05/02/2013 031713 P Windows 7.vrndk -
05/01/2013 0352:06 PM Windows 7.vrndk -

Figure 31 Windows 7 Facebook Activity

Partition 1 ...
Partition 1 ...
Partition 1

Partition 1 ...
Partition 1 ...
Partition 1 ...
Partition 1 ...
Partition 1

Partition 1 ...

Partition 1 ...

File offset 624108682
Physical Sector 4235147
Physical Sector 4235192
Physical §ector 32981194
Physical Sector 32981199
Physical Sector 32981204
Physical Sector 33057200
Physical Sector 33057211
Physical §ector 33057239

Physical Sector 33057244

data generation process. IEF was able to discover 16 total tweets made from @RITsports or @RIT_SportsZone that

were made yet only a single tweet from @Win7Forensics. The tweets that are seen, are from the Twitter feed of

@WinT7Forensics that was accessed through twitter.com as part of the data generation process.

Screen Mame

Created Date/Time - [UTC) [hbd /dd )

Tweet Test

Source

Located At

3 RIT Sports Info @RI Tsparts 05/04/2013 05:52.21 P
5 RITHEWS @RITHEWS 05/04/2013 05:19:39 P
7 RIT Sports Info (@RI Tsports 05/04/2013 04:34:42 P
10 RIT Sports Info @RI Tsparts 05/04/2013 04:21.47 P
11 RIT Sparts Infa @RITsports 05/04/2013 04:16:25 P
13 Windows 7 Forensics | @Wwin?Farensics 05/04/2013 07:44:05 PM
14 RIT Sports Info @RI Tsparts 05/04/201307:4214 P
15 RIT Spails Info @RITsports 05/04/2013 071730 Pl
16 RIT Sports Info (@RI Tsports 05/04/2013 07:11:51 P
17 RIT Sports Info @RI Tsparts (05/04/2013 0E:57.06 P
18 RIT Spails Info @RITsports 05/04/2013 0B:54.48 Ptd
19 RITMEWS @RITHEWS 04/23/2013 06:30:15 Pl
21 RIT Sports Info @RI Tsparts 04/25/201310:41:21 P
22 RIT SpaitsZone @RIT_SpotsZone  (4/26/2013 03:39.04 PM
23 RIT Sports Info (@RI Tsports 04/21/2013 071754 P
24 RIT Sports Info @RI Tsparts 04721720013 071754 P

<a href="/search?q="423LLW T ennisChampionshipk...

Caverage of <a href="/Imagine_RIT" class="twitter-

BE | <a href="/search?q=%23RIThsrc=hach” class=..

<a href="/search?q="423LLW T ennisChampionshipk...

BE | <a href=""/search?q=%23RITksre=hash"' class=

05/04/2013 Daily Twest from Firsfox

U of R scares in the battom of the Sth to tie the gam..

<a hief="/search?q=%23RI Thsrc=hash" class="twilt

<a href="/search?q=%23RIThsrc=hash" clase="twilt..

<a href="/search?q="423LLW T ennisChampionshipk...

<a hief=""/search?q=%23LL'W TennisChampionshipt:

<a href="/search?q=%23RIThsrc=hash" data-query-..

BE | <a href="/search7q=%23RITkarc=hash"' data-q..

MNew episode features interviews with MLax fieshma,

<a href="/search?q=%23RIThsrc=hash" data-query-..

<a href="/search?q="%23RIT&src=hash' data-query-...

Figure 32 Windows 7 Twitter Activity

Facebook URLs

While using IEF, | was able to uncover 1189 specific Facebook URLs from Carved History or ecorded

Browser Activity including the following potential activities:

At Facebook home page
Failed to log onto Facebook
Looking at Facebook group...
Looking at Facebook maps...

Looking at Facebook photo...

Windows T.vmndk -
Windows 7.vmdk -
“Wwindows 7.vmdk -
Windows 7.vmdk -
Windows 7.vmdk -
“Wwindows 7.vmdk -
Windows 7.vmdk -
Windows 7.vmdk -
“Wwindows 7.vmdk -
Windows 7.vmdk -
Windows 7.vmdk -
“Wwindows 7.vmdk -
Windows 7.vmdk -
“Windows 7.vmdk -
“windows 7.vmdk -

Windows 7.vmdk -

Partition 1 ..

Partition 1

Partition 1 ..

Partition 1 ..

Partition 1

Partition 1 ..

Partition 1 ..

Partition 1

Partition 1 ..

Partition 1 ..

Partition 1

Partition 1 ..

Partition 1 ..

Partition 1

Partition 1 ..

Partition 1 ..

Physical Sector 2923740
Physical Sector 2923765
Physical Sector 2923734
Physical Sector 2923838
Physical Sector 2923851
Physical Sector 30302578
Physical S ector 30400054
Physical Sector 30401964
Physical Sector 30401977
Physical S ector 30401989
Physical Sector 30402001
Physical Sector 31080725
Physical S ector BO0S4657
Physical Sector 50279709
Physical §ector 50280062

Physical Sector 16155230

Wilson 58




e Looking at Facebook profile...

e Typing in search values:

e Unknown
These 8 different types of potential activities are categories that IEF uses to classify the data that it has carved from
Internet Explorer, Firefox, or Chrome browser activities and/or history. In the figure below, I’ve selected at least one

of each category to show what information IEF was able to discover:

# [ UAL Potertial Activty o | Attact Atfact 1D | Date/Time - (UTC) MM/ddlp] | Sowree

317 hitps:/ A lscebook.com? At Facebook home page Chiome Web History 82 04/25/2013 1703 AM Windows 7.vmdk
397 hitps:/ A, Jacsbook. comé At Facebaok home page Firefa Web Histary 15 04/21/2003 07:46:40 PM Windaws 7.vmdk...
271 hitps:/ hwwm.lacebook.comlogin php login_altempt=T Faledts log anto Facebook Intemel Explores 10 History 405 Windows 7.vmdk
301 hitps:/ A, Jacebook. comvlogin.php Hogin_attempt=T Faled to log onte F acebaok. Chiame Web Histary kil 04/21/2003 07.45.43 PM Windaws 7.vmk...
57 hitps:/fwwn. lacebook.com/gioups/ 28807930461 1462/9 Looking at Facebook group with group ie: Z8B029904511462 Browser Activiy 1585 Windows 7.vmdk
235 hitp.// s Facebock com/pl p_ifisme.phpiocaleen_USkid-u_s_ I Looking et Facebok maps o profleid. places Intemet Explores 10 History 34 Windows 7.vmdk
50 hitpe/dvwenn Facebock. com/photo.phpfbid: 1 1929.1..  Looking at Facebook phota with id: 10151342084301930, abum .| Browser Activily 1575 Windaws 7.vmdk...
207 hitps:/ . acsbook comvindowsseven forensios Looking at Facebook piofle with profile id: windowsseven forensics | Intemnel Exploter 10 History 185 Windows 7.vmdl.
342 htps:/ . acebook, com/uindawsseven farensics Locking at Facebook profle with proflle id: windowsseven forensics  Chiame Wieb Histary 174 05/02/2003 0:21:20 PM Windows 7.vmk...
414 hitps:/ A lacobook com/vindowsseven forensios Looking at Facebook piofle with profile id: windowsseven forensics | Fiefox Web History % 05/03/2003 084737 Pt Windows 7.vmdk
535 | htps:/ /e facebook, com et phePralie=C pics. | Typing in search values: Commert Browser Activiy 3466 Windaws 7.vmdk...
584 hitps:/fuwm.acebook. phpPvalie=D. Typing in search values: Daily Biowser Activiy 3848 Windows 7.vmdk
820 hitps:/Awwn.scsbook com/ajan/type phpPvalus=P 1000053701 Typingin search vahues: Fast Browsa: Activiy 412 Windows 7.vmdk
28 hitps:/fwm facebook r Urknown Brawser Activity 141 Windaws 7.vmdk...

Figure 33 Windows 7 Facebook URLs
In some cases, the URLSs are still active and can be used to view what the user was looking at. In addition, we are
also able to see some of the keyboard activity of the user in the form of the “Typing in search values:” Potential

Activity. This would be especially useful to an investigator.

IEF Timeline

One of the really great features of IEF is its ability to create a timeline of activity for the artifacts that it’s
uncovered. Using the IEF Timeline application, an investigator can review the activities that took place on a given
day, at a given time, and pertaining to specific aspects of Internet acitivity. For example, in the figure below, I’ve
elected to see a timeline of Facebook URLS, Facebook Status Updates/Wall Posts/Comments, and Twitter from

April 20", 2013 to May 6™, 2013 (the time period in which the data generation process took place).
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All Results
Refined Results
Facebook URLs ® % Facehook URLs
‘Web Related
Social Networking
Facebook Status Updates/Wall Posts/Comments

Twitter

* % Facehook Status UpdatesWall Posts/‘Comments

» % Twitter

Figure 34 IEF Timeline for Social Media Items

From this timeline, I can then drill down into specific records for each of the different categories to find out what

activities took place on a given day at a given time:

Facebook URLs - 1 records out of 1

Date (UTC/Loca+0.00 mevddsusy) | Detais |
5/03/2013 08:47:37 PM UAL: Attact F Autfect 1D 56, Date Cohun{sh Date/Trve - UTC (o ), Record Nos 414

F Posts/Comments - 1 records outof 1 ®
Date (UTCALoca 00 mavddyugy) | Detais

05/03/2013 110950 PM Serder ID: 100005753630254, _isDownloadedSender; 0, Sender Name; ne, Receiver ID: n/a, _sDonriosdedPieceiver. 0, Fleceiver Name: n/a, Dists Cohumri} Pasted Dte/Time - UTC yymm-dd), Recard Noc
Twitter -5 records out of § ®
Dale [UTCALocak0.00 menddyygy] | Detals I =
05/04/2013 0416:25 PM Name: RIT Spors Info, Sereen Neme: GBRITsoorts, Tweel Text B | <a href=" Tharc=hash” class=" jon hashlag chok di="W" »<s> /s <bo ..
05/08/2013 04:21:47 PM Name: RIT Spods Info, Screen Name: @RITsports, Tweet Text <a hief=", LW TennisCh " chss=’ [ hashtag_click” de="l1".
05/04/2013 04:34:42 PM Name: RIT Spors Info, Seieen Neme: (2RITsports, Tweed Test BB | <a hef=" =323RI Thatc=hash' class="tw ety lnk jnay” deterg hashtag clck” di='W" <2 c/s> ol

Figure 35 IEF Timeline for Social Media Items with Details
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Email

Another set of artifacts that I worked on recovering were email artifacts. During the data generation process
I sent and received many emails from both the Windows 7 Gmail and Live email accounts using Windows Live
Mail 2012. Using FTK, and its ability to locate email items, | was able to recover the emails that | sent and received.
FTK divided the emails based upon recipient email addresses, so | was able to view email that was received by the
Windows 7 Gmail and Live accounts as well as email that was sent to the Windows 8 Gmail and Live accounts from
the Windows 7 email accounts.

In the case of email sent to peterwilson.win7@gmail.com, FTK found a total of 90 emails. Most of these

emails were from the accounts that I created for the purpose of data generation but a few others were from

Facebook, Twiiter, or the email provider:

" Emai Rems |

(3 Emal Addresses

Emai Domains [2/2]
Display Name ( 135/ 135)

0E1C7415-0000001C.eml

S{1j2013 11:1

Display Name (135 135)
Emai Addresses ( 135/ 135)
= 0 Emai (244 244)

=l 3EDC217A-0000001A exi
46673E5A-00000018.enl
494C1275-00000001 el
4508533 0000000 e
=1 4A435650-00000015.eml
4EC70635-00000005. el

‘WindomsSeven Forensics <PeteriWison. Win7i@ive.com>, “PeteriWison....

T /750 ~ Display Te Zane: Eastern Standard Time (From local madhine) - &
] Emal Archives [ Heme | Subeek Tave [ subect [T [ Erom [i4]
25 Emal by Date 000012, S “Windos? Gal <Peterison. Win7@gmal.com>, “Windows3 Gmai® <P... “Live Account” <Peteriison. Win7Bkve.com>
Submited (237 ] 237 ) et o £ <peterwisan. 2 Peter wisen
Delivered (1271 127) 00294823-0000001E.eml  5{3{2013 4:35:29PM (...  05/03/2013 Daly Ema; "Windows7 Gmal” <Peterwison. Win7@gmal.com>, “Windows3 Gmal® <P... “Live Account” <Peterl¥ison. Win7@iive.com>
= 3 2013(127/127) =] 00234823-0000001F el S[3{20135:03:28PM (...  0S/03{2013 Daly Emal Peter Wison <petenwison.win3lve.com>

=1 029D174F-0000001D.eml .. 05/01/2013 Daily Email with Text and Picture Attachments “Peteriison. ‘Windo... Peter Wison
T Senders From] (241 {241). 3 05713925-00000004 el . pIGSTO@Mal.rit ey addedto your F : ensics 7 “Facebook” <natficationsheéryblyrknalizceboskmal.com>
3 Recpients [To, CC, BCC)( 135/ 135) OBGF2F36-000000CF el . Top 3 posts For you on Gocgle+ tis wesk petermiscn. win7@gmal.com “Gocgle+ tesm <noreply-47ba25@pks gcogk.com>
B Juten (15 1%) =1 OCIF1456-00000005. el . Pt b frend cn Facebock Forensics “Facebook’ <natficasonthedrbhynkna@facebootmal.com>

. 057012013 Dty Emal with Text and Picture Attachments

4/26[2013 11:51

3{712013 12:32:57 M ...

4/25[2013 10:08:24 P.

$/26[2013 1:55:34 AM ...

34712013 1:22:08PM (...

04/26[2013 Day Email
Top 3 posts for you on Googe+ this mesk.
et Gmailon your mbie phone

Test

Fov: 04/25/2013 Daly Emal

“Windoms7 Gmall” <Peteriison Win7@gnal.com>, “Winvdows3 Gmal® <...

“Live Account” <Peteriison. Win7live.com>

=3 Emal cses (1351 135) = 13F27955-00000019.emi  4/26/2013 11: 04/26/2013 Daily Email “Windows? Gmail" <PeteriWison. Win7@gmail.com>, “Windows3 Gmai® <P... “Live Account” <Peter#ison.Win7@ive.com>
13 peterwilson wi7@gmal.com(0ga) | ]I 161D7F99-00000016.enl  4j25/2013 10:15: 04/25/2013 Daly Emal Peter Wison <P... peteri
£ poterviscowinrive o (70/70) | LIS 1674002C-00000020.eml /42013 3:47:16 M (.. SI04/2013Daly Emal Peter Wison 3 Forensics <P.... petenwi
@ ) (02 $21/20133:53:37 P ... 04212013 Daly Emsl “Windoms7 Gl <Peteri¥ison. WiT7Bgmal.com>, Windows3 Gnaf® <@... Live Account” <PeterWison Win7@ive.com>
@ 48748) o= eml  ${25[2013 10:07: Re: 04/25/2013 Daiy Emai *Gmai Account” <peterwison.win7@gmal.com> “Live Account” <Peteriison. Win7@ive.com>
= Recpients (4]4) =) 26850141-00000000.el  3(29/2013 10:07: Top 3 posts For you on Gaoge+ this wesk. petervison.win7@gnal.com “Gocgle+ team’” noreply-475ba23f@pis google.com>
"BCC" Recpients (0/0) O ases7: i : F <Peteriison. Lcom>, W etery
Emad Domains [2/2] S 360A6266-00000017.eml - 4/25(2013 10:30: Re: 04/25/2013 Daly Emai WindomsSeven Forensics <petermison. win7@gmal.com> petenwison, wind@gnailcom

Windoms Gal <Peteriison. WinB@gmal.com>, Peter Wison <Peterii...

peterviiscn.win7@gmsl.com

Feter Wison <petervison.win7@gmal.com>

petervison.wn7@gnal.com

“Windows7 Gall” <Peteriison Win7@gmal.com>
s

Peter Wison <petensison wind@ive.com>
“Google+ team’” <nareply-47Sba2sf@pus. googl.com>

Gmai Team <mait-noreplyf@googe.com>

Peter Wiscn <pWSS7EEME. edu>

“Live Accounk” <Peteriison. Win7@ive.com> |
“Facebook” <confirm=AcGHIZKI3aWyzh24udAuNBRbWED..

D= s¢e£6684-0000001 1.0m 04/23/2013 Daly Email Peter Wison <P... peterwi

O 614500CE-00000006 enl wielcome to Facebook - get started now! WindomsSeven Forensics <petermison. win7@gmal.con> “Facebook' <update HryybkyrkmaiSfacebookmal.com>
O 60732103-00000003 el Customize Gl with cobors andthemes Peter Wison <peterviscn.wn7@gnal.com> Gmai Tean <maknoreplyBoocge.com>

O= soFa3s82-00000002.eml - Import your conkacts and cld emal Peter Wison <peterviscn.win7@gmal.com> Gmal Team <maitnoreply@gocdle.com>

O 73941F54-00000007.emi tervilson. win 7@k ‘added to your Facebook account. “Facebook” <notficaionskréyybkyrkma@facebookmal.com>
O 762F4607-00000004 emi . Getting started on Googe+ ‘petervilson. win7@gmal,com “Google+ team” <noreply-daa2éfef@phus.gocde.com>
O= 77585766-00000008.emi fndowsEigh vd on Facebook 7 “Facebook <notification+ks4yyblyrkma@facebookmal, com>
= 7r40558C-0000000C.2mil . Top 3 posts for you on Googe+ this wesk petervilscn.win7@gmal.com “Google+ team” <noreply-47Sba2sfiBplus.googhe.com>
O= cees4a23-00000016.2m Re: 04/25/2013 Dady Emai “Gmai Accourt” <peterwison.wi7@gmal.com> “Live Account” <Peteriison. Win7@ive.com>

0= 10494C72-00000004 el Getting started on Google+ petarvilscn.win7@gmal.com “Google+ team” <nareply-daazefef@phus.gocge.com>
0= 10666C55-00000019.eml Re: 04/25/2013 Daify Email WindomsSeven Forensics <peterwiison.win7@gmal.com> peterwison.win3@gmall.com

O 12330600-00000018.enl 041262013 Daly Email “Windoms? Gl <Peteriison. WinTgmal.ccm>, “Wirdows3 Gna® <P... Live Account” <PeterWison. Win7iive.com>

O 16880085-00000010.eml  4/21/20133:53:37 P ... 04/21/2013 Daly Emai “Windoms7 Gl <Peteri¥ison. WiiTSgmal.ccm>, “Widows3 Gna <®... Live Account” <PeteriWison Win7@ive.com>

52 16826734-00000013.em  4/24/2013 %:14:02 PM ...  04]24/2013 Emai with Attachment “Windows7 Gmail” <PeterWison. Win7@gmal.com>, “Windows3 Gmai” <P... “Live Account” <PeterWison. Win7@irve.com>

=0 16826784-00000014.em  $/24/20139:31:30 M ... 04]24/2013 Emai with Attachment <Pereriison. . Peter Wison

= 16826754-00000026.em  5{3{2013 4:35:29PM (...  05/03/2013 Dasly Emai; “Windows7 Gmail" <PeteriWison. Win7@gmail.com>, “Windows3 Gmai” <P... “Live Account” <PeterWison. Win7@ive.com>

o= 3 9. 12013 5:03:28PM (... WindomsSeven Forensics <Peterilson. Win7@ive.com>, "Peteriison....  Peter Wikon <peteriison.wind@ive.com>

O 2500647000001 7.c0  4/25[2013 10:08:24P...  Fov: 04/25/2013 Doy Emal “Windoms7 Gl <Peteri¥ison. Wi7gmal.com> “Live Account” <PeterWison. WiBkve.com>

052 24562970-0000000C.eml  3{16/20133:01:03AM ... Top 3 posts for you on Google+ this wesk. petervilscn.win7@gmal.com “Google+ team” <noreply-475ba2%f@pius. google.com>
O 27854882-00000000.eml  3{29/2013 10:07:33A...  Top 3 posts for you on Google+ this wesk petervilson. win7@gmal, com “Google+ team’” <nareply-47Sba2f@pius. googe.com>
O 24E10232-00000001.eml  3{7/2013 12:32:57 M ... Get Gmail on your mobie phone Peter Wison <petervilscn.win7@gmai.com> Gmad Team <mait-noreply@gocge.com>

O 26597046-00000021 emd /112013 11:19:43 AM ... 0SI01/2013 Daly Emal with Text end Picture Attachments  “Windoms? Gail” <Peteriison. Win7@gmal.com>, “Windows3 Gai® <P.... “Live Accoun” <Peteriison Wi7@ive.com> v
i | o
Loaded: 50 [Fiterea: 20 [otak: 30 [Hahighted: 0 [chedked: 0 [TozalLse: 13.5¢ 18

Figure 36 Email sent to peterwilson.win7@gmail.com

In the case of email sent to peterwilson.win7@live.com, FTK found a total of 70 emails. Most of these

emails were from the accounts that | created for the purpose of data generation but a few others were from

Facebook, Twiiter, or the email provider:
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Figure 37 Email sent to peterwilson.win7@live.com

|8 5| emai - Display Time Zone: Eastem Standard Trme (From local machine) & ax
- Emal Archives FE [ Scbert Tre Subject [o [Erom =
-5 Emailby Date. o= em 42 :31:30PM... Attachment Peter wiscn
5 5 Submitted (237/237) =1 00234623-0000001F.omi  S[3[20135:03:28 FM (.. OSJU/2013 Dy Emal ‘WindowsSeven Forersics <Petertiliscn. Win@ive.com>, Peteriiken....  Peter Wiscn <peterwison.wndive.com>
£ 3 Delvered (127/127) =1 0o90174F-0000001D.eml  S/1/2013 11:41:58 A ... 0S/01/2013 Day Emad with Text achments. " Windo... Peter Wikscn
= = mserfer) 0= 16107P93-00000016.em  4/25{2013 10:15:45P... 042512013 Dady Emal Peter Wiscn <peterwison.wn@ive.com>, <P
LN Lot e 0= 1874002c i ‘ . Peter Wison sison.winBisky - ...
53 B Serckrs From {241 {241 0= ssra coomoie.en ¥ . 032812013 Daky Enai Widowsser...
il [('(Bf;’/( l‘ﬁ’:)’ =) I Sdeeeess0000001 Lomi  4[23(2013 10:46:42P... 0412372013 Daly Emal Peter Wison <peterw <P
. Em:"" 7 2121 D':l 00294823-00000025.eml  5/22013 11:08:27 Al ...  05/02{2013 Dty Emai “Windows? Live" <Pete... Gmal Account
5 (1 Dispay Name { 135 135) I 00916047-0000001F el 4/26{2013 3:57:27 PM ... 04/28/2013 Dady Emal “Windows7 Live™ Pete... Gmal Account <petenisa
5 73 Emal Addresses (1351 135) O 1002613-00000022em S/LJZ013 13457 A .. Re: T “Uive Accourt” <Peteriison. Win7@ive.com> Gmal Account <peterwisan win7@gnal.com>
73 peterwis OIS0 14C00101-000C00ID.eml  426[2013 11:47:47A... P 04/26/2013 Dafy Emai “Windows? Live” <Petertson. Win7@ive.com> Gmal Account <peterwisan.win7@gnal.com>
B ] 16826754-00000014.2ml  4/24/20139:31:30PM ...  04/24/2013 Email with Attachment. Peter Wikscn
73 petermiisonwintBgnal.com (43 43) ]S 168E6784-00000029.emi  S/3/20135:03:28 M (... 05032013 Dady Emai ‘WindowsSeven Forensics <PeterWison Win7@ive.com>, “Peteriibon....  Peter Wison <petenison. wndiBive.com>
= (ssjs) |02 ml S/1/2013 11:35:14 AM ... For: T “Windows? Live" Gmal Account <peterwison.win7@gmal. com>
= "CC"Reapients (4/4) 0= 2coe eml 4 :52:29PM ... “Windows3 Gmal” <Peterison. Wind@gnal.con>, <Pe... Gmal Account
£ "8CC Recpients (0/0) CI=1 2C672A€-00000027.eml  S/3/20134:43:08 FIA(... - Re: 05(03/2013 Dk Emad; “Uive Accourk” <Peteriison. Win7@live.com> Gmal Account <peterwison.win7@gnal.com>
- Emad Domains [ 2/2] =3 2FED780S-00000024.eml  5/1/2013 11:41:58AM ... 05/01/201° achment " ‘Windo...  Peter Wikon
=3 Display Name (1351135 ) & 55522388-00000020.em  $/28/2013 4:09:44 PM ... 04/28/2013 Dady Emai ‘WindowsSev...
= Emai Addresses 135/ 135) . 04]252013 Daiy Emai peter Wlson s =Y ...
- Email ( 244/ 244) 04/23/2013 Daly Emai Peter Wlson sisor ...
P 0S/03/2083 Daly Emai; “Windows? Live” <Peterison. Win7@ive.com> Gmal Account <peterwison win7@gnal.com>
Re: 04{26/2013 Daiky Email “Live Accourt” <PeteriWison. Win7@iive.com> Gmal Account <petenwison.win7@gmal.com>
04/23{2013 Daily Emai “Windows? Live” <Pete... Gmal Account <peterwilsor
g For: 04/26/2013 Dy Emad “Windows? Live” <Peter¥iison. Win7@ive.com> Gmal Account <petenison.win@gnal.com>
164960F1-0000001 1 eml . Re: 05/03/2013 Daily Email; “Live Account” <PeterWison. Win7@live.com> Gmal Account <peterwison.win?@gmal.com>
O 3175100€-00000038 el Re: 04]25/2013 Dasly Email “Live Account” <Peterison.Win7@irve.com> Gmal Account <peterwisan.wn7@gmal.com>
)50 4AE1306C-00000005.eml  4/24/2013 :31:30PM ... 04/24/2013 Email with Attachment. Peter Wikson
& 4AE1306C-00000013.eml  5/3/20135:03:28 FM (...  05/03/2013 Dady Emai ‘WindowsSeven Forersics <Peterilson. Win7@ive.com>, “Peteriilion....  Peter Wikson <petenwison.win3@ive.com>
O] <EBS170A-0000000F.enl  S{1/2013 11:41:S3 A ... dachments 3 Windo...  Peter Wikcn <peteriison.vind@ive.com> =
o= 1o SR P “Windows? Live” <Peterisan. Win7@ive.com> Gmal Account <peterwison.win7@gnal.com>
)5 625E3830-0000000E el 4/28/2013 4:09:44 PM ... 04/28/2013 Dady Emai WindowsSev...
(0= 64aS669F-00000003.eml 04/23{2013 Dady Emai Peter Wikson <peterwis <P...
O 72237042-00000008. emd- 04/25/2013 Daily Emai Peter Wikson <peterwison.win3@ive.com>, <P... il
0= enl For: “Windows7 Live” <Peter¥iison. Win7@ive.com> Gmal Account <peterwison.win7@gmal.com>
O 18826754-00000003 emil . 05/02/2013 Daiy Emal “Windows7 Live" <Pete... Gmal Account
0= 247F1FEE-00000007.2md- .. Fw: 05/017201 Text “Windows7 Live" Gmal Account <petervison.win?@gmal.com>
0= 2630128-00000003.2mi Re: 05/03{2013 Daily Email; “Live Account” <PeterWison. Win7@ive.com> Gmal Account <peterwison.win?@gmal.com>
O 29615174-0000005 2mil . 04/28{2013 Daiy Emal “Windows7 Live" Pete... Gmal Account <petenisa
O0=1 20024£1C-00000003.eml Re: 0426/2013 Daiky Email “Live Account” <PeterWison. Win7@live.com> ‘Gmal Account <petenwison.win@gmal.com>
0= 4FE37D3A-00000001 enl 04/23/2013 Dady Emal Windows? Live" <Pete... Gl Account
0= 53900427-00000004.2m . Fw: 04/26{2013 Dally Emai “Windows? Live" <Peter¥ison. win7@ive.com> Gmal Account <peterwison.win?@gmal.com>
0= 69525F30-00000002.2mi . 04/25{2013 Daiéy Emai " <Pe... Gmal Account <petervisar
= 7998735E-00000006.2mf .. Re: Text “Live Account” <PeterWison. win7@ive.com> Gmal Account <peterwison.win?@gmail.com>
0= 00294823-00000005 emd- +n Confirm your Twitter account, Win7Forensics! ‘Windows 7 Forensics <peterwison.vin?@lve.com> Twitter <n-crgrefvyfba. jva?=yvr.pbe-299c4@postmaster.....
O 00234323-00000005.eml  4/21/20134:33:09PM ... 04/21{2013 Daly Emal <Peerivison .. Peterwiken |
il i &
Loaced: 70 [Frereain [ret:m0 [Higteo | hedie0 [Teta Gee: 15.4718

In the case of email sent from peterwilson.win7@gmail.com, FTK found a total of 35 emails. All of the

Explore [Overview Emai |Graphics |Bookmarks Live Search [index Search | Valatie

emails sent from this accounts were sent to accounts that | created for the purpose of data generation:

Email Irems.
- T Elchabal ] T - Display Tme Zone: Eastern andard Time (From local machine) & &X
2 Emal Aechives [ ame | Submit Time. [T [Fram [ec
=5 Emailby Date D=3 00294623-0000000S.eml  S[2/2013 11:08:27 AM .. 05/02/2013 Dy Emal <Pete... Gail Accounk: <petervls
B ) Submitted (237 /237) 0= el ... 2 " <Pete... Gmail Accourt s
£ 35 Debvered (127 127) = 1022613+-00000022.eml /12013 11:4:57 AM .. Test "Live Account” <Peterison. WinT@iive.com> Gmail Accourk: <petervilscn, win7@gmal.com>
= Zas(1271127) 0= 14co0101-0000001D el For: 04/26/2013 Daly Emal “Windows? Live" <Peter¥ison WinT@ive.com> Gmal Accounk <petervison. win7@gmal.com>
5 (3 Email addresses O= 2ss012€5-00000023.eml .. F: 05/01/2013 Daly Emal with Text and Pichure Attachmenks  “Windows7 Live” <Peter¥ilison. Win7@ive.com> Gmail Account. <petervilscn, win7@gmal.com>
T3 Senders [From] (241} 2¢1) O 2067246-00000015.eml  4{25/2013 S:52:23FM ... 04]25{2013 Dty Emal <Petsriison. Pe... Gl Acoounk. <pstervils
g m"“ﬁ:{;ﬁi - 0= 2os enl St 041 .. “Live Account” <Peter¥ison WinT@hve.com> Gmail Account: <petervilson, win7@gmal.com>
S Endl (2411241) o= eml S :49: “Windows? Live” <Petertiison. Win7@iive.com> Gmail Accourt: <patervilson.win7@gmal.com>
i {oces} (1061106 ) OS2 7a8146F3-0000001C.eml  4/26{2013 11:47:32A...  Re: 04262013 Dy Emai “Live Account” <Peter'éfison. Win7@ive.com> Gmail Account. <petervilscn. win7@gmal.com>
3 conf a3 2 o= X 04/23{2013 Daly Emal “Windows? Live" <Petervison. Win7@ive.com>, <Pete... Gmal Accourk
73 mai-norephy@aoogk.com (61 6) o= F: 04/26/2013 Dady Emal “Windows7 Live" <Peteriison. Win7@ive.com> Gmal Accounk: <pstervilson. win?@gmal.com>
7 member_services@ive.com (1/1) o= : 05/03{2013 Dy Emal; “Live Account” <Peterison, Win7@iive.com> Gmail Accourt <pstervlsca, win7@gmal.com>
= 2 o= : 04/26/2013 Dy Emai “Live Account” <Peter¥ison Win7@ive.com> Gmal Accourt <petervisen. win7@gmal.com>
73 roreply aoge.con(8/8) |0 . F: 05/03/2013 Daiy Emai; “Windows? Live" <Peter¥iison. Win7@ive.com> Gmail Account: <patervilson. win7@gmal.com>
= gecom(2/2) |00 I; “Windows? Live” <Peter¥iiison, Win7@ive.com> Gmail Accounk: <pstervilson. win7@gmal.com>
2 noification+r4yybkynima@facebodkmad.cor | =2 - 05}0212013 Daly Emal 3 <Pete... Gmal Accourt "
= 5 o= e 05/01/2013 Dy Emal with Text and Picure Attachments  "Windows? Live” <PeterWison Win7@ive.com> Gnal Account <petervisen.win7@gmal.com>
T3 petervilscn.win7@ive.com (2727 ) o= . Re: 0SJ03/2013 Daily Emai; “Live Account” <Peter'Wiison. Win7@ive.com> Gmail Accour: <psterwaiscn. win7@gmai.com>
L3 peterviison.win@gmal.com ( 16 ] 16) o= . 04/28/2013 Daly Email 3 <Pete... Gmail Account
= wwinE@hve.com (1616 ) o= Re: 04/26/2013 Dady Emai “Live Account” <Peter¥iison. Win7@iive.com> Gmal Accourk. <petervilson win@gmal.com>
—gmmmnm |o= 0412312013 Daiy Emai - <Pete... Gmall Accourk
= L ‘o= eml Feo: 04126{2013 Dady Emal “Windows? Live” <Peter¥iiison. Win7@ive.com> Gmail Accourk: <patervilson. win7@gmal.com>
S Riclerts (1o, CC AL} (1351 15), O 63525750-00000002 el . 04/25/2013 Dy Emal <Pererivison. <Pe... Gmal Accourk
SrEl i =2 795673-00000006.eml : 0S/01/201: T “Live Account” Gmal Accourk <petervison,win?@gmai.com>
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0= 138€5784-00000003.eml ... 04/23/2013 Daly Emal ' <Pete... Gmal Accourk
0= eml . 9 3 " <Pete... Gmail Accounk hsc
0= .eml = “Windows? Live” <Petertison. Win7@ive.com> Gmal Accourk <petervalson win7@gmal.com>
0= 1s8€6704-0000001C ek . 05/04/2013 Dady Emal 3 2 " <Pate... Gall Accourt <petervis
0= 2ms720£-00000010.eml Re: 04/26/2013 Daity Emai “Live Account” <Peteriison. Win7@iive.com> Gmail Account. <pstervilscn.win7@gmal.com>
0= 44£1306C-00000000.2m . 04/25/2013 Daiy Email <Peteriilson. <Pe... Gmail Accourk
0= +4£1306C-0000000Feml F: 04/26/2013 Daiy Emal “Windows7 Live” <Peterwison. Win7@ive.com> Gmail Accounk: <pstervisca.win?@gmai.com>
0= 4a£1306C-00000014.emd (. Re: OS{03{2013 Dadty Emai; “Live Account” <Peter#ison.Win7@iive.com> Gmai Accounk: <petervilscn.win7@gmal.com>
O= sw14158-00000015 emi P 05/01/2013 Daly Emal with Text and Picture Attachments  “Windows7 Live” <Petertiiscn. win7@ive.com> Gmail Accourk <pstervilscn, win7@gmal.com>
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Figure 38 Email sent from peterwilson.win7@gmail.com

In the case of email sent from peterwilson.win7@;live.com, FTK found a total of 27 emails. All of the

emails sent from this accounts were sent to accounts that | created for the purpose of data generation:
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-5 Emal by Date
= ] Submitted (237/237)
3 Debvered (127]127)

Senders [From] (241} 241)

1 Emal Domeins [8/8]

3 Display Name (241 241)

T Emal Addresses (2411 241)
73 frons}(1061106)
£ confim+ acgv 0z St osud2intbnbudobe
T3 mainorephy@goog.com (616 )
£ member_services@ive.com (1/1)
T3 rrorgrejvyfba.jva7=yvir.phe-299c4@postmas
=

- Display Tme Zone: Eastern Standard Time. {From local machine) s &
[To [Fram Tec
S[242013S1402PM .. 04242013 Emad wth Attachment “Windows? Gai® <Peteriiscn. W7 @gnai.com>, ... "L Accout”
eml : . ; “Windoss7 Gai® <Peter#ison. Wii7@gmal.com, “Windows8 Gnal’ <P... "Live Awcount” <Peteriison Win7@ive.com>
CELCP415-0000001C.enl - S/L2013 11:19:43 A1 .. Text R <Peterwison. Wi7@gnail com>, <P Live Account” Peterii
13F27355-00000010.eml  4[26/2013 11:3221 A...  04]26{2013 Day Emal “Windows7 Gai” <PererWison Wii7@gnai.com>, <P, "Lve Account’
1BFS0B2F-00000010.eml  4/21/2013 35337 PM ... 04212013 Daly Emai “Windors? Gai® <Peterilscn. Win7@gnal.com>, “Windows8 Gnal’ <P... ‘Live Account” <Peteriison Win7@ive.com>
25BATBD3-0000001 4.0l 4/25(2013 10:07:32P...  Re: 04[252013 Dady Emai “Gmal Account” <peterwison.win7@gmail com> “Live Account” <Peter¥ilson Win7@ive.com>
4A4SE6S0-0000001S.em  4[25/2013 10:08:24P...  Fow: 04/25/2013 Daiy Emal “Windows? Gal” <PeterWlson. W7 @gnai.com> “Live Account” <PeterWison Win7@ive.com>
00294823-00000036 el 4[25/2013 10:07:32P...  Re: 04/25{2083 Dady Emai “Gmai Account” <peteneison. vin7@gnal.com> “Live Account” <Peteriison W7 @ive.com>
1 12363500-00000016 el 4[26/2013 11:3221 A... 04262013 Dady Emal “Windows? Gnai® <Peteriviscn. W7 @gnai.com>, ... e Account”
16569DAE-00000010.eml  $/21/2013 5337 P ... 04{21/2013 Daly Emal “Windons? Gai® <Peter#ison W7 @gmail.com>, “Windows8 Goal’ <P... "Live Account” <Peteriison Win7@ive.com>
el “Windows7 Gmal” <Peteriison We7@gnai.com>, <P, "Live Account” Peterii
0510372013 Daly Emall; “Windows7 Gma” <PeterWison W7 @gnai.com>, " <P... Live Account”

186E6784-00000025.emil
Z30054FF-00000017.2md

(8i3)

el

2 rorepy oe.com(22)
L2 nosfication+r4yyblymima@Facebockmai. coy
I3 peterviison.win7@gmal.com (35 35)

I petervisca.wnBiBgmal.com (16 16)
T2 peterviison.wing@iive.com { 16 / 16 )
T3 piwsS7e@rt.edu (4]4)

=

el

For: 04/25/2013 Day Emal
050172013 Daily Email with Text and Picture Attachments
Re: 04/25/2013 Daily Email

& {3 Recpients [To, CC, BCC] (135135)
3 Emal (244 /244)

“Windows? Gmal” <PeterWison Wii7@gnai.com>

“Windows7 Gmai® <Peteriilson. Wn7@gnail.com>, “Windows Gmal" <P...

*Gmai Account” <peterwison.vin7@gnail.com>

“Lave Account” <Peterwilson. Win7@ive.com>
“Live Account” <Peterwiscn. Win7@ive.com>
"Live Account” <Peterwison, Win7@ive.com>

Figure 39 Email sent from peterwilson.win7@live.com

4AE1306C-00000004.eml “Windows? Gmai™ <Peteriilson. Win7@gmail.com>, " <P... “Live Account®
4AE1306C-00000010-eml 05/03/2013 Daiy Email; “Windows7 Gmai™ <PeterWWilson. Win7@gmail.com>, * <P... "Live Account”
042172013 Daily Emal “Windows7 Gmai™ <Peterwilson. Win7@gmail.com>, “WindowsS Gmal” <P... ‘Live Account” <Peter'Wilson. Win7@ive.com>
... 04]26{2013 Daly Emal “Windows7 Gmai™ <Peteriilscn. Win7@gmail.com>, " <P... "Live Account” et
4§25/2013 10:03:24P...  Fw: 04252013 Daily Emal “Windows7 Gmai™ <Peterilson. Win?@gmail.com> “Live Account” <Peterwilson. win7@ive.com>
4j25/2013 10:07:32P...  Re: 04/25{2013 Daily Emai “Gmai Account” <peterwison.win?@gmail.com> “Live Account” <Peterwilson. Win7@ive.com>
S{3j2013 4: 0540372013 Daiy Emai; <Peteribiison. Win7@gmail " <P... ‘Live Account” <Peterilson. Win7@ive.com>
4J21/2013 3:53: e 04{21/2013 Daly Email “Windows7 Gmai™ <Peteriilscn. Win7@gmail.com>, <P... "Live Account”
4/25/2013 10:03:24P...  Fw: 04/25/2013 Daiy Emal “Windows7 Gmai™ <PeterWilson. Win?@gmail.com> “Live Account” <Peterwilson. Win7@ilve.com>
4J26/2013 11:32:21 A...  04]26/2013 Daily Emal “Windows7 Gmai™ <PeteriWilson. Win7@gmail.com>, * <P... "Live Account”
S/1/2013 11:19:43 AM ... 05/01/201. Text and achr R <Peteriilson. Win?@gmail.com>, “Windowss Gmal” <P... “Live Account” <Peter'Wilson. Win7@ive.com>
4[24{20139:14:02PM ... 04]24/2013 Emad vith Attachment “Windows7 Gmai™ <Peterilscn. Win7@gmail.com>, " <P... “Live Account” et
[Fiteredi 27 [Ttz |Hahirted: 0 [chedked: 0 [Tl Lsee: se4 1B

FTK found a total of 15 emails that were forwards of previously sent emails. In all of the emails, the

receiver was either peterwilson.win7@gmial.com or peterwilson.win7@live.com:
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Email Status
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=}, Email Related Ttems {From Emal) { 584 § 0}
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[ Email ( 244 244 )

FTK found a total of 18 emails that were replies to previously sent emails. In all of the emails, the receiver

O=

18BE6784-00000004 2l 4/252013 10:08:24 P...

2512013 Daily Emal

"Windows? Grail" <Peter Wison. Win7@gmail.com>
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[Tatal 15
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Figure 40 Forwarded Emails

was either peterwilson.win7@gmial.com or peterwilson.win7 @live.com:
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Figure 41 Replied Emails

FTK did not uncover any emails with attachments, despite the fact that | sent emails with attachments a

total of four times throughout the data generation process. | am unsure as to why this is the case. When | view an

email that would have had an attachment sent with it | see information pertaining to the attachment, but am unable to

view the attachments themselves:

Ix

05/01/2013 Daily Email with Text and Picture
Attachments

Sent from PeterWilson.Win8@live.com

[-- Mime Part, Type _walking_rit Disp: attachment; name="tiger_walking_rit.jpg", Size: 760KB --]

image/jpeg; r

[-- Mime Part, Type: image/jpeq; r r_walking_rit_color.jpg", Disp: attachment; name="tiger_walking_rit_color.jpg", Size

[-- Mime Part ype: text/pla 3attachment.txt”, Disp: attachment; name="05012013attachment.txt", Size: 8(

Delivered-To: peterwilson.win7@gmail.com

Received-SPF:
ip=65.54.190.21;

Authentication-Results:

sender) smtp. erwilson.

com

P o

Return-Path:
MIME-Version:
Importance:
Content-Type:
X-OriginalArrivalTime:

peterwilson.win8@live.com

1.0

Normal

multipart/mixed; boundary="_EBB21BE7-405F-428B-8C90- 78AF7BDF2D7D_"
01 May 2013 15:43:50.0916 (UTC) FILETIME=[AD660440:01CE4682]

From: Peter Wilson <peterwilson.win8@live.com>

To: "PeterWilson. Win8@gmail.com" <PeterWilson. Win8@gmail.com>, WindowsSeven Forensics <PeterWilson. Win7@live.com>,
WindowsSeven Forensics <PeterWilson.Win7@gmail.com>

Subject: 05/01/2013 Daily Email with Text and Picture Attachments

Sent: Wed, 1 May 2013 15:41:58 +0000

25K8 --1

) bytes --

Received: by 10.182.223.6 with SMTP id qq6csp144223obc; Wed, 1 May 2013 08:46:28 -0700 (PDT)

X-Received: by 10.14.182.137 with SMTP id 09mr9569182eem.5.1367423187522; Wed, 01 May 2013 08:46:27 -0700 (PDT)
Return-Path: <peterwilson.win8@live.com>

Received: from bay0-omc1-510.bay0.hotmail.com (bay0-omc1-s10.bay0.hotmail.com. [65.54.190.21]) by mx.google.com with

ESMTP id i85i3817639eem.207.2013.05.01.08.46.06 for <multiple recipients>; Wed, 01 May 2013 08:46:27 -0700 (PDT)
pass (google.com: domain of peterwilson.win8@live.com designates 65.54.190.21 as penmitted sender) client-

mx.google.com; spf=pass (google.com: domain of peterwilson.win8@live.com designates 65.54.190.21 as permitted

Received: from BAY403-EAS16 ([65.54.190.60]) by bay0-omc1-s10.bay0.hotmail.com with Microsoft SMTPSVC(6.0.3790.4675);
Wed, 1 May 2013 08:43:50 -0700

X-EIP: [11XQoEWphUTkIAZab55g4nNOWRwvrY +0]

X-Originating-Email: [peterwilson.win8@live.com]

Message-ID: <BAY403-EAS1613C75ACFC7D4AADG46BEBIBCO@phx.gbl>

i

a3, INeRq
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Figure 42 Recovered Email with Attachments
While | was unable to view the actual attachments with the emails that they were attached to, | was able to locate

each of the files by doing a search using both EnCase and FTK.

Registry

The Windows registry often contains a lot of information regarding a user’s activity on a system. Using the
AccessData Regsistry Viewer, along with an exported versions of the Windows 7 registry hives | was able to
uncover several pieces of information that would be useful to a forensic investigator.
Windows 7 User Hive

The Windows 7 User hive (NTUSER.dat) found within the C:\Users\Windows7 directory as NTUSER.dat
contains a significant amount of information pertaining to the activities of the user created for data generation on the
Windows 7 virtual machine.

When we explore the registry key NTUSER.DAT\Software\Microsoft\Windows\Current

Version\Explore\ComDIg32\OpenSavePIDIMRU we are able to see a listing of files that have recently been opened

or saved:
Mame: Type Data
e REG_BIMARY 07 00 00 00 06 00 00 00 05 00 00 00 04 00 00 . 00002 00000001 0000 00 00 00 00 00 FF FF FF FF

ne 7 REG_BIMARY 1400 1F 42 2545 1E03 94 76 C3 4D B1 31 E9 46 B4 4C 5D D5 74 00 0000 14 00 EEBE FE 230000 10 00 70 B1 0D 76 02 9C 93 44 97 33 46 CCE902 ..,
g 6 REG_BIMARY 1400 1F 44 47 140359 72 3F A7 44 59 CS 55 9SFEGB S0 EE 200000 00 14 D0EEBEFE 230000 100090 E2 4D 37 3F 1265459164 39 C4 92 5E 4.,
Re S REG_BIMARY 1400 1F 44 47 140359 72 3F A7 44 59 CS 55 9SFEGB S0 EE 200000 00 14 D0EEBEFE 230000 100090 E2 4D 37 3F 1265459164 39 C4 92 5E 4.,
g 4 REG_BIMARY 1400 1F 44 47 140359 72 3F A7 44 59 CS 55 9SFEGB S0 EE 200000 00 14 D0EEBEFE 230000 100090 E2 4D 37 3F 1265459164 39 C4 92 5E 4.,
(] REG_BIMARY 1400 1F 44 47 140359 72 3F A7 44 59 CS 55 9SFEGB S0 EE 200000 00 14 D0EEBEFE 230000 100090 E2 4D 37 3F 1265459164 39 C4 92 5E 4.,
he 2 REG_BIMARY 1400 1F 4447 1A 0359 72 3F A7 4489 C5 5595 FEGE 30 EE 2000 00 00 14 ODEE BB FE 230000 100090 E2 4D 37 3F 126545 01 64 39 T4 925E 4.,
g 1 REG_BIMARY 1400 1F 42 2545 1E03 94 76 C3 4D B1 31 E9 46 B4 4C 5D D5 74 00 0000 14 00 EEBE FE 230000 10 00 70 B1 0D 76 02 9C 93 44 97 33 46 CCE902 ..,
Rg 0 REG_BIMARY 1400 1F 44 47 140359 72 3F A7 44 59 CS 55 9SFEGB S0 EE 200000 00 14 D0EEBEFE 230000 100090 E2 4D 37 3F 1265459164 39 C4 92 5E 4.,

Figure 43 OpenSavePIDIMRU Registry Key
While the data portion of the recently modified files appears in hexadecimal, the Registry Viewer has the ability to
convert that into ASCII text. For example, when | select REG_BINARY 0, | can see both the hexadecimal data and
ASCII data side by side:

0014 00 LF 44 47 1A 03 59-72 3F A7 44 89 C5 55 95| .- -DG . -Ye280 -AU-
10 |FE 6B 30 EE 20 00 0O 00-1& 0D EE BEE FE 23 00 00 pkOi inp#
20 |10 00 90 E2 4D 37 3F L2-65 45 91 64 39 C4 92 SE| .- -4M77>-eF .49k -+
a0 |46 TB 00 00 5C 00 32 00-00 OO0 0O OO OO0 00 OO 0O F{--%\ -2

40 80 00 52 45 41 44 4D 45-2E 74 78 74 00 00 42 00 - -README.txt--B-.

50|06 00 D4 OO0 EF BE OO 0O0-00 DO 0O OO OO 00 ZA 0O --vcvrn- %,
60 00 00 00 00 OO 00 OO0 OO0=000 OO OO0 OO OO0 OO OO0 00
70|00 00 DD OO OO OO QD DOD-52 OO 45 00 41 000 44 00 --------R-E-A-D-

B0 |4D 00 45 00 ZE 00 74 00-78 0D 74 OO 00 00 1A QO M-E-. L-XC
QD |00 00 .-

Figure 44 HEX and ASCII Data REG_BINARY 0 OpenSavePIDIMRU
This is the case for every item within the OpenSavePIDIMRU. Using this ability I can see the most recently opened
or saved files. From this we can see that the following names correspond to the following applications:
Table 11 OpenSavePIDIMRU Applications

Name Application in Text
7 05012013attachment.txt.txt
6 Rit_alum_assoc.jpg

Wilson 65




When we explore the registry key NTUSER.DAT\Software\Microsoft\Windows\Current

Tiger_walking_rit_color.jpg

Tiger_walking.jpg

Rit_white_no_bar.jpg

Rit_black no_bar.jpg

04262013daily.txt

Ol | N Wl B~ O

README.txt

Version\Explorer\ComDIg32\LastVisitedMRU we are able to see a listing of applications that were recently used to

open or save the files listed in the OpenSavePIDIMRU registry key:

Mame Type
: REG_BINARY
] REG_BINARY

L

ik BEG_BINARY
i REG_BINARY
o REG_FINARY

Diaba

1003 00 00 00 02 00 0000 01 00 00 00 00 00 00 00 FF FF FF FF
TFO0eCODED00EL 00E0 00 ECODZEODGS 00 7800 EE 000000 14 00 LF42 2548 IE03 M TECI4DEL 31 ES 46 B4 4C 8D DS 74 00 00 00 1A 00 ...
650065007300 70006C006F 00 Y2 00ES00ZE006500 730065000000 1400 1F 4447 IA0350 72 3F AT 44 89 C5 S5 95 FE 6B SOEE 2000 0.,
EEDN0GFO0 4006500700061 006400 ZE00650075 0065000000 1400 IF42 25495 LIEO3 94 7B C3 4061 S1E946644C8D0O574000000 1.,
66006300 7200650066 006F 00 7000 ZEODES 007006500 0000 1400 IF 4447 1AD3 5972 3FAT 4409 C5 559G FEGE S0EE 20000000 1.,

Figure 45 LastVisitedPidMRU Registry Key

As was the case with the previous registry key, the data portion appears in hexadecimal but Registry Viewer can
convert that into ASCII text:

oo
1a
2l
a0
40

Figure 46 HEX and ASCII Data REG_BINARY 0 LastVisitedMRU
From this we can see that the following names correspond to the following applications:
Table 12 LastVisitedPidMRU Applications

When we explore the registry key NTUSER.DAT\Software\Microsoft\Windows\Current

Version\Explorer\RecentDocs we are able to see a listing of files and folders that were recently opened:

66
65
72
1
65

o0 62 00 72 00 &5 00-66 OO0 6F OO 78 00 2E 0D |£-i-c-e-L-0X-.
00 78 00 &5 00 OO0 00-14 00 1F 44 47 1A 03 59 e -w-& .-
3F A7 44 8% C5 55 95-FE 68 30 EE 20 00 00 00 |c#50 -AU-bkOL

00 EE BB FE 23 00 00-10 0O 90 EZ 4D 37 3F 12

45 81 64 3% C4 32 5E-46 76 00 00 00 00 €E-d9i-*F{ - - -

Name

Application in Text

WIlmail.exe

lexplore.exe

Notepad.exe

Ol | N W

Firefox.exe
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: Y 05 00 00 00 00 /00 00 00 01 00 00 00 03 0000 00 11 0000 00 1000 0000 02 00 00 00 OF 00 00 00 04 00 00 00 CE 00 0000 00 00 00 00 0C 00 00 00 CE...
s REG_BIMARY 3000350030003400300031 003300640061 00&69006C 00 79 00 2E 00 74 00 78 00 74 00 2£ 00 74 00 78 00 74100 00 00 74 00 32 00 00 00 00...
fﬁ{l:l REG_BINARY 3000 3500 30 00 33 00 32 00 30 00 31 0033 00 &4 0065 00 &C 00 65 00 74 00 65 00 64 00 Z£ 00 74 00 75 00 74 00 2E100 7400 73 00 74 00 00 00 82..,
fﬁl REG_BINARY 3000 3500 30 00 33 00 32 00 30 00 31 00 33 0061 00 74 00 74006) 00 63 00 68 00 6D 00 65 00 &€ 00 74 00 ZE 00 7400 78 00 74 00 2E 00 74 00 75..,
B3 REG_AINARY 3000 35 00 30 00 33 00 32 00 30 00 31 00 33 00 &4 00 61 0065 00 6C D0 79 00 2E 00 74 00 76 00 74 00 ZE 00 74 00 78 00 74 00 00 00 7C 00 32 00 00...
7 REG_AITMARY 3000 35 00 30 00 32 00 32 00 30 00 31 0033 00 &4 00 61 00 63 00 6C 00 79 00 2E 00 74 00 76 00 74 00 ZE 00 74 00 78 00 74 00 00 00 7C 00 32 00 00...
_f:'{l.& REG_HIMARY 3000 3500 30 00 31 00 32 00 30 00 31 00 33 00 &4 00 65 00 6C 00 65 00 74 00 65 00 64 00 2E 00 74 00 7& 00 74 00 2E 00 74 00 78 0 74 00 00 00 &2...
_;':‘-3:2 REG_BIMARY 3000 3500 30 00 31 00 32 00 30 00 31 0033 00 61 00 74 00 74 00 61 00 63 00 68 00 60 00 65 00 &€ 00 74 00 2E 00 74 00 78 00 74 0 2E 00 74 00 76...
s REG_BIMARY 300035 00 30 00 31 00 32 00 30 00 31 0033 00 &4 0061 0063 00 6C 00 79 00 2E 00 74 00 76 00 74 00 2E 00 74 00 78 00 74 00 00 00 7C 00 32 00 00...
_-‘:'-gflt REG_BINARY 44 00 &F 00 77 00 6E 00 6C 00 6F 00 61 00 &4 00 73 00 00100 64 00 32 00 00 00 00 00 00 00 00 00 00 00 44 6F 77 6E 6C 6F 61 64 73 2EGCGEEB 00 4...
_-‘:'-gfld- REG_BINARY 7200 63 00 74 00 5F 00 61 00 6C 00 75 00 &0 /00 5F 00 61 00 73 00 73 00 6F 00 63 00 2E 00 &4 00 7000 67 00 00 00 74 00 32 00 00 00 00 00 0 00 0...
_::'-gflg REG_BINARY 74 00 63 00 67 00 65 00 72 00 5F 00 77 00 61 00 &C 00 68 00 69 00 6 00 67 00 5F 00 72 00 69 00 74 00 5F 00 &3 00 6F 00 6C 00 6F 00 72 00 2E 00 &...
i REG_AINARY 74 00 63 00 67 00 65 00 72 00 5F 00 77 00 61 00 &C 00 68 00 63 00 6E 00 67 00 5F 00 72 00 69 00 74 00 ZE 00 &4 00 70 00 67 00 00 00 FC 00 32 00 0...
fg'ill REG_BINARY F200 6% 00 74 00 5F 00 77 00 68 00 69 00 74 00 65 00 5F 00 &€ 00 6F 00 5F 00 62 00 61 00 72 00 ZE 00 &4 00 70000 67 00 0000 74 00 32 00 00 00 00,.,
10 REG_BINARY 720062 00 74 00 S5F 00 62 00 6C 00 61 00 &3 00 68 00 5F 00 6E 00 6F 00 5F 00 62 00 61 00 72 00 2E 00 &4 00 7000 67 00 00 00 74 00 32 00 00 00 0.,
o REG_AINARY 3000 34 00 32 00 38 00 32 00 30 00 31 00 33 00 &4 00 65 00 &C 00 65 00 74 00 65 00 64 00 2E 00 74 00 7& 00 74 00 2E 00 74 00 76 00 74 00 00 00 82..,
e REG_AIMARY 3000 34 00 32 00 38 00 32 00 30 00 31 00 33 00 &4 0061 D0 6% 00 6C 00 73 00 2E 00 74 00 78 00 74 00 2E 00 74 00 78 00 74 00 00 00 7C 00 32 00 00...
i REG_BINARY 44 00 6F 00 63 00 75 00 60 00 65 00 6E 00 74 00 73 00 00100 64 00 32 00 00 00 00 00 00 00 00 00 00 00 44 6F 63 75 60 65 6E 74 73 2E 6C 6E 6600 4...

Figure 47 RecentDocs Registry Key
As was the case with the previous registry key, the data portion appears in hexadecimal but Registry Viewer can
convert that into ASCII text:

00|30 OO 35 00 30 00 33 00-32 OO 30 OO 31 OO 33 00|O-5.0:3-2.0.1-3
10|64 DO 65 00 &C 0D &5 0D0-74 0D 65 DD 64 00 Z2E 00 d-e-l-e-t-&-d-. -
20|74 00 78 00 74 00 ZE 0O0-T74 00 78 00 74 00 00 00 £-x-t-.-t-x-t
30|82 00 32 00 00 00 OO QOO-00 OO 00 OO0 00 00 30 35| - -2--ccanvn. ns
40 |30 33 32 30 31 33 64 65-6C 65 74 65 64 ZE 74 T8 |032013deleced. tx
50|74 ZE &C 6E 6B 00 SC 00-08 00 04 00 EF EE 00 00 c.lnk % --. . O%..
60|00 DO DD 00 0D 00 ZA OO0-00 QD OO QO OO0 QO QO QO ------ JooooaTToT
70|00 00 00O 00 OO 00 O3 OO=00 0O 00 OO0 OO0 OO 00 00| -

60|30 OO 35 00 30 00 33 00-32 00 30 00 31 OO 33 00|0-3-0
90 |64 00 65 00 &C 00 &5 0O0-74 00 &5 00 64 00 2E 00 d-e-1-
al |74 00 78 00 74 00 ZE 00-eC 00 6E DO 6B OO0 00 00 ©-x-T
bD |26 00 OO0 00 &

Figure 48 HEX and ASCII Data REG_BINARY 0 RecentDocs Registry Key

From this we can see that the following names correspond to the following applications:

Table 13 RecentDocs Applications

Name Application in Text
15 05012013attachment.txt.Ink
14 Rit_alum_assoc.Ink
13 Tiger_walking_rit_color.Ink
12 Tiger_walking.Ink
11 Rit_white_no_bar.Ink
10 Rit_black_no_bar.Ink
9 04282013deleted.txt.Ink
8 04282013daily.txt.Ink
7 Documents.Ink
5 05032013daily.txt.Ink
4 Downbloads.Ink
3 05032013daily.txt.Ink
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2 05012013attachment.txt.Ink
1 05032013attachment.txt.Ink
0 05032013deleted.txt.Ink

System Hive

The Windows 7 System hive (SYSTEM.dat) found within the C:\Windows\System32\ Config directory as
SYSTEM.dat contains a significant amount of information pertaining to the activities of the user created for data
generation on the Windows 7 virtual machine.

When we explore the registry key SYSTEM.dat\ControlSet002\Control\TimeZonelnfo rmation we are able
to see information pertaining to the time zone of the Windows 7 virtual machine. This information is especially

useful to forensic investigators as all timestamps within files on this computer are based off of this information:

Mame Tvpe Data

it REG_CWORD  CheD00O012C {3007

M DavdightBias REG_DWORD  DxFFFFFFCH (4294967236)

_ﬂ_,ﬂl'_‘la'?dlghthlame REG_S5Z @tzres.dll,-111

B4 DavdighkShart REG_BIMARY 0000 03 00 02 00 02 00 00 00 00 00 00 00 00 00
ivg standardias REG_CWORD  Dx00000000 (0)

@] st andardiame REG 52 @tzres.dll,-112

R seandardstart REG_BINARY 10000 06 00 01 00 02 00 00 00 00 00 00 00 00 00
A TimeZonsk eyiiame REG_5Z Eastern Standard Time

Y DynamicDaylight TimeDisabled REG_DWORD 000000000 {0)

o ActiveTimeBias REG_DWORD  Ox000000F0 (240)

Figure 49 TimeZonelnformation Registry Key

Software

The Windows 7 Software hive (SOFTWARE.dat) found within the C:\Windows\System 32\Config
directory as SOFTWARE.dat contains a significant amount of information pertaining to the activities of the user
created for data generation on the Windows 7 virtual machine.

When we explore the registry key SOFTWARE.dat\ Microsoft\Windows
NT\CurrentVersion\NetworkList\Signatures\Unmanaged we are able to see information pertaining to the network
history of the Windows 7 virtual machine:

N ame: Type Data

[ab] profileuid REG_ST {7A31582A-B8%6-4519- B E-453FERB25EFD}
b Dgscription REG_SZ Metwork, 2

¥ Source REG_DWORD  Oha0000000S (&)

Ab) Dirs S Fi REZ_ST lncaldomain

A FirstMebwork REG_SZ Metwark 2

BE DefaukGatewsayMac REG_BINARY 00 5055 F2 6C 558

Figure 50 Unmanaged Network 2 Registry Key
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Figure 51 Unmanaged Network Registry Key

I ame: Type

3B profieGuid REG_SZ

ab] Deseription REG_ST

BY Source REG_DWORD
3] DinsSuffi REG_SZ

A FirstMebwork REG_SZ
i{Daf‘a.ltGal‘ewayMac REG_EINARY

Daka
{2456B97F-7 61 -4485-Ana_-DCACBAFBES20}
Metwark:
00000005 ()
localdomain
Metwiork

00 50 56 E& ED E2

From this we can identify networks that the virtual machine has been connected to. We can also identify important

details such as domain name, SSID, and gateway MAC address.

In addition to the Unmanaged registry key, there are additional registry keys that also contain information

about network history. In the case of the Windows 7 virtual machine, these keys had no information:
SOFTWARE.dat\Microsoft\Windows NT\CurrentVersion\NetworkList \Signatures\Managed,
SOFTWARE.dat\Microsoft\Windows NT\CurrentVersion\NetworkList\Nla \Cache.

SAM

The Windows 7 Security Accounts Manager (SAM) hive (SAM.dat) found within the

C:\Windows\System32\Config directory as SAM.dat contains a significant amount of information pertaining to the

activities of the user created for data generation on the Windows 7 virtual machine.

When we explore the registry key SAM.dat\Domains\Accounts\Users we are able to see a listing of the

users that exist on the Windows 7 virtual machine including the administrator, guest, and Windows7 accounts. From

this key we can see quite a bit of useful information relating to this user. Information like last logon time, last

password change time, invalid logon count, last failed logon time, and many others:

Conclusion

B Key Properties
Lask ‘Written Time
S1D unique idenbfiss
User Mame
Logon Count
Last Logon Time

Lask Password Change Time

Expiration Time
Irvvald Logon Count
Last Faled Lagin Time
Account Disabled
Password Required
Counbry Code

Hours fllowed

Has LAN Manager Password

Has NTLMvZ Password

5/3/2013 14:09:12 UTC
1000

Windows7?

15

5132013 14:09:12 UTC
FI7/2013 19:18:41 UTC
[enver

n]

MeEsver

False

False

1 {Urited States)
Arrytime

False

Lrie

Figure 52 Users Registry Key

This document explores forensic artifacts including creation/deletion, web browsing, social media, email and the

Windows registry. Using both FTK and EnCase, | was able to uncover a majority of the user data that was
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generated. This serves as a detailed report of the forensic findings made while examining the Windows 7 virtual
machine to be included within the appendix of my thesis and later used in a forensic comparison of Windows 7 and
Windows 8.
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Appendix C: Windows 8 Forensic Report

Windows 8 Forensic Report
07/20/2013

Introduction

This document serves as a detailed report of the forensic findings made while examining the Windows 8
virtual machine. Using both FTK and EnCase, | was able to uncover a majority of the user data that was generated.
This report specifically looks at a number of different forensic artifacts including file creation/deletion, web

browsing, social media, email and registry.

File Creation/Deletion

The first artifacts that | set out to discover were any artifacts pertaining to user file creation or deletion. In
Windows 8, like Windows 7, the majority of user files are stored within the C:\Users\ directory, which contains
several subfolders for each created user. Given that the user | created is Windows8, | primarily looked in the
Windows8 subfolder. This directory includes folders for Contacts, Desktop, Downloads, Favorites, Links,
Documents, Music, Pictures, Videos, and several other folders.

While exploring the folders within the Windows7 user directory | was able to uncover several relevant
artifacts. First, 1 was able to easily find many of the daily and attachment files that | created using FTK, though it is

interesting to note that in some cases the files have a double extension, as was the case with Windows 7:

& Mame | E| Created | Accessed | IModified | Path | P-Size | L-Size
4130 37/2013 11:54:25 PM (... SM{2013 3:46:02 PM (.., 5/4/2013 3:46:02 PM (2...  Windows &-flat, vmdk/Partition 1/NOMAME [NTFS]/[root]{Users/Windows8{Documentsi$130 40966 40966

0423201 30aily. bk bxk 4(23/2013 10:45:38 PML.. 4/23(2013 10:45:39 PM,.,
0424201 3attachment.txt  bxt  4{24/2013 93036 PM (.. 4/24i2013 3039 FM .,

23/2013 10:46:03 PM..,  Windows 8-Flat, vmdk/Partition 1/NOMAME [NTFS){[root){Users/WindowsBiDocumentsf0423201 30y, bzt 448 446
24/20139:30:39 PM (... Windows 8-Flat. vmdk/Partition 1/NOMAME [NTFS)/[root)Users/\WindowsSiDocumentsf0424201 3attachment txt 576 STE

0425201 3Daily.txt bk 4f25[2013 10:140:47 P, 4/25/2013 10:14:47 PM... Si2013 100 14:48 PM...  Windows &-Flat,vmdlyPartition 1iNOMAME [NTFS]/[root J{Users/Windows8iDocuments/0425201 3Daily . txt 438 43E
0426201 3Daily.txk bxt 26/2013 11:50:48 AM...  4/26/2013 11:50:48 A, 612013 11:51:18 AM...  WWindows 8-flat,vmdk/Partition 1/NOMAME [NTFS]{[root]fUsers/Windows8{Documentsi04262013Daily. txt 468 466
0426201 30ally.txt Ext  4/28/2013 4:08:07 PM (... 4/26/2013 $:08:07 PM .., 812013 4:08:07 PM (1., Windows 8-flat.vmdk/Partition 1/NOMAME [NTFS)/[root){Users/\WindowsB{Documentsf0425201 30y bzt 458 456
0501201 3attachment.txt  Ext  5§1/2013 11:41:11 AW ... S/1/20153 11:41:11 AM ... 12013 11:41:11 AM (... Windows 8-Flat.vmdk/Partition 1/NOMAME [NTFS)/[root]{Users/\Windows8iDocumentsf0501 201 3attachment.txt 506 806

0501201 3Daily. bk bxt

4
4
4
4
S
5/1/2013 11:40:03 AW ... 5[1j2013 11:40:03 AM ...
0502201 3Daily. bk bxt Ext 5
5
S
5)
3
3y
3
3)

i

i 4

i 42!

i 421

i 4421

i 51

i 51

12[2013 11:26:38 AM ... 5[2/2013 11:26:38 AM ... 5/2(2013 11:27:00 AM (... Windows 8-flat vndk/Partition 1/NOMAME [NTFS]{[root]{Users/WindowsB{Documents{0S0220130ally bt bxt 468 466
0503201 3attachment bzt kxt 5 5/3/2013 $:59:41 PM (2.,  Windows 8-flat,vmdk/Partition 1/NOMAME [NTFS)/[root){Users/WindowsBiDocumentsf0503201 3attachment bt 80 B 80B
05032013daly,bxt.txt Ext S 503
i 54
i 41
i 37
i 37
i 37)

0504201 3daily, kxt. bzt bxt

32013 4153141 PM (2., 5[3(2013 $:59:41 PM (..,
32013 4:58:52 PM (2., 5[3]2013 $:58:52 FM (..,

i

J

i

i 2013 4:58:52 P (2., Windowes 8-Flat vmdk/Partition LINOMAME [NTFS]/root]fUsers/\Windows6{Documentsf0503201 3daly, kxt.txt 458 45B

4/2013 3:46:02 PM (2., 542013 346:02 PM (..,

;

i

i

i

f L ]
i [ ]
i [ ]
i L ]
f [ ]
i [ ]
i [ ]
J2015 11,:40:03 AM (... Windows 8-flat vmdk/Partition 1NOMAME [NTFS]Troot]
f [ ]
i [ ]
i [ ]
{2013 3:46:07 PM (2., tWindows 8-flat vmek/Partition 1/NOMAME [NTES][root iUsers/Windows8{Documentsf05042013daily bt bt~ 458 458
f [ ]
i [ ]
i [ ]
i [ ]

i i i
i i i
i i i
i i d
i i i
i i i
i i i
UsersWindowsB{Documentsf0501 201 3Daily. txt 48 45E
i i i
i i i
i i i
i i i
i i d
i i i
i i d
i i i

desktop.ini i 372013 11:56:39 PM (... {72013 115639 PM L., 4{2013 41 11:10 AM (... Windows B-flat vmdk/Partition 1{NOMAME [NTFS)/[root]{Users/Windows8{Documentsdssktop.ini 4028 4028
My Music 7/2013 11:54:26 PM (1., 3/7/2013 11,5426 PM ., 12013 11:54:26 PM (1., Windows 8-Flat,vmdk/Partition 1/NOMAME [NTFS)/[root){Users/WindowsBiDocumentsfMy Music 1206 1208
My Pickures 7[2013 11:54:26 PM (... 3[7/2013 11:54:26 PM ... 12013 115426 PM ... Windows &-Flat, vmdky/Partition 1/NOMAME [NTFS]/[root J{Users/Windows8iDocuments/My Pictures 1328 13ZB
My Videos 7{2013 11:54:26 PM (... 3/7(2013 115026 PM .., 12013 11:54:26 PM (... Windows 8-Flat vmdi/Partition 1/NOMAME [NTFS)[root]{Users/Windows8iDocumentsiMy Videos 1248 1248

Figure 53 Windows 8 Created Documents
When | viewed the contents of the files, they simply contained whatever text | had placed into them when |

first created them during the data generation process:

Hex | Text | Filtered | Matural

00|54 65 69 73 20 66 69 6C-65 Z0 77 61 73 20 63 72 |This file was cr
10|65 61 74 65 64 20 74 6F-Z0 62 65 Z0 61 6E 20 61 |eated to be an a
20|74 74 61 63 68 6D 65 6E-74 73 20 66 6F 72 20 61 |ttachments for a
30|6E 20 65 6D 61 69 6C Z0-6F 6E 20 30 35 2F 30 31 |n email on 05/01
A0 |2F 32 30 31 33 20 61 74-20 31 31 34 34 31 41 4D | /2013 at 11:41AM

Figure 54 Windows 8 Created File

Hex | Text | Fitered | Matural

0054 85 69 73 EZ0 66 69 6C-65 Z0 77 61 73 20 63 7Z |Thiz file was cr
1065 61 74 65 64 Z0 6F 6E-Z0 30 35 2ZF 30 33 &F 3Z |eated on 0570372
20030 31 33 20 61 74 Z0 34-3A 35 38 50 4D 013 at 4: 58P0

Figure 55 Windows 8 Created File
Using EnCase and its evidence processor, | managed to recover a few of the files that | had deleted using
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EnCase. As was the case with Windows 7, the process was very arduous as | had to manually search through all of
the recovered files and folders. It took me longer to find deleted files than it did for Windows 7 because of the
manual nature of the task. Still, I was able to find the file that | deleted on 04/28/2013 along with a reference to the
original file location:

Mame Logical Last File Last Signature File Ttem

Size Accessed Created Whitten Analysis Type Fath
e SRFGEREY bt 83 04/28/13 04:3L03PM  04/28/13 04:05:13PM  04/28/13 04:08:13PM Match  Text Windows §-flatiCiRecovered Folders\ i Recycle.Bin\s-1-5-21-1414118115-6158285350- 105115063
i SIFGBREV.tt 545 04/28/13 04:5L51PM  04/28/13 14:24:51PM  04/28/13 14:24:51PM  Alias Enhanced Metafile Graphic Windows 7-flat\C\Recovered Folders\\Recycle.Bims-1-5-21-1414118115-6188285350- 106 115063

Figure 56 Windows 8 Recovered Deleted Files
The first file, SRFGBREV.txt had the following contents:

| Fields _|Report [*]Ted (%8| Hex | i Decode | +|Doc | Transcript [ Picture 1 Lock
10ptions *j Codepage = A, TextStyle v 3 Find =y | )| | Compressed View 4 Previous ke ] Nestlem

o0 5 63 73 20 66 63 6C 65 Z0 77 6L 7F Z0 63 72 65 61 74 65 64 20 6F 6F 20 30 34 ZF 32 38 ZF 32 30 31 33 20 61 74 20 34 3A 3L 30 [his file was created on 04/28/2013 &t 4110
4350 4D OD Ok 54 68 69 73 20 66 6% 6C 65 20 77 61 73 20 64 S5 6C 65 74 65 64 20 6F 6B 20 230 34 2F 32 28 2F 232 30 31 33 20 61 74 PH This fils was delated on 04/28/2013 at

el o JH

Figure 57 Recovered File SRFGBREV .txt
The second file, $IFGBREV..txt has the following contents:

| Fields |Report [*]Text [ Hex |jii Decode | s]Doc - |Tramscript [E Picture I Lock
1Options *3 Codepage v A, TextStyle v Find 23 % =) | [l Compressed View 4 Previous em ] Nest Ttern -
e0aT 00 00 00 00 OO 00 00 55 00 00 00 00 00 00 00 00 88 91 A4 4B 44 CE Ol 43 00 3i 00 5C 00 55 00 73 00 65 00 72 00 73 00 sc o0 57 [§ o SUHEDEC ) Us erosy W a
84300 €2 00 6E 00 €4 00 €F 00 77 00 73 00 37 00 20 00 3@ 00 &F 00 €3 00 75 00 6D 00 €5 00 € 00 74 00 73 00 5C 00 30 00 34 00 32 00 -in-d-ow-s8- YD oCcument s\ 042
B8E33 00 32 00 30 OO 31 00 32 00 €4 00 €6 00 &C OO0 &5 00 74 00 65 00 €4 00 ZE 00 74 00 78 00 74 00 2E 00 74 00 72 00 74 00 00 00 00 2013 delatad.txt . cxt
12900 00 00 OO0 00 OO 00 0O 0O 00 0O 00 00 00 00 0D 00 OO0 00 ©0 00 00 00 00 00 00 OO 00 00 OO0 00 00 00 OO 00 00 0O 00 00 0O 00 00 0O [EEEEN . . o .
17200 00 00 0O 00 OO 00 OO DO OO 0O DO 00 00 0O 00 00 OO0 00 ©O 00 0O 00 00 OO 00 OO 00 00 OO 00 OO 00 OO 00 0D 0O 00 00 DO 00 00 02
21500 00 00 OO0 00 OO DO DO DO DO 00 OO 00 00 00 00 00 G0 00 O 00 00 00 00 00 00 00 00 00 00 00 00 00 0O 00 00 OO DO 00 00 00 00 00
25800 00 00 00 00 00 00 00 0O 00 00 00 00 00 00 00 00 00 00 00 00 0O 00 00 00 00 00 00 00 OO 00 00 00 00 00 00 00 00 00 00 00 00 0O
W|L00 00 00 00 00 0O 00 OO OO OO 00 00 00 00 00 0D 00 0D 00 @O 00 00 00 00 00 00 00 00 00 OO 00 0O 00 OO OO 0D OO 0O 00 OO 00 0O OO
3#400 00 00 00 00 OO DO DO DO DO 00 OO 00 00 00 00 00 G0 00 OO 00 0O 00 00 00 00 00 00 00 00 00 00 00 OO 0O 0O DO DO 00 DO 00 00 00
38700 00 00 0D 00 OO 00 OO DO OO 0O DO 00 00 0O 00 00 00 00 ©O 00 0O 00 00 00 00 00 00 00 0D 00 OO 00 OO 00 0D 0O 00 00 DO 00 00 0O
43800 00 00 0D 00 O 00 00 00 00 00 00 OO0 00 00 OO 00 00 00 00 00 00 00 00 OO 00 00 00 00 0D 00 OO 00 00 00 00 OO 00 OO OO OO0 0O OO
47300 00 00 00 00 00 00 00 0O 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 -« rx- - iior oooe o rreees
§1600 00 00 00 00 OO 00 00 0O 00 00 DO 00 00 00 00 00 00 00 00 00 0O 00 0O OO0 0O 00 00 =l

Figure 58 Recovered File $IFGBREV.txt
As was the case with Windows 7, | attempted to run several other searches on both Lost Files and
Recovered Folders and ended up with 218 results when I searched for the keyword “deleted”. When I sifted through
the entire search results | was only able to find that the previously uncovered SRFGBREV.txt were files that | had
deleted.

Web Browsing (Internet Explorer, Firefox, Chrome)

The second set of artifacts that | set out to uncover were web browsing artifacts. In the case of the Windows
8 virtual machine, Internet Explorer, the Internet Explorer App, Firefox and Chrome were the web browsers that |
used to generate data. So, for each of the browsers | examined Internet history, downloads, favorites, and other
temporary Internet files. Using EnCase and its records processor | was able to quickly uncover web browsing
artifacts for all three browsers.
Internet Explorer and Internet Explorer App

Uncovering information regarding web browsing with Internet Explorer and with the Internet Explorer
Appwas relatively simple. Using the EnCase records processor | was able to easily view the history, and favorites. In
the case of browsing history, EnCase examined the TypedURLS registry key within the Windows registry. This
entry can be found within HKEY_CURRENT _User\Software\Microsoft\Internet Explorer\TypedURLSs and thereby
making it specific to the currently logged on user, in our case Windows 8. From the TypedURLSs key, | was able to

see a total of the twenty eight most recently viewed web pages, though it appears that they repeat after only fourteen:
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Erowser Title _ _las_t Url Prafile Intemet
Type Modification Time Mame Mame Artifact Type
Il 1 |Internet Explorer (Wfindows] wrll  05/02/13 1L:30:07AM hitpiihinann. rit.e dufnews,/story,php 7id= 4998 4 &5 0urce = enewsletter Windowess HistonATyped LRL
[l 2 |Internet Explorer (Windows) w2 05/02/13 11:30:07AM hitpedfwennne it e dufnews story.php fid= 4998185 ource = enews letter Winidows 8 HistonATyped LRL
) 3 |Intemet Explarer (Windows) url3  05/02/13 1L:30:074M hitpifmirrars.riteduf Windowesd HistanATyped URL
[ 4 |Internet Explorer (Windows) urld  05/02/13 11:30:074M hitpifhinann. tit, e dufnews,/story.php 7id= 49976 &5 0urce = enewsletter Windowesd HistonATyped URL
[ 5 |Internet Explorer (Windows) b5 05/02/13 11:30:074M hitpifhinann. tit,e dufnews,/story.php 7Tid= 49956 &5 0urce = enewsletter Windowesd HistonATyped URL
[ & |Internet Explorer (Windows) urlé  05/02/13 11:30:074M httpiffgoogle.cam/ Windowesd HistonATyped URL
-J T |Internet Explorer (indows) url? 0502713 1L:30:0TAM httpedfmireors.rit edufcentos/s, 4505386/ Cent05-6,5-1386-netinstalliso  Windowsd HistonATyped URL
[ & |Internet Explorer (Windows) urld  05/02/13 11:30:074M httpifflive, com/ Windowesd HistonATyped URL
[ 9 |Internet Explorer (Windows) 9 05/02/13 11:30:074M httpiffgmail.camy Windowesd HistonATyped URL
[C] 10 | Internet Explorer (Windows) w1l 05/02/13 11:30:074M hitpiffhaitter.comy Windowesd HistonATyped URL
] 11 | Internet Explorer findowes]  urlll 05/02/13 1L:30:07AM http:fffacebook.comd Windowsd HistonATyped URL
] 12 |Internet Explorer (indowes]  urll2  05/02/13 1L30:07AM httpeffanan rit.edufnews/nandedaily.php Windowsd HistonATyped URL
[C] 13 |Internet Explorer (Windows)  urlld  05/02/13 1130:074M hitpififenawikipedia.orgfwiki/Main_Page Windowesd HistonATyped URL
-J 14 |Internet Explorer (indows]  urlld 0502713 1L:30:07TAM httpedfgo.microsoft,.com/fwlink/psTLinkId= 255141 Wirndowsd HistonATyped URL
] 15 | Internet Explorer findows] urll  05/02/13 1L:30:07AM httpedfananie rit. e dufnews/story. php Tid= 4998 485 ource = enewsletter HistonATyped URL
[ 16 | Internet Explorer (indowes] url2  05/02/13 1L:30:07AM httpedfunane rit. e dufnews/story. php Tid= 4998185 ource = enewsletter HistonATyped URL
] 17 |Internet Explorer findowes] url3d 0502713 1L:30:07AM httpedfmirrors.riteduf HistonATyped URL
[ 18 |Internet Explorer [findows]  urld 05702713 1L300TAM httpeffinin, tit. e dunews/story. php Tid= 49376 &5 ource= enewsletter HistonATyped URL
] 19 | Internet Explorer findowes] url  05/02/13 1L:30:07AM httpedfinanie rit. e dufnews/story. php Tid= 49956 s ource = enewsletter HistonATyped URL
[C] 20 | Internet Explorer (Windows)  urlé  05/02/13 11:30:074M httpiffgoogle.cam/ HistonATyped URL
-J 21 |Internet Explorer findows] url? 0502713 1L:30:07TAM httpedfmirrors.rit edufcentos 6 4505386/ Cent0s-6,5-1386-netinstalliso HistonATyped URL
[C] 22 |Internet Explorer (Windows)  urld  05/02/13 11:30:074M httpifflive, com/ HistonATyped URL
[ 23 |Internet Explorer pAindows] o9 05/02/13 1130074k httpiifamail.comy HistonATyped URL
[C] 24 |Internet Explorer (Windows) 1l 05/02/13 11:30:074M hitpiffhaitter.comy HistonATyped URL
] 25 |Internet Explorer findowes]  urlll 05/02/13 1L:30:07AM http:fffacebook.comd HistonATyped URL
[C] 26 |Internet Explorer (Windows) 12 05/02/13 11:30:074M hitpifhinann. tit.edufnews/nandedaily.php HistonATyped URL
[C] 27 |Internet Explorer (Windows)  urll3  05/02/13 11:30:074M hitpififenawikipedia.orgfwiki/Main_Page HistonATyped URL
] 28 |Internet Explorer (indows]  urlld 0502713 1L:30:07AM httpedfgo.microsoft,.com/fwlink/psTLinkId= 255141 HistonATyped URL

Figure 59 Internet Explorer and Internet Explorer App History
In addition to web browsing history, the records processor was able to uncover information regarding
Internet Explorer bookmarks. During the data generation process | setup bookmarks within Internet Explorer for
Live Email, Gmail, Twitter, Facebook, RIT News, and Wikipedia. This is confirmed by the fact that the records

processor was able to find these exact bookmarks, in addition to a few extras that existed by default:

T . P T
Internet Explorer (Afindows)  06/02/12 10:47:084M Read Me http:{fgo.micrasoft.cam/fulink/?linkld= 129765 Bookmarks
Internet Explorer [Afindows)  06/02/12 10:47:084M  Read Me http:#/go.microsoft.com/fwlink/?linkld= 129765 Bookmarks
Internet Explorer pAfindows) 0421715 04:25:33PM Twitter https:fftwitter.com/ Windows8 Bookmarks
Internet Explorer pAfindows)  03/07/13 11:56:36PM Bing httpré/go microsaft.com/falink/p/flinkld= 255142 Bookmarks
Internet Explorer [(Aindows) 0421713 0R0T54PM Twitter https:fftwitter.com/ Windows8 Bookmarks
Internet Explorer [(Mindows)  04/21/13 080T 42PM  Welcome to Facebook - Log In, Sign Up or Learn More  hitps:ffwafaceb ook.coms Windows8 Bookmarks
Internet Explorer Windows) 04/21/13 0:07:10PM  RIT Mewss - Mews & Events Daily httpiifaesea it edudnews/mandedaily. php Windows8  Bookmarks
Internet Explorer fWindows)  04/21/13 0:06:55PM  wikipedia, the free encydopedia httpiifenaikipedia orgfwiki/Main_Page Windows8  Bookmarks
Internet Explorer MAindows) 042113 040%:03PM  gmail Email from Google httpsifaccounts.google.com/Servicelogin?service=mail&passive=true.,  Windows8  Bookmarks
Internet Explorer [Afindows) 0402113 0408 11PM  Live Email Sign In httpsiflogindive comdogin,srfiwa=wsigninl.0 &rpsr= 118ck= 1366574, Windows8 Bookmarks

Figure 60 Internet Explorer and Internet Explorer App Bookmarks
When I attempted to view what EnCase uncovered for Internet Explorer’s and the Internet Explorer App’s
Temporary Internet Files and Internet Cache | was surprised to find no items. Unlike Windows 7, EnCase was

unable to recover the cache and temporary internet files from the browsers.

Firefox

Uncovering information pertaining to the history, favorites, and cache of Firefox was just as simple as it
was with Internet Explorer and the Internet Explorer App. However, instead of looking to a registry key, EnCase
examined Firefox’s sqlite databases located within user profiles. In this case, that location is C:\Users\Windows

8\AppData\Roaming\Mozilla\Firefox\Profiles\<random text>.default\places.sqlite. From these databases we are able
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to recover a complete browsing history for the Firefox browser. Unfortunately, EnCase was unable to display the
time at which specific website were visited, but we can see that Facebook, Twitter, RIT News, Wikipedia, and other

websites were visited during the data generation process using Firefox:

Erousser Title Url Frofile Internet
Type Name Name Attifact Type

Mozilla 3 (indows/Mac]  MSN http:/ftmsn,.comy Windows& History
Mozilla 3 pindows/Mac)  RIT Mews - News 8 Events Dally http:/Anainar. Fit. e du/news nandedaily.php
Mozilla 3 fWindows/Mac) Google http:ffntini.google. comyé

httpsihaewegoogle.com/fintlfen/chrome/browes er,., Windowsd  History

windowsd  Histary
Windowss  History
Mozilla 3 [Windows/Macd)  Chrome Browser
Mozilla 3 pWindows/Mac)  Chrome Browser http sidhaan,google.comfintlienfchrome/broweser,, Windows§  History
Mozilla 3 Iindows/Mac)  5ign in to your Microsoft account

Mozilla 3 Windows/Mac)  Sign In

hitpsifloginlive.com/ppsecure/post srffuiflavor=... Windows§  History
httpsiflogindive.com/login.sfiwa=wsigninl.0&r... Windowss History
Mozilla 3 [Windows/Mad  Sign in to your Microsoft account
Mozilla 3 (Windows/Mad  Wikipedia, the free encrclopedia

Mozilla 3 Iindows/Mac)  Mozilla Firefox Web Browser — Free Download — mozilla.org

httpsifloginive.com/ppsecure/dnlinelogin.sfui., Windowsd  History
http:ffenawikipedia.orgiwikifMain_Page
hitp:/fwninamozilla.orgien-US/firefoxdnewy
httpsifaccounts. goagle.comy/Servicelogin?serice... Windowss  History
httpsithweeefacebook.comf
hittp siiftwsitter.com/
http:/fnninamozilla,.comden-U S firefox 200, Lfirst,, Windows§  Histony
http:fAntin. mozilla.orgien- LS firefox/ 2000, 1firstr.,. Windowss  History
httpi/ A it e dufheves/nandedailyphp
httpi/fenawikipedia.orgiwikiffMain_Page
hitpsithaan.facebook.com/
https:tuitter.coms
http:/fenawikipedia.orgiwiki/Reginald_Heber
Mozilla 3 [Windows/Mac]  RIT screening of award-winning film ‘United in Anger’ debuts April 25 - RIT Mews httpi/ A it edufmewves/storyphpfid= 43951850, Windowsd  History
Mozilla 3 (Windows/Mad  Pollution Prevention Institute recognizes Brooklyn Mawy Yard for environmental efforts - RIT Mewes  http:/Avainirit e dufnews/stornuphp fid= 49353850, Windowss  History
Mozilla 3 [Wwindows/Mac]  [16] Facebook https: e faceb ook, comy?sk=welcame
Mozilla 3 (Windows/Mac]  Twitter httpsytwitter.com/

Mozilla 3 [Windows/Mac] Wikipedia, the free encyclopedia httpi/fenawikipedia.orgiwikiffMain_Page
Mozilla 3 (Windows/Mac)  Blcohol laws of New Jersey - Wikipedia, the free enoyclopedia http:/ffenawikipediaorgfwikifAlcohol_laws_of Me., Windowsd  History
Mozilla 3 findows/Mac)  RIT hews - Mews 8 Events Daily http:fAnini. rit.e dushewsnandedaily.php
http/Anvinirit edufnews/story.phprid= 43963850, Windowss  History
httpi/ A it edufheves/storyphpfid= 49964850, Windowsd  History

Windows& History
Windowsd History
Mozilla 3 fWindowes/Mac)  Gmail: Email from Google
Mozilla 3 [Windows/Mac] Facebook

Mozilla 3 [Windows/Mac]  Twither

Mozilla 3 indows/Mac)

Mozilla 3 findows/Mac)  Welcome ta Firefox

Mozilla 3 [Windows/Mac]  RIT Mewes - News 8 Events Daily
Mozilla 3 [Windows/Mac] Wikipedia, the free encyclopedia
Mozilla 3 Mindows/Mac)  Facebook

Mozilla 3 fWindowes/Mac)  Twitter

Windows®  History
Windows®  History

Windows®  History
Windows®  History
Windowsd History
Windowsd  History

Mozilla 3 [Windows/Mac] Reginald Heber - Wikipedia, the free encyclopedia Windows®  History

Windowsd  History
Windowss  History
Windows®  History
Windowsd  History
Mozilla 3 fWindows/Mac)  Maya Angelou Program at RIT Canceled - RIT Mevws
Mozilla 3 [Windows/Mac]  RIT wins Mational Collegiate Cyber Defense Competition for the first time - RIT Mews
Figure 61 Firefox History
As previously mentioned the places.sqlite database files contain information regarding web browsing
history; that file also contains information pertaining to a user’s Firefox bookmarks. From the EnCase records
processor we can see that Facebook, RIT News, Twitter, and Wikipedia are among the Firefox bookmarks on the

Windows 8 virtual machine:

o o |
Mozilla 3 (indows/Mad 0421413 04:13:40PM Facebook hitp s facebook.camf Windows§  Bookmarks
Mozilla 3 (indows/Mad 0421413 04:13:40PM Gmail: Email from Google hitpsifaccounts.google.com/Servicel ogin?service = mail &passive=true ., Windows§ Bookmarks
Mozilla 3 (indows/Mad 0421413 04:13:40PM RIT Mewes - Mews & Events Daily  hitpe/fwsanie it edudnewes/nandedaily.php ‘windowsd  Bookmarks
Mozilla 3 (indows/Mad 0421413 04:13:40PM signIn hitpsiloginlive.comfloginsfiwa=wsigninL.0&rpsiv=118ct= 13665745, Windows§  Bookmarks
Mozilla 3 (indows/Mad 0421413 04:13:40PM Tuwitter ‘windowsd  Bookmarks
Mozilla 3 (indows/Mad 0421413 04:13:40PM ‘Wikipedia, the free encoyclopedia  hitpy/fenawikipedia.orgfwiki/Main_Page ‘windowsd  Bookmarks
Mozilla 3 (indows/Mad 0421413 04:13:40PM httpfwnanie mozilla, comfen- US/firefax/customize/ Windows§  Bookmarks
Mozilla 3 (indows/Mad 0421413 04:13:40PM httpefwrnnir mozilla, comyen-US/firefox/community) Windows§  Bookmarks
Mozilla 3 (indows/Mad 0421413 04:13:39PM ‘windowsd  Bookmarks
Maozilla 3 Windows/Mad 0421713 04:13:40PM placeifolder=BOOKMARKS_MENU &folder= UMFILED_BOOKMARKS &folde.., Windowsd  Bookmarks
Mozilla 3 (indows/Mad 0421413 04:13:40PM place:type=6&sort=14&maxResults=10 ‘windowsd  Bookmarks
Mozilla 3 (indows/Mad 0421413 04:13:40PM ‘windowsd  Bookmarks
Mozilla 3 (indows/Mad 0421413 04:13:39PM ‘windowsd  Bookmarks
Mozilla 3 (indows/Mad 0421413 04:13:40PM hitpefwnnnie mozilla,comfen-Usfirefoxihelp/ Windows§  Bookmarks
Mozilla 3 (indows/Mad 0421413 04:13:39PM ‘windowsd  Bookmarks
Mozilla 3 (indows/Mad 0421413 04:13:40PM hittpe fievir. mozilla.com/en- USfabouty Windows§  Bookmarks
Mozilla 3 Windows/Mad 0421713 04:13:39PM Windowsé Bookmarks
Mozilla 3 [indows/Mad 04721413 04:13:39PM ‘Windowss Bookmarks
Mozilla 3 (indows/Mad 0421413 04:13:40PM ‘windowsd  Bookmarks

Figure 62 Firefox Favorites

Viewing Firefox’s web cache or temporary Internet files can be found within C:\Users\Windows
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Erowiser
Type
Mozilla (WindowsiMac)

Mozilla [AindowsMac)
Mozilla (Windowestac)
Mozilla [Windows/Mac)
Mozilla (WindowsiMac)
Mozilla (WindowsiMac)
Mozilla (WindowsiMac)
Mozilla [AindowsMac)
Mozilla (Windowestac)
Mozilla [Windows/Mac)
Mozilla (WindowsiMac)
Mozilla (WindowsiMac)
Mozilla [AindowsMac)
Mozilla [AindowsMac)
Mozilla (Windowestac)
Mozilla [Windows/Mac)
Mozilla (WindowsiMac)
Mozilla (WindowsiMac)
Mozilla [AindowsMac)
Mozilla (AWindowsMac)
Mozilla (WindowsMac)
bozilla (Windows/Mac)
Mozilla (WindowsiMac)
Mozilla (WindowsiMac)
Mozilla [AindowsMac)
Mozilla (AWindowsMac)
Mozilla (WindowsMac)
bozilla (Windows/Mac)

Created

05/03/13 05:03:35PM
04721713 04:10:35PM
04724713 19:13:15PM
05/03/13 05:29:09PM
04/26/13 11:56:464M
05/01/15 11:46:528M
05/02/13 11:32:27AM
04725713 10:20;49PM
05702713 11:25:464M
05/03/13 05:29:23PM
04/21/13 04:52:11PM
05/04/13 03:52:39PM
0424713 09:40:55PM
05703713 05:2408PM
0504713 03:52;40PM
04/25/13 10:21:01PK
04724713 09:40:32PM
05/01/13 11:47:528M
05/04/13 03:52:35PM
05/04/13 03:52;11PM
05/04/13 03:11:26PM
04/23/13 10:33:33PM
05/04/13 03:52:24PM
04721713 04:52:15PM
04/21713 04:52:14PM
04726713 11:55;374M
05/04/13 013:52:34PK
05/04/13 13:52:36PM

Ul
Mame

anonduti=httpsi/fsnippets.mozilla.comy/3/Firefog20,0,1/20130409 19 49 49ANTMNNT i 6-mswcfen-Usirel..,

httpifwannw mazilla,orglen-Us/firefog2 0.0, firstruns
httpeifenawikipedia.orgfwikifbdilitan_history_of_sustralia_during_World_wiar_I

httpsifdaanefacebook.com/faiphpfaed= AQKY0 06 6ExFSBAD BwTH2IgFxdb Ol Ak widlzC obxt CeCROH..
hitpsifdwannn facebook.com/ai.php?aed=A0LbntAThEn IAANG rujzCflzoPqi s skD CAPImEAYWLIEXT .,

httpeffenawikipedia.orginiki/If_Day

hitpsifdwannn facebook.comfai.php?aed=A0LUHYNLHRATEmMET GnZHOjEbo1T ah SFmTYEPfQG_niAi3L.,
httpsiffwanfacebook.com/aiphpfaed=AQIEWwga2 Uik SMdkuvieBxomDaflndKcTe_LeWigrQ3FLyiini.,

httpeifenwikipedia.orgfwikifUnited_States_v,_The_Progressive

httpsifdananefacebook.comfaiphpfaed=ACQ)9m_gtjgHwi53_HzcizS LAz 5pb3plall6-ThKOTPNEGO..,

httpif . rit e dufneves/story. phpTid= 49951 &s0urce= enewsletter
httpffplatform.twitter.compwid gets/hub. html

httpsiidanianfacebook.comfai.phpfaed= AQKYOTZITRDaroO_ARDF1-xi_iRpPkjEne 404gYI0AghaH3LL.,

httpdfplatform twitter.compwidgetsiweet_button, 1367516458.html
https:ffplatform. twitter, comAwidgets hub.html

http it it e dudnews/story. phpfid= 496 718 s0urce= enewsletter
httpiffwnnan. rit e dufneves/story. phpTid= 499558 &s0urce= enewsletter

hitpsiftwanen facebook.com/ai.php?aed=A0LmEK_zA2snblxEjs PTvrm s MOWRHWL A QuHkziHM Oy-3MEE..

httpidfwmnan. rit.edufimagine,

httpifwnnni Hit.edu/newsinandedaily.php
httpiifenswikipedia.orgfwiki/Main_Page
http:/fenwikipedia.orgiwikiflcohol_laws_of_Mew_lersey

hitpsifdwannn facebook.comfaiphp?aed=A0K12xu95kDUkd_Ruw_kITrH2Dsgfs QE4Zy8z2htuikkqUG)9ol.,

hitpiffctl addthis.cam/static/ri7/sh114.html
httpedfplatform bwitter.compwid getsfweet_button, 1366232305, html

httpsiftaanefacebook,comiaiphpfaed=2AQ)dlhQIxigoo QiApD_xPNQUIRTIc2AbtRE2 OMPPURFCQ 4.

httpitasnei it edufnews/story. phpid= 499942 s0urce= enewsletter
http:fwana fit.eduttemplatefvlfimages,favicon.ico

Figure 63 Firefox Cache

within the directory and uncovered cached pages for RIT, Twitter, Google, and several other web sites:

Internet
Artifack Type

Cache\HTML
Cache\HTML
Cache\HTML
Cache\HTML
Cache\HTML
Cache\HTML
Cache\HTML
Cache\HTML
Cache\HTML
Cache\HTML
Cache\HTML
Cache\HTML
Cache\HTML
Cache\HTML
Cache\HTML
Cache\HTML
Cache\HTML
Cache\HTML
Cache\HTML
Cache\HTML
Cache\HTML
Cache\HTML
Cache\HTML
Cache\HTML
Cache\HTML
Cache\HTML
Cache\HTML
Cache\HTML

8\AppData\Local\Mozilla\Firefox\Profiles\<random text>.default\Cache. EnCase then examined the files contained

Frofile
Mame

Windowss
Windows
Windonsd
Windonsd
Windowss
Windowss
Windowss
Windows
Windonsd
Windonsd
Windowss
Windowss
Windowss
Windows
Windonsd
Windonsd
Windowss
Windowss
Windowss
Windonsd
Windowss
Windowns
Windowss
Windowss
Windowss
Windonsd
Windowss
Windowns

When I took a look at the gallery option for Firefox’s web cache, I found images from the many websites

visited during the data generation process:
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Figure 64 Firefox Cached Images

One of the more interesting artifacts that | was able to find using the EnCase records processor was

information regarding Firefox login data. It appears that Firefox stored information regarding Facebook login

credentials. This is especially interesting because I instructed Firefox to remember usernames and passwords for

both Facebook and Twitter; yet EnCase only found the stored Facebook credentials. It should be noted that these

credentials are not stored in plaintext. The values of the username and password are encrypted:
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Created

Intermet
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Login Data
Login Data

1] Report [E5] Text Hex i Decode =] Doc = | Transeript rE Picture |} Fields
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pass
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FT454cBe 3642534261 554570515046 727173605163 4a 7464 32614552 2bde5a
59424d654e 37 413d 3d

Ad A4 645455067 414141414141 41414141414141 4141414141 414577 46 4155 49
Abaf5a 4968 7063 4e 4l 77 634545455079 4751 7734303137 68424244 33794254 55
defa753243464b525265754587a323543

Guid 09e7lat0b02dcdb 80262 0b9e 1172 b
Encryption Type 1

Created 04/21/13 04:51:46PM

Recard Last Accessed 04721713 04:51.46PM

04/21/15 04:51 46PM

Tirmes Used 1
Browser Type Mozilla 3 (windows Mac)
WindowsB

Chrome

Figure 65 Firefox Stored Login Data

Like Firefox, the Chrome web browser stores information within the user’s profile. In the case of the

Whndows 8 virtual machine, that location is C:\Users\AppData\Windows 8\Local\Google\Chrome\User Data. From

this directory, we are able to find history, favorites, and cache of Chrome. Using the EnCase records processor | was

able to recover a complete browsing history for Chrome with accessed date/time. We are able to see that during the

data generation process Chrome was used to visit Twitter, RIT News, Facebook, Wikipedia, and several other

websites:
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Figure 66 Chrome History
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EnCase easily uncovered the Windows 8 user’s Top Sites, which include that user’s favorites/bookmarks.

In the case of the Window s7 virtual machine we see that Chrome frequently visited Wikipedia, the RIT Mirrors,

RIT News, Twitter, and Facebook:

Bronwser
Type

Chrame [Windaouys]
Chrome [Windows)

Title

‘Wikipedia, the free encyclopedia
Index of /

Ll
Marne
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‘Welcome to Google Chrome
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Tuwitter

[1) Facebook
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httpsiftasnne facebook.com/

Figure 67 Chrome Top Sites
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From the Chrome User Data directory along with EnCase, it was simple to uncover a listing of web pages

that were visited by the user through the use of Chrome’s web cache. From this we can see that during the data

generation process | visited Wikipedia, Facebook, Twitter, RIT, and many other websites:
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Figure 68 Chrome Cache
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When I took a look at the gallery option for Chrome’s web cache, I found images from the many websites

visited during the data generation process:
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Figure 69 Chrome Cached Images

As was the case with Firefox, Chrome also contained interesting artifacts regarding Chrome login data. It

appears that Chrome stored information regarding Facebook and Twitter login credentials. This makes more sense

than what | saw with Firefox as | instructed Chrome to remember usernames and passwords for both Facebook and

Twitter. As was the case with Firefox and Facebook, the username and password credentials are not stored in

plaintext. The values of the username and password are encrypted. What is interesting is the fact that with Twitter

the user is stored in plaintext but the password value is encrypted:
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Figure 70 Chrome Login Data
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Figure 71 Chrome Login Data
Social Media Items
Finding evidence of social media with FTK wasn’t especially difficult. With FTK, I used the Live Search
feature along with the keywords “facebook” and “twitter”. This enabled be to find artifacts pertaining to those two
social media websites. The live search found a total of 10820 hits for the, case insensitive, ANSI, keyword
“facebook” within 1137 files and 13049 hits for the, case insensitive, ANSI, keyword “twitter” within 761 files:

[El- Live Search {"facebool, "twitker"} (ID: 1005) -- performed 073002013 20:11:10 -- 23869 hit(s) in 1395 file(s)
El Text Query: "facebook” ARSI, Case Insensitive= -- 10820 hit{s) in 1137 file(s)
- [ Allocated Space - 7713 hits) in 802 File(s)
: - Unallacated Space -- 3107 hik(s) in 335 file(s)
- Text Query: "bwitker" <ANSI, Case Insensitive s -- 13049 hik(s) in 741 Filel(s)
-- Allocated Space -- 9176 hit(s) in 434 File(s)
- Unallacated Space -- 35873 hik(s) in 327 file(s)

Figure 72 Social Media Items
The majority of the files that | found that contained mention of either Facebook or Twitter were primarily
the result of browsing to websites that contained options to share the contents via Facebook or Twitter. There were

numerous files with htm, js, css, tmp, and other file extensions but | was unable to uncover any of the specific social
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media actions that | took during the data generation process.

While | found quite a bit of evidence that the social media sites of Facebook and Twitter were used, | was
unable to uncover any actual Facebook posts, shares, comments, or likes or Twitter tweets, retweets, replies, or
favorites. | believe this is the case because the only way through which | accessed the social media sites was through
web browsers. While | made updates to social media throughout the course of the data generation process, | suspect

very little was actually stored on the hard drive of the Windows 8 virtual machine.

Internet Evidence Finder
Because FTK and EnCase were unable to easily locate evidence pertaining to Internet activity including
social media usage, I opted to use Magnet Forensics’ Internet Evidence Finder (IEF). This tool was extremely useful

in uncover data related to social media activities, finding numerous items for many different, important, categories:

Internet Evidence Finder v6.1

Copyright 2009-2013 Magnet Forensics® Inc.

Build 6.1.1.0033

Case Information Generated At: 08/21/2013 11:39:35

Operating System: Microsoft Windows NT 6.1.7601 Service Pack 1

Selected source:

Windows 8.vmdk - Partition 1 (Microsoft NTFS, 40 GB)

Searches selected:
pagefile.sys

SMFT

$LogFile

hiberfil.sys

Volume Shadow Copies
Unallocated Clusters
File Slack Space

All Files and Folder

Uninitialized File Area

Selected source:

Windows 8.vmdk - Unpartitioned Space
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Searches selected:

Unpartitioned Space

Search items selected:

Browser Activity

Chrome

Facebook Chat

Facebook Email

Facebook Email 'Snippets'
Facebook Pictures

Facebook Status Updates / Wall Posts / Comments
Facebook Web Page Fragments
Firefox

Flash Video Fragments

Gmail

Google Maps

Google Plus

Google Talk

GoogleDocs

GoogleDrive

Hotmail

Internet Explorer 10 History
Internet Explorer v5-9

Internet Explorer v7-v10 InPrivate/Recovery URLs
Pictures

RebuildWeb

SkyDrive

Twitter

Videos

Webpage Recovery

Windows Live Messenger
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Start time: Aug 21, 2013 11:39:35

End time: Aug 21, 2013 16:51:09

Duration: 05:11:34

Final results of search:

Pictures: 42050 items

Browser Activity: 2138 items

Cloud Services URLs: 3 items

Internet Explorer 10 Carved Content Records: 1698 items
Social Media URLs: 424 items

Facebook Status Updates/Wall Posts/Comments: 26 items
Internet Explorer Typed URLS: 14 items
Parsed Search Queries: 160 items

Videos: 70 items

Internet Explorer Redirect Records: 3 items
Facebook Pages: 10 items

Internet Explorer Cookie Records: 2 items
Internet Explorer 10 Carved History: 244 items
Facebook URLSs: 702 items

Facebook Chat: 1013 items

Internet Explorer 10 History: 688 items
Internet Explorer 10 Content: 5974 items
Internet Explorer 10 Cookies: 91 items

Rebuilt Webpages: 287 items

Internet Explorer Cookies: 92 items

Chrome Bookmarks: 6 items

Chrome Cookies: 71 items
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Chrome Favlcons: 54 items

Chrome Web History: 159 items
Chrome History Index: 59 items

Chrome Logins: 2 items

Chrome/360 Safe Browser Carved Web History: 172 items
Chrome Top Sites: 9 items

Chrome Autofill: 2 items

IE InPrivate/Recovery URLSs: 254 items
Facebook Pictures: 426 items

Firefox Cookies: 110 items

Firefox FormHistory: 2 items

Firefox Web History: 97 items

Firefox Bookmarks: 17 items

Firefox Favicons: 10 items

Firefox Downloads: 1 items

Firefox SessionStore Artifacts: 144 items
Chrome Cache Records: 1428 items
Firefox Cache Records: 1340 items

Twitter: 27 items

Figure 73 Windows 8 IEF Case Summary

Facebook Activity

Using IEF, | was able to uncover a total of 11 posts or comments that were made as part of the data
generation process. Some of the posts or comments were made by the WindowsSeven Forensics Facebook user,
while others were made by the WindowsEight Forensics user. | believe this is the case because these two fictional
users were friends with each other on Facebook so they would have seen each other’s posts and/or comments. I find
it especially interesting that when an actual post is made the Sender Name is known, but the Date/Time when it was
posted is not, whereas when a comment is made, the Sender Name is unknown, but the Date/Time is. In the figure
below, the 11 posts/comments can be seen.
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Twitter Activity

Figure 74 Windows 8 Facebook Activity

: | # | Sender ID Sender Hame Status Update /Wwall Post 7 Comment Posted Date/Time - [UTC) (MM Add/pppw) Source Located At | |
4 100005359690264  “windowsEight Farensics 05/01/2013 Daily Post From Chrome Windows B.wmdk - Parttion 1 .. Phwsical Sector 43299,
5 100005359690264  “windowsEight Farensics 05/02/2013 Daiy post From Firefox Windows B.wmdk - Partition 1 .. Phwsical Sector 48040...
B 100005370100122  “windowsSeven Forensics  05/02/2013 Daily Post from Firefox ‘Windows B wmdk - Partition 1 Physical Sector 46040,
k) 1000053596902684  nfa Comment from Firefox 05/02/2013 03:33:18 PM ‘windows Bvmdk - Partition 1 .. Phpsical Sector 46041...
9 100005370100122  nfa Camment fram Firefos 05/02/2013 031713 PM Windows B.wmdk - Partition 1 .. Phwsical Sector 46041..
10 100005370100122  ‘windowsSeven Forensics — 05/04/2013 Daily Past from Chrome Windows B.wmdk - Partition T .. Phwsical Sector 44273,
11 100005359690264  ‘windowsEight Farensics 05/03/2013 Draily Past from People App “Windaws B wmdk - Partition 1 Physical Sector 44273
12 100005370100122  ‘windowsSeven Forengice  05/03/2013 Daly Post From Intermet Explorer ‘windows 8vmdk - Partition 1 .. Phpsical Sector 44273,
18 100005359630264  nfa Caomment fram People App 05/03/2013 11:0%.50 PM Windows B.wmdk - Partition 1 .. Phwsical Sector 44273,
19 100005370100122  nfa Camment From Intemet Explarer 05/03/2013 08:47:33 PM Windows B.wmdk - Partition T .. Phwsical Sector 44273..
20 100005370100122  nfa Comment from Chrome 05/04/2013 07:43:31 PH “Windaws B wmdk - Partition 1 Physical Sector 44273
23 100005359690264  ‘windowsEight Forensics 05/01/2013 Daiy Post From Chrome ‘Windows Bvmdk - Partition 1 .. Physical Sector 33139..

Using IEF, | was able to uncover a total of 19 tweets and retweets that were made or viewed as part of the

data generation process. IEF was able to discover 16 total tweets made from @RITsports or @RITNEWS that were
made yet only a single tweet from @Win8Forensics, and 2 tweets from @Win7Forensics. The tweets that are seen,

are from the Twitter feed of @Win8Forensics that was accessed through twitter.com as part of the data generation

process.
3 | B | MName | Screen Name | Created Date/Time - (UTC] (bdbd /dd fyp] | Tuweet Text | Source | Located At |

1 RIT Sports Infa @RIT sports 0472172013 09:20:53 PM BB | <a href="/search?q9=%23RITksic=hash' data-query-so..  Windows B.vmdk - Partition 1 .. File offset 8882986

2 RIT Sports Infa @RITsports 04/25/2013 10:47:06 PM <a href="/search?q=%23RITkerc=hash” data-quenr-source..  Windows B.vmdk - Partition 1. File offset 123181593

3 RIT Sports Info @RITsports 04/25/2013 10:45:31 PM BB | <a href="/Fisherdthletics" clags="twitter-atreply pretty-i.  Windows 8.vmdk - Partition 1 .. File offset 123187185

4 Windows 8 Forensics | @WinSForensics | 05/04/2013 07:53:17 PM 05/04/2013 Daily Twszet from Firsfox Windows 8vmdk - Partition 1. Physical Sector 26282
5 RIT MEWS @RITHEWS 05/04/2013 07:28:27 PM RT <abuef="/DandC" class="twitter-atreply pretty-ink" dir=..  ‘Windows Evmdk - Partition 1 .. Physical Sector 26768..
8 RIT Sports Infa @RITeports 05/04/2013 07:17:30 PM <a href="/search?g=%23RITksrc=hash™ data-quens-source..  Windows Evmdk - Partition 1. Physical Sector 28768..
9 RIT Sports Infa @RITeports 05/04/2013 07:11:51 PM <a href="/search?g=%23RI Tksrc=hash™ data-quens-source..  Windows Evmdk - Partition 1. Physical Sector 26768..
10 “Windows 7 Forensics | @win7Forensics | (5/04/2013 07:44:05 P 05/04/2013 Daily Tweet fiom Firefox Windows 8 wmdk - Parlition 1 Physical Sector 26814
11 RIT Spoits Info @RIT sports 05/04/2013 07:42:14 P U of A scores in the bottom of the Sth to tie the game again..  Windows B wmdk - Parlition 1 Physical Sector 26814
12 RIT Sports Infa @RIT sports 05/04/2013 06:57:06 P <a href=""/search?g=%23L "W TennisChampionshipksro=ha..  Windows Bwmdk - Partition 1 Physical Sector 29306
13 RIT Sports Infa @RITsports 05/04/2013 DE:54:48 PM <& href="/search?q=%23LLW T ennisChampiorshipksrc=ha..  Windows B.ymdk - Partition 1 . Phwsical Sector 29307
16 RIT Sports Infa @RITsports 05/04/2013 05:52:21 PM <a href="/search?q=%23LUW TennisChampiorshipksrc=ha..  Windows B.vmdk - Partition 1 . Phwsical Sector 29307
18 RITHEWS @RITNEWS 05/04/2013 05:19:39 PM Coverage of <a href="/Imagine_RIT" class="twitter-atreply ..  Windows B.vmdk - Partition 1 .. Physical Sector 29307..
20 RIT Sports Info @RITsports 05/04/2013 04:34:42 PM BB | <a href="/search?q=%23RITksic=hash” data-queryso..  Windows B.vmdk - Partiion 1 .. Physical Sector 23307..
23 RIT Sports Info @RITeports 05/03/2013 08:56:08 PM At halftime, <a href="/RITMensLax" class="twitter-atreply p..  ‘Windows B.vmdk - Partition 1 .. Physical Sector 43238,
24 RIT Sports Info @RITeports 05/04/2013 04:21:47 PM <a href="/search?g=%23L LW TennisChampionshiphsrc=ha..  Windows Bvmdk - Partition 1. Physical Sector 34375..
25 “Windows 7 Forensics | @win7Forensice | 08/01/2013 03:28:57 PM <a href="/win7Forensics” class="twitter-atreply pretty-ink" .. Windows Evmdk - Partiion 1 .. Physical Sector 22051...
26 RIT Sports Info @RIT spoits 044212013 05:20:53 P BB | <a href=""/search?g=%23RI Tksic=hash' data-quenr-so..  Windows B wmdk - Parlition 1 Physical Sector 97830
27 RIT Sports Info @RIT sports 05/03/2013 0B:5E:08 P At halftime, <a href="/RITMensLax" class="twitter-atreply p..  Windows B.vmdk - Partition 1 Physical Sector 25220

Facebook URLs

Figure 75 Windows 8 Twitter Activity

While using IEF, | was able to uncover 1189 specific Facebook URLs from Carved History or ecorded

Browser Activity including the following potential activities:

e At Facebook home page

e Failed to log onto Facebook
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e Looking at Facebook group...

e Looking at Facebook maps...

e Looking at Facebook photo...

e Looking at Facebook profile...

e  Typing in search values:

e Unknown
These 8 different types of potential activities are categories that IEF uses to classify the data that it has carved from
Internet Explorer, Firefox, or Chrome browser activities and/or history. In the figure below, I’ve selected at least one

of each category to show what information IEF was able to discover:

| # | URL | Patential Activity s | Aititact | Atifact D | Date/Time - (UTC) (Mb/dddupm] | Source |
52 https://wem. Facebook. com/ ?sk=welcome At Facebook home page Internet Explorer 10 History 188 Windows 2.vmdk .
346 https:/Awem facebook.com/ At Facebook home page Chrome Web History el 04/21/2013 08:46:57 PM Windowes Bvmdk
402 https:/wee. Facebook.com/ At Facebook home page Firefox 'Web Histary 32 04/24/2013 02:34:37 AM Windows Svmdk ..
113 hitps://wen facebook.com/login. php7login_attempt=1 Failed to log onta Facebaok, Internet Explorer 10 History 344 Windows 2.vmdk .
347 hitps: /e facebook com/ogin php?lngin_attempt=1 Failed to log onto Facebook Chiome Web History % 04/71/2013 08:43:24 PM Windows & vmdk
47 http:/ ey, facebook. com/groups/ 288032781 277841454 Looking at Facebook group with group id: 288032781277841 Intemet Explorer 10 Histary 128 ‘windows Bvmdk ...
182 hittps:/Awem facebook. com/places/map_iftame php?locale.  Looking at Facebook maps of profils id: places Intemet Explorer 10 History 498 Windows Bvmdk
54 https:/fwee. facebook.com/photo.php?bid=10151345109..  Looking at Facebook photo with id: 10151345109771530. album id... | Intemet Explorer 10 History 190 “Windows B.vmdk .
49 https:/fweme facebaok.com/AS T atRIT Laoking at Facebook profile with profile id: 15T atRIT Intemet Explarer 10 Histary 185 ‘windows Bvmdk ..
351 hittps:/Awem facebook com/windowseight forensics Looking at Facebook profile with profile id: windowssight forensics Chrome Web History 53 04/21/2013 03:50:54 P Windowes B.vmdk
415 https:/Ywe. Facebook. com/windowssight farensics Laoking at Facebook profile with prafile id: windowseight forensics Firefox 'Web Histary an 05/03/201309:2818 PM Windows Bvmdk ...
B08  hitps://wem. facebook. com/ajar/typeahead/search. php 7. Typing in search values: Commen Browser Activity 1997 Windows 2.vmdk .
471 hitps:#wene facebook com/sjas/typeshead/seaich php?v..  Typing in search values: Daily Browser Activity 1746 Windows & vmdk
474 https:/fwem Facebook. com/sjax/typeahead/search.php Py, Typing in search values: Post Brawser Activity 1749 Windows Svmdk ...
444 hitp:/fwnn facebook. com/pluging flilke. phpPhref=http%38%..  Unknown Browser Activity 119 Windows 2.vmdk .

Figure 76 Windows 8 Facebook URLSs
In some cases, the URLSs are still active and can be used to view what the user was looking at. In addition, we are
also able to see some of the keyboard activity of the user in the form of the “Typing in search values:” Potential

Activity. This would be especially useful to an investigator.

IEF Timeline

One of the really great features of IEF is its ability to create a timeline of activity for the artifacts that it’s
uncovered. Using the IEF Timeline application, an investigator can review the activities that took place on a given
day, at a given time, and pertaining to specific aspects of Internet acitivity. For example, in the figure below, I’ve
elected to see a timeline of Facebook URLSs, Facebook Status Updates/Wall Posts/Comments, and Twitter from

April 20™, 2013 to May 6™, 2013 (the time period in which the data generation process took place).
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Figure 77 IEF Timeline for Social Media

From this timeline, | can then drill down into specific records for each of the different categories to find out what
activities took place on a given day at a given time:

| Date [UTC/Locah 000 e dd4sgs)

Detaik:

057032013 032818 PM

(¥) Facebook St

URL: it/ o lacebock comwindouseight fovensics, Anfact: Frelo Web Histop, ArfactID: 30, Diate Columris) Dt/ Time - UTC [y, Record Nos: 415

* # Facebook Status UpdatesWall Posts'Comments

Posts/Commeiits - 1 records out of 1

Dates [UTC/Locah0:00 m ddsyy)

Detaiks

05/04/2013 07.43.31 PM

* » Twitter

(¥) Twitter - 4 records out of 4

Sender ID: 1000537010012, _isDownloadedSender. 0, Sender Name: n/a, Receiver ID: n/a, _isDownloadedReceives: 0, Receiver Name: n/a, Date Columni(s}: Posted Date/Time - UTC [yy-mrdd], Record No: 20

Date [UTC/Locah0.00 i ddsysy]

Detail:

0570472013 D4:21:47 PM
0570472013 D4:34:42 PM

05/04/2013 05.13:39 PM

Email

MName: RIT Sparts Info, Secreen Name: @RITparts, Trest Text: <a bvelf=') LWTenristt " d

ashlag_clik lass="wierhashtag preliylnk jona die " ><ontic/o> by LLWT,

Mame: RIT Sparts Info, Screen Name: @RITsports. Tweet Text: BB | cahrefs'/seatch?qe’:23RIThatcshash'” data-quey-sources"hashiag_cick'” classs"twiter-hashiag pretty fnk js-nav" dire'Tu" > </ bRIT /b ¢/a's bats are

Mame: RIT NEWS, Scieen Name: @RITNEWS, Tweel Text Coverage of a hrefe'/Imagine_RIT" class=" e

2 RIT< /b /> from <a href"/YNH_Rochester” class="witer-abieply

Figure 78 IEF Timeline for Social Media Items with Details
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Another set of artifacts that | worked on recovering were email artifacts. During the data generation process
I sent and received many emails from both the Windows 8 Gmail and Live email accounts using the Mail App.
Using FTK, and its ability to locate email items, | was able to recover the emails that | sent and received. FTK
divided the emails based upon recipient email addresses, so | was able to view email that was received by the
Windows 8 Gmail and Live accounts as well as email that was sent to the Windows 7 Gmail and Live accounts from
the Windows 8 email accounts.

In the case of email sent to peterwilson.win8@gmail.com, FTK found a total of 46 emails. Most of these

emails were from the accounts that I created for the purpose of data generation but a few others were from

Facebook, Twitter, or the email provider:

Explore: |Overview Emall [Graphics Bookmarks [Live Search b
e 9 | EEIED .+ Display Time Zone: Eastern Dayloht Time (From local machine) - &
¥ Email Archives [~ tme [ Submk Time [ Subject [to <
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L "To" Redpients (&7 87 ) 05 z0000083_4es3cazaz164leml  3i7/201312:,.,  Custorize Gmail with colors and themes Peter Wison <peterwilson.winG@gmal com>
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Figure 79 Email sent to peterwilson.win8@gmail.com

In the case of email sent to peterwilson.win8@live.com, FTK found a total of 63 emails. Most of these

Facebook, Twitter, or the email provider:

emails were from the accounts that | created for the purpose of data generation but a few others were from
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Figure 80 Email sent to peterwilson.win8@live.com
In the case of email sent from peterwilson.win8@gmail.com, FTK found a total of 23 emails. All of the

emails sent from this accounts were sent to accounts that | created for the purpose of data generation:
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Email Addresses (87 /87 ) [ 2000019 dobdeaaseeisl7.eml  53/2013 7 Re: 05/03/2013 Daily Emal Peter Wison <psterwison, winadlive.com>

ceount-security-noreply@account micrasof|
confirm+acgvDzxJaunabizdudzluosbbiot
onnect@windowslvemal.com (3 /3 )

intemetexplorer@emaitz.microsoft.com ( 1/

2000019F_eZhofhec3sfat.eml
20000143 _42cbe! aecth20.eml
2000014d_877d576630526d, eml

5i3{20137:2..,
4i25/2013 10,
4i26/2013 12..,

Fw: 05/03/2013 Daly Email
Fuw: 04]25/2(013 Daly Email
Re: 04/26/2013 Dally Email

Peter Wilson <petervison winB@ive.com
Peter Yilson <petervilson wins@ive.com>
Peter Wilson <petermiscn, wha@iive.com>

maknoreply@goog.com [ 3/ 3) &1 2000014 f5e052494867.eml  4i26/2013 12...  Fu: 04/26/2013 Daly Email Peter Wilson <peterwilson wind@live com>
member_services@live.com (33 64 20000163_495d99bdo63389 el 5f1/2013 1., Re: OS/01/2013 Dally Email with Text and Picture Attachments ~Peter Wilson o, wirGi@live com>
o It 20000164 4ff1e0bssee0rz.eml  5/1/2013 1 Fuv: 05/01/2013 Daily Emall with Text and Picture Attachmerks  Peter Wilson lzon. wina@live com>

n-crgrejvyfha,jvafi=yvir, phe-c7978@postme
T roreply-475baz3f@plus.googlecom (2§ 2 )
roreply-daa2éfef@plus. google.com ( 1/ L)

2000015h_d943bFae2debas el
20000158 _c87923F9a28300.eml

5i3{20137:2..,
5i3j20137:2

Re: D5/03/2013 Daily Email
Fow: 05/03/2013 Daly Email

Peter Wilson <petervison winB@ive.com
Peter Yilson <petervilzon winB@ive.com>

notification +zi4yzya_=_c@facebookmal.cc | [JE=1 200000cd_s6836357140238.eml 4/23/2013 10, 04/23/2013 Daily Emal Peter Wilson <petervson, wind@live.com>, WindowsSeven Forensics <Peber¥ison Win7@gmail.c
peterwison.win?@gmail.com { 10§10} =1 2000013 _b7esOécarebcsbem  4{25/2013 10,  (4/25i2013 Daly Email Peter Wilson <p live coms, Forensics WinP@gmai.c
peterwison.win?@ive.com { 10 10) 54 20000124 _e2aachSebo04d.eml  Si4/20133:4...  05/04j2013 Daly Email Peter Wilson lson. wina@live coms, Forensics ison. Win7@gmal ¢

al.com [0 200000ce_te7810eca3365F eml  +/23/2013 10,.,  04/23i2013 Daly Email Peter Wilson <petervson. wind@ive.com>, WindowsSeven Forensics <Peber¥ison Win7@gmail.c

peterwison.wing@ive.com (11 [ 11} O 2000013 _eh35099c703bc oml  4i25/2013 10,  04/252013 Dally Email Peter Wilson <p live.com, Forensics Win7@gmal.c

- (& piwSS70@rit.edu (2] 2 [0 20000153 _biefdz36f0a70.ml  5¢4/20133:4...  05/04/2013 Daly Emal Peter Wikson s, winB@live com, Farensics flson, Win7@gmall ¢
update+zityzya_=_c@facebookmall.com { M1  20000141_90291b1455342a el 4/25/2013 10...  Re: 04/25/2013 Daily Email WindawsSeven Forensics <peterwilson, win7@gmell com>

windows@eral. microsoft.com (11 ) [I6= 20000158 _633fca842best leml  4/28/2013 4:...  04/28{2013 Daily Email WindowsSeven Forensics <Peteryison Win7@gmall.com>, WindowsSeven Forensics <Peteriiilsor

=l indows@enailZ.microsoft.com (33 ) CJEA 20000155_a3d13563FT3ecS.eml  4{28/2013 4:...  04]28{2013 Dally Email WindowsSeven Forensics <Petertizon Win7@gmail. com, WindowsSeven Forensics <Peteriisor

L2 Redpients [To, €C, BCC](87{87)
- Emal {87 /87 )

<

Loaded: 23

[Fitered: za [Totak 23 [ Highiighted: 0 [ checked: 0 [ Total L5ize: 65,60 KB

Figure 81 Email sent from peterwilson.win8@gmail.com

In the case of email sent from peterwilson.win8@:live.com, FTK found a total of 11 emails. All of the

emails sent from this accounts were sent to accounts that | created for the purpose of data generation:
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mailto:peterwilson.win8@gmail.com
mailto:peterwilson.win8@;live.com

Explare | Overvie

Email |Graphics |Bookmarks [Live Search |Index Search

Emal Irems

=] Email Status

105 Email Addresses

(=0 Senders [From] ( 87 87 )

{20 Emal Damaing [ 11/ 117

+- [ Display Name ( 87 [ 87 )

B Emall Addresses (&7 /87)
ccount-security-noreply@account microsof|
afirm+ac gvD2xj3auxeb24ud2luoebnbwipt
arnect@windowsivemal, com ( 3/ 3)
internetexplorer@emailz microsaft. com ( 1 ]
mai-noreply@gongle.com (33 )
member_services@ive.com (33}
n-crorejvyfba jvaB=yvir.pbz-c7978@postmz
oreply-475ba29F@plus  googie com (2 /2 )
noreply-dsa26fef @plus.gaogle.com { 1/1)
wtification+zj4yzya_=_c@facebookmal. co
etensison.win7@gral.com 10/ 10 )
peterwison.win? @live.com { 10/ 100)
ekterwison.wind@gmal com ( 23 / 23 )

05578t edu (212
update+zidyaya_=_c@facebookmal com (
windows@emal.microsoft.com { 1 ]

2 windows@emal2.microsoft.com (313 )
£33 Recipients [To, €C, BCC] (8757 )

=1 Email (67 (87 )

Display Time Zone:

Figure 82 Email sent from peterwilson.win8@live.com

- |E = |0 emat B Eastern Daylight Tme (From local machine) » &

[ name [ Subrit Tme [ Subject [« 10

O 2000015e 542804b61d2cc.eml  5/1j2013 113, 05/01/2013 Daily Email with Text and Picture Attachments “Peterison. wWing@gmall.com” <Peterwizon. Wins@gmal.coms=, Windowsseven Forensics <Petet
D=0 2000015 2F0fr0az744feeenl  5/1j2013 11 05{01/2013 Daily Email with Texk and Picture Attachments “Peteriison.! locom’” <Peteriilson. .com>, Forensics <Petet
O 20000146 fo3adat7dszsz.eml  4/262013 1L..,  O4{26£2013 Daly Emai Windows8 Gmail <Peterilson, WinB@gmailcom, Peter Wison <PeterWison, Win@ive, conz, 4
O 20000149_Bbe14805342d 30 eml  4[26/2013 1., 04{26£2013 Daly Email Windowsa Gmail <Peterilson, Wins@gmailcom, Peter Wiison <PeterWison, Wind@live, conz, 4
[0 2000014a_451e5267410578 el 4[26/2013 11...  04{26£2013 Daly Email Windowsa Gmail <Petertiison, Wins@gmai.com, Peter Wiison <PeterlWiison. Wind@live. com, 4
Ot 2000007F 64od4756b23014.eml  4/21/2013 4 04/21f2013 Daily Email ‘Windowss Gmail <Peterwilson. Wine@amail.comz, Windowsseven Forensics <Peterwilson, Win7@|
O 20000080 8774021258577, eml - 4/21/20134:,,.  04/2142013 Daly Email Windowss Gmail <PeterWilsan, Wing@amail.comi=, WindowsSeven Forensics <PeterWilson. Win7@|
O 20000196 _e99%czadfzbdt aml /3200350,  O5/03{2013 Daly Email WindowsSeven Forensics <PeterWilson Win7@live.com'», "PeterWiison Win6@gmal, com” <Petert
0= 20000199_642757086ch065 eml  §/3/20035:0,.,  O5/03{2013 Daly Email Windows3even Forensics <PeterWilson Win?@live.com:», "PeterWison Wing@gmal, com” <Petert
6= 20000037_a70i0e76a406b2 el 4[24/20139:...  O4{24{2013 Email with Attachment Windows3even Forensics <PeterWilson Win7@live.cam s, WindowsSeven Forensics <Peterifisan.
O z0000138_638ezeced1774F.eml  4/24/2013 9 04/24/2013 Email with Attachment WindowsSeven Forensics <Peterwilson Win7@live.com, WindowsSeven Forensics <Peteriison.
<

Loaded: 11 [Fiersd: 11 [Total: 11 [Highiighted: 0 [ checked: 0 [Total Lsize: 2562 kB

FTK found a total of 8 emails that were forwards of previously sent emails. In all of the emails, the receiver

was peterwilson.win8@live.com:

~Explore. | Overview Emal |Graphics |Bockmarks [Live Search |Index Search [Volatiz

4
"~ Emai Ttems |
ST = | emal - Display Time Zone: Eastern Daylght Time  (From local machin) - &
[ Email Attachments { 36 | 36 ) [ Submit Time [ Subject [+ T [[From [ec
[E] Email Related ke (From Emai) { 312 / 312 [15 20000144 _ds89e0debe2ta,oml 4252003 10,.,  Fw: 04/25(2013 Dally Emal Peter Wison <peterwison. windi@live com> <petervilson, wins@gmal com >
1 Email Rephy (77 [54 20000150 fd443a615a0etFeml  426/2003 12...  Fow: 04/26/2013 Dally Emal Peter Wison <peteruilscn. wind@live com <petenilson.winB@gmail com
4 Ot 20000185 _2d0sezeazasash eml 5/ F: 05/01/2013 Daily Email with Text and Ficture Attachments  Peter Wikson <peterwison wing@live.com> <petenilson. wins@amal.com>
B Email Archives O 2000019f _ezbof4becaafat.oml  5/3(20137: Fuw: 05/03/2013 Daily Email Peter Wilson <peterwilson, wind@live com> <petervilson, wind@gmai com >
] Email by Date O 20000143_42cbetaecthZieml  4/25/2013 10...  Fw: 04/25/2013 Daily Email Peter Wilson <peteruilson, wind@live com:> <peterwilson, wing@gmail,com>
Emal Addresses &2 z000014F_fhSes52494a67.eml 4)26/2003 12,..  Fuw: 04262013 Daily Email Peter Wilson <peterwilson, wind@live.com> <peterwilson, winG@amal, com>
(=1 Email (67 {67 ) O z0000164_4fF1e0b552e072.eml  5/1f2013 11: Fu: 05/01/2013 Daly Email with Text and Picture Attachments  Peter Wilson <peterwilson. wing@live com > <petenvilson, winB@gmail . com >
OOt 20000192 co7923f0a283c0.eml  5/3i2013 7: Fa: 05/03(2013 Daly Email Peter Wikson <peterwilson.wine@ive com:> <petenilson. wins@amal.com>
< |
Loaded: 8 Fitered: 5 [Total & [Highighted: 0

[ Checked: 0

Figure 83 Forwarded Emails

[Total Lsize: 29,65 KE:

FTK found a total of 7 emails that were replies to previously sent emails. In all of the emails, the receiver

was either peterwilson.win7@gmail.com or peterwilson.win8@live.com:

Explore | Overvie

Emal Ttems

-1 Emal Status

Email |Graphics |Bockmatks |Live Search | Index Search

1 Email Attachments { 36 | 36 )

Email Related Items {From Emai) (312 £ 312

{eg) Forwarded Emal (8 /8 )
1 Email Archives
] Email by Date
Email Addresses
= Email { 87 / 87 )

d b
File L
EEEIZAT s 5 | el - | Display Time Zone: Easter Dayiight Time (From local machine) & &

[ ame [ ubmit Time [ Subject [+ T [ From [ec
[06 2000014c_159d571bddSafd eml  4/26/2013 12..,  Res 04/26{2013 Daily Email Peter Wison <peterwison. wing@lve, com> <peterwison.wind@gmal, com>
D054 20000162 27f2fcSdSedeaT. oml  5/1/2013 1 Ree: 0501 {2003 Daily Eral with Text and Picture Attachments  Peter Wison <petenuison.win@lve. com> <peterwilson.wind@gmai. com
Ot2 z000019c_dshdeadacersiz.em 5/3/2013 7:2...  Re: 05/03/2013 Daily Email Peter Wilson <peterwison.wing@live . com > <peterwilson.wina@gmal.com >
OOt 2000014d_677d576630526d em  4/26/2003 12, Re: 04/26/2013 Dally Email Peter Wilson <peterwison.wing@lve. com> <peternison.wing@gmal. com>
[= 20000163 _495d99bd963369.eml 5/1/2013 1 Res: 05/01/2013 Dasly Emsl with Text and Ficture Attachments  Peter Wison <peterwison,wing@lve, com> <peternison.wing@gmai, com>
[= 2000019b_d343bfaezdebat,eml  5/3{20137:2..,  Res 05/03{2013 Daify Email Peter Wison <peterwison. wing@ive, com> <peternison.winB@gma, com
[= 20000141 _90291b145a342a.eml 4/25/2013 10..,  Res (4/25{2013 Daily Email WindowsSeven Forensics <petersison,win7@gmail,com>  <peterwison.wing@gmai, com>
4 |
Loaded: 7 Filtered: 7 [Total: 7 [Highighted: o [ checked: 0 [TotalL5ze: 22,21 K

Figure 84 Replied Emails

In the case of Windows 8, FTK recovered a total of 36 email attachments:
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-2 Emall Attachments ( 36 36 )

-] Emall Related Trems (From Emal) 312/ 312 )
Email Reply (77

Display Time Zone: Easterm Daylight Time: (From local machine)

W TEIagmes -

rit_white_na_bar jpg
rit_black_no_bar.jpg
rit_white_no_bar jpg

0424201 3atkachment. bt bk

tiger_walking_rit.jpg

tiger_walking_it_color.jpg

0501201 3attachment.txt

0503201 3attachment.kxt

tiger_uialking_rit.jpg

1 tiger_walking_rit_color.ipg |
“

Loaded: 36 [Fiered: 36 [Tt 36 [Fighighed: 1 [ checked: 0 [Total L5ize: 08

¢ -G Forwarded Emai (8/8)
-4 Email Archives
[ Email by Date
T3 Emal Addresses 3
-6 Email (87 ] 87) o

ol

Figure 85 Email Attachments
Unfortunately, when I view an email that would have had an attachment sent with it | see information pertaining to
the attachment, but am unable to view the attachments themselves:

‘ Content Yiewer [2000015c_960a015d5a85c8.eml]
Hex | Text | Filkered | Matural

b

G E
H E
- - - - =
05/01/2013 Daily Email with Text and Picture H
Attachments
From: Live Account <PeterWilson.Win7@live.comz=
To: Windows?7 Gmail <PeterWilson.Win7@gmail.com>, Windows8 Gmail <PeterWilson.Win8@gmail.com:, Windows8 Live
<PeterWilson.Win8@live.com:
Subject: 05/01/2013 Daily Email with Text and Picture Attachments
Sent: Wed, 1 May 2013 15:31:29 +0000

Sent from PeterWilson.Win7 @live.com

[-- Mime Part, Type: image/jpeqg; name="tiger_walking_rit.jpg", Disp: attachment; name="tiger_walking_rit.jpg", Size: 0 bytes --]

[-- Mime Part, Type: image/jpeg; name="tiger_walking_rit_color.jpg", Disp: attachment; name="tiger_walking_rit_color.jpg", Size: 0 bytes --]
[-- Mime Part, Type: text/plain; name="05012013attachment.txt.txt", Disp: attachment; name="05012013attachment.txt.txt", Size: 0 bytes --]

MIME-Version: 1.0

Importance:

Content-Type:
Attachment-0:
Attachment-1:
Attachment-2:

Normal

multipart/mixed; boundary="_CFEF01B&-0F5C-47AC-879D- A0296CF6AGCE "
tiger_walking_rit.jpg

tiger walking_rit_color.jpg

05012013attachment.txt.txt

Figure 86 Recovered Email with Attachments

While | was unable to view the actual attachments with the emails that they were attached to, | was able to locate

each of the files by doing a keyword search using both EnCase and FTK.

Registry

The Windows registry often contains a lot of information regarding a user’s activity on a system. Using the

AccessData Regsistry Viewer, along with an exported versions of the Windows 8 registry hives | was able to

uncover several pieces of information that would be useful to a forensic investigator.

Windows 8 User Hive

The Windows 8 User hive (NTUSER.dat) found within the C:\Users\Windows7 directory as NTUSER.dat
contains a significant amount of information pertaining to the activities of the user created for data generation on the
Windows 8 virtual machine.
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When we explore the registry key NTUSER.DAT\Software\Microsoft\Windows\Current

Version\Explorer\ComDIg32\OpenSavePIDIMRU we are able to see a listing of files that have recently been opened

or saved:
Marme Twpe Data |
a8 .
g 19 REG_EINARY 14 00 1F SO EQ4F DO 20 EA 34 69 10 AZ DE 05 00 2B 30 30 90 1900 2F 43 34 5C 00 00 00 00 00 00 00 00 00 0000 00 00 00 00 0000 0000 ...
ne 18 REG_EINARY 14 00 1F SOEQ4F DO 20 EA 34 69 10 AZ D8 08 00 2B 30 30 90 1900 2F 43 34 5C 00 00 00 00 00 00 00 00 00 0000 00 00 00 00 0000 0000 ...
nE 17 REG_EINARY 14 00 1F SOEQ4F DO 20 EA 34 69 10 AZ D8 08 00 2B 30 30 90 1900 2F 43 34 5C 00 00 00 00 00 00 00 00 00 0000 00 00 00 00 0000 0000 ...
nE 16 REG_EINARY 14 00 1F SOEQ4F DO 20 EA 34 69 10 AZ D8 08 00 2B 30 30 90 1900 2F 43 34 5C 00 00 00 00 00 00 00 00 00 0000 00 00 00 00 0000 0000 ...
nE 15 REG_EINARY 14 00 1F SOEQ4F DO 20 EA 34 69 10 AZ D& 08 00 26 30 30 90 1900 2F 43 34 5C 0000 00 00 00 00 00 00 00 0000 00 00 00 00 0000 00 00 ...
nY 14 REG_EIMNARY 1400 1F SOEQ4F DO Z0EA 3469 10AZDE 0500 26 30 3090 1900 2F 4334 SC 0000 00 0000 00 0000 00 000000 00 00 0000000000 ...
g 13 REG_BIMNARY 14 00 1F 50 EQ4F DO 20 EA 34 69 10 AZ DF 05 00 26 30 30 90 1900 2F 43 34 5C 00 00 00 00 00 00 00 00 00 0000 00 00 00 00 0000 0000 ...
e 12 REG_BINARY 14 00 1F 44 47 14 0359 72 3F A7 44 59 555 95 FE 66 30 EE 20 00 00 00 14 00 EE BB FE 230000 1000 90 EZ 4D 37 3F 12654591 64 39 ..,
ne 11 REG_BINARY 1400 1F 44 47 14035972 3F A7 44 59 C5 5595 FE 6B 30 EE 2000 00 00 1A 00 EEBE FE 230000 1000 90 EZ 4D 37 3F 12654591 64 39 ..,
g 10 REG_EINARY 14001F 44 47 1A 035972 3F A7 44 59 C5 55 95 FE 6B 30 EE 2000 0000 1A OO EEBE FE 230000 100090 EZ 4D 37 3F 12654591 64 39 ..,
ng g REG_EINARY 14001F 44 47 1A 035972 F A7 44 89 C5 5595 FEGB 30EE 2000 0000 1A DDEEBE FE 230000 100090 E2 4D 37 3F 126545916439 ..,
HHE] REG_EINARY 14001F 44 47 1A 035972 F A7 44 89 C5 5595 FEGB 30EE 2000 0000 1A DDEEBE FE 230000 100090 E2 4D 37 3F 126545916439 ..,
nE 7 REG_EINARY 14 00 1F SOEQ4F DO 20 EA 34 69 10 AZ D8 08 00 2B 30 30 90 1900 2F 43 34 5C 00 00 00 00 00 00 00 00 00 0000 00 00 00 00 0000 0000 ...
HH REG_EINARY 14 00 1F SOEQ4F DO 20 EA 34 69 10 AZ D& 08 00 26 30 30 90 1900 2F 43 34 5C 0000 00 00 00 00 00 00 00 0000 00 00 00 00 0000 00 00 ...
nE S REG_EIMNARY 1400 1F SOEQ4F DO Z0EA 3469 10AZDE 0500 26 30 3090 1900 2F 4334 SC 0000 00 0000 00 0000 00 000000 00 00 0000000000 ...
o 4 REG_BIMNARY 14 00 1F 50 EQ4F DO 20 EA 34 69 10 AZ DF 05 00 26 30 30 90 1900 2F 43 34 5C 00 00 00 00 00 00 00 00 00 0000 00 00 00 00 0000 0000 ...
fit ] REG_BINARY 14 00 1F 44 47 14 0359 72 3F A7 44 59 555 95 FE 66 30 EE 20 00 00 00 14 00 EE BB FE 230000 1000 90 EZ 4D 37 3F 12654591 64 39 ..,
g 2 REG_BINARY 14 00 1F S0 EQ4F DO Z0EA 34 69 10 AZ DF 05 00 26 30 30 90 1900 2F 43 34 5C 00 00 00 00 00 00 00 00 00 0000 00 00 00 00 0000 0000 ...
g 1 REG_BINARY 14 00 1F S0 EQ4F DO Z0EA 34 69 10 AZ DF 05 00 26 30 30 90 1900 2F 43 34 5C 00 00 00 00 00 00 00 00 00 0000 00 00 00 00 0000 0000 ...
4] REG_EINARY 14 00 1F SO EQ4F DO 20 EA 34 69 10 AZ DE 05 00 2B 30 30 90 1900 2F 43 34 5C 00 00 00 00 00 00 00 00 00 0000 00 00 00 00 0000 0000 ...

Figure 87 OpenSavePIDIMRU Registry Key
While the data portion of the recently modified files appears in hexadecimal, the Registry Viewer has the ability to
convert that into ASCII text. For example, when | select REG_BINARY 0, I can see both the hexadecimal data and
ASCII data side by side:

Wilson 94




ooo
olo
nz0
030
040
050
ne0
070
oso0
o9o0
Oal
Ob0
Qe
odo
Oen
0£o
100
110
120
130
140
150
1a0
170
150
190
lal
1h0
len
140
lel

14
ZE
aa
aa
aa
26
aa
aa
oo
]
aa
69
EE
aa
aa
aa
4z
]
aa
aa
aa
aa
aa
aa
oo
1
aa
aa
aa
aa
aa

oo
30
oo
oo
a0
Zh
oo
Tz
&l
2D
56
aE
65
oo
oo
33
13
0
oo
oo
&l
ad
ac
30
oo
79
oo
oo
30
44
74

1F
30
aa
aa
aa
aa
aa
aa
Qo
oo
aa
"
4z
aa
aa
aa
41
oo
aa
aa
aa
aa
aa
aa
Qo
ZE
aa
aa
aa
aa
aa

a0
oD
0a
0a
03
0a
0a
T3
33
32
31
&F
ch
o7
a7
0a
11
04
Fa
3JE
65
65
aC
0a
a0
T4
0a
0a
34
6l
0a

EOQ
19
oo
oo
oo
oo
oo
oo
oo
oo
oo
X
26
oo
oo
oo
oo
oo
32
oo
oo
oo
oo
oo
oo
75
oo
oo
oo
oo
oo

4F Do
oo ZF
oo oo
68 42
04 00
£d 0c
36 00
oo oo
32 00
31 00
oo oo
73 38
93 42
oo oo
6% 00
13 00
44 4F
EF EE
ol oo
oo oo
6E 00
aC 00
ZC 00
13 00
30 34
74 00
oo oo
oo oo
32 00
6% 00
£0 00

Z0-E4 34 62 10 &4Z D& 08 00
43-34 S5C 00 00 00 oo 0o 0o
oo-00 0o oo 00 o0 Y4 00 31
CDh-26 11 00 55 73 65 72 73
EF-EE F& 40 C0 2C &5 42 CD
0o-00 0o oo 01 oo oo oo 0o
0o-00 00 oo 55 00 73 00 a5
40-00 73 00 63 00 &5 00 ac
ZE-00 64 00 &C 00 &C 00 ZC
35§-00 31 00 33 00 o0 oo 14
oo-00 95 42 EE OB 10 0o 57
0o-00 SE 00 085 00 o4 a0 EF
EE-0OB Z& 00 00 00 D3 32 01
0o-00 0o od 00 oo oo oo 0o
gE-00 &4 00 &F 00 77 00 73
g0-00 31 00 00 00 oo 0o 3E
43-55 4D 45 TE 31 00 00 a3
g5-42 CD zZ6 65 42 14 27 24
0o-00 01 0d 00 a0 oo oo 0o
0o-00 44 00 6F 00 &3 00 75
74-00 73 00 00 00 40 00 73
6C-00 33 00 32 00 ZE 00 a4
ZDh-00 32 00 31 00 37 00 37
70-00 32 00 00 00 oo oo 0o
3£-33 32 30 31 33 44 6l a9
50-00 05 00 04 00 EF BE 00
Z4-00 00 0d 00 00 oo oo 0o
0o-00 0o od 00 oo oo oo 0o
33-00 32 00 30 00 31 00 33
aC-00 79 00 ZE 00 74 00 73
oo-0a

- PAODE &:di-ed- -
+0O0 - A0

Y¥hEis Bi-v-. .02

..... INNETehE 1+

Figure 88 HEX and ASCII Data REG_BINARY 0 OpenSavePIDIMRU
This is the case for every item within the OpenSavePIDIMRU. Using this ability | can see the most recently opened

or saved files. From this we can see that the following names correspond to the following applications:

Table 14 OpenSavePIDIMRU Applications

Name Application in Text
19 05042013Daily.txt.txt
18 05032013Deleted.txt.txt
17 05032013Attachment.txt
16 05032013Daily.txt.txt
15 05012013attachment.txt
14 05012013Deleted.txt
13 05012013Daily.txt
12 Rit_alum_assoc.jpg
11 Tiger_walking_rit_color.jpg
10 Tiger_walking.jpg

9 Rit_white_no_bar.jpg
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Rit_black no_bar.jpg

04282013deleted.txt

04282013daily.txt

04262013daily.txt

04252013daily.txt

README.txt

04242013attachment.txt

04242013deleted.txt

O | N Wl | O O N o

04232013daily.txt

When we explore the registry key NTUSER.DAT\Software\Microsoft\Windows\Current

Version\Explorer\ComDIg32\LastVisitedMRU we are able to see a listing of applications that were recently used to

open or save the files listed in the OpenSavePIDIMRU registry key:

Mame Type Data

FE MR LIListE s

REG_BIMARY
REG_BINARY
REG_BIMARY
REG_BINARY

]
i

i |

convert that into ASCI| text:

ooo
010
nzo
030
040
050
nen
n7o
nso
0o
Oan
0bo
OO
0do
Oen
0fo
100
110
120
130
140
150
la0
170
150
190

6E
65
Ed
34
oo
26
EE
oo
oo
oo
oo
oo
oo
oo
0E
oo
oo
oo
55
4z
oo
oo
oo
oo
oo
oo

oo
oo
34
aC
oo
11
Fi
oo
oo
73
ad
31
98
3E
Zh
oo
ad
3l
4n
CIr
oL
44
73
33
32

6F
T3
a9
aa
oo
aa
40
aa
aa
aa
Qo
oo
4z
aa
aa
aa
aa
Qo
45
26
aa
aa
aa
aa
Qo

oo
oo
10
oo
oo
55
co
o1
35
ad
&l
33
EE
s
oo
oo
aF
oo
7E
a5
oo
aF
oo
32
31

00 00 00 00 02 00 0000 01 00 00 00 FF FF FF FF
6E 00 6F 0074 00 6500 70 00 61 00 64 00 2E 00 65 00 75 00 65000000 14 00 1F SO E04F DO 20 EA 3A 69 10 AZ DS 05 00 26 30 309D 19...
6900650078 0070006C 006F00720065002E0065 0073 006500000014 001F 4447 140359 723F A7 4489 CS0595FEGEB 0.,

66 00 69 00 72 00 &5 00 66 00 6F 00 75 00 2E 00 65 00 75 00 65 00 00 00 14 00 1F 44 47 14 0359 72 3F A7 44 89 C5 55 95 FE 6B 30 EE 200...

Figure 89 LastVisitedPidMRU Registry Key
As was the case with the previous registry key, the data portion appears in hexadecimal but Registry Viewer can

T4
a5
AZ
a0
oo
T3
2C
a0
a0
a0
Qo
a0
1)
a0
a0
a0
a0
Qo
31
4z
a0
a0
a0
a0
Qo

aa
aa
D
aa
74
65
65
aa
T3
a5
&l
]
10
04
D3
aa
7
oo
]
14
aa
63
40
ZE
37

65
oo
03
oo
oo
7z
42
oo
oo
oo
oo
oo
oo
oo
32
oo
oo
oo
oo
27
oo
oo
oo
oo
oo

ao-70
no-14
n0-26
ao-0a0
31-00
73-00
CD-26
ao-0a0
a5-00
aC-00
ZC-00
14-00
57-68
EF-EE
ol-00
ao-0a0
T3-00
gE-42
a&-00
24-00
ao-0a0
T5-00
T3-00
ad-00
37-00

oo
oo
30
oo
oo
a0
24
oo
Tz
ac
D
1
aE
3]
oo
oo
3
13
k]
oo
oo
alr
ad
ac
30

6l
1F
30
aa
oo
aa
aa
aa
aa
aa
Qo
oo
64
4z
aa
aa
aa
41
oo
aa
aa
aa
aa
aa
Qo

oo
50
D
oo
oo
s
oo
oo
T3
33
32
31
aF
CDh
a7
37
oo
11
o4
Fa
3E
a5
a5
ac
oo

64
EQ
13
a0
oo
a0
a0
a0
a0
a0
Qo
a0
Nl
26
a0
a0
a0
Qo
a0
32
a0
a0
a0
a0
Qo

aa
4F
aa
aa
65
04
28
36
aa
32
3l
]
T3
95
aa
a9
13
44
EF
0l
aa
aE
ac
AN
13

ZE
Do
ZF
oo
4z
oo
ac
oo
oo
oo
oo
oo
38
42
oo
oo
oo
4F
EE
oo
oo
oo
oo
oo
oo

aa
20
43
aa
CD
EF
aa
aa
40
ZE
33
oo
aa
EE
aa
6E
g
43
65
aa
aa
T4
ac
ZDh
Qo

.D.t.E.p.a.d._ .

Figure 90 HEX and ASCII Data REG_BINARY 0 LastVisitedMRU
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From this we can see that the following names correspond to the following applications:

Table 15 LastVisitedPidMRU Applications

Name Application in Text
2 lexplore.exe
1 Firefox.exe
0 Notepad.exe

When we explore the registry key NTUSER.DAT\Software\Microsoft\Windows\Current

Version\Explorer\RecentDocs we are able to see a listing of files and folders that were recently opened:

Marme | Type | Data

i8] MRLIListEx REG_BIMARY 06 00 00 00 02 0000 00 04 00 00 00 03 00 00 00 12 00 0000 01 00 0000 13 00 0000 11 0000 00 0& 00 00 00 1000 0000 05 00 00 00 0F 0.,
HHE REG_BIMARY 50003500 300034 00 3200300031 00330064 0061 006900 6C 0079 002C00 740075007400 2E 00 7400 7500 74 000000 7C0...
e 2 REG_EIMARY 30003500300033003200300031003300640065006C0065007400650064002C007400730074002E0074007300740..,
HHE) REG_EIMARY 3000350030003300320030003100330061 007400740061 0063 006500600065006E0074002E00740073007400000...
N3 REG_EIMARY S000350030003300320030003100353 00640061 00690060079 002C 007400750074 002E0074007500740000007C0..,
e 18 REG_BIMARY 5000035 00 30 00 32 00 532 00 30 00 31 00 33 0044 00 61 00 69 00 6C 00 79 00 2E 00 74 00 75 00 74 00 2E 00 74 00 7500 74 0000 00 7C 0.,
g 1 REG_EIMARY 300035 00 300031 00 320030 00 31 00 33 0044 00 6500 6C 00 65 00 74 0065 00 64 00 2E 00 74 00 75 00 74 000000 76 00 32 0000 0...
ne 19 REG_EIMARY 30003500300031003200300031003300610074007400610063006500600065006E0074002E00740073007400000...
ne 17 REG_EIMARY 300035003000310032003000310033004400610069006C0079002E00 7400750074 0000007000320000000000000...
i 10 REG_BIMARY 500034 00 32 0035 00 532 00 30 00 31 00 33 00 44 00 65 00 6C 00 65 00 74 00 65 00 64 00 2E 00 74 00 75 00 74 00 0000 76 00 32 0000 0.,
e 16 REG_BIMARY 7000 7200 6F 00 66 00 69 00 &C 00 65 00 ZE 00 70 00 65 00 70 00 3F 00 69 00 64 00 30 00 31 00 34 00 34 00 30 00 3000 35 00 32 00 37 0...
i S REG_EIMARY 44 00 &F 00 77 00 6E 00 6C 00 6F 00 &1 00 64 00 73 00 00 00 &4 00 32 00 00 0000 00 0000 00 00 00 00 44 6F 77 6E 6C 6F 61 64 73 ZEBC 6.,
RE 15 REG_EIMARY 72006900 74 005F 0061 00 &C 00 75 00 60 00 5F 00 61 00 73 00 73 00 6F 00 63 00 2E 00 64 00 70 00 67 0000 00 74 00 32 00 00 0000 0.,
e 14 REG_EIMARY 400690067 006500 72005F 00770061 006C 00660069 00 6E 00 67 00 SF 00 720069 0074 00 SF 00 63 00 6F 00 6C 006F 00 72 0.,
it 13 REG_BIMARY 74 00 69 00 67 0065 00 72 00 5F 00 77 00 61 00 &C 00 66 00 69 00 6E 00 67 00 5F 00 72 00 69 00 74 00 2E 00 64 00 7000 67 0000 00 7C 0.,
e 12 REG_BIMARY 720069 00 74 00 5F 00 77 00 65 00 69 00 74 00 65 00 S5F 00 6E 00 6F 00 SF 00 62 00 61 00 72 00 ZE 00 64 00 70 00 67 00 00 00 74 00 32 0...
ne 11 REG_EIMARY 72006900 74 005F 00 62 00 6C 00 61 00 63 00 6B 00 5F 00 6E 00 6F 00 5F 00 62 00 61 00 72 00 2E 00 64 00 70 00 67 00 00 00 74 00 32 0.
nE REG_EIMARY 300034 00 32 0038 00 3200 30 00 31 00 33 0044 00 61 00 69 00 6C 00 79 00 2E 00 74 00 78 00 74 00 00 00 7000 32 00 000000 0000 0...
N7 REG_EIMARY TOO0GS006FO074 006F00ZE QD 700065 007000 3FO00E6 00620069 006400300031 00300031 00350031 0033003400350,
] REG_BIMARY 6000 61 00 69 00 &6C 00 2E 00 6C 00 69 00 76 0065 00 ZE 00 63 00 6F 00 60 00 2F 00 00 00 &6 00 32 00 00 00 00 00 00 00 00 00 00 00 65 ...

Figure 91 RecentDocs Registry Key

As was the case with the previous registry key, the data portion appears in hexadecimal but Registry Viewer can
convert that into ASCII text:

oo
10
20
30
40
&0
a0
70
a0
ag
al

6l 00 &1 00 &% 00 6C O0O-ZE 00 &C 00 62 00 Y6 00m-a-i-1-.-1-1-%w-
65 00 ZE 00 &3 00 6F 00-6D 00 ZF 00 00 00 &6 00|e-. -coo-m-f--- -
32 00 00 00 00 00 00 Q0O0-00 00 00 00 63 Y4 74 70200 http
2y 2D 6D 81 69 6C ZE 6C-6% 76 65 ZE 63 6F 6D ZD |--mail.liwve.com-
ZE &C 6E &E 00 00 5E 00-08 00 04 00 EF BE 00 00| .1nk- - - ik
oo o0 oo 00 00 00 2& 00-00 00 o0 00 00 a0 oo oo --- .- T
o0 00 oo 00 00 00 00 00-00 00 00 00 00 00 a0 0o -«
63 00 74 00 74 00 7O 00-ED 00 ZD 00 6D 00 el OO0 h-t-Lp---—-'m-a
6% 00 &C 00 2E 00 &C 00-6% 00 76 00 65 00 2E 0OO|i-1-.-1-1-w-e-
63 00 6F 00 &1 00 2D 0O0-ZE 00 &C 00 6E 00 6B 00 |c-om---. -1 nk
oo o0 25 00 0o o0 [

Figure 92 HEXI and ASCII Data REG_BINARY 0 RecentDocs Registry Key

From this we can see that the following names correspond to the following applications:

Table 16 RecentDocs Applications

Name Application in Text
19 05012013attachment.Ink
18 05022013Daily.txt.Ink
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17 05012013Daily.Ink
16 http--www.facebook.com-profile.phpid=144008272327176.Ink
15 Rit_alum_assoc.Ink
14 Tiger_walking_rit_color.Ink
13 Tiger_walking_rit.Ink
12 Rit_white_no_bar.Ink
11 Rit_black_no_bar.Ink
10 04282013Deleted.Ink
9 04282013Daily.Ink
7 http--www.facebook.com-photo-
phpfbid=10151345109771930&set=a.167899601929.129472.12355161929&type=1.Ink
6 05042013daily.txt.Ink
5 Downloads.Ink
4 05032013attachment.Ink
3 05032013daily.txt.Ink
2 05032013Deleted.txt.Ink
1 05022013Deleted.Ink
0 http--mail.live.com-.Ink
System Hive

The Windows 8 System hive (SYSTEM.dat) found within the C:\Windows\System32\ Config directory as

SYSTEM.dat contains a significant amount of information pertaining to the activities of the user created for data

generation on the Windows 8 virtual machine.

When we explore the registry key SYSTEM.dat\ControlSet001\Control\TimeZonelnformation we are able

to see information pertaining to the time zone of the Windows 8 virtual machine. This information is especially

useful to forensic investigators as all timestamps within files on this computer are based off of this information:

Marne | Tvpe | [raka |
2% DaylightBias REG_DWORD  OxFFFFFFC4 (4204967236)

DaylightName REG_S7 @kzres.dl,-111

i Standardstart REG_BIMARY 0000 0E Q001 00 02 00 00 00 00 00 00 Qo 00 oo
i StandardBias REG_CWORD  0x00000000 (0}

StandardName REG_SE @tzres.dl,-112

REG_MAWORD  Ox00000120C (300

@{DaylightStart REG_BIMARY 0000030002 00 02 00 00 00 00 00 00 0o 00 00
TimeZn:-neKe';.fName REG_SZ Eastern Standard Time
@{DynamicDayIightTimeDisabled REG_DWORD 000000000 (07

W% SctiveTimeBias REG_DWORD  0x000000F0 (2400

Figure 93 TimeZonelnformation Registry Key
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Software

The Windows 8 Software hive (SOFTWARE.dat) found within the C:\Windows\System 32\Config
directory as SOFTWARE.dat contains a significant amount of information pertaining to the activities of the user
created for data generation on the Windows 8 virtual machine.

When we explore the registry key SOFTWARE.dat\ Microsoft\Windows
NT\CurrentVersion\NetworkList\Signatures\Unmanaged we are able to see information pertaining to the network

history of the Windows 8 virtual machine:

Marne Type | Data |

ﬁ Profileuid {02C9ACTA-SFE7-4644-BCFE-4D7CO27SFCACT

(ab] Description REG_SZ Metwaork 2
8% cource REG_DWORD  Dx00000008 (8)
DnsSuFFix REG_SZ localdornain
FirstNetwnrk REG_SZ Metwork 2

IE{DEFaultGatewayMac REG_BIMARY 1005056 F2 &C 65

Figure 94 Unmanaged Network 2 Registry Key

Marme | Tvpe | Data |
F'rDFilEGLIid REG_5Z {9630DACD-43F6-4369-0 FAF-95007S00FESD
Descriptin:nn REG_57 Mekbwark,

2% Source REG_DWORD  0x00000008 (8)

DnsSuFFix REG_SZ localdomain

(ab] Firsthetwark REG_SZ Netwark

2% DefaultGatewayMac REG_RINARY 00 50 56 EA ED E2
Figure 95 Unmanaged Network Registry Key
From this we can identify networks that the virtual machine has been connected to. We can also identify important
details such as domain name, SSID, and gateway MAC address.
In addition to the Unmanaged registry key, there are additional registry keys that also contain information
about network history. In the case of the Windows 8 virtual machine, these keys had no information:
SOFTWARE.dat\Microsoft\Windows NT\CurrentVersion\NetworkL.ist \Signatures\Managed.

SAM

The Windows 8 Security Accounts Manager (SAM) hive (SAM.dat) found within the
C:\Windows\System32\Config directory as SAM.dat contains a significant amount of information pertaining to the
activities of the user created for data generation on the Windows 8 virtual machine.

When we explore the registry key SAM.dat\Domains\Accounts\Users we are able to see a listing of the
users that exist on the Windows 8 virtual machine including the administrator, guest, and Windows8 accounts. From
this key we can see quite a bit of useful information relating to this user. Information like last logon time, last

password change time, invalid logon count, last failed logon time, and many others:
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Conclusion

[El Key Properties
Last Written Time
SID unigue identifier
Iser Mame
Full Marne
Logon Count
Last Logan Time
Lask Password Change Time
Expiration Time
Invalid Logon Count
Last Failed Login Time
Account Disabled
Password Required
Counkry Code
Hours Allowed
Has LAM Manager Password
Has NTLMwZ Password

412112013 20:04:35 UTC
a0l

Windowss

Peter Wilson

El

412112013 20:04:31 UTC
412112013 20:04:35 UTC
Mewver

0

Mewer

Falze

false

1 (United Skakes)
Arytime

False

krue

Figure 96 Users Registry Key

This document explores forensic artifacts including creation/deletion, web browsing, social media, email and the

Windows registry. Using both FTK and EnCase, | was able to uncover a majority of the user data that was

generated. This serves as a detailed report of the forensic findings made while examining the Windows 8 virtual

machine to be included within the appendix of my thesis and later used in a forensic comparison of Windows 7 and

Windows 8.
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