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ABSTRACT

The declining cost of computer hardware and the
increasing data processing needs of geographically
dispersed organizations have led to substantial interest
in distributed data management. These characteristics
have led to reconsider the design of centralized data-
bases. Distributed databases have appeared as a result
of those considerations.

A number of advantages result from having duplicate
copies of data in a distributed databases. Some of the-
se advantages are: increased data accesibility, more
responsive data access, higher reliability, and load
sharing.

These and other benefits must be balanced against
the additional cost and complexity introduced in doing
so. This thesis considers the problem of concurrency
control of multiple copy databases. Several synchroni-
zation techniques are mentioned and a few algorithms
for concurrency control are evaluated and compared.

KEYWORDS: distributed database management systems,
transactions, concurrency control techniques, concu -
rrency control mechanisms, and distributed programming.



-
.

N

NN NN

(A A

W\

(R R

¥ N T N NN N N NIT NN N NI Y N N N S

BRI R NN R (AR -

wm

NN NN

NN NN NP R

. .
CA Ay =
« o

H 10D

= OO NN AN -

NI R IS

TAELE CF CONTENTS

INTRODUCTION

DESCRIPTION CF TwC TYPICAL EXAMPLES OF
CISTRIZUTED DATABASES

INTRODUCTION

EASIC CONCEPTS

EANE DATARASE

INVENTORY DATABASE

CCNCURRENCY IN DISTRIBUTED DATAFASES
INTRCDUCTION

PEOBLEMS IN TEE PFOCESSING OF CONCURRENT
T2ANSACTIONS

CEARACTFRISTICS (¥ A GOOD CONCURRENCY
CONTFOL MECYANISM

CCRRFCTANESS

EFFICIENCY

REITABILITY

GENFRALITY

CONCURRENCY CONTROL IN DISTRIBUTED
DATABASFE SYSTEMS

INTRCDUCTION

SYNCERCONIZATION TECENIGQUES

FRIEF DESCEIPTION CF SOME AIGORITHMS
THCMAS~ MAJORITY CONSENSUS ALGORITHM
MENASCF, PCPFK AND MUNTZ

BEEFNSTEIN, SEIPMAN AND ROTENIE’S SDD-1
KANFKO’S LCGICAL CLCCK METHOD

EATALI AND PGPEX

STONEBFAKER’S DISTRIRUTED INGRES
GIFFORD WEIGHTED VOTING ALGORITHM
FIIIS® AIGCRITEM

J.C. SFGUIN

G. LF LANN’S TICKETS ALGCRITHM
CEUEN-PU CHOU AND MING T. ILIU

WING K. CHENG AMND GENEVA B. PELFORD
CONCLIUSIONS

QUALITATIVE AND CUANTITATIVE FVALUATION
CF TVYE AIGORITHMS

INTRCDUCTICN

SUMMARY GF PRFVICUS WORK

QUALITATIVE EVAIUATION

QUANTITATIVE FEVALUATION

PARAMETERS

MEASTUREMENTS

EVALUATION



NCVMBER OF MESSAGES

. LIOAD CF A NCDE

. UPDATE RESPCNSF¥ TINME

. RECOVERY ¥FOM FAILUEES
CCNCLUSIONS

(A (A (R (A

(&Y ~ETNT T Y
B (N )

PRCGRAMMING DISTRIFUTED AIGCRITHMS
INTRODUCTION
CODING C¥ TEREE ALGCRITEMS

. 3

» . .
AVIEAY B AN NV o
. . .

(0)X0) ¢ J0 K8 ) e o)) gomovgrn

1. THCMAS° MAJCRITY CONSENSTS
.z, ELIIS® DECENTIALIZED AIGCRITHEM
e2.2. MENASCE, PCPEX AND MUNTZ
2. CONCLUSIOMNS
7. CONCLUSIONS

EIBLICGRAPHY



CBAPTER I

INTPCZUCTICA

Seldcom dcec the gereration c¢f informaticn concentrate
¢n & vnique souwrce. Many inctitutions, suchk es governments,
banks, airlines and chain stcres are facing the prcbtlem of
having their velvabdble infcrmaticn stcred in computers which
are gecgrarkically dispersed and either ccrnnected via com-
murication 1links c¢r not conrected at all. This charecteris-
tic has led tc the rodificaticn cf the corventicnal desigrns
¢f centrealized architectures which then hecome distributed
arcritectures. UIDistributed architectvres overcome the prob-—
ler outlined earlier and increase the reliabtility, accessi-
bility, respcnsiveress end lcad sharirg in the system. Thrus
studies tc facilitate the understarding c¢f this technolcgy

are ¢f great help in tke irplementation of such systems.

Tre cverall goal of the thesis is tc study in detail
scme aspects related tc concurrency in distrituted systems
ard at tre same time facilitate 1its vnderstardirge ard

develaorment.

Chapter 2 illustrates, hy mreans ¢f twc tvpical exam-

ples, tre architectures <¢f a distributed database and tre



N

scrt of trarsactions wrichk exist in a distributed environ-
ment. Fasic ccrcepts like consistency, transacticn, replica-

tion an? transparency are also included.

Chapter 2 defines ard illustrates scme of the situa-
tiecns, or problems, fcund in the management ¢f concurrent
transacticns ir distributed datatases. At the same time more
basic concepts and terminolcgy ir this field are intrcduced.
Once these protlems have teen stated, the —corresponding
characteristics o¢f the <concurrency control mechanisms are
jetermined. Tke<e chkaracteristics are classified as ~crrect-

ness, efficiency, reliability and generality.

Crapter 4 includes ar intrcductior tc concurrency rcrn-
trol and its synchronizaticr techniques used ir distrituted
databases. It also inclndes <& tbrief descripticn of somre
recertly prcposed algorithms for ccncurrency contrcl in dis-

trituted datatases.

Chapter 5 includes a summary of previcus work related
to the evaluation c¢f synchronizaticn mechanisms, and sets
fertr criteria used to compere tkese me-skanisms. A aquvalita-
tive and quantitative evaluaticn of some c¢f the previcusly

Aescribed algerithms is included.

F-Apericice Chap. 1 Concurrency in DDEMS
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Crapter € includes an irtroducticn on distridbuted prcgram-

Y

ming. It alsc ircludes the code of three of the algcrithms
studied in previous chapters. Tue to the lack c¢f & well-
known distrituted programming languege, psuedccode is used
to ccce these algorithms. These algorithms are compared and

rcnclusions are drawn.

F.Aparicice Crap. 1 Corcurrency ir TDEVS



CEAPTER 2

DESCRIPTICN CF TW0 TYPICAL FXAMPLES OF DISTRIRUTED DATARASES

This chapter illustrates, by mears of two examples. tre
architectures <¢f a distrituted database (DDB) and the scrt

of transactions which may exist in & DDE.

——— e e—em————a

A database, in general, may te seen as a set c¢f data
and a database management system (DEMS . The DEMS is fcrmed
by mcdules that handle, amcng other funesticns, the user
interaction, consistency control, reliability, concurrency,

and data protection.

A distributed database h&s more elements in its archi-
tecture. There are data and DEMSs (trese may be different)
in varicus wmwachines <{(nodes) which shculd be able to
cooperate. Fack computer ‘tras a processing capability and
deta stcrage caracities. Furtherrore, each ncde may imple-
ment whatever data manag=rent and trarsaction management

systemr it wants tc. The varicus computers ere conrected ‘ty



cermunicatiors links, and it is rormal fer these links to

operate at a relatively low sypeed.

The data, dispersed on various machines, may be totally
replicated, tpartially replicated, cr partiticned (nc repli-
cation &t all . A number c¢f advantages can result frcm kKeep-
ing durlicate datatases. Scme c¢f trkese advantages are

(THOM?2] :

(1) Increased data accessitility as the data may te accessed
even when scme c¢f the ncdes where it is stored have
failed, as lcrg as at least cre of trhe sites 1is cpera-

ticnal,

(2 Mcre responsive data access; databtase queries initiated
at nodes where the data are stored car te satisfied

directly, and

(2} Lcad sharing as the computational load c¢f respcnding tec
gueries <car te distriduted amcrg a nurter cf datatase

sites rather than centralized at a single site.

If all the data reside at tke same ncde, the system is

called centralized.

User interacticn witk the database is <dcne thrcugk
applicaticr rprcgrams (containirg trarsactiors), which rcm-

mtricate withr the DFMSs. A transacticn is a unit c¢f wcerk

(@]
-5
Y

n
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L]
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which takes the database frocm a consistent stete to ancther
ccnsistent state [FORRE1,DATIS2]. Transactions are formed
by sequences <<f atcmic actions. Transactions are an all cr
notring thing, either threy hrappen =cmpletely or all trare of
them (except in the lcg) i erased [GRAY7E]. Transactions
preserve rnonsistency. If sorme action cf & trensantiorn fails
then the erntire transacticn is undcre thereby returning
the data tase tc a consistent state. Thus transactions &re
also the wunits cf reccvery [GRAY7€]. A transaction shculd
have ways to indicate the teginning of it and the suzcessful

or uvnsu-scessful termination cf it.

An example ¢f a typical trarsaction is [GRAY7E]

DFEIT CREDIT :
EFGIN TRANSACTION ;
GET MESSAGT ;
EXTRACT ACCCUNT_NUMEFR,DELTA,TELLER,
FFANCH FROM MESSAGE ;
FIND ACCCUNT (ACCCUNT NUMBRER) IN DATAFASE :
IF NOT FCUMD | ACCOUNT EALANCE + DFLTA < &
THEN PUT NEGATIVE FESPCNSE ;
IISE 20 ;
ACCOUNT FAIAMCF = ACCOUNT_EALANCT + DELTA ;
CASH DRAWEE{TELLEF) = CASH_DPA¥FR(TFLLER)+DFLTA ;
BRANCH RALANCF(EFANCYH) = BEANCH_BALANCE(EZANCH)
+ DELTE ;
PUT MESSAGE (’NEw FALANCE =" ACCOUNT BALANCE) ;
END ;
COMMIT 3

Transactiors car be eclassified as follcews

- Simrle * takes in a sirgle message, dces scmething ard

~

¥.Araricic Crap. 2 Corcvrrency in LDPMS



tay

then produces a single mressage.

Conversational : sends ané receives several asynchroncus
messages, arn? is likely to last several minutes (while tke
user thinks ard types) and hence gpcses srecial rescurce
management problems. Conversatioral transactions cerry on

a dialcgue witk tre user.

Patch : in general is nct on-line and wusually perfcrms

trousands of date management -~alls before terminetirg.

Distributed : accesses data or terminals at several ncdes
of a computer network. It is a transa~tion but ras
instances (called transacticn incarnations ir [MENA7S]}) in
several ncdes. All the instances cocperate in the fxecu-

tior of the trarsaectior.

Read-Only * reads data from the database and has no write
antions. Fead-Orly transacticns are alsec Y¥nown &s

Oueries.

Tonal ¢ does work in the ncde where it was generated.
Lccal read-orly transacticns are called Insular Queries in

[GarCE2a].

Urdate : urdates the ccntents of the database.

(AW

JAparicic Cr
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A tarx is a financial crganizaticn, whickh dne tc tre
nature of its business, is tound tc have a DDE tc incsure its
svstomers receive gocd service ard to redvece its operating
costs, 'EANX OF T®T CITY , a hypothetical bark, includes a
Tain offi-e downtown eand suhsiciery branches spread
thrcughcut the suturts. The ©bank has a DIDF which is
corprised of the files of its branches. Each node or the

netwcrk is a tranch tark (Figure 2.1).

The database is distributed as follows

~ Main Cffice Dcwntcwn : cortains files of checkirg azcourts

opened at Downtown, n.I.T. , Scuthtown , anéd Pittsford.

- F.I.T. Eranch : ccntains files of checking accounts cpered

at ».I.T. and Scuthtown.

- Scuthtcwn Eranck : contains files of <checking accounts

cpened @t Southtcwn ard R.I.T.

- Pittsford Eranch : contains files of chrecking acconrnts

orered at Pittsford and Scuthtcwn.

F.Apariczio Crep. © Cecncurrency in DTIMS
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Fach ncde contains the abtove infcrmation,

as

well

1¢

as

the tctal assets from the branches c¢a which it maintairs
files. This distribiticr 1is partially replicated and 1is
stewr in figures 2.2 , 2.2 , 2.4 , and 2.5.
Main Office Downtown

e e e e —— - —— +

I ACCCUNTS ASSETS !

R fommm————— pm—————— + e ————— tm—————— +

| I RRANCH ACCOUNT |BALANCE} | BRANCE {TOTAL | |

R T pe— e + o ————— tm————— + |

! |TCowntown }1-15-DT | E@ee | iDowntown | 14@z2; '

! 1Tcwntown |1-16-DT | E000 | IR.I.T. ! cgeg! |

| !Towntcwn (1-17-DT | 2eze | 'Southtown| oeee ) |

! IR.I.T. 12-15-R1 | Zeze) iPittsfcord| 122¢¢) |

I IF.I.T. l2-1€-F1 | 200 | e to—————— +

! ISouthtown|3-18-ST | 3s¢e! '

I Soutrtown|2-16-3T | 2500 | !

I l'Scyuthtcwn!2-17-ST | 3eee | !

! IPittsfordl4a-15-PF | 120¢¢| !

! 'Pittsford!4-16-PF | 120¢ ! !

I 1Pittsford |4-17-PF | 1¢0¢¢ | !

| fmmmm—m——— e ———— t———_———— + !

o m e e - +

Figure 2.2 Data Base Downtown.
F.Aparicio Crap. < Concvrrency in DDiMS
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PITTSFOFL ERANCH

e e +
) ACCCUNTS ASSETS !
T ettt ———————— Fe—————— + t————————— tm——————- +
i VERANCH ACCOUNT |RBALANCYF! 'ERANCE ITOTAL .
e et tm——————— tm—————— + tm———————— pm——————— + !
! 1Soutntown|3-15-ST ! 2E¢Q ! 'Soutktcwn| 9¢ge ! |
I 1Z2outhtcwn|2-1€-ST | z2ep7 ! IPittsford| 1zeee ) |
| 1Soutntown|3-17-ST |  3@€¢}  +-——--—--- o +
i iplttsfordi4-15—PF i 100€@! !
| iPittsford!4-16-PF | 1¢¢¢)| |
' 1Pittsfordt4-17-PF | 12¢¢ ! !
bt ———————— t——————— + !
o ——— - +

Figure 2.3 Tata Ease Pittsford.

The tctal c¢f each branch implies the first ~ccnsistercy
constraint in the datatase; The sum c¢f a branch acccunt’s
balances is equal tc the sum ¢f the branch’s &ssets. Ottrer

constraints are : the Dbalance of an account must not be

e +
! ACCOUNTS ASSETS !
I e T o —————— r——————— + tm——————— t————— + !
! JBERANCE IACCOUNT |RALANCE| 'ERANCE {TOTAL | |
| tmm——————— tm——————— o —————— + e tm—————— +
I JF.ILT. 12=-15-k1 | 300 IR.I.T. I Foege ! |
bR ILT. 12-16-RI ! 2eee ! !Southtowrn | seee ! |
| 1R.I.T. 12-17-F1 | 19€k]  #=—mmm——e- Attt +
! 'Scuthtown}2-15-ST | 250! !
| !Southtown!Z-16-ST ! 25Q¢e | !
' !Soutntown}3-17-ST ! 3¢ %
| o4 e —————— t——————— + !
e e +

Figure 2.4 Data tase R.I.T.

F.Aparicic Ckarp. < Concurrercy in DDENMS



SCUTHTCWN BRANCH

o rr e - +
: ACCOUNTS ASSETS |
T b ————— e —— + pmmm tm—————— + |
! |ERANCE | ACCOUNT !RALANCTF! | BRANCE ITOTAL | |
| 4= b ———— tomm—m———— + o ———— o ———— + |
I IR.I.T. 12-12-R1 ! 22¢¢ ) IR.I.T. ! gerge ) |
' 1R.I.T. 12-16-R1 | 2¢¢¢ ISoutktown! sgeol |
I 1RP.I.T. 12-17-F1 | 100¢ ) e ——— b ———— + !
! !Sout*town" 12-ST | 32¢¢ | !
! !3outhtown!3-16-ST ! 250¢ ) !
I 1Southtown!{3-17-ST ' 2000 !
e b ——— T + :
et +

Figure 2.5 Lata Ease Southtown.
negative , and two accovants can not have the same identifi-

caticn number.

We say that a DDB is consistent (or is in a ~consistent
state if all the ccnsistency constraints are satisfied ty
the data values [GARCS2Za]. Tkis control is dore automati-

rally by the consistency sutsystem of the DEMS.

Under this architecture. a vser may interact witk the

data base ty means of different classes of transacticns.

LOCAL TPANSACTIONS

I.ccal transactions refer tc transactions which work on data

existent on the node where ihey were gerereted.

Txamile

F.Aparicic Crap. 2 Corcurrency in CLEMS



At the Scuthtcwr btrarch, a vser whese account is 3-15-ST

wants to know his balance.

Call_transaction : INQ_BALANCE (2-15-ST)

TRANSACTICN : INO_EALANCE (ACCT#
FIND ACCOUNT (ACCT#) IN DATAEASE ;
IF NOT FOUND
TEFN PUT NEGATIVE RESPONST 5
ELSE DO ;
PUT MFSSAGE ( BALANCTF
COMMIT 3

"ACCOUNT_EALANCE);

DISTFIEUTED TRANSACTICNS

Distributed transactions refer tc transactions which invclve

data stored in various nodes.

Fcllowing the above example the user depcsits $ 1¢¢¢.

Call trsnsactior ¢ DEPOSIT (2-15-ST , 12¢¢

TFAMSACTICN : DEPOSIT (ACCT# , VALUE)
FIND ACCCUNT (ACCT# IN DATABAST ;
IT NOT FOUNT
TEEN PUT NEGATIVE FESPONSE ;

FISF DC
ACCOUNT_BALANCE = ACCCUNT_BALANCE
+ VALUE ;
PUT MESSAGF ( EALANCE =" ACCOUNT_EBALANCE ;
COMMIT ;3

This transacticrn is distrituted because it hes to update the
files of the Zowntown , R.I.T. , and Southtown branckes in

ecrder to rreserve the consistency of the datatase.

F.Aparicio Chap. 2 Concarrency ir DDEFVS
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INVENTCRY DATABASE

*

A chain stcre witk warehouses 1in several localities
(cities, counties ,etc.) is another example used tc illus-
trate @ LDE. The ACMF Ccmpany sells furniture, and stcres
its gccds in warehouses in three different cities

Arcther typical trarsactions are :

Call_transacticn : OPEN { R.I.T. , 2-20-F1 , 3500 )

TRANSACTICN ¢ CPEN { BRANCH , ACCT# , RALANCE
FIND ACCOUNT ( ACCT# ) IN DATAEFASF ;

IF FCUND
THEN PUT NEGATIVE RESPONSE ;3
ELSE DO 3
WRITE ACCOUNT ( EEANCH,ACCT#,BALANCE) ;
COMMIT

Call_transaction : FUND TEANSF ( 2-18-F1,3-17-ST,500 )

THRANSACTICN : FUND_TRANSF ( ACCT1,ACCTI2,VALUE
FIND ACCCUNT (ACCT1) IN DATAEASE ;
IF NOT FCUND
THEN PUT NEGATIVE RFSPONSE ;
FISE DC ;
FIND ACCOUNT (ACCTZ) IN DATAPASE ;
IF NOT FOUND
TAEN PUT NEGATIVE RESFONSE 3
ELSE DC
ACCOUNT_BAIANCE (ACCT1

ACCOUNT _PRALANCF (ACCT1
- VALUE ;
ACCCUNT_BALANCE (ACCTZ)
+ VALUE ;

UFDATE ACCOUNT ( ACCT1 )
UPDATF ACCOUNT ( ACCTZ
COMMIT 3

ACCCUNT_BALANCE (ACCTZ)

1}

F.Araricio Crap. 2 Ccrcurrency in DDEMS
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Rochester, Puffalo ; ard Syracuse. Fack node of the network

is represented by a city {(Figure Z.€).

The database has the following <cistribution fcr each

node

— Rcchester Ncde : articles stcred in warehouses in Foches-

ter, kuffalc, and Syracuse.

-~ Ruffalo Node : articles stocred in warehouses irn Fcchester,

Ruffaslc, and Syracuse.

- Syracuse Ncde : articles stored in warekouses 1in Fcches-

ter, Puffalo, and Syracuse-

This kind c¢f distribution, where every node kas & <2cry of

the whcle database, is called total replication.

Fack node morecver, maintains the total distridbuticn c¢¥
articles fcr every line of furniture as is shown irn figure

2.7,

[RV}

F.Aparicic ¢

¥
m

"ty
.
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INVENTCRY DATAEASE (Tctal Replicaticn)

+=———t F———+ $m——t ==y
P20 b3 P12
+——— +———+ e i Rt &
] I I 1
{ 1 1 1
===t pmmm——— + m————— +  +——-+
] 1 | U | I 1 | DS B S
1 1 I | ' 1 [
+==-+ | ROCH | i PCFF | +-——+
| ! { |
e ————— + e ———— +
] |
| 1
I I
I I
e ————— +
| COMMUNICATION |
] ]
] |
: SUBNET i
P ———————— —————————— +
]
]
!
tm————— +
=+ | s
I 1 {--1 SYRA {--} 3 |
tm—— ! ! t———t
m————— +
I
I
-t
|2 !
4 ————

1. Articles stcred in Rcchester.
2. Articles stcred in Buffalo.

3. Articles stored in Syracuse.

Figure 2.6 Inventory Database.

Lo

F.Aparicic Crav. Con~urrency in DDEMS
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Narehcuses : RCCHESTEER

EUFFALC

SYRACUSE
o ————— e +
! Datatase |
b tm—————— tm————— Fm——————— + tm————— t————— + !
| 1CITY !AFTICLF |AMOUNT!UN.VALUE! 'ARTICLE!TOTAL | !
| S o ————— m————— b —————— 4 pm————— m—————— + !
! VROCHT |CEAIRS | 1¢2c0| A/ ICPAIRS | 13218} |
v {FOCT |SCFAS | 2o¢e! 189} |SCFAS | &@0o¢) |
{ |FUFF !SCFAS \ zeeo | 12¢ | {DESXS Io14a72} |
| VPUFF |DESX i 1234 15¢} +-——=—=—- +m———— +
i ISYEA !CHAIRS | 221F! 55| '
! ISTRA !DESKS | 226} 15¢ |
bod——- tm————- ————— tm——————— + !
o - +

Figure 2.7 Warehcuses.

Scme typical transactions in this applicetion are

INQUIRY
TZANSACTION ¢ INQ_AMCUNT 3
READ AMOUNT CF¥F CEAIRS IN ROCEESTER 5
RFAD UNIT VALUE OF SOFAS IM SYFACUSE ;
END TRANSACTICN ;5

UPDATE
TRANSACTION : UPD_AMOQUNT 3
READ AMOUNT OF SC¥AS IN SYRACUSE ;
AMCUNT = AMOUNT - 160 ;
END TRANSACTION

TRANSEFER
TFANSACTION : TEANSEF _ARTICLES 5
EEAD AMOUNT OF CFAIRS IN ECCEESTEE 3
AMCUNT = AMOUNT - 55
READ AMOUNT OF CHAIEKS IN BUFFALC ;
AMCUNT = BAMOUNT + EE ;3
END TRANSACTICN

(@]
= g
o3}
he)
ny

F.Aparicic Corcurrency in DDIM3
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STT UPDATE :
TRANSACTICN : UPD_PEICES ;
INCREASE BY 10% UNIT VALUE OF CEAIRS
AT ALL ICCATICAS ;
ENC THEANSACTION 3
With these examples of banks and inventories, we tried
to sho« the external form of a DDE in two specific applica-
tions. By mears of the typical transacticns shown, we skcwed
how the location and replication of data, as well as the

necessdry messages tc completely execute & transaction, are

transgarent tc the user.

Transactions stould provide the programmer witk thre

followirg types of transparencies

- Lcrcaticn Transparency. Location trensparency means that
users and wuser prcgrams shtculd not need to know the site

location of any particular date iter [DATAR3].

— Rerlication Transparency. Feplication transparency means
thet all details of lccating data ard maintairing replicas
np-tc-cdate skculd be randled by the system, not ¢ty tre

user [DATESZ].

- Ccncurrency Transparency. Concurrency transparency means
that a user has the illusion that it is executirg alcne.

The system must protect each user from the others.

— Failure Trapsiarency. Failure trarsparercy means ttat the

F.tparicie Chap. 2 Concurr=2ncy in DDEMS
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system skculd free users from takirg preceautions agairst

failures.

Together, location transparency and replication tren-

sparency 1imply that ({ideally) a distributed system shculd

look like s centralized system tc the user [DATF=2Z].

F.Apcricic Chap. 2 Concurrency in DDEMS
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CONCURREINCY IN DISTRIBUTED DATAEASFS

3.1. INTKCDUCTION

This secticn defines and illustrates scme cf the situa-
tiors (or probtlems found in the management of ccncurrent
transactions in DDEs. These findirgs resnlted from maintain-
ing the transparency tc tke user and making efficient and
reliatle the interaction witr the database. The examples
presented 1irn ckarter 2 are vtilized tc illustrate the prcb-
lems found. Once these prcblems have been stated, the
correspcnding characteristics of the concurrency cecntrel

mechanisnrs can be determined.

2.2. PFOELEMS IN THE PEROCFSSING OF CONCURRENT TFANSAC-

There are many advantages inherent in replicated data-
vpases such as improved perfcrmance, increased fdate accessi-
bility, and lcad sharing. <Studies have teen wurdertaken to
sclve the prcblems associated with these advantages. Some of
the precblems are : synckrorizaticn of ccncurrent updates tc
the dJatabase, maintenance of the ccnsistency of the cdeta-

base, recovery after failures , wkere to put the dats, ‘ow
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many copies to make, ana where tc do the query prccessirg..

The datatase c¢f a bank applicaticn is an illustrative case

(situaticn illustrated in ckapter z).

"ZANF OF TEE CITY  ras branches in several areas ¢f the
city and each branch keeps a file of its cwn accourts as
well as files of the accounts of cther branches. Determin-
ineg the numter <¢f copies and the sites at whisk to »nlace
them, are not cf interest nrow. 4 typical ©bank requires
transactions, su~hr &s F¥vnd Transfer, Palerce Inquiry, Depnc-—
sit, withdrawal, etc. Ir créer to fulfill these transacticns
cencurrently, a control mecranism is required to avcid procb-
lers such as violation of internal consistency
[KANF79,THCNMN?7R], violation of mutual consistercy
[{ANE?S,TBECM?G]., and deadlock [DATE&3,ULLME3].

A scredule S of a set of transacticns T1,T2....,Tn
rerresents a rarticular crder in which the acticrs of tke
transactions were performed in the system [GARCS2al. A
schedule is also a sequence of actions. Tre simrrlest
schedunles run all actions of one transaction ard then all
asrticrs of anotkrer transaction. Suct one-transacticn-at-a-
tire schedules are called serial ©btecause they have ro con-
currency among transactions [GPAY?8]. Clearly a serial
schedule dces nct induce inccnsistency tecause every tran-

sacticn is assured tc bve individually correct; that is, each

F.Araricic Chap. & Concurrency in DDEMS
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transaction preserves the integrity of the datatase if exe-
cuted in isolation. A scredule 1is “serializable” if its

effect is equivalent tc that of socme serial schedule.

let us see an example : Tre following two transactions
come to the Towntown brarch. Recall frem fifure 2.2 that
tre balance of the acccunt 1-15-DT is $58¢% and the Dbalarce

of the account 4-1€-PF is $164¢.

T1 : FUND_TRANSFER

T11.....FEAD PALANCE (ACCOUNT = 1-15-
Ti2.....BALANCE = EALANCE - 1¢0 ;
T13.....READ BALANCE (ACCOUNT = 4-16-PF ;
T14.....BALANCE = EAIANCE + 1€€ ;

12-CT);

END T1

T2 : DEPOCSIT

TZ1.....FEEAD FALANCE (ACCOUNT = 4-15-PF) ;
TZ2.....BALANCE = EBAIANCE + 22€@ 3

END T2

If we allowed any irnterleaved execution crder fcr the
actions of the transactions to take place, we wculd get dif-
ferent resuvlts; trerefore, seriovs problems of database ccr-
sistency could result. In the last example, if the schedule
were T11,T712,T1%2,TZ21,T14,T2z, then tke dalarce of the
acccunt 4-18-PF wculd be $ 4072. However, if tre schedule

were T11.T12,T213,T21,722,T14, thern tre balance c¢* the

F.Aparircic Chap. & Concurrency in DDEMS
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account 4-16-PF wculd be $ 11¢¢. The true balance cf the
account 4-16-PF stouvld be $ 410¢. This discrepancy viclates
the 1irternal consistency <ccnstraint due to the loss of an
update [DATF33]. The balance of the account 1-15-DT is &
4900, whick 1is independently correct of trke sshedule exe-

cuted.

It should be noted that temporary inconsistency
[ESWA?6] is irnerent in all sequential corputaticns, and feor
this reason consistency requirements cannot generally be
enforced tefcre the end of the transaction (when the tran-

saction commits .

There may be problems in maintaining the mutual con-
sistency [%X¥ANE?S,TPOM7Z], because when upédating an account,
the effect must be propagated to all the <copies of tre
arccunt (if a <copy <o¢f the ancount 1is kert at several
tranches . Taking the last example, we can see that if the
srhedrle followed ¢ty the Dowrntown branch were cdifferent to
that used by the Pittsfcrd branch, the firal talarce of the
arcount 4-18-T'F would be different &t beth branches.
Mainternance of mutual consistenry therefore, requires all
sites tc¢ make the same decisior for concurrently initiated
cenflinsting updates [TECM79]. Tre inkerert delays in czcmr-
muniraticn netwcrks meke it extremely difficult fcr all the

copies to be equal at any irstant; however, they must

F.Avariric Chap. & Corcurrency in DDEMS
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converge tc the same state and be identical when the update

process ceases.

4

hece ccncurrency ancmalies are very difficult to

underst

W
[e]]

nd and guard against. Mcst transacticn management
systers trerefore, hide concurrercy frem users »y implement-
ing techniques such as Locks, Timestamps, fCirculating Per-
mits anrd Tickets, Ccnflict Aralysis, and Peservations
[Ko¥LR1]. These mechanisms solve part cf the problem, but

new prcblems arise like DEAD-LOCK, LIVE-LOCK and Overhead.

Intuitively we see that in order to preserve the con-
sistency, some actions shculd wait for cthers to te dcone;
thereby making sure that the transactions do not see
obsclete data. Trhis wait cauvses a delay and may cause a
mutval block (deadlecck) in the execution cf transactions. To
jllustrate this case 1let us take a typical transacticn.

(Figure Z.1)

If the generated schedule for T1 anc T2 is
T11,T12,T721,T22,T13,T14,T22, TZz4, we rcan see in figure 2.2
when the deadlock cccurs. The transacticn T1l, in order tc
read eaend update tre acccunt 1-15-DT, leccks it to avoid trat
cther trersacticns see it befcre it is updatea. Tke transac-

tion TZ dces thte same cperatior for the seme reascn T1 dicd.

F.Aparicioe Chap. 2 Ccrcurrency in DDEMS
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FUND_TEANSFER
T1 : FUND_TRASNF 1

T1l...... FEAD EALANCE (ACCOUNT = 1-15-IT) ;
Tiz...... EALANCF = EALANCE - 102 :
T13...... READ EALANCE (ACCOUNT = 1-17-DT ;
T14...... BALANCF = BALANCE + 100 ;

END T1

T2 : FUND_TRANSF 2

Tzl...... FEAD BALANCE (ACCOUNT = 1-17-DT) ;
Tez...... BALANCE = EALANCE - £¢€ ;
T28ceeenn RFAD PALANCE (ACCOUNT = 1-15-DT ;
Tz24...... BALANCE = EALANCE + 2¢€ 3

END TZ2

Figure 3.1. Fund Transfers.

Now, when Tl and T2 try to execute their last acticrs, they
finé cut that they can not lock the items needed. As &
result, T1 is waiting fcr T2 to release a lock cr an item it
needs, and T2 is waiting for T1 to release a lock on an item
it needs. If this situation is nct detected, Tl and TZ may

rerair waiting forever.

A deadlock may occur at & lccal level, & branck, or at
a glchal level, involving several branches [GRAY?2]. Menasce
and Muntz [MENA79] ronsider that there are tkree approackes
tc the treatment c¢f deadlocks : deadlcck avoidance, deadlcck

7
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Figure 2.2 Deadlock Cccurs at Time t6.

prevention and, deadlock detecticn anéd rescluticn; rowever,
many autnors [RYPK?7S,DATEEZ,ULLMEZ, BERNE1] ccnsider
deadlock avcidance and deadlcck prevertion tc be only one
aprroach. Some cf the techniques used in deadlock preventice
and avoidance are: (1 to require that all the resources te
acquired at once by a transaction, (2) to look akead at wrat
is gcing tc happen should tke 1lcck be granted, and rct
honorirng the lock if it is going to cause a deadlock, (3 to
assign an artitrary 1linear order tc¢ tre resources and
require all trarsactions to request lccks in this order, 4)
to uvse timesterps. In using timestamps no data is ever

lccked, thus Jdeadlock is impossitle. The secon? apprcach tc

MmcC
’ ~

[ab)
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Fanédlirg deadlocks is to do rncthing tc prevent trer. and to

use wmethcds tc fird them after they have occurred (see

™
3
5]
)

ANe1) for details about methods for deadlock detecticr

Breaking c¢r resclving a deadlock ccnsists c¢f chcosing a
“victir® -that is, one c¢f the locked trensactions- and rol-
ling it ‘tack [DATEEZ]. Tkre system must guarantee that a
transaction that is put on wait, will eventually come out of
tke wait state. Whken a transaction waits ferever tc have a

lceck hencred, it is knewr as Live-Lock.

Fcr tre benefit of the users, the DEMS shculd provide
consistent views of the data during failure {(reliatility
[CECUSPa,MENARZa] , as well as maintain the database ccn-
sistert wheu the failure is fixed and ncrmal operation is
resumed. For exemple, in the retwork cf "FANX CF TKE CITY™
ccmmunications betweer the Fittsford tranch ané tre rest of
the branches are troken terpcrarily, causing the gfpartiticn
¢of the netwerk. Stould & partiticen happer, the system shceuld
be able tc keep executing transactions, gracefully dezraded
though [CECUE&@Ga,MENASEa)]. This situaticn may lead tc the
follcwirg undesirable case. If the Pittsfcrd branck were to
be discconnected from the netwcrk, cliernts having accounts at
the Pittsfcrd branch covld creat the tanx ir the follcwirg
way : by gcirg to Pittsferd, withdrawing all the mcrey. tlken
going Downtown ané doing the same. As a result, tke cliert

will doutle his money. Wren ccmmunicaticns are resteored, tke

F.Avaricio Craep. 3 Concurrercy in DDIVS
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system will try to propagate the updates but the ~lient wilil

be gone.

Network partition is cne of the worst disasters that
can tefall a fistrituted cdate tase system. Most concurrercy
systems depend upcn prompt message passing to meintain locks
or voting. Tkus if & network ©becomes partitioned, thre
independert groups could continue rurning and ‘tuild ccr-
flicting versions c¢f thke database [CEII8Z). Tre system
designer must decide how the system will operate after a
partition has occurred, in order tc return the datatase to &
consistent state after the partitions merge. If necessary
irconsistencies will te corrected. Ee or she has three bdasirc

alternatives [GARCS2b]:

(1) Allow each group cf nodes to rrocess new transactions,
(2 Allow at most one group to process transactions, and
(2) Halt all transactior processing until the <system 1is

united again.

Not cnly should these problems be sclved by the ccon-
currency ccntrcl meckanism, tut also the solutions should
take place without incurring, tigkly romplex programrs,
excessive use cf resources (overtead [EADAZQ]). delays and a
tigh volure of Te<Sages {efficieacy [(EANE?3,TTRN?3a,

RADAC2)). A gccd ccencurrercy contrcl mr2ecranism must scuive

F.Aparicio Chap. o Ccrcurr=ncy in DDIMmS
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these protlems as well as otkers presented in more ccmplex
applications. Suet a mechanism shouli rave fcur impcrtant
charactaristicss it must be correct, efficient, reliable,
and gereral (it is obvicus trat the election of a mecharism
for a specific applicatior depends upon the needs and the

environment wkere it is going to be implemented!.

An application may have its data distrituted in any cre
of tre following forms: fully replicated, pértially repli-
cated cr non reglicated. Nocn replication implies a great
sirplification ¢f the ccncurrency proolem, but tke DDZ loses
some ¢f its mair attractiors such as reliatility and availa-
bility. On the other hand, full replication may be irneffi-
cient derending on the size of the database and the fre-
quency of 1its wuse. Furthermore, redundant updating can be
costly tecause it may potentially involve externsive inter-
computer communication overhead in crder to lock all copies
of data being updated. Algorithms to handle specific dis-
tributions have ©been propcsed, tut they lacx generality
causing the reduction of their applicability. Unlire
specific case algorithms, algorithms which handle partial
replication are more general, but their complexity 1is far
greater. Full and null replicaticn car ve treatedéd as special
cases of partial replicaticn, allowing partial rerlicatior

algorithms to cover all cases.

F.Arariric Crap. 2 Ccrcurrerncy in DDI!3
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This secticn defines the characteristics of a good

algorithm. These characteristics are correctress, effi-

ciency, reliatility and generzlity.

Z.3.1. CCRRECTNESS

Since concurrency control is the most impcrtant pert of
a DDP¥S, we shculd be sure trhat the algorithms developed tc
implement it are ccrrect. These algorithms are usually ccm-
plex, hard tc understand, and difficult to prove correct
(indeed, many are incorrect) [BEENE1]. An algcrithm works

ccrrectly as long as it meets the following requirements :
- Preserves Intsrnal Consistency.

The net effect of executing several transactiors «cen-
currently sheculd be equivalent tc the effect cf executing

them in scme order, but serially [MENATS,BERN7Za, ¥

(/)

wa7e,
1AMP72,BATFRGE] . Serializability 1is thke formal rcritericon
for ccrrect executicn of a set of corcurrent transacticns
[DATFSZ]. It 1is obased on the assumpticn that each user
transaction will preserve Zétabase consisteary if it rurs

atomically.

- Preserves Mutual Consistency.

F.Aparicio Chap. 2 Concurrency in DDEMS
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All the copies of the database must cconverge to the same
state and must be identical wken tke update process ceases
(LAMP?79,MENASAL,TEOMTE] . Twe kinds of nutual ccrsistercy
are distinguished [wILM8¢]: (1 strong mutual consistency:
Eetween twc updates, all cories belorging to runnings sites
have the same version of the datatase, and (2 weak rutual
consisténcy: Lifferent sites may possess Aifferent ver-

sions at a given time.
~ Teadlock Free.

The avoidance of a trarsacticn waitinz fcrever tc bte exe-
cuted due to a deadlcck. It should detect and solve or
prevert 1lccal deadlcck and global deadlock [GraY7e,

MENA79,EERN79a] .
~ Avoids Critical Rlocking.

All the trarnsacticns should be executed cr rejected in a

finite time [FLLI77b,FERNEQY].

. EFFICIENCY

1A
A
o

Fecauvse the concurrency control mechanism is threavily
used in a distributed environmert, its efficiency plays an
important role in tke overall performance of @ DIEMS. Some

cf the features that increase efficiency are:

- Distinguisk Type of Transection.

F.Araricic Crap. 2 Ccrcurrercy ir DDIMS
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Cifferent types of transactions need different 1levels

o

f
synchrorizeticn. Some transactions only need lc-al lo-king
on a site ty site basis [PERN?€] and otkers dc¢ nct reguire
synchronization at all [FIRNS2B). Eaving meny types of
algcrithrs avcids the cverbead incurred ty wusing ccmplex
general type algorithms. =ead=-only transacticrs couléd Ye
processed witk general transaction processirg algcrithkrs,
but in mary cases it is more efficient tc preccess read-
only transactions witk spezial algorithrs wkich take
advantage of the knowledge that the transacticn only reeds

(GAPCB2a)}. When the transaction is 1local, the algoritho

skculd only use tke lccal copy [STON7S,GIFF79,BEZNEGH].
Mcre Work in Heavily Loaded Sites.

Tre algorithr may kave a mechanism to execute mcre traen-
sacticns issued from a heavily lcaded site than fror a
lightly loaded site. In o¢ther words, it shkould eveid

tottlenecks [CPOUS®a,3IFI72,LE-L7€].
Good Performance [CEOUSEZ].

A high nurter of transacticns executed ter tire wunit and

low delay.
Nc Fejection cf Transactions.

2ejection of & transacticn causes resutrissicen cof the

trancaction at a later time ard this ircreases inter-ncde
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cecmmunication traffic and delay (CRECUS¢a,LE-L7f].
- Low Message Traffis.

A small number cf messages should bYe required fcr syn-

chronization &and recovery.

- Incur mecdest corputaticnal and storage cverkead in the

system[¥CRI81].
- Gc0cd Fesponse Time [FADA&C].

The time required to prccess a traersaction skould he as
stort as possible. The meckanicem shculd perform satisfar-
terily in a network envircnrent with significent ccmmuni-

cation éelay [KCHLE1].
- Independence frer Transmissicn Speed [ELLI?7%].

Speed irdependenrce allcws a scluticn to be generelly

arplicable tc a variety of networks.

- Lcw Reguirerment of Stcrage for Synchronizaticn and

RPeccvery.

Nodes usually keep information abcut urdates which they
have already performed, and maintain lcck tebles, cata-
lcegs, etc. in crder to facilitate synckrcnizatiorn anid

recovery.
- Response time shculd be indererdent cf the nurter cf ncdes

F.Aparicio Chrap. 2 Corcurrency in DDinvs
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in tke retwork.
- High Ievel cf Parallelisr.

The algorithr should accomplish a higk 1level <¢f con-
currency in a ncde and tretween ncdes [FLLI77b,.E0TEHe@]. 1Ir
a rcde, there may be intra trensaction and inter trensac-
tion parallelism [WILM8@]. 1Internal parellel processirng
for a given transaction requires the possibility of run-
ning simultaneously different processes cedicated tc the

same transaction [GRAY&1l].

Cnce an enterprise is ccmmitted to a computer system,
it is heavily dependent on tke system’s atility tc ~cpe witk
failure. No mechanism yet develcped can acrieve 1¢¢ rercent
resiliency [EF&N79aj. The degree of resiliency that can te

attained depends on hcw much we like tc pay.

- Robustness. The system should make a “best-effort  to cor-
tinue service in tre event that perfect service canrct be

suppcrted [AISB7Ea).

a) Rcbustness in tke farce cf ~rashes of any oparticipating
site , as well as ccmmunicaticr failures [MENASCa,
£TCU%gal. Tre remaining live sites stcul” remair con

sistent [SHAP7E], and the rrocedures bty which this is done
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must nct force protcccls tc wait for failed sites to

recover tefcre they car safely proceed [FFINECD].

b FHcbustness in tke face c¢f simultanecus failure <¢f two
or mere rarticirating sites [TEOM79,MINA?G,GIFF79,

DATIRZ].

c) Continued local operation ir the face of netwcrk parti-
ticring [MENA2Za)]. Network partiticns cause serious prob-
lems tecause it is nct pcssible for sites te coordinete in
order to ensure ccrrect update synchrcnization [FAMM7R].
Tre algoritkmr stould crerate correctly when tre network is
partiticned, and eack partiticr should bte able to ccntinue

with local work.
- Feccvery of a Crashed Site.

The algorithm must include a reccvery mechenism which mrust
ensure trke consistency ¢f the 2atabase when a crashed site
teccmes cperational. During the recovery prccess, the

remeining nodes should be abdle to wecrk.
- Recornecticn cf Partiticns.

When a partition is fixed and the network reconnected, the

datatase must return tc a ccnsistent state.

2
'Y
e ]]
o)
.
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Generality is & property which an algorithm skould have
because it ©broadens the epplicability of the algorithm inr
different situaticns arising in the life of a system. A4 fern-—
eral @algorithm should hsve as marny of the follcwing charsc-

teristics as pcssible:
- Acceptance of Predicate Locks.

Trhe locking mechanism should te atle to randle tke lockirg
cf a set of all exntities (items) with a rertain value

[FSWA?76,MENARZa], for example all accounts wkere tranch =

Fittsfcrd.

- Support of temporary extra copies (replication without

afferting tte performance cf the algoeritkm [GIFF79].
- Possibility of addiag new nodes [REZN7E].

As the datatase grows in size or usage, new rodes may te

added. This addition should te possible without major ser-

vice disrupticn.

- Dpossibility of applying the algorithm in the case cf mul-

tiple ccpies and partial redurdancy.
- Functionality.
Capacity «¢f transmissior of trensarticns arr data
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- Indifference to the topclogy of tke netwcrk [KANE79Q,
STON?79] .

The mecharism should work well for both “btrcadcast  net-

works ard “point-to-point” netwerks.

- Few restrictions with respect to protocols of the nretwork

itself.

It skculd place few constraints on the <structure <¢f the

transactions [KCEL&1).

-~ Accertance of all types of transactions witheut viclation

of consistency.
- HAcmogeneity.

The nction c¢f hcrmogeneity reans that the database marager

at all rcdes perform the same contrcl algcritkms, altroughr
the nodes may have entirely different computer systems.
This property lends a bdbit of symmetry anc elegance to
solutions, allows verificatior to prereed ty viewing the
control program of & single node, and leads tc formal
proofs of correctress of arbitrarily large retworks by

inducticn on the numter cf nodes in the netwcrk [RILI77t].
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Fesides the characteristics afcrementicred, a gzcod
algecrithm shculd te easy to understand and easy to imple-
rent. In order to get tris, it is required that tke metko-

dology used to explain the algorithm te understandatle.

All tre ckarécteristi~s previously mentioned will form
the wair parareters ¢f the analysis tc te dcne ir later
chapters. It shculd be noted. that it is extrerely difficult
to find algoritkms wkick meet all tre cheranteristics men-
tioned because it is necesséary to sacrifice sores quelities
for the sake of otkers. Properties ¢f mirimal ressage
transfer, clarity of soluticn, elegance of solution, maximal
parallelism, practicality, and gzenerality cften conflict
with each cther [ELLI77t]. Fcr example, gettirg a gced
recovery mechanism may increase the storage requirements and

increase tre cost of zommuniceticn.

‘e
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CONCURRENCY CONTRCL IN DISTRIPUTED DATARAS® SYSTEMS

4.1. INTECDUCTICN

Ccncurrency centrcl is the activity of ~ccordinating
concurrent accesses te¢ data ir a multiuser DEMS. Corcurrency
contrel permits users tc access concurrently @& database
while —rpreservirg the 1illusicr that each user is executirg
alone. The main difficulty in achkieving this transparency is
preventing work dcne by @ user frem irterfering with trat
done ty arctkher in a way that wculd cause 1irncensistant

results or an erronecus database state tc cccur.

The ccrcurrency contrel rrctler is ircreased in a dis-

tributed DEMS (DDEMS because (1 users access cata stored

\
4

Ny

in different <computers, and a corcurrenzy ccontrel
mecharnism at cne corputer is net instantarecusly aware of

the activities at the other ccmputers.

Ccneurrency cortrol kas teen actively investigatel for
several years, ané the preblem fcr centralized DBMSs is well
understoed. Distributed concurrency, by ccntrast, is in a
state of turtulence. Mcre thar z€ cencurrency ccntrel aljqe-

ritkms Lave bheen propcsed fer IDD&MSs, dAuring the lest £
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y=sars, aad several have tbteer, or are teing, itwplemented.
Trese algocrithrs are usually complex, haréd tc munderstand,

and difficult tc rrcve correct. (parapkrased from [FEzNS1])

Lifferent authcrs rave preopcsed varicus classifirceati

(@}

ns
for these algcrithms. Kchler [XCFLS1l divides the algfo-
rithms intc five me jor categcries accordirg tc  their main
feature: locking, tirestamps, circulating permit and tick-
ets, conflict analysis, and reservations. Eventcount is
another synchrcnizatior tecknique, which works in a similar
way to that of timestamps. In [ELLI?7b] eventcounts serve
the purpose of timestamps. Fernstein ard Gooiman [FFPNE£1]
divide the synchronization techniques into the follcwing:
two—phase locking Dbased and timestamp crédering tased. Trey
list 4¢ differenrt corcurrency control metacds tnat ran te
constructed using tre twc teckniques aforementioned. Anottrer
division gprcrcsed by several authcers is based con the contrcl
disciplines they utilize; centralized or distributed. “ Cne
class of meckranisms irnsclves some form c¢f centralized con-
trol whereby all update requests pass thrcugh a single cen-
tral point. At this point the requests can bte validated and
then distributed to the various ncdes fcr aprlicaticr tc the
locsel copies. A second, fundementally differert class. embo-
dies distrituted contrcl. Tre validaticn and a;plicaticon c¢cf
requests i< aistriduted amorg the ccllectior of rcdes in tne

network. { peraprrased from [T7GM78]]
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The most cecmmenly used synchronizaticn techriques are:
locking, timestamps, rccnflict analysis, rirculating perrit

andl tickets, anid reservaticns.

LCCKING

Most soluticrs tc the access synchrenizaticr Gprotlem
are based on some explicit or implicit 1lccking scheme
[ESWA?E,GRAY72]. A transacticn méy lock items tc ersure that
ncbedy else has access to ther while in a tempcrary inccn-
sistent state. A lock operation 1is divided 1intc thrree
actions: request, grant, and release. When a transaction is
granted a lock, it gets exclusive access tc the 1iter wuntil
the lcck 1is released. Tre two-phease locking prctocel
requires that a transacticn first acquire all the lccks and
then release them. In other words, & release lcck cannot
precede & request lcck in @ transaction. The problems with
locks are the pcssibility of deadlock ard the amcunt c¢f mes-
sage traffic it generates. The main difference between tne
use c¢f locking in cperating systems concurrensy contrcl and
in database concurrency control is that in <catabase con-
currency control tke mair concerrn is to avciA inzcrre-t cem-
pletions [PAPAR1]. The populerity of lecking is prectatly due

tc 1its ccnceptual simplicity. It kas been observed hkewever,
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that more scphisticated teckniques may yield a righer degree

of rarallelisr than locking, and therefore yield detter per-

formance [PAPAS1].

TIMESTAMES

A timestarp is a unicue number which is assigned tc a
transarticn or object and 1is croser frcrm a morotonizally
increasing sequerce. It is c¢ften a function of the tire <cf
tke day [KCEHIS1]. Iocking synchronizes the schedule of a
set of transacticns in such a way that it is eguivalent tc
scme serial executicn c¢f those transacticrs, whereas times-
tamping synchronizes tkat s-redule ir suck a way tkat it is
equivalent to a specific serial executior, namely, the exe-
cuticn defined by tke crrerological order of the timestamps.
This 1is a fundamental distincticn tetweern timestamping ard
locking techniques in general [DATF83]. The advantage of
tirestarps 1is that no locks are set, and herce deadlcck is
impcssinle. The disadvantage is that storage costs may Dbe
increased since timestamps must be permanently stcored with
each data item. Conservative timestamping 1is a technique
that dces rot require timestamps cn data items but inveclves

a lot cof intersite communication.

CONFLICT ANALISIS
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Conflict analysis is tased on &n analysis cf how tran-
sactions can cenflict with each cther and row tre ccnflicts
can te avcided. Under this technigue, trarsacticns are
divided into classes, acccrding tc their read-sets and
write-sets, in créder determire tre level ¢f synzkrrenizaetion
required to avoid conflict anéd tc guarartee a serializatle
schedule. Whenever transactions enter the syster, their
class 1s anealyzed to cdetermine if they reauvire synckrcniza-
tion or not. If they do not require synchronizatica, the
transactions are processed without the unrnecessary deley due
to the synchrcnizatior. If they dc¢ require syrchronizaticr,
a level of syncrronization is determined avoiding tke use cof
global locking in all cases. Bernstein et al [PEFNEZD] have
shown that their implementation of the ccnflict anelysis
approactr allows more concurrency than thke classical 1lockirg

prctocol.

CIRCULATING PERMIT AND TICXF¥TS

The basirs scheme can te triefly described as fcllcws:
contrcllers (one per node are linked tcgether to forr a
virtual communication ring cn wkick a urique <ccntrcl token
circulates. Fach rcde is assured tc te tre agent for a sin-
gle user transaction. Transactions are distinguished as
queries and urdates. Cnly tke ccatrcller cwning the tcker is

allowed to initiate an update trearsaction. ¥hen the update

(92
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is ccrpleted, trhe token is passed tc the successcr on tke
ring. The circulating tocken serializes the update reguests.
Trhe drawtack of this simple approack is tkat tkrere is no

parallelism even when transactions modify separate objects.

In order to improve parallelism tre databese is parti-
tioned 1into r independent parts, where access to each part
is monitored by a database contrcller. The circulating tcken
now carries r ticket values, one for eack database parti-
tion. A detabase controller can upcdate its part if it owns

a ticket value. (paraphrased frem [KOHL81])

RESFRVATIONS

" Under this technique, each active reservatle datatase
entity has a reservation list associated with it. Cne proto-
col requires a transaction tc preclaim and reserve the enti-
ties it uses in exchange fcr the guarantee that it will not
be stcpped once started. The second protococl allows a tran-
saction tc dynamically request entities tut dces rct guaran-
tee that the transaction will be restarted in case c¢f con-
flicts. These rrotoccls use timestamps tc avoid deadlccks.’

(paraprrased from [KOEl&1]
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.8. FRIFF DESCRIPTICM OF SCME AIGCEITHMS

In this section, we descrite some of the distrihuted
concurrency control algoritkms proposed ir recent yesrs. Tre
descripticon is rot meart to fully cover the pecvliasrities of
eazkr algeritkr, Ddrt to shcw treir mein features. wWe have
tried tc include algoritkms frem all the categcries irntc
whick they are classified. Five of these elgoritrkms will be

evaluated in charter £.

4.3.1. Thomas’ Majcrity Consersus Algorithm [TEQOM73!

Thomas’ algorithm assumes a fully redundant datatase,
with every logical data item stored at every ncde. Farkh lcg-—
ical data iter has & value and a timestamp associated with
it. Ar item’s timestamp represents the time wken thke item
received its current velue. Since thke database is fully
redurdent, queries are performed in a straightforwara weay
using the local copy. Ar update transacticn proceeds accerd-
ing to the follcwirg steps: (1) Query Datatase. The transac-—
tion queries the database in order tc retrieve the items
reguired in its update ccmputatiorn (this set cf items is
called the read-set . (2 Compute Update. The transacticn
corputes the new values cf tke items tc be updated (this set
of items is called tte write-set). (2) Submit Sequest. The

transaction submits ar uondete request to its lccral DEMS.

F.Aparicio Ctap. 4 Concurrency in DDIMS



(¢ Syncrreonize Update. fack one of tre lccal DEV¥Ss votes
(YSS,NO,PASS, cr DEFEF) tc decide tc accept cr reject the
update reguest. (5 apply Update. If the request is
accepted, each local DEMS aprlies tke update tc its local
copy. (6 Notify. A DEMS rotifies the noée which cenerated

the transaction of kcw the request was solvecd.

It is only required that a majority cf nodes CKAY the
request in order to approve it; hcowever, @ NC vote is enrcugh

tc reject the request.

The algorithr proposed by Menasce et al uses locking in
order to synckronize concurrercy. Tke algoritkm ras as its
cocre a centralized 1locking protocol with distrituted
reccvery procedures. A particular acde is choser to have the
centralized lock contrcller (LC). All lock and lock release
requests are routed to the LC. The LC is respcasible among
other things for exeminirg loc4 ard lock release reguests
coring from transactions, and deciding wrether or nct trey
shoulé be granted. It is also encharged with detecting and
resolving deadlocks. Trhe LC maintains & tatle called thre
LCCK tahle, which is a set of all the active 1locks 1ia the
networkx. At tre remeirirg ncdes tkere is a lccel lock ccn-

troller (LLC;., which is resyicnsitle fer rmairtaining a 1lccal
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ccpy of the relevaant porticn of the LOCK tatle. In cther

words, the LLC maintains a lcck tatle of the locks in the

node it controls.

The creration cf the locking protcccl wunder nc crash
conditions can be intuitively explaired as fcllows. The IC
receives lcck anrd lcck release requests and decides whether
or nct the lock cen be granted. If there are no cecnflicts,
the request is then sent to all relevant ILCs. Ar LILC is
relevant if 1ts node stcres data needed by the request in
question. Tre ILC stores the request in 1its ©pendirg 1list
and sends back ap ackncwledgement to the LC. After the LC
has received tke ackncwledgemert fror all thke relevant
noies, it sends a confirmation c¢f tre request to all the
relevant LLCs causing the request to he trarsferred frem the

pending 1list tc the lock table.

The pasic structure of the lcck and release granting
algoritkms 1is the SafeTelk protoccl, whick is an cptimized
variant c¢f the two-phase <commit rprctccel descrited irn

[GRAY78].

rxq
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SDD-1 1is the first gereral-purpcse DDEMS ever
develcped. SID-1 1is implemented for DEC-1¢ and DEC-2¢ com-
ruters runring the TENEX and TOPS-Z¢ cperating systems; its
communication redium i< the ARPA netwcrk. SDD-1 is built on
top of existing software t¢ the extent vcssible: most nrct-
ably it emplcys an existirg DEMS, called Déta Ccmputer, tc
kandle all datatase maragement issues. The synckronizaticn
techniques wused by SDD-1 are quite different frcm locking.
Tre first mechanism, cslled Conflict Graph Analysis, 1is a
techrique for analyzing “classes of trancactions tc detect
those transactions that require little cr ro syanchronizetion
at all. The second mectanism consists ¢of a set cf synchreoni-
zation prctocols based on timestamps, which synchrcenize
those transactions that need it. Tke transaction ~lasses are
defired ty the database administratcr wher the datatase 1is
designed. ETvery physical data item in the datahase is times-
tamped with the time cf tke mcst recent tramsectica thrat
updated 1it. Transactions also carry a timestamp which indi-

cates the time when they crigineted.

The read-set of a transaction is tke portior cf the
database it reads, and its write-set is the vorticn cf tre
datatase it urdates. Two transacticns cornflict if threir
read-sets o¢r write-sets intersect each other. The conflict
analysis is Aone wken the detatase is desipred 2néd transaec-

tion classes are used instead of transactions.
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In STD-1 th= execution cf a transaction isc supervised

by a transacticn merazer {(TM and proceseds in three phases

called read, exezute, and write phrase.

In the rea¢ phase, the trarsaction is analyzed and its
read-set deterrined. Then, the TM selects & ~lasc ir whichk
the trarsactior fits, and ty examining class <ccrflicts it

can determine the amount of syrchrcnization reqguiired bty each

transaction. Since the database is generally pvartly redun-
dant, thke TM chccses whichk copies of the read-set tc read.

The reading of trte read-set is done by sending RFAL reguests

tc those rodes at whkich the selected ccpies are stored.

During the execute phase the TM supervises tre ex€ecu-
tion c¢cf the trarsacticn. The cutput c¢f this phase is a list
of data items tc be written irtc the database (in the rase
cf update transactions) or displayed to the user ‘in the
case =f queries). This output 1list 1is oprecduced ir a

werkspace, not in tke permanent cdatabase.

Ir the write phase, the cutrut cf the second rthase 1is
broadcast to all relevant ncdes as WRITF requests. If the
transacticr was a query, the retrieved data is displayed tc

the user; otherwise, each relevant node updetes its porticn

0¢ the write—-set.
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Kanekc et al. present ar urdiate synchronizaticn metkod
which introduces logical clecks to proviée datahese manage-
ment systems with timing for vpdatirng duplicated datatases.

Yach host has a logical clcck whick runs synchrcncusly with

[4

*locks residing in otrer hosts. Tre 1lcgir clozks rur ir
discrete ‘tiecks  ratker thar continuously. Twc methods are
presented. The first one recuires two " ticks” of tae clock
tc process an rpdate ccmmand. This sclution ras sufficient
flexitility to te mcdified according to requirements. and it
is cavable of adopting @ lock and unlock scherme. or & times-

tamp scheme, for preserving ianterrnal ccnsistency.

Tre second srheme reguires two sets o¢f messages’ thre
first one to verify conflicts and the seccnd cre tc dc the
uvdate. ZF¥ven thougr there are more messages, tre evcharge?d
message vclume is reduced. It requires fcur “ticks  of the
rlock to process ar update command. TFailures are easily
detected due to the rules established fcr synckrcnizaticn cf

the clocks.

Fadal anré Popek present two distribtuted rorcurrercy
contrcl methcds for partially redundant distri~uted datatase
systems. The response time is incependent ¢f *he numder ¢f

sites {nodes) in tre networx. The syrchrcnization pretorcls
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are based or associating timestamps with transactions rather

than with date 1iters anc¢ eassuming that all interfering

actions cf transactions at ary given retwcrk site are exe-

cuted in crder of their timestamgs.

The first rrotccol can te triefly cutline as fcllcws.
When a transaction arrives at a particular site, its reed-
cset and write-set are determined. The iritizting site cdeter-
mines the nodes relevant to the transacticn and sends a
setup message t¢ each relevant ncde. The setup message con-
tains the definitiorn of the transacticn, the list cf sites
involved, cbjects tc be accessed, ard a timestarp. Cne of
the sites where a read will te dcne is chosen to cccrdirate
the execution of the read and write actions. This site com-
municates with all cther sites in the retwcrX tc avcid ccn-

flicts amcng concurrent tranrsactions.

Tre seccnd protozcl is er ceptimization o¢f the first
protcccl. It wminimizes tke nurter cf messages reguired ty
comtbining together two cf the messages use¢ on the first
protoccl. The perforrance cf these prctoccls under atnerral
conditions is very similar, tut under ncrmal conditicns, the

seccné protcccl performs better tran the first ore.
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Stonebraker proposes an algoritkm tased or wha't is
called the ‘rrimary site  mciel for keering ccpies. Fach
item possesses a known “primary” node to which all updates
in the netwcrk for that item are first directed. Different
objects may rhave different primary rodes. Locking is handled
in a distriduted fasticn; hcwever, deadlock Zetecticr ard

rescluticr is handled in a centrelized fashicn.

Wren a transaction originates from a wuser prccess at
sore ncde in the network, a rmraster cr cocrdinating ccllec-
tion of INGRFS processes is invcked at that node. This "mas-
ter creates 'slave INGFES prccesses at the relevant ncdes
(noées where processing will take place . The master can
send two comrands tc slaves: (1) run a lccal interacticn &t
a subset cof the ncdes, and (Z) send a ccpy c¢f trke data tc a
subset c© tre nodes in tre network. The slaves evertuially

return @ done to the orders of the master.

A lo-al concurrency controller (LIC runs at each rofe
and is encharged with bandling lccks at locel level. If a
global deadlock is detected, the noce wkich detected it
sendis a rmessage to a special rode called tke "SNOCP . T:e
SNOCP then detects the deadl:cck by ordinary analysis of tke

global WAIT-¥CR graph.

Ccacurrercy in DDEMS
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Tris concurrency contrcl mechanism is used in tke dis-
trituted datatase versicn of INGEFES. INGFF¥S is a relaticunal
DBMS which cperates as a collection of user processes on tcp

- M

cf the UNIX cperating system [STCN77].

4.3.7. CGifferd’s Weigkted Vetirz Algerithm
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Fifford proposes an algcrithm for waintairing repli-
cated data, wrere every ccpy of a replicated file {(files cre
arrays cf tytes addressed by read and write operaticns) is
assigned some number of votes. Fach transacticn collects 3
read quorum of 'r’ votes to read a file, and a write gqucrum
of “w~ votes to write a file, suck that “r+w  is greater
than the total rumber of votes asscciated with tre file.
This ersures tkat there is at least ore ccpy whishk votes fer
read and write. Eacr copy kas a versior number which is used
tc deterrine the <currency of the ccpies. For example: the
network is formed by trree nodes, each cne keeping a copy of
file A . Tre file A has teen assigred the votes £,1,1°
in each node respectively, read votes 'r = 2, ané write

votes w =2 (2 + 22+ 1+ 1). If a read request ccres

)

from node 1 (vctes = , it can te satisfied 1lecally; how-
ever, if a write request comes from any ncde, it must ancess
nede 1 (votes = 2 and one of the remaining nodes (votes =

1) to rollect tke ttree votes required for a write.

Ccrnecurrency in ZDEMS
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To read. a read quorum r must be pathered tc ensure
that a <current representative of thke iter oSeing reasd is
ircluded. From the quorum, &ny currert representative can be
actually read. To write, a write quorum 'w must be gath-
ered: all of the representatives in the gqucrur rust bhe
current in créer to aveid vucdating ctsclete ~cpies. All ¢*

the writes tc the quorum are done in parallel.

Tre performarce and reliatility of tre system ran ‘te

tuned by manipulating tte veting configuraticn cf the files.

4.3.2. Ellis’ Algeritkm [ELII77a,ELLI7?h)

C.A. Fllis prcposes an algoritkm wrich, in Tris wcréds,
kas all the desiratle prcperties c¢f an algorithm? such as
speed independence, deadlock freedcm, righ parellelism,
functionality, rotustness, etc. Five scluticrns are
presented: a centralized one, a sequential cne, a parallel
decentralizeé one, a gueuve-oriented ore, and a ring struc-
tured one, but they dc not comply witk all the desiratle

prcperties. The databese is assumed to be fully repli-ated.

In the centralized scluticr [FLLI77al, @ wuser wantirnes
to update the datatase contacts kis lccal contreller, whick
in turn romrunicates with the ~certral ccntrcller. If re

cther node 1is updating the datebase, then the centrel rcen-
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troller grants rermissicn anc the update is trcadcast tc all

nodes. Whken the update is done et the originating ncde, the

cther ncdes are allcwed to wupdate. Under this mecharisr

tkere is no ccncurrency c¢f transactiors.

In the decentralized sglution [FLLI?7aj, 2 user wanting
to vpdate the database, contacts its 1lcecal controller, whi-hn
in turn trcadcasts the request directly tc all other date-
base nodes. It must then wait until it receives positive
ackncwledgerent from all otrer nrodes. If ary ncde respceris
with a negative acknowledgement, then the recuest 1is
aborted. If all ackxnowledgements are positive, trer tte
update 1is dcne locally ard the urdated data is broadcast to
all ctker database nodes. Finelly, trhe ncdes do the lcczel

updating and acknowledge it.

The queue-criernted sclution [FILI?7b] is presented as a
scluticn to scre cf trke protlems of the previcus alterra-
tives. It tries to avcid criticel ©blockirg Yy formirs, a
queue c¢f all requests which cccur near tke same time pcint.
This rethcd cffers a decrease in the arcunt <cf messages
transmitted wren the netwcrk is heavily loaded with updates
tecause cne locking allows & whcle queue of updates tc take

place.

3 3 : 1 . 3 nT 1
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The ring structured solutior [ELLI77t] resguires that

the comrunication medium bte a ring, so each rcde can cnly
cormunicate with its successcr cr the ring. Tc upiate arny
ccpy cof the aatabase, a transaction must first lcck the
entire database at all rodes. A reguest tc update propagates
around the rirg structure ani is accepted wken it returns to
its sender. The upcdate is done in a similar marnner. Tris
soluticn forces all transacticns to execute serially. It is

deadlock free and does not reject reguests.

Seguin et al present a majerity corsensus algorithm for
fully duplicated databases. A set of duplicated copies are
distributed among several hosts or a netwerk. A moriter is
attached to each hest owning a copy. The informaticrn is glo-
bal to all the monitors and canrot bYe partitioned, <o
independent sutnetworks cannct orerate simultanecusly;
trerefcre, a majority consensus of moniters is searched
before each urdate. Thkis synchkrenizaticn step amcng the mon-
itors prohitits simultaneous handling of several requests.
Fach moritor possesses ar actuality degree which is a times-
tamp associated tc the copy and characterizing the currency
level of thkis copy. Trkis timestamp is used tc synchrenize

updates.
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Earh moritcr is characterized dy cre ¢f the following
states. ADMINISTRATCR: privileged moritor ownire thre origi-
nal copy. FELLCW: mcnitor cerrected to tre administratcer,
and receiving the updates sent ty the administrator. PCSIU-
LANT: mcnitor ccming frcem the state of fellcw, and wartirg

tc initiate an update.

Fvery copy associated with a mcritor possesses one of
thre following states. STAELF: trere 1is nc mofificationr
being processed on the copy. UNSTABLE: an update 1is  deing
prccessed or the ccpy. A new update request cannot of ini-

tiated.

When scme monitor (fellcw receives & local request, it
asks the administratcr the authorizaticr fer initiatinz an
update. After getting the authcrizaticn, it Yhecomes rpcstu-
lant. The adrinistratcr accepts the demand ard takes thre
fellcw state. When all the mcnitors are informed that the
postulant wculd become administretcr, and after they krave
sent tack anr ackncwledgerent to tke tpcstulart, this cone

beccmes administratcr.

The new adrinistrator sends all the fellow mcrnitcrs the
new versicn of the ccpy &and the new actuelity degree. Its
ccoy tecomes unstable berause & mcdification is ‘teirns per-
fzcrmed. When & fellow moritor receives tke new version, it

sets its ccpy tc unstable ard adjusts its actuvality cZegree.
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Then it acknowledges the receiving of tre new ropy.

When the administrator kas received a qucrum c¢f ack-
nowledgements, it sends all the mcnitors the créer to prc-
cess the urdate, it lccally executes the wupdate, and its
copy becomres statble again. Fezh fellow monitor receiving the
order to update its copy proresses the same operaticn cr its

copy.
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Ticxets Algcrithr [LF-L7€E1
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Le lLann prcposes a distributed approart based ¢n a ~ir-
culating rtperrit c¢r ccntrol tcken on a virtual ring. Fach
rode of tre network is assigned a controller. Contrcllers
are linked together cn a virtual ring and a unigque srecific
message, the control token, circulates on the ring. Cnly the
controller ocwning this tcxen is allowed to start a2 specific
activity. Upon completion, the toker is given tc the svcces-
sor ¢n tre ring. Trhe drawback of this approach is thke -om-
plete serialization cf transactions which allows re raral-

lelismr.

Le Lann propcses some extensicrs of tzis siryple
approach. The extensiors imprcve the parallelisr allowec. Ir
this case the database is assumed¢ tc te partitiones into
independent parts. Cne 0or several token may circulate on the
ring. end eachk cne carries r ticket valres, one per narti

tion.

: e n 1 ~ . 3 \ DT wQ
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Anr urdéate trarsacticn must request ard cttain the nrext
consecutive ticket fcr each partition it will access before
vroceeding. Tickets can orly b%e c¢dbteined fror & ~«accatrel
tcken when it visits the node c¢cn whizh the transacticn is
running. The circulating tcken n¢ lcnger needs tc welt for
thke transaction to complete hefore teing passed to the suc-
cesscr c¢n the ring. since a@access is serialized by the con-
secutive tickets. Fvery ~crtrcller is assumed to take care

of deadlccks pcssitly existing tetweern its lccal prccasses.

4.5.1;.

He!

tuen-2u C

"y

cu ard Ming T. Liu [CECUZ¢a)

Crou ané liu propcse an algcrithm whkick uses distri-
buted control, does nct reject trarsanstions, dces nct use
global lecking, preveats deadlocks, uses timestamps (rct to
label database data), and the datatase is essumed tc Te
fully redundant. A consideration of this &lgcrithm fcr the
partially revlicatesd datebase case is <cescribed inr

[CHCUEPY].

2 query is processed ir a straightforward way. The prc-
gress of ap update transaction is divided irntc three phases:

transmissicn, selection, and prccess.

Transrittirg pkase : After the rorsistency enfcrcer

receives a transaction, a priority is &ssigrned tc the tran-

&
>
‘vt
=<

7y
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saction. Then the transaction is brcacdcast to all the nodes

in the retwork. Wken a node receives tre transecticn, it is

put in the Execution Waiting Queve (EWGC).

Selecting pkase : Transactions waitirg in tre FWC are
selected bty the consistency enfcrcer and then dispatched to
the local DEMSs fcer prccessing. Priorities and dummy trar-
sactions are used to ensure mutual consistency and tc aveid

unnecessary waits.

Proressing phase : After a transacticn 1is sent tc &
local DEMS for prccessirng, the ccrncurrerey certrcl pretlem
is changed from a distrituted environment to a centralized
environment. It is ir this phase when transacticns are pre-

cessed concurrently at the lccal level,.

. Cheng ard Ceneva G. Belfcrd [CHEMNEF]

>
L]
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Crheng ard Pelford rrecent a distrituted algorithm for
update control wherehy the updaete initiatingz ncde acts as a
semi-centralized marager for tkat update. Timestamps are
use? to mark the trancacticns and are nct stored with each
of the data items of the datatase. The database 1is assumed
to be fully replicated. Comments c¢n how the algeorithm cén be

mcdifieé to handle partially replicated databdases are

presented.

F.Aparicic Crar. 4 Concurrency in DIEMS



Yach site of the netwcrk maintains twec types of queues
to hold wuncormitted requests: tre aqueve QTICCK for lccel
requests and a queue GFCK fcr requests originating at every
foreign site. Messages in each queue are ordered according
to their timestamps. The algcrithr essentially ronsists cf

three phases.

Turing the first phkase, the 1lccal lcck tatles are exem-—
ireé¢ tc determire if the request conflicts with the requests
already ir the system. If the request conflicts, it is
rejected. Otherwise, the read-set is read ard the new values

computed.

Second prase. The site criginating the request sends a
message containing the write-set (including the rew values)
to every site ir tre network. Then it weits for & message
fror each site to determine whether the update shculd te
committed or atorted. A CCMMIT cr AECRT message is then sent

tc every site.

In the third phase, every site receives either a CCMMIT
or ATEORT message from the origiratirg ncde. If the message
i{s COMMIT, the update reguest 1is committed ty the 1lccal
DEMS, and an acknowledgement is sent teo the the originating

e

site. On the cther hand, if the message is AFORT, the urpdate

is aborted.

F.Aparicic Ckap. 4 Corcurrerr~y in IDD:
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It skculd te ncted that the authers c¢f the descrited
algorithms have wutilizeéd cdifferert rethodclcegies tec design
and exgplair tkeir werk. Methcds suck as evaluatior rets
(they are a modified focrm ¢f Petri rets [ELLI7?7bh], exten-
sicns of corncurrent languages (MESA is a languege develcper
at the Yerox Palo Alto Research Center) [GIFF7¢], and comr-
pletely narrative descriptiorns are sore of the methcds vused
for explaining the algorithms, and as such, are far frem
being adequate tcols. This has made it difficult to

thoroughly understand the algcrithms and implement them.

Analyzing the different features of the algsorithms,
their «clarity, tre amount cf informatior available, their
speciality in concurrency controcl, anc the different tech-
niques used, we have chcsen ttre following algoritkms for tre

evaluatior

R. Thomas [TEOM?79]

Chuen-Pc¢ Chcu ard Mirg T. Liu [CEOUERa]

D.A. Menasce, R. Muntz, and G. Popek [MTNASZa]
C. Fllis [FLLI79%b]

M. Stonehraker [STON7Z]

F.Apariric Crap. 4 Ccrcurrency ir LDEMS



CHAPTEE 5

CUALITATIVE AND QUANTITATIVE EVALUATICN CF THE AL3CRITHMS

Tre algcrithms previcusly describe? utilize <varicus
synchrecrizaticn technigues in crder tc maintair the ccn-
sistency cf the database. Morecver, every algorithr is *ruilt
upon different assumrtions atcut the underlyirg DDFMS, such
as netwcrk topology, frequency c¢f every type of trensactica,

data replication, reliabilitv of ccmputer harfware, etc.

The use of different technigues and the differ

h

nt
assumpticrs mafe, make it fifficult tc compare &~d aralyze

all tke algorittms on tke same tase.

furrently, tre power an? gocdness of new me~ranisms eare
dercnstrated ty skowing <sclutions tc a rumter cf stardard
synchronization prodlems. Therefcre, it is clear that scme
wvell-cdefined rettodology fcr evaluatirg syrchrenization

‘mechanisms is needed.

This ~hapter includes a surrary cf scme previcus work
related with synerrcnizaticn mectanisms evalvaticn, and sets

forth some criteria to *e uased to compare these rechanisTs,

(D)
N
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The qualitative and quantitative criteria are the base f¢

'3

the elaboraticn of a corpariscn and classification screme.
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P. Wilms [WIIMEE] ras establisted scme criteria whi-k
should te fulfilled by ccnevrrency corntrol algoritnms
Aepending on tke kind of applizetion vréer ccnsideraticr.
The<e criteria are commented and the prircipal chararcteris-
tics of some algorithms are summarized. Wwilwms”® study alsc
includes scre parameters ard distrituticr laws which could
be taken intc account for the guantitative comperiscn of

these algcrithms.

W.¥. Lin [IIN-f1. =evalueted twec rcrcurrercy ~cntrel
mecranisms in terms of protoccl syncrronizatica deleys and
average transaction respcnse time ty using simulation. Txe
me~hanisms evaluated are SDD-1 [FFRNRZb] and Dynamic Times-

tary Methcd (Iin”s cwn mecharisr).

Garcia-Molina [GARC7&8] aralyses and ccmpares the per-
formarce of twc algorithms in trhe case of completely Aupli-
cated datahases in a nc failure, wupdate ocnly environmernt.
One c¢f the algoritkms is & rcentralized lo~king algcrithkr
while the ctrer is c¢istributed vcting algcrithm. The algo-
ritrrs are studied trrouvgh detziled simuleticrs. ke resrilts

cbtained were alsc apprcximeted by an aralyti~ te-trique

(ep]
'y
[e7]
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based on a queveing model. Tre parameters stufied in trese
sirulations include mean 1interarrival time of vpdates,
nurter of iters in the datatzse, number of nodec in the net-
work, netwcrk transmissior time, CPU time and I0 time. Tre
results of these sirulations show that the centralized lcck-

ing algcrithr perfcrms tetter thar thke Aistriburted vwetirs

algorithm except in cases of extreme IC utilization.

Kanekc et al. [KANE79] use an evert driven simulatcr
called ©DDACS which was cdevelcped fcr evaluating distributed
datatase contrcl methcds. A perfcrmance comparisor is made
hetween a 1lcgi~ cleck synchrenization method {cne prepesed
by ¥Yaneko et al. and other rethods. A centrealized control
methcd and a majority consersus metkod are compared tc tre
logical clock method. The results c¢f this siTtulation are
sitilar to thcse of Garcia-Velina“s ever though kareks et
al., concluded that their method perfcrms tetter than tte
centralized method. Ar impcrtant observation precented ir
Kaneko et al. is the influence thkat the network topclcgy kas

on the performance of the algorithms.

Tre use of simulaticn mcdels presents some crrohlems.
Since all the characteristics of the elgoritkms are ncot
ircluded irn tre aralytic mocdels used for the simnlatior, ttre
results cannct te safely used tc determine wkich mechenisr
is tetter. dowever, they preocduce 1insights wuseful tc the

designer of distributed deatebases. It skould bte noted trat

. . c A grr yn T v 3
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trese simulatior studies are specific and do nct cutline a

rethodclcgy for evaluaticn.,

Base? on the previcus wcrk, this chapter wuses scme

evaluvaticr methcds similar tc thcse utilized in [WILNMRC].

In this chapter, we will try to evaluate sore farare-
ters whick do not éepend or a specific type c¢f applicaticr,
but rather depend on the algcrithm itself. These parameters
include trhe number o¢f messages required for an vpdate erd
the rumber of ressages required to recover a crashked ncde cr

Join & netwerk rartition.

This chapter also includes an evaluaticn of thcse
parameters which are dependent cn a specific applicaticn.
Tris evaluaticn is done in a stardard wey for all tke algo-

rithms ané includes the most sigrificant rerameters.

1en

2. QUAIITATIVE EVAIUATION

Witk the defiriticrs and -~heracteristics proposed in
chapter 4 used as headirgs, we have made a comparative chart
of the algorithms chosen in chapter 4. The information con-
tainedi ir tre chart is either taken cr inferred¢ from ttke
fellewing references: [PFENECL], [CECU=Pe],
[FLII79v), [¥FNASPa) . [RCTERE] . [STCN7S] . [TECV?Q] . [#IIMaZ] .

~

F.fparicic Char. £ Ccnzurrency in DDEMS
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Fipure £.1 Qualitative Evaluvaticn

Note : — Fllis’” ring solution is the one teing evaluated.

- "y means trat the algcrithm kes the property or

characteristic.

- "n” mreans trat tre algcrithm does rct rave the

rreperty cr characteristic.

- "-" means that there

ig mot encush inforrmeticn tn

ietermrine to determine tre eristenre ¢f zrcperties

F.draricio Crar.
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cr characteristics.

- "ext’ mweans trat the autker tas prepcsed  ar
extension which includes this characteristic or
property.

- "»" means righ.

- m means meiium.

- "17 means low.

A reliable drcadcast ensures tkat the tctality cr ncne
of the <connected sites receive the messege. In cther algo-
rithms, thke ackrowledgement cf the tctality of sites 1is
necessary 1in crder to be sure that the trcadcast has teen

corre~tly performed.

*hile Menasce’s algcrithm allows all tre retwork rparti-
tigns to keep wcrking, Chor”s ard Stcrnebraker’s algcrithms
cnly allcew only one partiticn tc keep working. The implerern-
tor is resp0nsiﬁle for selecting the partitior which will be

allcwedi to rerain werking.

It is difficult, and perhaps @ waste of time, tc give
an arcurate evaluaticn of tkese algcritkms withcut teking
into acccunt the precise environrent where the algcrithm

will woerk. Ircdeed, tre irterest ¢f an algorithr cdeperds c¢n

F.Aparicic Crap. & Coreurrency in DDEMS
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[¥IIME2]: (1) tre kind cf trensactions to »e yrocesseéd, ard

their Aistridution, (Z) the arrivel rete of tre transac-
tions, whick influerces the frequercy c¢f cecnflicts, (2)

respense  time required, (4 revlication cf the fata irn the

database=, ard (%) reliatility

o

f thke ccmmunicaticn subnet-

work.

€-4. OUANTITATIVE FVALUATICA

Tris evalvaticn orly ccnsiders the ‘teravicr cf tre

dlgecrithrs in the case cf fully rerlicated datatases.

tn

-£.1. PARAMETERS

In order tc evaluate each algorithm ir the quantitative
aspect, it is recessary tc define an? list socre tvpi-al
parameters whiclh influerce the rerfcrmance c¢f the algo-

rithrs.

a, UPLCATE TFANSACTICNS.

The meanr intererrival time of update trarsactions at each
node is ARU. It is essumed thaet tre arrivals cf vpdate
transacticns fcllcw @ Poissen distritution. Trerefcre.
tre average apdate transacticns arrivel rate is LU =1 /
AFY : it rerpreserts the rumter of wupdate transacticrns

thet arrive per seconc. The average update transacticns

F.hpariric Crav. £ Ccncurrercy in DDEMS
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arrival rate inclvies local transacticns and those rcmirne

from cther ncédes.

Tris arrival rate is :

N
~ LU = 2{? LUy
JT=

ARU = 1/ v

b) FFAD-ONLY TEANSACTIONS.

It is assumed that read-only transactiocns only affect the
site wrhere they are initiated. The mean interarrival time
at each node is ARR. This distributicn is alsc assumed t¢
Ye Pcisson with a mean value ARR.

The arrival rate is:

IR = LRLac

ARR = APRR =1 / LR oo

Ltoc

where L0T is the node where the trarsacticn is initiatecd.

0
~r

LTATALASE.

TA « Distributicr of the accesses to the databhase

jters. Tris access distributicr is rkighly rccrre-
late¢ with the arplicaticn. It refers tc the mearn

nurber ¢cf items referenced ty a trancartion.

F.Aparicic Char. < Corcurr=ncy in 2DZVMS
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Tctal number of items containecd in the datatase.

Prctability of ~orflict betweer twe ccncurrent

transactions. If we assure trat every item c¢f

tke databese is lcckatle, and DA1 ar? DA2 are the
nurter cof iters referenced ty twe transacticns

respectively, then [¥WILMS@)

Pc

]
(=3

if TAal - DA2 > M

Pec = 1 - Probability-no-conflict

Prcb-no-conflict = -—===-e-e—e ( see MEYV55

if DAl + TAz <= WM

This number represents the number of ncdes in tre
retwcrk. These ncdes are divided intc two
categories: the ncdes wkich are activa (MA , ard

the rodes wrirk are down (AD).

N = [\A "”b-':

Average tiTe that & ncfe is a~tive ‘vp),

Crap. & Corcurrercy in DDIMS3



TC :

?f :

Pa

P{NA)

TT

F.Aparicic

Average time thet a rcde is crashed ‘down
Probability of a ncde teirg crashei.
Pf =TC /s { TA + TC

Pretability cof a ncde teing active.

Assuring that necde failures are 1irAependert c¢¥
each other, the grprotatility of having NA ncdes
active is the protability tket NA events thappen,
given trat there are N repetiticns (Pinorial dis-
tributicn [DRAKE?7,YE{F65] .

(N - NA)

NA
P(NR) = N1 (1 - Pf) * pf
RAT(N = N&E)!

Failures in the network lirks should be included,
but it is difficult tc calculate krow many ncrhes
beccre isolated tecause this depends c¢cn the ret-

werk topology-

Average network transmissior time. We zovld
assupe that the time it takes for ary message to
gc from any rode tc ary cther node is ccnstant,
but it is cnly acceptable if trke 1lcad is light or

unifcrmly distribtuted. #¥e ~an calculete this

Cravn. £ Ccncurrency in DDFMS
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value as the average transmissicr time tetween
any pair of nodes in the network.
. N
h 2 TT .
‘=1 Tt CET
N (N —v)

]
(=]
]

where TT, J ~ average transmis<ion time from rode
3

i to nocde j.
e) PPOCFSSING ard IC TIMF.

CIT : Time it tazes tc compute a new value for a given
iter. If x is the numter of items referenced ty a

transaction, the total computatior time is x *

CIT.
TS : Tire it takes to do a small computation such as
ccmparirge twc values, set or release a lork, etc.
ICT : Time it takes to read cr write a valve fromr or to

an IC Aevi-e.

5.4.2. MFASUREMENTS

Tre mreasurerents that we try tc fird in this <ce~ticr
depené ¢n the perameters previously listec. ané are ainmed at

evaluating the effiriercy of easr algcrithm ~“vring rormel

F.dyvaricic Char. £ Joreurrercy in DDEIMS



operation and when reccverirg a crashed nocde.
1. NUVEWR CF MFSSAGTS.

This cection refers to the number of rmessages required
for an nupdate to take place whken nc zorflict occurs
(NMSU), the rumter cf extra-messages resultirg frerm a
cenflict { NMC » and the number of messages generated

iurirg a recovery prcecess { MMR ).

The general equation of the average numher of messages

required by an update transacticn is [WIIMEQR!:

MMT} = NMSU + PRcc * NMC = NZ

where Pzoc is tke prodability cf conflict :
Prce = Pc * Ps

Pc = probability ¢f conflict in zcase of
~oncurrent trénséctions

Fs = probatility cf ccncurrercy

=
RV
1

numter of rereated rejectiorns on the
same transacticr

2. LCAD OF A NCDE.

Tre load of a node depends on the distributicn c¢f the
transarticns amcng the different rcdes and the technique
used for corcurrency control. If the technique used is a

centralizeé one, tre lcad of tre centrel node is higher

F.Aparicir Ckar. £ Ccrcurrency irn DDEMS
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tban the lcac c¢f the other ncdes: therefore, a bdottleneck

can result at the <central node.

2. PFCPCETION CF UPTZATE TRANSACTICNS { PU ).

\

It is trke ratic tetween the average o0f wuvdaete trense~-
tions ard the avevage c¢f transacticrs {update + reac-

cnly .
PU = 1T / ( 1U + L&
4. UPDATE RESPONST TIME { Ulresp ).

Tre resporse time 0 & trensasticn is the dJdiffererce
tetween the finishing tirme ard the time when the transac-
tion arrived at the initiating noce. & transaction 1is
finished wWwhen the user is rotified that its transaction

was processec.

BN
o
]

The gereral feormula the updeate respcnse tire is

[eFaU7S, WILVEQ]:

UTresp = IT + TRe * Pcc + 2 * PP + y * ( CIT + ICT
+ x % (TS + ICT )
where ¢ IT 1is the initializaticr time,
TRc is the average time feor cenflict rescluticn,
v is tre number cf items implicated in the updat
transacticn.

z is the rumter cf ncr simulteneoucs messages

t2
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required fcr the update transacticn, and

X is the nurter of elementary cperaticns.

The general fcrmula fcr read-cnly respense time is

RTresyp CTresy - z * TT

IT + TFc * Pec + y % ( CIT + ICT )

+ x ® (ST + ICT )

Recall that we are r~onsidering the fully repli-ated case,

therefcre nc messages are required.

O

MEAN TERCUGEPUT AT A NODE ( MT 1.

It is the average of transacticns perfcrmed per time unit

at a node.

1
PU UTresp + (1 - PU) " ETI‘ESP

Tris fcrmula is applicable if read-only transactions are

serialized dvrirs the processing of update trarsactions.

[®)]

FAIIURES.

If the criteria for perfcrrarce are the number cf vres-
cages and the update respcnse tirme, scme of the descrited

algcritkms dc not rave a rigk performarce ir 3 cempletely

F.Araricic Crap. £ Ccrcurrency in DDEMS
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reliatle envircnment. This is often due tc the fact
trat, fcr rotustress, these algorithkmrs recuire extre-
rescacges a&and additicnal stcrage ever in the absence cf

failure. Tre impact cf failure or the perfcrmance of thre

algcritkrs can be evaluated ir the fcllcwing terms.

[¢7

Nurter of messagzes required by & recovery preccedure

(NME) .

(o4

Size c¢f extra-information recuired for increasing
rotustness, 1i.e. managerent of jcurnals, pendirg

updates tables, up-ncdes taktles, etc.

(b}

Recovery time delay. It is the time lapse betweer the
rcde Dbeirg reraired and the pcint wken it is fully

integrated intc the system.

£.4.%. EVALUATION

Itn

£.4.3.1. Numter cf Message

Nurber of messages = NMSU + Pcc * NMC * NR

NT depends cn the probatility of conflict and c¢r the rule cf

pricrity assignation for rejected transacticns.

The reasurements of NMSU and NMC of tre studie” algorithms

are:

Crep. € Cecncurrency in DDEMS
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a. FLLIS.
ANMSU =

= 2

NMC = ¢

b} THOMAS (
NMSU =

+

= |
NMET) =

+

= 2

In this
NMO =
NMC =

+

4

F.Aparicio

Ny

NA  ( the request prcpragates arcuné the ring
NA ( tre vpdate prcpegates arcund tre ring °
* NA

( when conflict cccurs the transacticn waits
Cemrunicaticn discirline is Daisy Chainirg ).

[ N/ 2] ( tc achieve & consensus , best case

( N -1 ( nodes ackncwledge the accerptarce )
£ I

1 ( t2 neotify the user
N/ 2] + N
N ( to achieve a consensus , worst case

( N -1 ) ( nodes acknowledge the acceptance )
\

1 ( tc netify the user )

:‘,:N

case [ x ] means the smallest integer >= x.

1 ( the first node rejects , test case
1 ( to notify the user
NA ( the last ncde rejects , worst case

( NA -1 ) ( to acxnowledge the rejection )

1 ( tc notify the user )

Crap. £ Concurrency in DIFMS



Trese calculation are dore assuming trhat all ncgdes eare

active., In case some ncdes are dcwn, N is NA (artive

ncdes .

MENASCEF, PCPEX AND MUNTZ.

NMSQ = 1 { send lock request to the central
lcck contrcller )

+ NR ( phase 1 of lock request

+ NR ( prase 2 of lcck reguest )

+ N3 ( phase 1 ¢f leck release )

+ NE ( prase 2 of lo-~k release )

+ 1 ( tc notify the user )

= 2 + 4 * NR

MF is the nurber of nodes relevart to the urdate transac-
tion. In the case we are considering, the fully redundant

datahase, NE = NA - 1. All nodes are relevant.

NMC = 1 ( the central lock controller

r=jécts and notifies tre
initiatirg rcde )

STCNERHAKER.

NVMST = MR ! master sends update request tc
¢ll relevart ncdes . .
relevant ncédes answer I'm reedy

+
=
=9}
—
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+ NR ( master sencs commit to all
relevant nccées
+ NF ( relevant ncdes answer dore )
+ 1 { send “cone  to the user
+ 1 ( send "dore” to tre SLOQOP
=z + 4% NP

In the case c¢f fully redundant databases, NE = NA - 1.

NMC = 1 ( the slave sends a reset tc the
master or to the SNCCP

e) CHOU AND LIU.

NMSU depends on the types of protoccls used

—
pe
~.

Multi-destination protoccl.

NSMT

"
[ory

( to broadcast the reguest to
other sites

- { NA -1 ) ( every site senés an ACK )}

-1 ( tc nctify the user )

i
s

+
[

{ii} Peint-tc-point protccol.

AMSU = NA - 1 ( tc send the request message
to other sites. ACX tc the serder
can be pigegybacked on the rext
request me<sage
-1 ( tc notify tre user )
= NA
NMVMC = @

. : v ha%a)
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“nowing thes rumber cf messages received ard hardled at
earh node (generated by an update transaction , we can cal-
cvlate the ratic of load distritution tetween tre nods that

handles the hrighest number c¢f messages {%m , and the ncce

that handles the lowest nurter of messages (Lr:. This ratic
(2L = Lm / Am) indicates the degree c¢f control distritution
with respect to messages of an algoritkm. Tre more distri-
buted the load {(CL rear 1), the lower the risk cf bottleneck

(CL << 1 at & giver node.

Im , Hm = 1 { the node receives the request message
from its predecessor an¢ ferwards it
tc its successor

+ 1 ( the node receives the update message
from its predecessor &nd fecrwards it
tc its successcr )

b) TUCMAS ( Ccemmunicaticn discirpline is Deisy Chaining ).

Bm = 1 ( the ncde receives tre update recguest
ani fecrwards the request ard the vctes
alcng to ancther node

+ 1 { tre node ic rotified how tre request
was sclved and forwards tre
qotificatioa tc arcther nocde )

Lr = 1 ( the rofe is rnotified fcw tte reguest
wes sclvad end fcrwards the
notifirczticr tec anctrer ncfe. Trics
ncde 4id nct vote !

F.Azaricie Chap. 3 Ccncurrency in DTEMS
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c) MFMASCE, PCPXK AMD MUNTZ.

Hr = 2 + 4 % ( NP -1 ) {( this node is the centreal
lockx cortroller
Ir = 4 ( fcur mecsages generated hy the
twc-phase lcck orotocel
L = 4 = 1
Z + 4%(NA -1) (N - 1)

d STCNEFRAKEER.
Hr = 2 + 4 % ( NA - 1) ( this is tke initiating
node. The master is invoked
at tkis ncde

Irm = 4 ( four mecsages generated ty the
two-phese lcck pretccol
CL = 4 = 1
2 + 4%(NA - 1) (NA - 1)

e CECU AMD LIU.
(i} Multi-destinatior prctccel.

Em = 1 ( to broadcast the request message
to cther sites )

Ir 1 ( tc send an ACK )
t(tL=1/1=1

{ii} Peint-tc-pcint prctocol.

Fr = NA - 1 ( to send tke request messace to
cther sites

Im = 1 { to serd an ACK )

CL = 1 7/ { N&¢ -1 )

prcording tc these values, Fllis” andé Ckou &nd Liv’s

. >~ = r Ay . 2 ~
F.hparizio Chaz. < Ccrcurrency ir DDEMS
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alzgcrithms are the mest distributed with respect tc the han-
Aling ¢f messages. It is @&lcse pessible tec calzulate ar
apprexirmaticn cf the rumter c¢f messages hardled ty eack

ncde, if we use the average update transaction &arrivel rate
(10,

Messages = LU * Bm ( wcrst case )

Messages = 1U ¥ Im ( test case )

o
T
(93]
@]
[ant
o3
=9
[¢]]
t
D
1o
R
[[Vy)
ge)
(o]
H=}
[[V]
m
13
[
-3
Im

Of all the values which ccrprise the response time (
Tk¢, Pcc,x,z,ICT,y,CIT,TT , the tctal transmissicn time (z

%* TT) is the most dependent cn tke algorithm.

a FLLIS = NA * TT
b} TZOMAS = (NA / 2 ) %TT ( test case )
= ( NA+1 *TT ( worst case

~) MENASCE et al = & * TIT

H
N

d) STONFREAKER * TT

1

e CECU AND LIU TT * &

Note. & : In Fcv and Iiu’s algerithm it is difficult to cal-

culate the exact time hecause it also deperds or cther ncdes

and dvmmy transartions.
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£.4.2.4. Recovery from Failures

In tnis secticn we shcw scre aspects of the recovery

process assuming the following:

1) crash of a single node.

AV

nc cther node crashes while c¢cne is recovering.

($]

loss of mermory.

a) ¥LLIS ( Parallel Decentralized Sclution ;.

- NVE = 1 ( the ncde sends a ~HISTCRY REC™

message to a host )

+ 1 ( the host sends the history array )

-1 ( tre ncde indicates that the update
is ‘dore )

+ 1 ( the hcst communicates that the rode
is up again )

+ 1 ( the host sends recent upiates ard

“done” to the recovering rcée )

- If arcther ncde ic detected crasked, ro extra-messages

are generatecd.
— Interrupt for recovery.

pfter a ncde is repaired, 1t contacts any operative
node to obtain the history cf¥ updates whki-zh were

rissed. The contacted ncde which is called the hcst
node, may continue perforring updetes wrile the other

one is recovering.

. . = n N i <
F.Aparicio Chap. ¢ Concurrency in DDFMS
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(@]

des blocked

]
]

Interrupt time

I
~

Tc detect a ecrash.

when a crashk is detected, the detectinege nocde updates
its wup-recdes 1list and ccmmunicates trke failure tc the

cther nodes.

Ncdes concerned = NA
Interrupt time = TS
b) THCGMAS.
- NMR = { NA - 1) ( the rode sends a
"I’m reccvering message
to all ncdes
+ (M - 1) ( every node sends an ACY¥ )
+ ( MA -1 ( the ncde asks for the
updates it ras missed )
+ (ML =1 ) ( every node sends updates )

o |

Interrupt for recovery.

when a node is notified that another 1is tryire to
reccver, 1t muvst eckrowledge this, ard in addition,
terperarily stop forwarding unresclved request c¢n wskhich

the reccvering ncée hzs vcted, to cther rcfes.

Aparicic Ctep. © Corcurrency irn DDEMS
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e =3

Ncdes concernecd

Interrupt time

1]
nNY
3¢
—
3
+
+3
[@7]

~ Te detect a craskh.

The algerithm Aces not recuire the fatatése system to

jetect ccmponent malfuncticns or outages.

MFNASCE, POPEK ANT MUNTZ.

There are twc cases : (i, if the Lock Certrcller (LC}
crashes or Dbecomes unavailable, a recovery mechanisr
takes plare to ~rcose & new Lock Controller, ernd (ii) a

single node recovers from & crash.

(i ) Single rode.

NME = 1 ( the ncde sends a3 «hc is tke LC
message
+ 1 ({ some node answers ,
+ 1 ( the reccvering node sends a
"Ei There message to the LC )
-1 ( tre LC sends tke lcck table and

up list to the npde ) .

+ NEP ( the IC sends an Accept Lock or
“Accept helease message to the node
for every lcc¥ or release lcck
request pending )

{ii} Lcck Ccrtroller.

whenever a node detects & failed LC, it nominates

another ncée tc the position cf 1IC.

F.Aparicic Chsv. £ Concurrency in DDTMS
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NME = 1 ( the nominater sends an ~Accept
Ncmipaticr message to the
nominee

-1 ( tre nomiree rhecks trat the ¢l14
LC is still dowr )
+ (N2 -1 ( the nominee notifies every cther

site trhat it is tke new LC
+ (M - 1) ( the new IC senis ar ‘CUpdate
Table™ message to every ncde )

+ ( NA - 1) ( every node sends a Ready tc
Update  ressage to the new IC |

+ (N2 -1 ( the new LC sends a Resure
Nermal Activity’ to every other
rode )

=2 +4 % (NA-1

- Interrupt for recovery.

Daring the time that tke ncminee is rnot atle to bhLandle
all tre functicns as the new LC, tke total syster is
tlccked. Ncdes resume wcrk when they receive the mes-

sage "Resure Normal Activity .

NMR = ( NA -1 ( send a reconfigure” message
tc all sites )
+ (N2 - 1) ( send an I'm up message to
all sites

+ ( NA -1) { send up-list tc all sites )

+ ( NA - 1) { every site sends an I agree’
ressage )
+ ( NA - 1) ( send a normal message to

all sites )
=5 % ( NA - 1

- If ancther node is detectea crashed. a recorfisure’

message is sent tc all sites on the up list.

F.Aparicic Crhap. & Ccneurrercy in LDEMS



Interrupt for recovery-

when a site receives the “reconfigure” message, it does
not accept mere transactions until after it gets tkhre
rorral  message, therefore the time it remains tlocked

is:
ITP= (1-+-1+1+1-+-1)=TT =5 %TT + K
where X is the time to process the messages.

Ncdes conzerrned = NA - 1

HCU AND LIU.

g
@
]

1 or ( NA -1 ( the node brecadcasts an ~I-am-up
message to all other sites. The
number of messages depends cn
the communicetion protocol used

+ 1 ( v*e ncde asks some cther ncde for its
recovery array and the up list )
-1 ( tre node receives thke recovery array ard
the up list )
=3 or ( NA + 1

Interrupt for recovery.

Any active site which receives the “I-am-up  message

vpdates its up-list, so the interrupt is minimal.

Nodes concerned = ! ( the one sending the reccvery

array an® tte vp list )

To detect a crash.

aricic Crep. © Cercurrency in DDEVS
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The site detecting the «crash creates the recovery
array, rvuts the transaction into it, broadcasts the
identification of tre crashed site and deletes it from
the wup-list. Tvery site will do tke same upon being

notified of the crash.
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¥s have presented a framewcrk for the evaluation of
distributed datatase concurrency contrcl algoritkms. Tris
framework includes the most significart parameters which
irflvence the performerce c¢f tre algeritrms. The mair per-
ferrarce metrics for concurrerncy contrecl algorithms are sys-
ter thrcughput and transaction respcnse time. Some of the
facters that influence these metrics are: intersite ccrmuri-
cation, load of a node, rejection of transaction and latter
restarts, tlccking of trarsactions during normral processing,
ard interruptic¢ns due to recovery procedures. The impact of
geack of trese factors on systemr througkput and response time
varies frcm algorithm to algerithm, system tc system, and
applicaticn to applircsation. Thic impact is not understcod in
ietail [FERNE1], and an accurate quantitative analysis of
performance is difficult to ¢c due to the fact that only
very few cf these algorithms have teen implerented cr simu-

lated and statistics are not availabdle yet.

on

i i O . e ot onecy in Nt
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CEAPTER 6

PRCGRAMMING DISTRIFUTED ALGCRITENMS

[8))

.1. INTRODUCTION

The roticn of prcgramming ras been evolving ir order tec
adart to and solve the new prodlems emerging as & result of
advances in ccmputer tecknology. Initielly, sequertial pro-
gramrming wés <cevelored in crder tc solve protlems in the
environment cf & single processor and memory- Ir searchk of
mere efficient uses, mvltiprecessors sharing memory feollowed
hy ccncurrent pregramming were develcped. neal time was
Aevelcped tc <sclve the problem c¢f sontrolling real-time
events. Advances in rardware tecknology have led to greatly
decreased ccsts for processors &ard memory. A possitle cornse-
quence «f the decreased cost is a new way of organizire
scftware, whereby parts of a program resicde at and are exe-
cuted at different ccmputers ccnnected by & network. We will
refer to such a program as a distriduted program [LISK?7S].
Recent advarnces in computer teckrnclegy, suck as computer
netwcrks, wmrini/micro computers ard VLSI, have made distri-
buted systems mcre impcrtant end popular [1ICME1]. There tas
teen sore researcr dorne or distributed softwere, such as
distributed operatings systems and distributed database sys-

ters. Tc¢ implement these kinde cf distributed scfiware, hcw-

[4V]

«.
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ever, we reed some new language concepts tkat can provicde
language constructs tc kardle inherent features in distri-
tuted ervircnrents. The langzuage features of irterest in
distributed programrming are concurrency, communicaticn, syn-

cnrcnizeticn, time édependency, fault tolerarce, and recovery

{LI1CM&1,LIS8K79].

The algorithms for concurrercy contrcl in distributed
dfatebases described in previous crapters were develcped for
envircrrents, whiech present the fcllowing characteristics:
rerote rcemmunicaticn, distributed synchronization, problems
with ncde raming, reliatility, ard time hardling. The lack
of an adequate tocl for expleining these algcrithms, has led

tc 4ifficulty ir understanding and implementaticn them.

Zecent research have been oriented towards the develcp-
mert of distrituted language/systems and ~omputer networks.
Some of these language/systems are DISLANG [LICME1], PLITS

[FFID79]), and Distributed Prccesses [EANS78].

6.2. CCDING GF THRFEY ALGORITHNMS

Ir this section we will code three c¢f the previously
described algorithms. Due tc the lack of a well-known dis-
trituted language and thke lack cf necessary cetails about

the algecrithrs, pseudc-ccde 4ill be used to ccde the algo-
rithms. Cnce the algcritkms &re explaired wusirg the seame

metkcdclceey, they car be ccmpared mcre easily. The
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algerithms will be comrpared and ccnclusions drawn about tre
ccrylexity c¢f the algorithrs ard amount of ccde required.
Cne of the algorithms is a certralized locking one (™enasce
et al.), ancther is e distrituted votingz one ‘Themas), and
the third is a c¢istribtuted ore (Fllis . These algorithms are
selected because trey are familiar and exhibit distirnctive

craranteristics.

This algcrithm works for fully replicated datatases,
and for tris reason read-only transactions &re streigktfeor-
warc. To query the database, an eapplication program (AP)

cends & query request tc a datatase managirg prorcess (DEMP).

-3

he DFMP acts uron the reguest by querying its copy c¢f tre

dztabese and returaning tre results tc tke requestirg AP.

In general, an AP initiates an update bty first perfeorm-
ire & computatiorn to generate rew values for certain data-
base elererts usirg datatase values obtaired by ore cr mcre
queries, &nrd then submittirg an update request to & DIMP

wrick cooveratec witk tre cother DEMPs to perform the updete.

The <keleton of the update procedure looks like:

4

Procedure
SUE=Y-DATAFRAST ¢

;% The AP queries the datatase to
orhtaein the values to use ir its

F.Avaricic Crar. € Corcurrency irn LDEMS
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update computation */
COMPUTE~-UPDATF ;

/* The AP computes new values for the
data elerents to be updated */

SUPMIT-REQUEST

/% The AP sulmits an update request
tc a DEMP x/

SYNCHRCNIZE-UPDATE

/* The set of DPMPs ccoperates to
decide to accept or reject the
request */

APPLY-UUPDATE ;

/% 1f the request is accepted, each
LrMF applies the update to its
2oy cf the database */

NOTIFY~-LP

/* A DFMP informs tre AP rcw thre
request wes resolved */

Fnd.

In thnis section we are concerned with the SYNCHRONIZF-
UPTATF step. Update requests made by APs must be commurni-
cated amcrg the DBMPs fcr veting, ard DEMF votes must alsc
be commuricated t¢ be tallied. This algorithm allows two
cormuniraticn disciplines: Eroadcast and Daisy Crein. Ve
will use Daisy Chainirng which results in rescluticn with the

mirimrur nuvmber of messeges at tke expernse of relatively long

delays.

Process SYNCERONIZE-UPDATE :
/i This process is activated when an upcate

reguest is received ty a DEMP */

(B)}

ty
o3}
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Pegir

RFAD-CCPY
/* The DEMP reads its copy of the items
- tc update */

LI
The DrMP votes on the request */
CHECK-RESCLUTION ;

/% After vecting, the DEMP checks whether
its vote resoclved the request */

Fnd.

Procecs VCTE @

/% Tris process is used ty e LEMP to cdetermine
how tc vote cn an urdate request®/

tegiu

COMFATE-TINMESTAMES 3

/% Compare timestarps of the request
variables with the timestamps in the
lozal database copy */

if ary variatle is obsclete
then vete RFJECT
else if all variables are current and the
request does not conflict with
pending requests
tken vcte CK
include the request in the pending list
plse if all variables are current bdut
the request ccenflicts with a
pending request
tren vote FASS
el<e jefer vectirg ard remember the
request for later ccnsicderation

Erd.

Process OHECSK-RESCLUTION ¢

(b
28}

.

m
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/% After veting, a DEMP uses this procedure to
check whether its vote resolved the request */

Fegir
if

tren

else

if
then

else

Fnd,

F.Aparic

the vcte was CK and a rajority
sconsensus exits

accept the request

nctify all DEMPs thet the request
was accepted

notify the AP that the request was

accepted

tte vote was FFJECT

reject the request

nctify all DEMPs trhat the request
was rejected

notify the 2P that the request
was rejected

the vote was PASS and a majority
censensus i¢ no longer pcssible
reject the request

netify 211 DEMPs that the request
was rejectec

notify the AP tkat the request
was rejacted

forward the request end the votes
arcumrvlated so far tc a DEMP that
has not voted or it

ice C}‘.ap. £

7
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Frocess RESOLUTION :
/* This process is activated when a DEMP is
notified of the resoluticn of a request */

Eegin
if the request was accepted

trer apply the request tc tke local cepy
reject conflicting requests that were
deferred because of this request
else if tve request was rejected
then vecte again to recorsider
conflicting requests that were
deferred beceuse cf this request

Fnd.

6.2.2. Fllis” TCecentralized Scluticen [ELLI77a)

—_—=== APl R —_—_— e = - —em - ——

This algoritkm works for fully replicated datadases.
Fach node whick ras a database ccpy, also kas a databese
controller process which communicates with other datatase
contrcller pronesses, ard wkich is the cnly precess updating

the 2atatase ccry at tbat node.

The contrcller process may be 1in three different
states. In the passive state the contrcller is ifle and
rerains waitirg for internal requests sent by local |users,
wro want tc verferm updates. Wrhen an irternel request is
received, the ccntrcller pregresses tc an active state irn
which ochecks for conflicts. If no consistency conflicts
arise, tre controller precceecs tc ar updating state whereir

it ccerdirates the vpdatirg cf all ccpies.

Corrurrency in TD:MS
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Possible incoming messages to a controller are INT
REQ, which denotes internal requests sent by local users,
who want to perform updates; EXT REQ,which denotes exter-
nal requests transmitted by database controller processes
at other nodes; and UPD, which denotes update data or
functions from controllers at other nodes.

The sKleton the algorithm looks like:

Process CONTROLLER:
/% Each node has a copy of this process wx/

PASSIVE : Wait ( message );

/% remain in passive state until
a message arrives %/

case message of

EXT REQ:
/% an external request arrives %/

begin
send ACK+ to pade which sent the EXT REQ;
return to passive state;

end ;

UPD :
/% an update copy request arrives %/

begin
do update in local copy;
send ACKd¥ncde which sent the UPD;
return to PASSIVE state;

end ;

INT REQ : .
/% an internal request arrives =/
begin
broadcast an EXT REQ to
all controllers;

go to ACTIVE STATE;
end;

end;



100

ACTIVE: Wait ( message );
/% remain in active state until the
request is accepted or rejected %/

case message of

ACK~
/% an external request has been
rejected by a controller =/

begin
if ACK- is to an o0ld request
then return to ACTIVE state
else send REJECT to user

go to PASSIVE state ;
end ;

UPD :
/* an update copy request arrives x/

begin
do update in local copy;
send ACKd to node which sent the UPD;
return to ACTIVE state;

end;

EXT REQ
/% another request arrives, so
check priorities =/

begin
if local request has higher priority
then send ACK- /% reject the
new requestx/
return to ACTIVE state;

if local request has lower priority
then send REJECT to user
/% preempt the old request =/
send ACK+ /» acknowledge the
new request x/
go to PASSIVE state;

if priorities are equal /% there is no
" chance of
conflict =/
then send ACK+ /% acknowoledge the new
request »/
return to ACTIVE state;

end ;
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ACK+ :
/% an external request has been
acknowlwdged ;?

begin
if ACK+ is to an old request
then return to ACTIVE state;
has the controller received an ACK+
from every other controller ?
NO : return to ACTIVE state;
YES: do update in local copy
broadcast an UPD to all
controllers
go to UPDATING state;
end;

end;

UPDATING : Wait ( message ) ;

/% remain in updating state until all
the controllers have updated their
copies. If an EXT REQ arrives, it
will wait and remain pending until
the controller returns to passive
state w/

case message of

ACKd :
/% a controller has update its copy
and sent an ACKd =/

begin
has the controller received an
ACKd from every other controller ?
NO : return to UPDATING state;
YES: send DONE to user
go to PASSIVE state;

end;
UPD : .
/¥ an update copy request arrives w/
begin
do update in local copy
send ACKd ;

return to UPDATING state;
end ;

end;
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6.2.3. Menasce_et al. [MENAS@a)

This algorithms is a locking protocol used to coor-
dinate access to a partially distributed database while
maintaining its consistency. Each node on the network
has: a central lock controller process ( CLC ), a local
lock controller process ( LLC ), and an interface
process. The interface process receives the lock and
release request from the application programs ( AP )
and sends them to the central lock controller. The cen-
tral lock controller. The central lock controller is
responsible for examining lock and lock release requests
from the APs, and deciding whether they should be granted
or not. The local lock controller is responsible for
keeping a list of all locks in the node, and for checking
possible conflicts. The interaction between these pro-
cesses can be seen in figure 6.1 .
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The skeleton of the update procedure looks like :

Process INTERFACE :

begin
loop /+ loop forever «/
wait ( event );
/% remain waiting for messages coming
from the AP or CLC or timecuts +/

case event of

message from AP :
begin
send request to CLC;
start timer for request;
end ;

message from CLC :
begin
reset timer for request ;
send message to AP;
end ;

time-out :
beégin
send request to CLC ;
start timer for request ;

end;

endloop ;
end.

Process CENTRAL-CONTROLLER :
/% This process is activated when a lock request
sent by the interface comes in to the CLC «/

begin

assign a sequence number to request ;

CHECK-CONFLICTS :
/x look at lock table in order to
determine possible conflicts #»/

RELEVANT - NODES :
/% determine relevant nodes respect

with the request ¥/



BROADCAST

/* the lcck request is sent to all
relevant nodes =/

W§IT—ACK H
/% wait fcr ACKs from all relevart nodes */

CQNFIEM—REQUEST ’
/% a confirmation for tre request is
sent tc all relevant rodes */

UPDATE-TAPLES ;
/¥ lcck tables are updated */

end.

Process BROADCAST ;
/* This process is used tec sernd a message
to the relevant nodes %/

begin
for every relevant node do

send a lock request 3
end.

Process WAIT-ACK ;
/* This process is activated every tire an ACK
from a relevant node is received */

if all relevant rodes bave acknowledged
then if any of tre ACKs was negative
then send REJECT to interface

stop
end.

o
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;

Process LOCAL-CONTROLLER ;

/# This process is used for checking possible
lock conflicts in each node #/

begin
loop
wait ( message );
/% keep waiting for lock requests and
confirmation messages sent by the CLC =/

If message is a lock request

then check local table;
1f there is conflict
then send a negative ACK to CLC
else send a positive ACK to CLC
put lock request in pending list ;

If message is a confirmation
then delete lock request from pending list;
put lock request in local lock table;

endloop;
end.

6.3. CONCLUSIONS

Looking at the amount of code that will be necessa-
ry to completely code the algorithms, we can conclude
that the distributed control algoritms require 1.5 or
2.0 times more code than the centralized control algo-
rithm. This result agrees with Garcia-Molina's result
( GARC78 ) which compared the simulators used for both
types of algorithms.

Since we have used pseudo-code and just touched
upon the problem of message sending and retransmissions,
the complexity of the algorithms has been diminished.
Despite the use of pseudo-code, we can see that distri-
buted control
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algorithms are more complex than the rentralized cortrcl

algorithm.

From the previous conclusions, it seers that the dis-
trituted contrcl algoritkrms will ©probadly ©bte tkarder to
implement and more prone tc scftware errors. Cf course, tkis
dces not mean tkhat the centralized contrel algcrithkms cshculd
always te choser over the distrituted one. There are many
other factors that must be considered tefore choosing an

algcerithm sucrh as performance, resiliency, and generality.

F.Aparicio Crap. € Concurrency in DDIMJ
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CONCLUSIONS

Choosing a concurrency control mechenisT for a distri-
buted database is not an easy task. A lot of trem rave been
designed in the past few years, but there are still many
unrescolved questions atout thkeir correctness arg perfor-
mance. Althought these mecharisrs always sclve the same rairn
preblem, they use different teckniques and offer different

services tc the user.

In order to chcose and implement a concurrency contrcl
meckanisr in a particular distributed database, we shkculéd
have detailed krcwledge of the particular datatacse, type of
transactions and their frequency. expected perfcrrarce ,
etc. The available mechanisms can then be compared and cre
rhosen. In order to compare and evaluate the me-hanisms, we
kave propcsed criteria which chould bYe fulfilled oy the
mechanism in general, and some criteria which should »e ful-
filled depending on tre particular appli~ation wvurder con-
sideration. Wwe described, eveluated, and code some of the

meckanisms.

Further work on distrituted corcurrency shculd ccncen-
trate cn the performance of algorithms. Some ways of achiev-

ing this are: a practical simulation of the mecharisrs, a

1¢7?
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detailed computation of the results, 2ané a gquantitative

evaluaticn based on the simulaticn results.

Finally, we hope that we have fulfilled the otjectives
cf this <tudy, and hcpe that with the help of future worx, a
database designer will have the tcols tc <choccse the 1tast

scluticns in terms of user requirements.

F.Aparicic Chap. 7 Ccncurreancy ir DDEMS
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