Rochester Institute of Technology

RIT Digital Institutional Repository

Theses

2009

Securing location discovery in wireless sensor networks

Wisam F. Kadhim

Follow this and additional works at: https://repository.rit.edu/theses

Recommended Citation
Kadhim, Wisam F., "Securing location discovery in wireless sensor networks" (2009). Thesis. Rochester
Institute of Technology. Accessed from

This Thesis is brought to you for free and open access by the RIT Libraries. For more information, please contact
repository@rit.edu.


https://repository.rit.edu/
https://repository.rit.edu/theses
https://repository.rit.edu/theses?utm_source=repository.rit.edu%2Ftheses%2F465&utm_medium=PDF&utm_campaign=PDFCoverPages
https://repository.rit.edu/theses/465?utm_source=repository.rit.edu%2Ftheses%2F465&utm_medium=PDF&utm_campaign=PDFCoverPages
mailto:repository@rit.edu

Securing Location Discovery

In Wireless Sensor Networks

by
Wisam F. Kadhim

A Thesis Submitted in Partial Fulfillment of the Requirements for the [eagre
Master of Science in Computer Science

Supervised by

Dr. Minseok Kwon
Department of Computer Science
Golisano College of Computing and Information Sciences
Rochester Institute of Technology
Rochester, NY
August 2009

Approved By:

Dr. Minseok Kwon
Advisor — R.I.T. Dept. of Computer Science

Dr. Zack Butler
Reader — R.I.T. Dept. of Computer Science

Dr. Hans-Peter Bischof
Observer — R.I.T. Dept. of Computer Science



Thesis Release Permission Form

Rochester Institute of Technology
Golisano College of Computing and Information Scemn

Title: Securing L ocation Discovery in Wireless Sensor Networks

I, Wisam F. Kadhim, hereby grant permission to the Wallace Memorial Libwary
reproduce my thesis in whole or part.

Wisam F. Kadhim

Date



Dedication

To my family...
May God protect you and cast his blessings upon you...



Acknowledgements

So many people have influenced who | am today and have helped guidehisepoint.
The following is only a small subset of those who deserve my bkattbnks. My
thanks to Professor Kwon for his unwavering guidance during my woro, Ab
Professor Bischof for all the extraordinary support he has givernlm Professor Steele
and Professor Schreiner, for encouraging new ways of thinking and indirectly poshing
to explore my artistic side, and to Professor Butler for reviguthis work. | also thank
Jaime Burns and Ara Murad for graciously editing several draftpasting me towards

the finish line. Thank you all so much.



Abstract

Providing security for wireless sensor networks in hostile enmients has a
significant importance. Resilience against malicious attadlsng the process of
location discovery has an increasing need. There are many appbc#tat rely on
sensor nodes' locations to be accurate in order to function cprEed need to provide
secure, attack resistant location discovery schemes has beccohadlenging research
topic. In this thesis, location discovery techniques are discussethasedurity threats
and attacks are explained. | also present current securefodacovery schemes which
are developed for range-based location discovery.

The thesis goal is to develop a secure range-free locaticovery scheme. This is
accomplished by enhancing the voting-based scheme developed in [8e9)ded as the
bases for developing a secure range-free location discovdrgmsc Both the
enhancement voting-based and the secure range-free schenmeplareented on Sun
SPOT wireless sensors and subjected to various levels of lodsmovery attacks and
tested under different sensor network scales using a simufabgnam developed for
testing purposes.
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Chapter 1

INTRODUCTION

Wireless Sensor Networks (WSN) are networks made of smallerypaowered,
memory-constrained devices called sensor nodes, which have thelitapé wireless
communication over a restricted area. Due to memory and powerantsstthey need
to be well-arranged to build a fully functional network. Wirelessssrs' locations are
vital to many sensor network applications such as environmental mogjtonilitary
applications, and many other applications which require sensaatioloénformation to
fulfill their tasks. There are also several fundamentahriggies [8] developed for
wireless sensor networks which require wireless sensor nadeasiohs, for instance
geographic routing protocols where sensor nodes make routing decisseasdmtheir
own location as well as their neighbors' locations.

Despite recent advances, location discovery for wireless sensarke in hostile
environments has been typically overlooked. Most of the existing locdigmovery
protocols are vulnerable in the presence of malicious attacks. @ckettmay provide
incorrect location references by replaying the beacon paakietcepted in different
locations. Furthermore, an attacker may compromise a beacon node sartolitdi
malicious location references by lying about the beacon node’soloaat manipulating
the beacon signals. In either of these cases, non-beacon nodeteteithine their
locations incorrectly. The security of location discovery camacdy be enhanced by
authentication. However, authentication does not guarantee the ysewmudibcation
discovery. An attacker may forge beacon packets with keys learexnligh
compromised nodes, or replay beacon signals intercepted in different locations [8].

Several attack-resistant location estimation techniques eareloped to tolerate
the malicious attacks against range-based location discoveryelesd sensor networks.
This thesis focuses on the voting-based location estimation technigglepmks in [8, 9],
where the deployment field is quantized into a grid of cells andehabk location
reference vote on the cells in which the node may reside wiltivie refinement of the
voting results so that it can be executed in resource constrained sensor nodes.

The thesis work provides enhancement over the voting-based location dyscover
estimation to simplify it further and make it adaptable for nsemnge-free schemes. The
enhanced voting-based technique would be applied to develop a securdreange



location discovery scheme. This would provide a less complicatedeftestive, and
more applicable solution for wireless sensor networks.

1.1 Classification of Localization Techniques

1.1.1 Direct approaches

This is also known aabsolute localizationThe direct approach itself can be classified
into two types: Manual configuration and GPS-based localizationThe manual
configuration method is very cumbersome and expensive. It is ngithetical nor
scalable for large scale WSNs and in particular, does not agddbonWSNs with node
mobility. On the other hand, in the GPS-based localization method, seador is
equipped with a GPS receiver. This method adapts well for WSNs with node mobility.

However, there is a downside to this method. It is not economicadisitiie to
equip each sensor with a GPS receiver since WSNs are ddployh hundreds of
thousands of sensors. This increases the size of each sensor, retigamingnfit for
pervasive environments. Also, the GPS receivers only work well outdoarartinand
have line-of-sight requirement constraints. Such WSNs cannot be arsedderwater
applications like habitat monitoring, water pollution level monitoriagd tsunami
monitoring [1].

1.1.2 Indirect approaches

The indirect approach of localization is also knowrredative localizationsince nodes
position themselves relative to other nodes in their vicinity. Theeadapproaches of
localization were introduced to overcome some of the drawbacke GRS-based direct
localization techniques while retaining some of their advantagjes, accuracy of
localization. In this approach, a small subset of nodes in the netvatlidg thebeacon
nodes are either equipped with GPS receivers to compute their locatiare manually
configured with their location. These beacon nodes then send beamgsaté groviding
their location to all sensor nodes in their vicinity that do not haB®3 receiver. Using
the transmitted signal containing the location information, sensor remfepute their
location. This approach effectively reduces the overhead introdycéldebGPS-based
method [1].

However, since the beacon nodes are also operating in the same hostile environment
as the sensor nodes, they too are vulnerable to various threatdinggbhysical capture
by adversaries. This introduces new security threats conceharphesty of the beacon
nodes in providing location information since they could have been tadnwéheby the
adversary and misbehaves by providing incorrect location information [1].



Within the indirect approach, the localization process can be fadssnto the
following two categories:

Range-based:

In range-based localization, the location of a node is computdiveetia other nodes in
its vicinity. Range-based localization depends on the assumption thab#udute
distance between a sender and a receiver can be estimatee dtayroare features of the
communication signal from the sender to the receiver. The accafach estimation,
however, is subject to the transmission medium and surrounding envitbnRange
based techniques usually rely on complex hardware which is ndiléets WSNSs since
sensor nodes are highly resource-constrained and have to be produlcexivaway
prices as they are deployed in large numbers. The featutee cbmmunication signal
that are frequently used in literature for range-based localization fooas:

e Angle of Arrival (A0A): Range information is obtained by estimgtand
mapping relative angles between neighbors.

e Received Signal Strength Indicator (RSSI): Use a theoreaiicampirical model
to translate signal strength into distance. RADAR [1, 11] is ainthe first to
make use of RSSI.

e Time of Arrival (ToA): To obtain range information using ToA, tkgnal
propagation time from source to destination is measured. A &#8 most basic
example that uses ToA. To use ToA for range estimation, a systeds to be
synchronous, which necessitates the use of expensive hardwarecfee pteck
synchronization with the satellite.

e Time Difference of Arrival (TDoOA): To obtain the range infotima using
TDoA, an ultrasound is used to estimate the distance between thambdee
source. Like ToA, TDoA necessitates the use of special hardsgadgring it too
expensive for WSNs.

Range-free:

Range-free localization never tries to estimate the absoluté teopoint distance based
on received signal strength or other features of the receivetheoitation signal like
time, angle, etc. This greatly simplifies the design of hardwanaking range-free
methods very appealing and a cost-effective alternative forizatah in WSNSs.
Amorphous localization [12], Centroid localization [10], APIT [18], DV-Hopalization
[3], SeRLoc [5] are some examples of range-free localization technitjues [



1.2 Security Threats Associated with Location Discovery

In hostile environments, sadversarycan compromise sensor nodes location disca
via injecting misleading location references. Thiacker can either be an insider or
outsider. As an insider, the attacker has acceal b the cryptographic keng material
held by a node. This is potentially dangerous siheeattacker can now claim to be
legitimate part of the network. Authentication cgr¥ication via password and oth
mechanisms give upnder this attack model. On the other hand, inoutsider attacl
model, the attacker is outside the network andrmsformation about cryptograpt
keys and passwords necessary for authenticatiom.attacker can only capture a nc
but cannot extract the sensitive information. Thisdel is comparevely less
detrimental, but harmful nonetheless. So, for liaegion process to be secured it ha
be robust in its defense against both outsiderirsider attacks [1

(a) Masquerade beacon nodes (b) Compromised beacon nodes

Beacon B
Node n,

I’'m ny; my location
is (x, y)

(x.y)
Attacking
Noden, == @Q-————————
P Malicious
(xy) Node

Malicious

Reply: 'm n,; my Node

location is (x, y)

n E
(c) Reply Attack (d) Wormhole Attack.

Figure 1.1: Attack patterns against location discovery schefhge8§].

Some atteks that have been discussed for nearly a decaliterasture that are th
most common against localization schemes are &

e Masguerading and Compromising Beacon Nodes. In masquerading, tr
attacker would impersonate a beacon node and sehebing information abot
its location to divert the other benign nodes frdistovering their accura
location, as shown iFigure 1.1a). An attacker can also compromise bee
nodes through physical capture, and use the compednbeacon nodes to inje



misleading location references that would affect location discovery for other
benign nodes, as shown in Figure 1.1(b) [8].

e Replay Attack: A replay attack is the easiest and most commonly used by
attackers. Specifically, when an attacker’s capability is limited, he attacker
cannot compromise more than 1 node; this is the most preferred attack. In a replay
attack, the attacker merely jams the transmission between a sendeeesidex r
and later replays the same message, posing as the sender. The other wal to launc
a replay attack is, as shown in Figure 1.1(c). A replay attack hasfaltivo
consequence. First, the attacker is replaying the message of another node, Sec
the attacker is transmitting stale information. In particular, the ckafdbe
information being stale are higher in networks with higher node mobility. When
replay attacks are launched on the localization process, a localizing node will
receive an incorrect reference thereby localizing incorrectlykgmiwormhole
attack, a single node can disrupt the network with a replay attack [1, 8].

e Sybil Attack: The Sybil attack requires a more sophisticated attacker compared
to the replay attack. In a Sybil attack, a node claims multiple identitibe
network. When launched on localization, localizing nodes can receive multiple
location references from a single node leading to incorrect location gstima
Like the replay attack, the Sybil attack can also be launched by a swdg
since there is no need for collusion among nodes to launch this attack [1].

e WormholeAttack: A wormhole attack is the most complicated of all the
mentioned attacks. To launch a wormhole attack, the attacker has to compromise
at least two nodes. In The colluding nodes in the network, tunnel messages are
transmitted in one part of the network to their colluding partners in other parts of
the network. The effect of a wormhole attack on localization is depicted ireFigu
1.1(d). Here, nodA is sending its reference to nodgandC. However, since
there is a wormhole link betwe€handG, G can locally replay the location
reference oA in its neighborhood, misleading noBeConsequentlyk will
compute its location incorrectly. Intuitively, wormhole attacks pose more serious
problems in range-free localization compared to range-based localiZHtion [



Chapter 2

EXISTING SECURE LOCATION DISCOVERY SCHEMES

Several techniques have been developed to deal with the secwiiigrps of
location discovery in wireless sensor networks. The location \ardit technique
proposed in Secure Verification of Location Claims [14] can be used to Jeifglative
distance between a verifying node and a sensor node. However, it dgg®wide a
solution to conduct secure location estimation at non-beacon nodes. A mdaigin
detection is developed in Robust Location Detection [13] using the atl@aajority
voting, but it cannot be directly applied in resource constrained seesworks due to its
high computation and storage overheads. A robust statistical methiodegendently
discovered in Robust Statistical Method [7] to achieve robustnemsgtihl_east Median
of Squares.

SeRLoc [5] protects location discovery with the help of sectorexhaat at beacon
nodes. Similar to the voting-based scheme, SeRLoc can tolerfittousaattacks by
adopting the idea of majority voting. SPINE [2] was developed to prébeation
discovery by using verifiable multi-lateration. However, thetagtise bounding
techniques required for verifiable multi-lateration may not be lavai in sensor
networks due to the difficulties in dealing with the externtckss in ultrasound-based
distance bounding and achieving nanosecond processing and time measurements in radio-
based distance bounding. ROPE [6] is developed by integrating SeRHoSRINE.
However, it still requires nanosecond processing and time measusethat are not
desirable for the current generation of sensor networks.

MMSE [8, 9] is a recently developed scheme that deals withcimiadi attacks
against location discovery using statistical approach, where minimaan square is
used as an indicator to identify and remove the inconsistent malicious loc&ti@mces.
In [8, 9], they have also developed a secure discovery schetradthyds an iteratively
refined voting scheme to tolerate malicious location refereimtexiuced by attackers.
Both statistical and voting based approaches are purely basethngeabased location
discovery scheme, where the location references may come fiaorbaodes that are
either single hop or multiple hops away, or from those non-beacon twatealready
estimated their location [9]. In this thesis, the work will beufsxl on voting based
location discovery scheme.



2.1 Statistical Based Location Discovery Scheme:

Intuitively, a location reference introduced by a malicious ataekmed at misleading a
sensor node about its location. Thus, it is usually different from belugation
references. When there are redundant location references, thete bmusome
inconsistency between the malicious location references aneigniones (an attacker
may still have a location reference consistent with the bemngs after changing both
the location and the distance values. However, such a locatiomedesd] not generate
significantly negative impact on location determination). To taklwantage of this
observation, the inconsistency among the location referencessadeto identify the
malicious ones, and discard them before finally estimating thédosaat sensor nodes
[9].

In a statistical based scheme, the sensor node uses a Minimam3daare Error
(MMSE) based method to estimate its own location. Thus, mostntwaage-based
localization methods can be used with this technique. To harnessb8esvation, the
sensor’s location is first estimated with the MMSE-basedatkand then assessed if the
estimated location could be derived from a set of consistent locafenences. If so, the
estimation result is accepted; otherwise, the most inconsikieation references are
identified and removed, and the same process is repeated. Thissproag continue
until a set of consistent location references is found or it iposgible to find such a set

9.

2.1.1. Checking the consistency of location refer ences

The mean square errchr of the distance measurements based on the estimated location is
used as an indicator of the degree of inconsistency, since allM&EMbased methods
estimate a sensor node’s location by (approximately) mimgittiis mean square error

[9].

Definition 1 Given a set of location referencds= {(x;,y;,81), (x2, V4, 02),

(Xm, Vm» Om)} and a locatior(x,y) estimated based dn the mean square error of this
location estimation is:

m 2 — — 2
2= Z (6; = V& —x)2+ @ —y:)?) 2.1

m
Intuitively, the more inconsistent a set of location referensgshe greater the

corresponding mean square error should be. A simple, threshold-based methed to
determine if a set of location references obtained at a sanderist-consistent with



respect to a MMSE-based method if the method gives an estinoaggtbh (X, y) such
that the mean square error of this location estimation is [9]:

. S (6;-V@—x)2+ (- }’i)z)z 5
¢ = ; — <7 2.2)

2.1.2. Identifying the lar gest consistent set

Since the MMSE-based methods can deal with measurement ernansibétere are
more benign location references, as many benign location reésrehould be kept as
possible while the malicious ones are removed. This implies thesltaset of consistent
location references should be achieved.

Brute-force Algorithm (BARMMSE): Given a setL of n location references and a
thresholdz, a simple approach to computing the largest set-adnsistent location
references is to check all subsetsLofith i location references abowtconsistency,
wherei starts fromn and drops until a subset bfis found to be-consistent or it is not
possible to find such a set. Thus, if the largest set of consisteation references
consists ofm elements, a sensor node has to use the MMSE method atlleast

n ny .. . , _ _
(m N 1) + -+ (n) times to find the right one. i = 10 andm = 5, a node needs to

perform the MMSE method for at least 387 times. It is cestaiot desirable to do such
expensive operations on resource constrained sensor nodes [9].

Greedy Algorithm (GARMMSE): To reduce the computation on sensor nodes, a greedy
algorithm can be used, which is simple but suboptimal. This gralgorithm works in
rounds. It starts with the set of all location referencegerfitst round. In each round, it
first verifies if the current set of location references-@®nsistent. If so, the algorithm
outputs the estimated location and stops. Optionally, it may also dlgoset of location
references. Otherwise, it considers all subsets of locationenefes with one fewer
location reference, and chooses the subset with the least meam egaaas the input to
the next round. This algorithm continues until it finds a set-obnsistent location
references or when it is not possible to find such a settfieze are only three remaining
location references) [9].

The greedy algorithm significantly reduces the computational overimaensor
nodes. To continue the earlier example, a sensor node only needsoronpieif1SE
operations about 50 times (instead of 387 times) using this algotithgeneral, a sensor
node needs to use a MMSE-based method for atinest + (n—1)+--+4 =1+



w times. However, the greedy algorithm cannot guarantee thatnitatways

identify the largest consistent set. It is possible that belugation references are
removed, which generates a big impact on the accuracy ofdnezdtimation, especially
when there are multiple malicious location references. To dehl thvis problem, an
enhanced greedy algorithm was developed based on an efficient d&pfradentify the

most suspicious location reference from a set of location references [9].

Enhanced Greedy Algorithm (EARMMSE): In the previous discussion, only the
consistency of 3 or more location references was consideredth&rfumvestigation also
reveals that two benign location references are usually canswgith each other such
that there exists at least one location in the deployment dielevhich both location
references agree. Hence, when the majority of location nefeseare benign, many
location references can usually be found so that they are conhsidte a benign location
reference. In addition, when a malicious location referencettrie®ate a larger location
error, the number of location references that are consistent hveitmalicious one will
decrease quickly [9].

According to the above discussion, for each location reference the nuwhber
location references that are consistent with this locatif@merece can simply be counted.
This number is called the degree of consistelaey] can be used to rank the
suspiciousness of the location references received at a partimn-beacon node. The
smaller the degree is, the more likely that the corresponidiogtion reference is
malicious [9].

The consistency between two location references can be verified asstdlomany
location referencéx, y, §), the non-beacon node derives the area that it may reside based
on this location reference. This area can be representedity eentered atx( y), with
the inner radius maxdf €, 0} and the outer radius<€ €), wheree is the maximum
distance error. For the sake of presentation, such a ring ieeteferas the candidate ring
(centered) at locationx(y). The non-beacon node then checks whether the candidate
rings of two location references overlap each other. If the caredithgs overlap, they
are consistent; otherwise, they are not consistent [9].

The algorithm to check whether the candidate rings of two locaéterences,
a = (xq, Vo 64) @nd b = (x,,y,,6p), overlap can be done efficiently in the following
way: Letd,, denote the distance betweq, y.) and(Xy, V) and letrma(X) andrmin(X)
denote the outer radius and the inner radius of the candidate riocaptibh referencg,
respectively. We can easily figure out that the candidate ohdgcation referencea
andb will not overlap when any of the following three conditions are true:

(1) dap > rmax(@) + rmaxb),



(2) dap + rmax@) < rmin(b) and

(3) dap + rmax(b) < Imin(a).

Similar to the greedy algorithm, the enhanced algorithm has tofidémi largest
consistent set starting with the set of all location refserin the first round. In each
round, it verifies whether the current set of location referemcesonsistent. If the
current set isz-consistent, the algorithm outputs the estimated location and stops.
Optionally, it may also output the set of location referenceker@ise, the algorithm
removes the location reference corresponding to the smallestedagck uses the
remaining location references as the input to the next round. usthAim continues
until it finds a set ofr-consistent location references or when it is not possible to find
such a set (i.e., there are only three remaining location references) [9].

The enhanced algorithm not only improves the accuracy of locationaéish in
the presence of malicious attacks, but also reduces the computaterhead
significantly since it can identify the most suspicious locateference efficiently and
effectively. To continue the earlier example, a non-beacon node ordg h@gerform
MMSE operations five times. In general, a non-beacon node needsadMMS&E-based
method, at mosh)-3 times [9].

2.2 Voting Based Scheme

In this approach, each location reference votes on the locatioscaitthe node of
concern may reside. To facilitate the voting process, the thedgtis quantized into a
grid of cells, and each sensor node determines how likely iteéadh cell based on each
location reference. The cell(s) with the highest vote is ssleahd the center of the
cell(s) used as the estimated location. To deal with the res@ortstraints on sensor
nodes, an iterative refinement scheme is developed to reduceothgesbverhead,
improve the accuracy of estimation, and make the voting schemeemffon resource
constrained sensor nodes [9].

2.2.1. Thebasic scheme

After collecting a set of location references, a sensor node determinasgytitdield. The
node does so by first identifying the minimum rectangle toakers all the locations
declared in the location references, and then extending this rectanig,, whereR; is
the maximum transmission range of a beacon signal. This extead&angle forms the
target field, which contains all possible locations for the sensor. Adde sensor node
then divides this rectangle indd small squares (cells) with the same side lerngths

10



illustrated in Figure 2.1(The node may further extend the target fielthéwe squar
cells.)The node then keeps a voting state varifor eachcell, initially set to C

A |

]
|l et

oy

Figure 2.1: The voting based location estimation [9].

At the beginning of this algorithm, the r-beacon node needs to identify
candidate ring of each location reference. For g@aninFigure 2.1 the rin¢ centered at
point A is a candidate ring ¢A, which is derived from the locatiomference with thi
declared location &. For each location referer , the sensor node identifies t
cells thatoverlap with the corresponding candidate ring ancrements the votin
variablesfor these cells by 1. After the node processedhalllocation references,
chooses the cell(s) with the highest vote, and s’ (their) geometric centro as the
estimated location of the sensor n [9].

2.2.2. Iterative refinement

The number of cellM (or equivalently, the quantization siL) is a criticalparameter fo
the votingbased algorithm. It has several implications to performance ofthis
approach. First, the larg® is, the more state variablassensor node has to keep,
thus the more storage required. Seconc value ofM (or L) determines the precision
location estimation. The lar¢ M is, the smaller each cell will be. As a resulteasor
node can determiniés location more precily based on the overlap of the cells and
candidate rings [9].

However, due to the resource constraints on semsdes, the granular of the
partition is usually limited by the memory availaldbr the voting sta variables on th
nodes. This puts hard limit on the accuracy of locati estimation. To address tf
problem, anterative refinemenis proposed to thabove basic algorithm to achieve fi
accuracy with reduced storage overh In this version, the number of ceM is chosen
according to the memorgonstraint in a sensor node. After the first rowfdthe

11



algorithm, the node may find one or more cells having the largest Motenprove the
accuracy of location estimation, the sensor node then identifissnidléest rectangle that
contains all the cells having the largest vote, and performegadtieg process again. For
example, in Figure 2.1, the same algorithm will be performed iectamgle which
exactly includes the four cells having three votes [9].

By having a smaller rectangle to quantize in a later itarathe size of cells can be
reduced, resulting in a higher precision. Moreover, a maliciousidoceeference will
most likely be discarded, since its candidate ring usually doesveoklap with those
derived from benign location references. For example, in Figure 2.tatitkdate ring
centered at poirD will not be used in the second iteration [9].

The iterative refinement process should terminate when a degiexision is
reached or the estimation cannot be refined. The former conditiobecdasted by
checking if the side length of each cell is less than a predefined thresi$pldhile the
latter condition can be determined by checking whetheemains the same in two
consecutive iterations. The algorithm then stops and outputs the testihogation
obtained in the last iteration. It is easy to see that tharitdgn will fall into either of
these two cases, and thus will always terminate [9].

12



Chapter 3

PROPOSED SECURE L OCATION DISCOVERY SCHEMES

The main focus of this thesis work was focused on the voting-baekethe developed in
[8, 9], because it is more adaptive to be implemented on range&a@n discovery
schemes, whereas the statistical MMSE scheme developed 9h ¢&8n only work on

range-based location discovery schemes. The work took two phasephfise was to
enhance voting-based location discovery scheme to be more applicablgetess

sensors without the usage of distance measurements, such as T88IoTRe second
phase was to develop a secure range-free location discovemyeschspired by the
enhanced voting-based technique.

3.1 Enhanced Voting Based Scheme

In sensor networks and other distributed systems, errors can ofteadked through
fault tolerance, redundancy, aggregation, or by other means. Degendihe behavior
and requirements of protocols using location information, varying grénesaof error
maybe appropriate from system to system. Acknowledging thatoteof the hardware
required by range-based solutions maybe inappropriate in refatibe required location
precision, researchers have sought alternative range-fredossiub the location
discovery problem in sensor networks. These range-free solutions lysegular radio
modules as basics for location discovery; hence, they do not incumlddigonal
hardware cost [18].

This argument gives inspiration to use other means to measudstinece between
the sensor node and its location references without the need fordweale associated
with distance measurement, such as RSSI or ToA. In homogeneous svselesor
networks, where all sensor nodes have common radio coverage range, @distaace
measure would be the combination of radio range and the number of hop letwesn
the sensor and the location references sources. The distance eatintsed as the
product of the radio coverage range of the sensor node by the numibep cbunts
between the sensor node and the location reference source, as shown in Figure 3.1.
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Figure 3.1: Enhanced Voting-Based Scheme

The sensor A receives three location references ensors: U, V and \Wwhich
are approximatelypne, three and two hops away from sens, respectivel. Sensor A
would perform the enhanced voting based locatisealiery to estimate its location
pointp”.

The enhanced votingased location discovery schecan be initiated ethe sensor
node once it receives enough location referencesstinate its locationin practice,
receivinga minimum of three location referen by a sensor node enables ittrigger a
location discoveryrocess. The location referenwould be used to get the ext of the
deployment mayor that sensg, so that it contains all the location referenaseived by
the sensor node. Then the deployment map is qeahitito smé square cell, where the
sensor node would initialize the voting state afsén cells to zer

The voting process starts lidentifying the candidate rings fogach locatior
reference The candidate rings f@ location reference consist of two rings, an inrieg
with radius of Maxfadio range x (hop cour~ 1), 0] and an outer ring of radiy(radio
range x hop countYhe second step in the voting process is to maricétis that overla
with the correspondingandidate rings of each location refere and increment the
vote by 1.Checking the overlap of candidate rings and celisfgiven location referen:
is illustrated in Figure 3.2.
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Figure 3.2: Overlapping of candidate rings and a cell.

With theintention of checking to see if a given cell, sashcella, overlaps with th
candidate rings of reference point P, dai(P), dax(P), daz(P) and da4(P) denote the
distances between point P and the vertices ofa, respectively. The candidate rin
overlap with cella if and only if the distance between point P and ahyhe cella
vertices fall between the candidate rings of pBi

Where:

Rinner is the inner candidate ring for location referepot P
RouteriS the outer candidate ring for location referepomt P
d.i(P) is the distance between point P and vei of cella.

After the node processes all the location refergyit selects the cells with highe
vote and uses their geometrical centroid as thmatdd location of the sensor nc The
enhanced voting based scheme also supports ieragfinement as in the origin
scheme presented in [8, 9]. The cells with maum vote will be quantized further in
smaller cells and fed back into the voting procdgsrithm again to refine the estimai
location results.

The enhanced voting based location discovery scheanebe summarized in tl
following pseudo code:

15



— Receive location references {(¥1, Hops), (X, Y2, Hops), ...};
— Determine the extents of deployment field:
— Lower left corner = min. x-coordinate and y-coordinate values among the logation
reference;
— Upper right corner = max. x-coordinate and y-coordinate values among the
location reference;
— Quantize the deployment field into small square cells;
— For each cell in quantized deployment field, initialize the voting value to O;
— For each location reference (X, Hops) {
0 setinnerRing radius = min[0, radioRangex(he{i3]
o set outerRing radius = radioRange x hgps
o for each cell in quantized deployment field {
= f (distance (any cell vertex, (X)) >= innerRing && <= outerRing)
increment cell vote by 1;

}
— highVoteCells = Get the set of cells with highest vote;
— estimatedLocation = Compute the geometrical centroid of highVoteCells;
— return estimatedLocation;

3.2 Secure Range-Free L ocation Discovery Scheme

Most of the security schemes presented so far focused on rasggdbcation discovery
schemes. The main thesis goal is to develop a secure rangeded®n discovery
scheme inspired by voting-based scheme. The enhanced voting-based sclhdrae
applied to APIT [18] which is a range-free location discovery mehdut does not have
consideration of resilience against location discovery attacks.

3.21 Area-based Point In Trianglelocation discovery scheme (APIT)

APIT employs a novel area-based approach to perform locationaéish by isolating
the environment into triangular regions between beacon nodes, as shévwgure 3.3.
Nodes inside or outside of these triangular regions allow a nodertavndown the area
in which it can potentially reside. By utilizing combinations ofdmeanodes positions,
the diameter of the estimated area where a node resides catulbed to provide good
location estimation [18].
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Figure 3.3: APIT location discovery scheme [18].

The theoretical method used to narrow down the iplesarea in which a targ
node resides is called the P«In-Triangulation test (PIT). In this test, a node ctes
three location references and tests whether risglé the triangle formed by coniting
these three references. APIT repeats this PIT weatst different location reference
combinations until all combinations are exhaustethe required accuracy is achiev
At this point, APIT calculates thCenter of GravitCOG) of the intersectn of all the
triangles in which a node resides to determinestsnated positio[18].

The APIT algorithm can be broken down into fourpst
Beacon exchange
PIT testing

APIT aggregation
COG calculation

i\

These steps are performed at individual senodes in a purely distributed fashic
The pseudo code for APIT algorithm is describedve

— Receive locatiomeferencss (%, Y;) from N beacon nodes.
— InsideSet =1 // the set of triangles in which the sensor res

— For (each triangle Ti triangles) {
o If (Point-In-Triangulation test (Ti) == true
InsideSet = InsideS: {Ti};

o If (accuracy(InsideSet) > enouc
Break;

h
[* Center of gravity CoC) calculation */
— Estimated Position €0C ( Ti InsideSet);
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The size of InsideSet is noticeably growing cubically with ribenber of location
references received. For example, with 30 location referemcassensor network of
1500 sensor nodes, the radio region will be divided by 4060 trianglesnatbmseces. If
the PIT tests render correct inside/outside decisions, eachodewidi narrow down the
area in which a target node can possibly reside, making the final error $&jall [

3.2.2 Creatingtrianglesfrom location references

The major issue in developing a secure range-free location digcegkeme, which
combines the security features of voting-based scheme [8, 9%iagel-free estimation of
APIT [18], is how to generate the triangle areas thatdwilde the deployment field into
small regions. The regions that represent the highest inierset those triangular areas
will contain the estimated location of the sensor node.

In APIT, a triangle is formed by any three location raiees chosen at random.
The sensor node exhausts all the possible combinations of trianghesdfdry the
location references that it received until it can find a contiminaf triangles that gives a
maximum intersectional region [18]. This process is very slow agttmot provide the
best accuracy required in the estimated location. Also, it mategerify the credibility of
the location references in regard to whether they are legitimate praaised.

In range-free location discovery, the sensor node has no distandieection
measurements between itself and the location referenced tieatives; therefore, the
sensor cannot predict inside which triangle it resides. Insteadgensor node can have a
rough estimation of its location with respect to the location eafsgs using the number
of hops and radio transmission range. Figure 3.4, shows the method devaldpesd i
thesis to create triangular regions that contain the estimated locatfms®Enor node.
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Figure 3.4: Triangle creation method.

The sensonode picks the locatic reference with the minimum number of hc
(the closest reference to this sen, point P in this example, and usékis location
reference as a guidpoint to direct the triangles toward iEach location referenc
represents a triangle vertgxointA in this exampleand the base of the triancwill be
directed towards the guide point, as showrFigure 3.4. Thdriangle vertices can t
defined using simple geometry and trigonometriccfioms as described in the equati
below:
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To increase the accuracy of estimated locationhef gensor node, the triant
includes a smaller inner triangle that shares traesvertex defined by the locati
reference point. Thiprovides the same effeascandidate rings in the enhanced vo-
based scheme. As a result, the region at whiclseéhsor node is most likely to reside
Outer Triangle dnner Triangle. The inner triangle vertices candafined using th
following equations:

3.2.3 Point-In-Triangulation test

There are severahathematical algorithms and equations that cank whether a poin
resides inside th&iangle interior. In this thesis, the Barycent@oordinates algorithr
[19] was choserBarycentric coordinates are triples of numk(ty, t,, t3) corresponding
to masses placed at the vertices of a reference kicAABC. These masses th
determine a poin®, which is thegeometric centroidf the three masses and is identii
with coordinatest(, t,, t3), as shown ilFigure 3.5.

-'4.'

Figure 3.5: Barycentric coordinates [19].

Let thethree points of the trialle define a plane in spacas shown irFigure 3.6.
One of the pointss chosen such tF we all other locations on the plarcan be
considered as relative to that point. N basis vectors are neededdive coordinate
values to all the locations on the plaThe two edges of the triangle that tolA: (C-A)
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and (B—A) are selected. #y point on the plancan now be reachedy starting atA
walking some distance alor(C-A) and from that point walking furthén the directior
(B-A) [15].

Figure 3.6: Point in Triangle test [15].

With that in mindwe can decribe any point on the plane as:

According to the above equation, pcP can be inside the trianghBC if and only
if.: uyv>0,andu+v 1.

Giventhe coordinates of poilP, we can calculata andv using the equation abc
to check whether the poiRtresides inside the triangle or not, as shown b [15]:

Having two unknown variableu andv, we need two equations to solve for th

Solving fa those two equatior

Where:
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The point in triangle test can easily be programmed usindotlmving pseudo code
[15]:

— // Compute vectors

w0 = (C-A)
wl = (B-A)
w2 = (P-A)

— // Compute dot products
dot00 = dot(w0, w0)
dot01 = dot(wO0, wl)
dot02 = dot(w0, w2)
dot1l = dot(w1, wl)
dot12 = dot(wl, w2)

— /I Compute barycentric coordinates
invDenom =1/ (dot00 x dot11 — dotO1 x dot01)
u = (dotll x dot02 — dot01 x dotl12) x invDenom
v = (dot00 x dot12 — dot01 x dot02) x invDenom

— I/ Check if point is in triangle
return (u>0) && (v>0) && (Uu+v<1)

3.2.4 Theproposed securerange-freelocation discovery algorithm

Putting the triangle creation method and the point in triangledgsther, the algorithm
of a secure range-free location discovery is now defined. Uemgexample shown in
Figure 3.7, the details of how this proposed algorithm works can be explained.

The sensor A receives three location references from semgo¥sand W which
are approximately one, three and two hops away from sensor Ayeblaiihe location
references would be used to get the extents of the deploymerfidntaat sensor, so that
it contains all the location references received by the@enode. Then the deployment
map is quantized into small square cells, where the sensor noalgestthe voting state
of those cells to zero.
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Figure 3.7: Proposed secure ran-free location discovery scher

The voting process starts by identifying the gusdént from the closest referen
location received, in this example it would be padin For each of the remaining locati
references, V and W, thaner and outetriangles would be created using the hod
described in section 3.2.b. The second is the voting process of markinige cells that
reside inside theegion defined by subtraction outer trianglefrom inner triangle (ths
shaded area shown Higure 3.7) and incrementing their vote by 1.iFhs done by
checking if any vertex of the cell is inside thed&d region using the Pc-In-Triangle
test described in section 3.:

After the sensonode processes all the location references, ittsetbe cells witl
highest vote, and uses theirometrical centroid as the estimated location ofgémlsol
node (pointP’ in our example. The secure randgeee location discove scheme can
support iterative refinement as in the originalesole presented in [8, 9]. The cells w
maximum vote will be gantized further into smaller cells and fed badk ithe voting
process algorithm again to refine the estimatedtlon results

The proposed secure rarfree location discovery scheme can be summariz
the following pseudo code:
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Receive location references {(¥1, Hops), (X, Y2, Hops), ...};
Determine the extents of deployment field:
Lower left corner = min. x-coordinate and y-coordinate values among the lodation
reference;
Upper right corner = max. x-coordinate and y-coordinate values among the
location reference;
Quantize the deployment field into small square cells;
Select the location reference with min. hops to be the guide point.
For each cell in quantized deployment field, initialize the voting value to O;
For each location reference (X, Hops) {
0 set outerTriangle (vertex=(XY));
Height=(radioRange x Hop})
0 setinnerTriangle (vertex=(XY);
Side=(radioRange x (Hop4l));)
o for each cell in quantized deployment field {
= perform PIT test on cell vertices;
= if (PIT test returns TRUE for outerTriangle && FALSE for innerTriang
increment cell vote by 1;

e)

}

highVoteCells = Get the set of cells with highest vote;
estimatedLocation = Compute the geometrical centroid of highVoteCells;
return estimatedLocation;
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Chapter 4

IMPLEMENTATION AND TEST RESULTS

This chapter explores the implementation of both enhanced voting-basedecure
range-free schemes on Sun SPOT wireless sensors. The schemee tested on a
combination of actual SPOT and virtual SPOT sensors using Solahengentulation
environment provided by Sun SPOT. Another set of tests that focused wmitysec
resilience under various types of attacks was performed wasisignulation program
developed for this purpose.

4.1 Implementation on Sun SPOTsand System Architecture

41.1 Overview on Sun SPOT wireless sensors

The Sun SPOT sensor device is a small, wireless, batterygaderperimental platform.
It is programmed almost entirely in Java to allow programrersreate projects that
require specialized embedded system development skills. The hardware piatiadas
a range of built-in sensors as well as the ability to yasierface to external devices
[16].

A full, free-range Sun SPOT device is built by stacking a SB®T processor
board with a sensor board and battery, all packaged in a plastic hcasiagpwn in
Figure 4.1. The smaller base-station Sun SPOT consists of onpydabessor board in a
plastic housing. Each Sun SPOT has a 180MHz 32-bit ARM920T core proggdsor
512K RAM and 4M Flash. The Sun SPOT processor board has a 2.4GHz rddenwi
integrated on-board antenna. The radio is a TI CC2420 and is IEEE 802.15.4antmpl
There is no operating system used. The Sun SPOT runs a Javd Matthane directly
on the hardware. The Sun SPOT uses a fully capable Java MEnem&ion, named
Squawk which supports both CLDC 1.1 and MIDP 1.0, as well as providing ®&sic
functionality. The Java Virtual Machine executes directly outash memory. All of the
device drivers are written in Java as well [16].
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Processor Board Sensor Board

Figure4.1: Sun SPOT sensor [16].

4.1.2 Implementation system architecture

Both the enhanced votifgased and secure rar-free location discovery schemr are
implemented in Java as libraclassedo be used in Sun SPOT wireless sensEach
Sun SPOT ras an application that creates an instance osecurelocation discoven
library and sets the type @dcation discovery scheme to be used in the dedlegmso
network. Figure 4.2hows a block diagram of the system architectueaahSun SPOT
Sensor.

The SunSPOT sensor runs three main threads: receivingsrrating and locatio
discovery. These three threads run simultaneouslys@n as the SPOT sensol
deployed. The receiving thread is responsfor keeping track of location referen
messages from surrounding sensors and beacon r@des.the receiving thread get
location reference message, it cheto see ifthis location reference is already incluc
in the location reference list. If the locationaefncehas already been raeed, then it is
simply ignored, otherwise, the receiving threadieges the hops count and other rout
information about the source of this location refere from the SPOT routing mane.
The hops couns then attachewith the location referenceoordinates to be added to 1
location reference list.

The transmitting thread is responsitfor broadcasting the SPOT’s estima
location to its surrounding neighboThe location discovery thread creates an instah
location estimator class, anditializes it with the basic information about th&®GT
sensor (maximum radio range, location discovergsah initial quantization resolutior
Once the SPOT sensor has received enough locaferencs, the location discover
thread triggers the locatn discovery process and blocks both receivingteartsmitting
threads until the location is estima
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Figure 4.2: System architecture block diagram.

The secure location discovery library contaithe necessary classes to perfc
either enhanced votingased scheme, or rar-free scheme. The main class in the libt
is thelocationEstimator class which handles all the faks with the upper layer
threads.It also manag#®e location references, quantizatiorthe deployment field ma
and cells vote generatiowhen aSun SPOT creates an instance of the locationEsiir
class it is initialized with the SPOT’s radio coage range, initial quantization resolul,
and the type of location discovery scheme to b tsestimate the SPOT’s locatic

The locationEstimator class reces location reference from the receiving thre
and stores those location references the Location Reference List. When t
locatiorEstimator receives enough location referenthree or moreaeference since
minimum of three points are required to build argle), it sends a ready signal to
location discovery thread. The location discovehyead returns a request to
locatonEstimator to initiate a location discovery pregeThe location discovery proce
starts by calculating thextent of the SPOT deployment field based on tleeived
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location references. The deployment field map is then quantized ¢ of cells, each
with a zero vote value. The locationEstimator passes the lisicafidn references and
cells set to the location discovery scheme specified by theSR@IT. The location
discovery scheme generates the votes on the cells set amdsréhe set to the
locationEstimator, which in turn extracts the cells with maximvotes value and
calculate the geometrical centroid (center of gravity fanass) of those cells to be the
estimated location.

Iterative refinement is performed by the locationEsitmatontoeiase the accuracy
of the estimated location. This is done by quantizing the sedlisfwith maximum votes
further into smaller sub-cells and feeding the new sub-catls tioethe location discovery
scheme for votes’ generation. The process continues until the diffdbetween two
consecutive estimated locations are less than 5%. At this peeiptationEstimator
returns the estimated location to the location discovery thread boobdcasted by the
transmitting thread.

4.2 Test Casesand Smulation Results

This thesis presents two sets of test cases. The fiistppemented on Sun SPOTs
wireless sensors to check the location discovery schemesaegcamd behavior. The
second test case is implemented on a simulation program toigatesthe security
resilience of the location discovery schemes to various degfeesle compromise and
location discovery threats.

421 Teston Sun SPOTsand Solarium

The first experiment is to test the accuracy of the eséchlocation of both the enhanced
voting-based scheme and the secure range-free scheme byriogntpa distance error
between the sensors’ actual location and their estimated locBhieriest was performed
on Sun SPOT wireless sensors using the Solarium emulator. Sole&ia Java™
application that can be used to remotely manage a network of SuisSK@Oth
Solarium, SPOTs can be discovered and the life-cycle of the appigaunning on
those devices can be managed [17].

Solarium includes an emulator capable of running a Sun SPOT ajgplicen a
desktop computer. This allows for testing a program before depladyiog real SPOT,
or if a real SPOT is not available. Instead of a phys@asar-board, virtual SPOTs have
a sensor panel that is used to set any of the potential sensa (eput light level,
temperature, digital pin inputs, analog input voltages, and accelerovadtes). The
application controls the resources available in the virtual SR@Tap in a real SPOT.
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Receiving and sending via the radio is also supp. Each virtual SPOT is assigned
own addressand can broadcast or unicast to the other virttROBs. If a share
basestation is availabla,virtua SPOT can also interact over radio with real SF [17].

When a virtual SPOTis created in Solarium, aew process is started to run
emulator code ira SquawkVirtual Machine (VM) The emulator code communica
over a socket connection with the virtual SPOT code in Solarium. For examg
when the SPOT application changes the RGB valam afEL, thatinformation is passe
to the virtual SPOT GUI cocwhich updates the display for that LED with the r RGB
value. Likewise when the user clicon one of the virtual SPOT's switches using
mouse,Solarium sends a message to the emulator cod¢hthswitch has been clicke
which can then beoticed by the SPOT applicatit Figure 4.3. showa block diagam of
the Emulator architectuf@7].

Solarium User Application
SPOT Library e
Virual SBOT <=9 _ Reai
Linuidiurn - erreea
SMin Jyrui
Sonawk VM
Sguawk VM
User Application User Application
> ibrary SPOT Library
Vistual SPOT g | oL 01 Library -
Emulator Squawk VM
Squawk VM Lo
VoA N
\ N\
Y —\\ -
discovery code @————— | gphared Basestation '\-.\', \ fadio connection

Figure 4.3: Block diagram of emulator architecture in Solari [17].

Each virtual SPOT has its own Squawk running in a separate process on
host computer. EacBquawk VMalso contains a complete hastle radio stack as pse
of the SPOT library. Thiallows the SPOT application to communicate with other SF
applications running on the host computer, sasother virtual SPOTSs, using sockets
real SPOTs via radio if a shared basestation ising [17].

The experiment wasnplementectwice, once for each location discovery sche
on a network of 9 virtual SPOTSs, 3 of those SPOTs vir@con nodes ande rest were
sensor nodes, as showrFigure4.4.
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Figure4.4: Sun SPOTs experiment snapshot.

The &periment starts with the beacon nodes broadcashien locations to th
other sensor nodes. Each sensor node receive®locaterences from its rghbors and
estimates its location accordin. It then broadcasts thestimated location tcthe
surrounding neighborsAfter several rounds oexchanging location references ¢
modifying the estimated locati, each sensor node reaclzestabilized state where t
changes in estiated locations are very sm

The results recorded for tISun SPOT sensors, as shown in table ghadw that th
estimated locations fdsoth enhanced voti-based and secure ranfyjee schemes wel
very clo® to the actual locations of their perspective gensdes Figure4.5 shows th
SunSPOTs layout map along with estimated locatioretch SPOT sens
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Beacon Node

L ocation

Sensor Node

Actual Location 25.5,36

40.5, 33

31.5, 27

Estimated

Enhanced
Voting-Based

26.14,36.55 | 40.66, 29

91

30.42, 24.75

L ocation

Secure
Range-Free

26.14,36.0¢

40.7, 30.55

33.6, 29.88

Enhanced

Voting-Based 3.09

0.73

2.5

Secure
Range-Free

Distance

Table4.1: Sun SPOTs experiment results.
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4.2.2 Simulation test and results

In order to test the security resilience of the proposed sématon discovery schemes,
a test program was developed in Java to simulate a networkrelesd sensor nodes
subjected to various levels of security attacks. The test progpatains three classes:
Simulator, SensorNode, and Media, as shown in Figure 4.6. The Simuéssri< the
main class which is responsible for initializing the simulated sensor neamndri&pplying
various security threats to that network while running the simualaThe SensorNode
class represents a simulated sensor node which has an instaheesecure location
discovery library (similar to a Sun SPOT sensor as descnbsddtion 4.1.b) and uses
that library to initiate a location discovery process to esénits location. The Media
class represents the deployment field at which the simulatsgdrseetwork is operating.
It contains three lists: beaconNodes, sensorNodes and compromissdiEada list
contains the sensor node actual location (as generated by thet®imglass) and its
estimated location (as generated by the SensorNode class).

= simulator
Attributes

private int mapLength
private int mapWidth
private int netSize

private int numBeacons
private double radioRange
private int maxRounds
private double maxError

Operations
package Simulator{ )

public void initialize( )

public void setupMedia( )

public void resetMedial )

public void simulateAttacks( int attackPercentage )
public void clearAttacks( int attackPercentage )
public boalean runSimulation( int scheme )

private LocEntity generateRandomPoint({ )

private boolean checkAverageError( )

public void main( String args[0..*] )

\&\

[ElsensorNode ElMedia
Atiributes Atiributes
private String sensorType private HashMap sensaorsList
private int locationScheme private HashMap beaconsList
private double radioRange private HashMap blackList
private int intitialNumOfCells = 100 private Object accesslock
Operations Operations
public SensorNode( String sensorType, LocEntity actuallLocation, int locationScheme, double radioRange ) package Media( )
public void run( ) public void addSensor( LocEntity sensar, LocEntity location )
public LocEntity getEstimatedLocation( ) public void addBeacon( LocEntity beacon )
public String getSensorType( ) public void addCompromisedNode( LocEntity node, LocEntity location )
public void setSensorType( String sensorType ) public void clsarBlackSst( )
public LocEntity getActuallLacation( ) public Set getSensorsSet( )
public void setActuallocation( LocEntity actuallocation ) public Set getBeaconsSet( )
public void setLocationScheme( int locationScheme ) public Set getBlackSet( )
public boolean equals( Object obj ) public LocEntity getSensorLocation( LocEntity sensor )
public int hashCode( ) public LocEntity getCompromisedlocation( LocEntity node )
private double getEDistance( LocEntity loct, LocEntity loc2 ) public boolean containsSensor( LocEntity sensar )
public boolean containsBeacon( LocEntity beacon )
public boolean containsCompromisedNods( LocEntity node )
public boolean containsMode( LocEntity node )
public boolean setSensorLocation{ LocEntity sensor, LocEntity location )

Figure 4.6: Simulator class diagram.
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A test case starts by entering the parameters requyratiebSimulator class to
simulate the sensor network. These parameters include the deplofyetd area, size of
the simulated sensor network, number of beacon nodes in the simulatedknehs
radio coverage range for each sensor, maximum number of sonulatinds (so as not
to run into infinite loops) and maximum acceptable error distaneeebata sensor node
actual location and its estimated location. The Simulator cisss these parameters to
generate and initialize the simulated sensor network, and timemages the location of
each sensor randomly to fit within the simulation deployment fledath simulated node
is added to the Media class: beacon nodes are added to the beacdigt@dds their
actual locations (as generated by the Simulator class) and seuss are added to the
sensorNodes list with their actual locations and setting theespwnding estimated
locations to null value.

The simulation starts with no security threats (0% node comprorarsk)each
simulated sensor initiates a first round of location discovery wsihgnced voting-based
scheme. The simulated sensors check their surrounding neighbtorsatoon references
and estimate their locations accordingly and store the resultbe corresponding
position in the sensorNodes list. After all the sensors finisimasng their locations, the
average error distance and mean execution time are calcfdatids round. The sensor
nodes continue more rounds of location discovery to further increase the accutay of
estimated locations until the average error distance beconseshbes or equal to the
maximum acceptable error distance for all the sensors in th@nketor the number of
simulation rounds reaches the maximum number of rounds.

At this point, the Simulator class resets the simulation netwark tmits initial
state and begins the simulation process again for 0% node corsgydmi this time
using secure range-free scheme for location discovery. This plisaeggeated for 10%,
20%, 30%, 40% and 50% nodes compromise, and all the results of averagkseanzce
and average execution time are being recorded for each step.

The security threats are simulated through the Simulatos ddgschoosing a
number of sensors at random to act as malicious nodes. The numbereofntdasous
nodes is specified by the attack percentage of node comprdrhseattack pattern is a
combination of compromised beacon nodes attack, reply attack and mdsqataak.
The compromised beacon nodes attack is achieved by randomly remsouiegbeacon
nodes from the beaconNodes list and putting them into the compddoides list where
each compromised beacon node randomly generates a malicious locaéipthanh its
actual location. The reply and masquerade attacks are achievesidopmly removing
some sensor nodes from the sensorNodes list and putting them into the
compromisedNodes list where each malicious sensor node randomly cholosason
node location to report as its own estimated location.
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Five test cases were simulated using the test programafmus network scales
(25, 250, 500, 1000 and 1500 sensor nodes) with a maximum acceptable erroe diktan
1 unit distance, as shown in table 4.2. Each network size implemehtthbatnhanced
voting-based and secure range-free location discovery sch&ut#s.schemes were
subjected to different levels of security threats and attachstingt from 0% node
compromise, up to 50% node compromise in intervals of 10%. The resufissef five
test cases were recorded as shown in Figure 4.7 and Figure 4.8.

Deployment
Field Area

Number of
Beacon
Nodes

Radio Coverage
Rangefor each
Sensor Node

Max. Number of
Simulation
Rounds

M ax.
Acceptable
Error Distance

5x5 5 3 10 1
25x10 50 10

50 x 20 10
50 x 30 10

1

25x 20 10 1
1

1

Table 4.2: Simulation tests parameters.

The simulation results, as shown in Figure 4.7, show that as therkesize
increases, the security resilience improves. This is gledubwn by the percentage of
sensors that failed to estimate their location within the aabkpterror distance
tolerance. This percentage drops as the network size incréases due to the location
references for each sensor node in the network increasihg astivork size grows; this
increases the accuracy of the estimated location for each samdoprovides more
benign location references to withstand malicious references at variolssdeatacks.

Comparing the results of enhanced voting-based scheme with sengesfree
scheme, as shown in Figure 4.7, the enhanced voting-based scheme issiiemettean
the secure range-free scheme. The percentage of sensor ndadegeréhaunable to
estimate their locations within the acceptable error distamleeahce using enhanced
voting-based scheme were less than the percentage of sensor nodegaiesbmate
their locations using secure range-free scheme. This is beicatise secure range-free
scheme each sensor node relies on its direct neighbors to be thp@uideto estimate
its location accurately. When some of those guide points are comptrthie accuracy
decreases and the sensor node becomes more vulnerable to sttaakts, &lever the
less, the resilience of secure range-free scheme whgatdl enough to withhold a
security threat of 50% node compromise, as shown in Figure 4.7(b).
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(a) Enhanced Voting-Based Scheme
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(b) Secure Range-Free Scheme
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% of node compromise and location discovery attack

Figure4.7: Security resiliencaimulation test results.

Figure 4.8 shows the average location discovery execution timeefenced
voting-based scheme runs faster than the secure range-free sdlmsnis because in
secure range-free scheme, each sensor constructs a trieomgle received location
reference towards every guide point, thus making the execution ti@exan), wheren
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is the number of location references ands the number of guide points around the
sensor node. Therefore, as the number of guide points increase ethdi@x time
increases as well. This is an important factor in increaiegaccuracy of location
discovery in the secure range-free scheme.

250

200 ’///
150

/ —&—Enhanced Voting-
100 Based

./ —fll—Secure Range-Free

50

Location Discovery Execution Time (msec)

0 10 20 30 40 50

% of node compromise and location discovery attack

Figure 4.8: Location discovery execution time.

In order to optimize the execution time for secure rangesitheme, a comparison
experiment was made on two networks of size 250 sensors. One network with the numbe
of guide points for each sensor reduced to one guide point (picked rapdand the
other network has the number of guide points for each sensor set imumaxThe
results of this experiment show improvement over execution tim#héofirst network,
where the time becomes @{m) as shown in Figure 4.9(b). Despite the improvement in
execution time, a drawback in the security resilience forfitlsé network occurs as
shown in Figure 4.9(a). As the number of guide points decreasesdosar node, in the
case of an attack scenario, the probability of having maliciougegomints increases.

This makes the location discovery process more vulnerable.
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Figure 4.9: Comparison test results.
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CONCLUSION

In this thesis, two location discovery schemes for wireless seretarorks are
developed. The first scheme is an enhanced version of the voting basede sche
developed in [8, 9] to be used for range-based location discovery. Thiscedrscheme
is used to inspire the development of a secure range-freeclochgicovery scheme. The
secure range-free scheme is tested and compared to the enf@irgpthased scheme in
both field and simulation tests. Both schemes are implemented onFfdih Bireless
sensors and tested for location discovery accuracy, giving goodsraésuterms of
estimated locations for each deployed SPOT sensor.

Simulation results show that both enhanced voting-based and secureregnge-f
schemes are able to withstand security threats and locatimveliy attacks up to 50%
of node compromise. Enhanced voting-based scheme showed resilience wadyacc
under attack patterns more frequently than the secure rangeefneene. This is an
inherited feature from range-based location discovery schemes.-Raagehemes tend
to be less accurate than range-based schemes, yet moreffectste [18]. The
simulation results also show that optimizing the execution timeségure range-free
scheme will affect its security resilience as well as locatiama#bn accuracy.
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