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1. Introduction

This thesis presents concepts which relate to identifi-
cation mechanisms in a distributed system. These concepts
include goals of the identification mechanism, the implica-
tions and influence in the overall performarce of the dis-
tributed system, and the interaction and relation with cther
mechanisms. It also studies and analyzes the identification
mechanism implemented in several distributed systems, and
points out the berefits, drawbacks, and tradeoffs that may
exist in each of them when used in different configurations.
The conclusions developed may aid in the design of improved

identification mechanisms and distributed systems.

Chapter 1 presents basic concepts of naming in distri-
buted systems. The basic components of an identification
mecharnism are defined. Also several kinds of identifiers
and the different levels that may exist in a system are dis-
cussed. General goals of distributed systems and the influ-
ence that the identifying mecharnism has over them are

described.

In chapter 2, general identifier structures and identi-
fyirng methods are analyzed. Their characteristics, advarn-

tages, drawbacks and tradecffs are presented.

Chapter 3 presents iderntifiers viewed from two perspec-—
tives: that of the user and that of the machivre (processar).

User—oriented identifiers iviclude a discussion of rame



servers. Several issues and alternatives used in the design
of name servers are presented. The discussion of machine—
oriented identifiers includes the arnalysis of two models of
identifiers: server/identifier and UIDs used as local iden-—
tifiers. Also, different aspects of naming (e.g. name space
size, binding of identifiers etc.) that affect the overall

performance of the system are discussed.

Chapter 4 presents the analysis of the identification
mechanisms implemented in various distributed systems. The
identification mechanisms implemented in three network—-wide
operating systems are analyzed; these systems are:
TRIXLWardaal, LOCUSTLPope8l, Walk831, and

ROSCOELSol078, Sola731].

In addition the identification mechanism of a distri-
buted database system rnamed R¥[Ceri84,Danid2,Date8d3] is
analyzed. R%* implements a naming scheme that has many of the
characteristics that contribute to the achievement of the

goals discussed below.

Chapter S presents a series of generalized conclusions

abaout naming in distributed systems.

1.1. Basic Concepts
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-1.1. Network-wide Operating Systems

Distributed systems are a natural outcome of the
developmerit of computer networks. This type of system is
characterized by the geographical dispersal of its physical
and logical components. By means of effective communication
facilities, these components can exchange information and
process data in a cooperative manner. Adequate hardware and
communication technology that make distributed systems
feasible actually exists. The other major comporent which is
the object of much research and development is the system

software; that is, the network—-wide operating system.

Network—-wide operating systems can be categorized into
two majgor groups: network operating systems and distributed
operating systems. With a network operating system each host
runs its own operating system and the networking functions
are performed by a series of programs that interface with
the local operating system. R distributed operating system
is implemented as a single homogeneocus kerrel that runs on
each host. Each implementation has its benefits and faults,
for different configurations and ernvironments. The major
functions of a retwork—wide operatirng system are similar to

those of a 1local operating system. These include Job

scheduling and storage management.

In gereral, the system saftware has to control

rescources and provide to the end—user a uniform interface to

Gl



these resources, despite the problems caused by physical
dispersion and possible heterogereity. The implementation
of real and abstract objects (resources) can be trarsparent

to the user, that is, the user will see no difference when a

resource is local or remote.

An identification mechanism is an essential part of a
computer system. It consists of four comporents: a symbol
alphabet, syntax rules, the mapping/context mechanismn, and
the updating mechanism. Identifiers are constructed using
the established symbol alphabet. The identifiers are symbols
that designate or reference abstract or real objects (e.g.
files, processes, processors, etc.). The identification
mechanism uses the syntax rules to defirne and determine the
structure of the idertifiers. Eventually, if an identified
object is to be manipulated or accessed, the identifier must
be mapped using an appropriate mapping function and context,
to other identifiers and ultimately to the aobject itself.
Several methods to accomplish this mapping exist (these are
discussed in chapter =2). Wher objects are to be created,

destroyed, relacated, or shared, a mechanism for updating

the appropriate corntext is rieeded.

An identification mechanism can be used for locating

and sharing resources, protection, error control, and to



build more complex objects out of simpler ores. The chaoice
of an identification mecharnism and its interactions with
other parts of the system will affect how well the distri-

buted meets its goals.

1.

[l

.2.1. Identifiers: Levels and Types

The name of the resource indicates what we seek, an
address indicates where it is, and a route tells us how to
get therelll. Within the architecture of a system there may
exist various different levels and types of identifiers,
such as: local addresses, network—-wide addresses, local
routing information, path names, unigue global identifiers
and mnemonic identifiers. Each level and type of identifier

is different and has its own properties.

LLocal addresses are those meanirngful to a particular
host. These addresses are used to access physical implemen—
tations of abjects. Network wide addresses are those known
to the entire distributed system. Gerierally, they are used
to access specific processes (e.g. a process that constantly
listens in order to establish a logical conmection) that are
design to provide specific functions within the systemn.
Routing information is used to transport messages among the

[1] Richard Watson, Distributed Systems Architecture and

Implementation (New York: Springer-Verlay, 1381) pl9z2

a



communication facilities that lie under the distributed sys-
tem. The routing information carm either be static or it can
be dynamically adjust to changes in the topology of the sys-—

tem.

Fath names are those used similarly to a hierarchical
identifier. By parsing the path name, the system will
search through a sequence of directories that eventually
will locate the desired file. Pathnames can also be used to
locate other objects (e.g. a process) within the system.
Usually the begirming of the search is dorne through a root
directory kriown to every host on the system. Unigue global
identifiers are those that unambiguously designate an object
throughout the entire distributed system. [Leac82] presents
an lidentifying mechanism that wuses global identifiers as
local identifiers alsoj; the advantages and disadvantages of
the scheme are presented. Mriemonic identifiers are used for
human convenience and must be converted to machine identif-

iers at a lower level.

Even though these different levels of identifiers may
seem to overlap to some degree, it is impartanmt to appreci-
ate their basic differences of purpose in ocrder to avoid

confusion.



R main aspect of distributed systems is the interpro-
cess communication service in which the excharge of data is
provided via a specific protocol. Processes on different
hosts require a unique identifier that will identify the
session that they maintain. In addition, it is desirable to
multiplex several logical commections to a single physical
cormection in order to utilize the resources efficiently.
Port names serve these requirements. Each port to port
association represents a logical connection. Rdditionally,
a process can use several port names in order to support

several independent connectiorns simultaneously.

Port names provide a way to obtain a homogeneous name
space in a heterogenecus environment The identifiers
created by the allocation and mapping method can be defined

as port names.

Different algorithms are used to gererate paort names
and relate them to a specific computer system. For example,
sequerntial integers generated by the system can be used as
port names. RAriother scheme used is the concaternatiorn of the

host?’s global identifier with a local integer.

Ports are used to identify resources and their users.
They constitute a convenient retwork—-wide naming convention
and provide a way to integrate existing naming scheme into a

common name space [Pouz8&]. Each host is responsible of
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In large distributed systems it is possible that the
identifier space can become very large arnd therefore
adversely affect performance. A counter measure used 1is
group names. With group names the name space is partitioned
into a hierarchy of subsets, thus reducing the size of rout-
ing tables and the switching overhead. When communication
is established within the one group, "short names" are used.
On the other hand, if communication is dorne betweer cbjects
from different groups a "full length name" is required. Ar
analogous scheme 1is the use of telephorne rumbers. Loecal
calls only require part of the number while an cverseas call
requires a full 1length rnumber (area code, etc.). Ar
inherent characteristic of group rnames is that various iden-—
tifier formats are used depending on the rumber of partition

levels (e.g. network, region within the network, etc.).

1.1.2.1. 3. Association Names

i

It is possible to exchange messages in a distributed
system without explicitly using the addresses of the cbjects
involved. Whern two processes exchange information they make

up an asscciationlZimm78]. Asscciations are identified by



context identifiers.

Context identifiers are needed because any two
pracesses can exchange information at any time and it is
necessary to correctly interpret the information that
arrives at a host. This is dorne by relating the data to an

appropriate context.

In order to relate an arriving message tao its context
the message must contain a context identifier. The context
identifier unambiguously designates a specific context. It
could be possible for processes to establish multiple con-
current associations; in this situation the context identif-
iers are excharge in the initial setup procedure (see figure
1.1). Context identifiers can be seen as an extension to

the identifier of a process for multiplexing

purposes{Zimm781].

Association mames have some advantages. First, the
address carried by a message can be shorter than the address
of the destimation process. Second, security is enhanced
because the destination (and source)} process carnnot be
explicitly identified from the message. On the other hand,
asscciation names are dynamic. Thus additional complexity is
introduced because of the need to synchronize allocation and
release of mnmames. Froblems can be caused by urreliable com-—
munication media (i.e. vulrnerable to crashes) that can pro-

duce incorsisternt status amorng asscciated processes.



Context Object

id id
| | 199@1
| | |
I_.___IF‘RDCESSI_____I 7703 | A 13902
Ic | ——==1
e I | s
l
- — — — — — —
Object Context !
id id |
77211 B | aspe | |
| ——— | == R ——— |
77021 | | |PROCESS !
[ | == - —-l A = =
77031 C | 9902 | @ ————————e |
- |
|____ — _— — e el
| Context Object :
| id id :
| | 1880@1
e ——— | | —
|__ _ IPROCESSI_ __1 77@1 | A |88@2
| B | | —————— j ——————— |
————————— | | 1883

In this illustration, PROCESS-A has two simultarneous
associations, one with PROCESS-B and another with
FROCESS-C. The assaciation context identifier of
FROCESS-A (with PROCESS-R) is 77@1. Thus any message
sent by PROCESS-BR must contain 7781 as the context
identifier. The associatiorn context identifier of

PROCESS-E (with FROCESS-A) is 8802.
FIGURE 1.1
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A geveral and common geoal of all computer network, is
to provide access to the rescurces available on the network
to every end-user, independent of gecgraphical location, in
a rapid and efficient manner. Efficiency implies an accept-
able tradeoff between low transmission delay and maximum
throughput. Arnother possible goal is evolution of the rnet-
work, that is, its capacity to grow by the addition of new
hosts. It is obvious that many factors will influence these
and other possible goals of a network system. However, the
implications and influence that an identification mechanism

may have over these goals may not be so aobvious.

Arn identification mechanism has various objectives that
can support or obstruct the overall goals of a coamputer net-
work. An identification mechanism should support at least
two levels of identifiers, one that is human criented and
another that is machirne oriented. Human ariented identifiers
have readable, mnemonic values that make them clear and
understandable to the user while machine oriented identif-

iers are intended to be easily manipulated and stored by

hast computers.

11



Identifiers should be generated in a distributed manner
to achieve reliability and efficiency. This objective
presents a problem with the uniqueress of identified cbjects
and requires some sort of predetermined rules (such as
establishing the maximum length of identifiers) to gererate

the identifiers.

If a network system is to evolve, the identification
mechanism must provide for the addition and relocation of
cbjects. This characteristic contains several implications.
First, there is the rneed for dynamic binding between names
(identifiers) and objects (resources). Second, a mechanism
is rieeded to update the appropriate context used for mapping
betweern the identifier and the object after its relocation

or addition.

The identifier mechanism should support the use of
several copies of the same object. This is an important
aspect of distributed systems that can help to determine the

consistency and reliability of the systemn.

It is desirable to have multiple logically eguivalent
servers for a particular resource type in a retwork system.
The identification mechanism must allow for a single iden—

tifier at are level to be dynamically bournd to more than one

address at a lower level.

Finally, the wultimate goal of the identification

mechanism is to provide to the end-user a global space of



identified objects that can be accessed and manipulated
according to the user’s needs. It is clear that the identif-—
ication mechanism will affect the overall performance of the
network system. Other characteristics and design goals in
addition to the above described can exist in different
mechanisms depending on the architecture and implementation
of a specific system. It is possible that an identification
mechanism may not have all the desired characteristics dis-
cussed above. Identification mechanisms are designed and
implemenéed to meet specific users’ needs and depend largely

on specific applications.

13



Distributed systems rneed addresses for the various dev-
ices and/or user processes that are interconriected or intend
to communicate among each other. A user wanting to cortact
another user must state that user’s address in the initial
setup. The situation is analogous to dialing a telephone
riumber to communicate with a person. The telephorne system
will establish a covinection by usivng the information embed-

ded in the telephaone number.

The structure of identifiers will influerce the identi-

fyirng mecharnism. There are three gerneral identifier struc-—
tures that carn be used to create identifiers: abscolute,
relative and hierarchical. Each of them have advantages and

disadvartages; tradeoffs exist betweern them.

Various gevieralized methods are used to unambiguously

identify abjects irn distributed systems: the hierarchical

concatenation method, the allocation methaod and the mapping
methad.
2.2. Naming Structures

14
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.2.1. Absclute Naming (Flat Name) Structure

Wher using the absolute name structure, each object is
assigrned a unique, unambiguous identifier (see figure 2.1).
An object can be relocated without altering its name. Rout-
ing may be less efficient because the lookup process (reso-
lution of the name) will require a longer search due to
larger corntext tables. Absolute rnames encourage a central-
ized rnaming authority because there is only one mapping
furction for the entire system. The social security iden-

tification rnumber system is an example of absclute names.

2.2.2. Relative Naming Structure

When using the relative name structure, the access path
from a source object to the destination cbject is used as
the iderntifier of the destination aobject. It is implied
that every access path must be unique (see figure Z.2).
Within this structure names may be ambiguous. Relative
rames are unambiguocus when they are qualified by the access
path. This structuwre of names erncourages decentralization
because rames are relative toc each host. The local database
used by the naming authority will be smaller than the one
needed in the absolute rname structure and the resalution of
an object’s rname will be potentially faster because the
damain of a relative rname narmally is much smaller (the

domain of an absclute name is all the names in the system).

18



Object-A

Object-B

Obgect-C

Obgject-D

An absclute naming structure can be illustrated as a graph

in which each vertex, representing an object in the

distributed system, has an unambiguous, distivrguishing

riame.

If names are to be passed among objects, then each haost is
required to have kriowledge of the naming conventions of the
cthers, that is, more coordination is required to share and
pass mames. This is in contrast to the absclute name struc-—
ture in which the naming convention is the same for all
hosts. The name of a person is an exanple of a relative
name because additicrnal information (such as his address) is

rmeeded to disambiguate his rname.

16



Relative naming is illustrated with a directed graph in
which each edge represents an access path from one
cbject to arotherj; each vertex is an obgject and each
edge is uniquely identified. In this illustration

object B relative to A is named i while object B
i

relative to C is named i .
bl

FIGURE 2.8

Wher using a hierarchical name structure the distri-—-

buted system is partitioned into sub—areas. Thus, the name

17



of an object is composed of the riame of the sub—-area and its
name within the sub-area (e.g. {(object’s local name®@sub-
area’). The absolute naming structure is used to name
abjects within a sub-area, thus providing unambiguous names

within each sub—area (see figure 2.3).

Sub—areas can be identified by either using an absolute
or relative naming structure. An example of the relative
sub—area names is the interface between the transport mail
systems of Xerox and Arpanet. A rname of an object within
the Xerox system could be OBJ-X.XEROX-SUBA1l and cutside of
the Xerox system it would be OBJ-XBARFA-SUBA4. The sub—area

part of the rname charnges relative to its sourcelOppe8l].

Abbreviated wnames are a natural outcome of the
hierarchical namirg structure. In the context of a
specific sub—area arn object can be referred to by its abbre-
viated nrname without any ambiguity (e.g. O0BJ-X®SUBA-1 can be
referred as OBJ-X in the sub—area SUBA-1). Abbreviation is
a relative nation and can reduce the size of the names used

within each sub—area.

Hierarchical rames allow an absalute namimg structure
within each sub—area, thus a decentralized rnaming authority
(ore in each sub—area) carn be implemented. In addition a
hierarchy nrame can help suggest the access path to the

object being named whern location information is included in

the fields of the identifier. When using hierarchical rnames

18



ubgraph i (Si )

1 1
— ~

|/ o] \l_

si | A '
4| Si

| 2
| !
N c
7

The hierarchical naming structure is illustrated by partition—
ing a graph into regions (subgraphs). The nrame of an

object (vertex) is the region name concatenated with its local

miame.
ABSi ARSI etc..
1 2
BESi  BESi
1 2
Cesi  C@Si
1 2
DESi
2
EIGURE £.32
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an important issue to cornsider is how many levels of hierar-

chy will be used, as this will influence the performance of

the system.

If the wname is composed of the corncatenation of

i @i ®...i , k can either be fixed or variable. An advan=—
1 2 K

tage of a variable k is that the system may evolve easily.

For example, if two existing distributed systems are to be

interconnected, the names of the existing objects would

change, for example from i @i to i ®i ®i without having to

1 = 1 &g 3
alter the existirng software used to resolve names. The

disadvantage of this is that the software manipulating names
is more complex because of the variable number of levels. A
fixed k implies simpler and possibly more efficient algo-
rithms for the resolution and manipulation of rnames. Evolu-
tion in this method will require alteration to existing

software that manipulates names.

2.3. TIhe Hierarchical Cancatenation Method

In the hierarchical concatenaticon method, identifiers
are constructed by concatenating a series of fields that
disjointly partition the identifier space. As explicitly
mernticned in the rname of this method, the structure of iden—

tifiers is hierarchical. Scome fields are used to indicate



the location of, or the route to, the named object. Other
fields identify the specific object within the host’s
domain. Each field in the identifier may be unique only
within the context of another field. An example of hierarch-
ical identifiers used in our daily lives is the routing and
transit number used on a check. The first two digits (left
to right) represent the federal district, the rnext two
digits represent the zone within that district and the
remaining four digits uniquely identify the specific barnk on
which the check has been drawn. An additional digit is used

as checkdigit.

Each host on the rnetwork contains a set of local iden-—
tifiers (names) bounded to its resources. By agreement among
all the hosts cormnected to the nrnetwork, each host is
assigned a unigue global identifier. An object’s identifier
is created by concatenating the unigue global identifier
with the local identifier assigned by its host (See figure
Z2.4). An example of a system that utilizes this method is
the Rescurce Sharing Executive System

(RSEXEC) [Fors81, Thaom731.

The RSEXEC system supports a distributed file system
that provides access from each host to files that reside on
the cther hosts. The identifier of each file is composed of
its 1lccal identifier and a field that contains its location
within the rietwork. To access a file, the operating system

parses the identifier to follow through the file system
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This figure illustrates an identifier composed of three
fields. Each field must be resclved within its specific
context. Parsing the identifier will lead to the desired

abject.

hierarchy.
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The Woodstock File ServerilLeac82] is ancother system
that wuses the hierarchical concatenation principles. Each
file in the system is assigned a "file identifier". File
identifiers are composed of the server name concatenated

with the local file identifier.

Hierarchical naming is a simple scheme. It provides an
easy and explicit way to obtain the location of an aobject.
Also each host can implement a local identifying mechanism

that is best suited to its particular environment.

The hierarchical mapping method has several drawbacks.
It is desirable be able to have objects relocated without
having to find and alter every refererce made to them. For
example, end-users may warnt to move dismountable volumes
from crie riode to anather or reloccate a peripheral from a
disabled ncde to a functionirng one. Hierarchical identifiers
are irherently tied to the physical location of the object,
therefore cbjects cannot be relocated without altering their

identifiers.

There are certain applications in which the lccation of
ari object shcould not be explicitly kriown (e.g. a military
rnetwork). The identifiers created with this method reveals

explicit informaticon corncerning the cbject’s location to a

1]
(A



user with appropriate kriowledge of the network topology.
This characteristic makes this method inappropriate for this

type of application.

Because of the hetercogereity that car exist among the
hosts, a wide variety of identifier formats may exist,
depending on things such as different physical word sizes,
variable length of identifiers, etc. If this situation is
severe, parsing of the fields in an identifier will be more
complex and less efficient because of the excessive coverhead
incurred. This also implies that each host needs to know

the different characteristics of each other.

. 4. The Allocation Method,

gy

The allocation method associates an identifier to a
process 1in a dyriamic way. Each host is assigned a subset of
unique global identifiers to be dynrnamically assigrned to
processes upon request. Each host contains a process
referred as the server process, which 1is assigned a per-—
marnent and retwork—wide kriown identifier ([TaneB8@dl refers to

this iderntifier as a "well—-krowrn address'").

Wher a connection is desired, (e.pn. process X on host—-A
warnts to communicate with process Y on host—=B) the initial
request is made to the server process. At this point the

server process proceeds to allocate and bind ore of the gle-—



bal identifiers assigned to its host (process Y receives an
identifier) and return it to the requestirng process (process
X). The processes can begin to exchange information now that
they are logically connected. Finally, when the communica-—
tion is to be finished, the process that originated the com—
munication will request the discormection. The server pro-
cess will deallocate the identifier that was assigned to the
receivirig process. This identifier can be reused in a future
connection. When identifiers are reused, problems can cccur
with long—delayed messages. Various techniques exist to han-—
dle these problems, but the discussion of them are beyond

the scope of this thesis.

i

.4.1. Advantages and Drawbacks

e e o ———— o - ——— i o—————— —— o — o o -

An advantage of the allccation methced is that it pro-
vides the end-user access to remote objects in a transparent
marnrer. 1t should be recalled that kricwledge of the iden-—
tifiers of the "server processes" and the desired process is
required. However, the addresses reed not be known. The
use of the process server allows access to every abject an

the system (lccal or remcte) using the same name structure

(homogenecus name space) -

With the allccation methaod a single unigue identifier
can be bound to several gerneric services. The server process

carn decide and control  which process will implemernt the

To
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service. This 1is desirable because the availability of the

distributed system is enhanced.

An additional advantage of this method is that only
processes that are in execution are assigned identifiers,

therefore the overhead involved is reduced.

This method provides dynamic binding between processes
manipulating local objects and global identifiers. This pro-
perty has its cost. The software managing these bindings 1is
more complex than in other mapping methods. Additional
mechanisms are required to solve and prevent problems caused

by severe trarsit delays.

£2.9. The Mapping Methed

In computer systems it became customary long ago to
address resources by logical names which are used as
indirect pointers to the physical implementations of these
rescurces[FPouz82]. The mapping method statically assigns
global identifiers to the local identifiers of the oabjects
that will be accessed by the computer network (see figure
2.9). The mapping method technique is used in many computer
subsystems, for example, virtual memory systems and file
management systems employ this basic concept. The mapping

method is applied in a more global way to distributed sys—

tems.
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identifier (7777); a centralized namirng autharity
designates the global identifiers.

3) The global identifier is mapped to object Y on haost B

FIGURE 2.5

The mapping method is used by the CIGALE packet switch-
img subretlPouz82]. In this system the logical destirnatiorns
are given by name (irstead of physical addresses) and the

CIGALE riodes maintairn tables of all krnowrn destinations.
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The packets sent through the subriet contain the tran-—
sport stations logical addresses, riot the CIGALE node
addresses. With the mapping method, redundant access paths
are easily established (when a name is mapped to several
paths), thus providing a more reliable subriet. In addition,
host cornnections may be moved from orne node to ancother
without service interruption and without charnging the name

of the host transport station.

I

.S.1. Advantages and Drawbacks

The mapping method allows each host to assign its local
identifiers in a convenient marmer, e.g. each host can use
mnemonic symbols. Since each host?’s local identifiers are
not krnown network wide, there will be no ambiguity when

identical local identifiers are used by several hosts.

Art object can be relocated without the end—user being
aware of it (the subriet system must also implement the map-

ping method as discussed above in the CIGALE subnet).

This method provides a homogerneous name space for
accessing the objects available, despite a heterogernecus
retwork envirorment. The end—user can request different ser-—
vices available on the rietwork without having to kriow the

names of these services in each of their respective hosts.

fix
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Various local identifiers may easily be mapped into a
single global identifier, providing the flexibility to refer

to an objgect either by a full or abbreviated name.

There are two major drawbacks to this method. First, if
large tables of identifiers exist, the search by a global
identifier can consume a large amount of overhead, thus
increasing the delay in data transmission. Second, large
tables occupy a large amount of memory space ([Zimm781]
presents some objections to these drawbacks. Efficient
searching algorithms should be used to reduce the search
t ime, also, hardware support could be used if available.

Tables can reside on seccondary storage as a file directory).

£.6. Concluding Remarks

The gereral identifier methcds discussed abave have
their advantages and drawbacks. Desigmners of distributed
systems must evaluate the tradeoffs betweer each method (See
Table &.1). It is possible combire the principles of each

method in order to cbtain the advarntages of each of them.

It is rnecessary to have an administrative autharity in
a distributed system. Administrative tasks such as the
assigrment of identifiers tc host and networks miust be car-—
ried out by a coordinating entity. The administrative

entity can be partially or completely autcmated. A high reed

(1]
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for frequent manual intervention will result in a lower
capacity to cope with dynamic changes and higher operational

cost.

The administrative entity can be centralized (one for
the whole system) or decentralized (one for each region of
the system). With a centralized authority uniqueness of
identifiers is guaranteed. With a decentralized one, some

type of coordination is required to achieve unigqueness.



TAEBLE 2.1

! | |
i | METHODS !
| CHARACTERISTIC I MAFPING HIERARCHICAL ALLOCATION |
I | |
| o o e e e e e e e e e e e e e e e e e e e e e e e e e i e e . e e e e e . |
| | | | i
| distributed creation | yes I yes I no I
| of local identifiers | I I I
| e |- | ot e o o e i s | o e o o e e e |
| | | | i
I evolution, (support i yes | yes i yves |
| changes in the | | | i
| network topology | | | i
| == ———————— e | ———————— | ——————— | ———————— e |
| | ] | |
| map various local | | | i
| identifiers to the | yes | no | no ]
| same global | | | |
I identifier i | | i
| e e -1 ————] - ——— —_—| ——————————— i
| | | i i
I map the same identi- | yes | no | yes |
| fier to several | | | |
| obgects | | | |
| o o e o o e e e e | ————————— | e e e | e |
| | | ] |
| provide a homogeneousl yes | yes* | vyes |
| identifier space | | | |
| e e e e e e | m— e | e e e | s e e e |
| | | | |
| dynamic binding of | no | no ! yes |
lidentifiers to abjects| | | |
| o o e e e o e | e e e | e e e e | e e i
| | | | |
| location transparencyl vyes | nIcs i yesk* i
i | i i

(of the aobgect) |

* if severe heterogereity is not present

*% the "server pracess"” must have a network-wide known name



S. Machine arnd User Orientation cof Identifiers

2.1. Machine Oriented Identifiers

A machirne oriented identifier is one that is used by
primitives and the system software to manage objects. Seen
from this perspective, emphasis will be given to efficient
locating algorithms, identifier structures, protection, syn-—

chronization and the type binding used in the systemn.

The challenge faced by designers of identification
mechanisms in distributed systems is to create a globally
uriique identifier (at some level) that carnn be resolved
within a possibly distributed context and in a potentially
heterogeneous environment. Another possible goal is to have
the capacity of adding a host to an existing distributed
system while still retaining the local identifying scheme
(and cther exiting software) of that host. The structure of
identifiers can either ease or hirnder the achievement of
these goals. Two different structures of identifiers will be
discussed. Several aspects such as the generation of unique
identifiers, system architecture requirements, and distri-

buted gereration of identifiers will be studied.

"
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A specific structure of identifiers that meets the
goals discussed at the begirning of the chapter is:
(server—-identifier,unique-local~identifier). This structure
implies that all objects are managed by a server process and

that processes are the fundamental abjects that communicate.

This identifier structure provides a uniform global
identifier that can partition the global space among local
domains. The local identifiers can be chosen as most
appropriate and efficient for their 1local language or

coperating system environment.

The distributed gereration of identifiers requires some
sort of predetermirned rules for creating them. These rules
carn be as simple as Jgust limiting the maximum length of the
identifier. The retwaork address of the server process (that
could be determived by using orne of the identification
methods discussed ivm chapter 2) can be used as its identif-
ier and the binding betweeri the server'®s identifier and its
actual implemerntation is done by routing tables or direc-

tories.

1o
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Some distributed systems have made use of unique iden-
tifiers (UIDs) as local identifiers{Anan83, Leac82). UIDs can

be viewed as large integers or long bit strings.

Several advantages are obtairned by using UIDs as 1leccal
identifiers. First, they provide location independerce.
Second, UlDs provide an easy way to pass identifiers from
obgject to obgect and allow objects to refer to ather
abjects by anly using their riame. Third, additiornal informa-
tion about the object can be incorporated in the UID, such
as the type of the cbject and its protection. It is in
these ways that the identification mechanrnism can influerce

acther mechanisms in the system.

An example of a distributed operating system that wuses
this scheme is Regisileac8zl. The structure of an identif-
ier is <(host,creation-time,replication>. The host bits are
used to indicate the host on which the aobject was created.
The creaticr~time bits are used to ensure uniqueress. The

replication bits are used to identify the latest version of

the cobject.

Ar important aspect to consider when using the UID
scheme is the gerneraticn of UIDs and the guarantee of their
urniqueress. The corncatenation of the host identifier
(assuming that the host’s identifier is absolute) with the

current reading from its real time clock is the technique
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used in the ARegis 0.S. This scheme guarantees the
identifier’s uniqueness because of a battery sperated clock
that continues to operate in the event of a host crash and
the fact that a host can only create one object durivg &

single tick of the clock.

73]

«1.2. Size gof the address space

An address in its simplest form is a number from a
range large encugh to encompass all possible objects avail-
able on the system. The size of the address space in a dis-—
tributed system will impact the overhead arnd flexibility of
the system?’s architecture. If a distributed system is to be
trarsaction oriented, thern a large address space (64 bits or
more) is desirable because addresses are usually rot reused;
that is, each irncarnation of an cobject or & logical conrec—
tion is uniquely identified, and transacticrnis are short-

lived.

Large addresses irncrease the size «of the message
headers, and consequertly the rneed for memory resaurces at
intermediate ard end rcodes. They alsac increase the overhead
of transmission. (ChWatsB1] presents various arguments in
favor of the use of large addresses, primarily the reduction
irn memory cost and the relatively small cverall ircremerntal

cost to send additicrnal data in a packet).
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An important issue of the address space is whether it
will be of variable or fixed length. The tradeoff between
these two schemes is flexibility, in cormmecting two net-—
works, versus ease of implementation and less complex
software to marnage addresses. The IBM System Network Archi-—
tecture (SNA) uses a fixed address of 16 bits, which pro-
vides for 635,536 separate addresses. An example of a vari-
able address size is Digital Equipment Corporation’s DECNET,
in which network addresses can be any number of bytes.
Seven bits of each byte are used as address and the eighth
bit is set to 1 if the following byte contains more address
informationiMart81l. A gerneral scheme used by other systems
is to emplay a count field to indicate the number of bits in
the address. Variable length addresses allow small rnetwork
systems to function with low address overhead and large net-—

works to address their resources.

Protection in distributed systems is a rnorn—trivial
matter. Different techniques, such as the use of passwords,
authentication, encryption, access lists, capabilities,
etc., have beeri implemented with the sole purpaose of provid-
ing access to objects only to users and/or to cother aobjects
that are entitled to do so. From a machine oriented point

of view iderntificatiorn mechanisms and capabilities carn be
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combined to implement protection in a distributed system.

AR capability is an unforgeable token that gives certain
rights (e.g. read, write) to the ocwrer. Capabilities can be
passed among computing entities, which is a characteristic
that makes them appropriate for naming. The Computerized
Office System Internetwork Environment (COSIE)
Subsystem{Terr83, Terr84] uses capabilities for protection

and addressing purposes.

The COSIE subsystem implements mailboxes as a reposi-
tory for messages, thus allowing asynchronous communication
between hosts. In order to send (or receive) a message to
(from) a mailbox a process must possess a send (receive)
capability from that specific mailbox. In addition, the
capability wunambiguously identifies a single mailbox. The
structure of the capability provides location independence.
The level of indirection provided by capabilities allows the
system to cope with envirormental changes, thus achieving

higher availability.

Forts provide a homogernecus rname space and logical con—
rections. [{Trip83] presents a scheme (The Gutenberg System)

in which ports are used to provide protection in addition to

their rormal use.

The Guterberg system is a port based, cobgject—-oriented
system which manages ports, processes, capability direc-—

tories and the delivery of cbjects via ports. A process
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creates a port in order to access an cbject. The port’s
type is determined by type of cbject that is accessed and
the operation that is performed via the poert. The process

executes port operations in a message—based form.

The capability directory is the repository of protec-—
tion informaticr. Its main function is to restrict the
creation and use of ports, consequently controlling access
to obgjects. The basic structure of the capability directory

is seen in figure 3.1.

3.1.4. Identifiers, Error Control and Syrnchronization

When information is being sent cver am urreliable media
there is a nreed for some sort of error control. The cam—
plexity of the error controcl mechanism will depernd on the

degree to which underlying systems (e.g. datagrams, virtual

circuits) guarantee error free data.

As a form of error control, units of information (e.g.
packets) cart be uniquely identified. The receivirng entity
can keep track of the packets received and discard dupli-
cates. Fackets received are acknowledged by returning to
the sending entity the identifier of the last one received.
The identifiers of the data wunits canm be as simple as
sequential integers. In this way, the receiving entity can
detect missing cr out of seguence units. Several units can

be ackriowledged wheri identifiers are assigred sequentially.
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This figure presents the basic structure of the capability
directory. In this example a user process A wants to access
RECORD-A. The active directory is consulted in order to
verify access permission. The File—Manager (which is the
cbject that manages the file) is referernced with an R
(receive) privilege, thus allaowing process A to establish
a port cormection to read record-—A.

FIGURE 3.1
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-4.1. Syrchronization

The replication of objects in a distributed system
irncreases the availability of rescurces and provides robust-
ness to the system. Syrichronization is needed to provide a
consistent state among replicated objects. With the
NAMOS [Reed78] system, naming is used to achieve synchroniza-

tion and provide concurrent access to objects.

The approach to synchronizatiorn in NAMOS is based on
including the version number of an object as part of its
identifier. When an object is updated, instead of rewriting
it, a new version is created. The new version of the object
will be named by its uriigue identifier and version number
(the time ard date of creation can be used as the version
number) . If a user (or program) wants to access the object,
he must indicate the object’s name and versicn. The correct
version is obtairned by comparing the two version numbers

(the user's must be greater than or equal to the cbject's).

-1.5. Lecating Obgects in a Distributed System

173}

The process of locating an object in a distributed sys-—
tem suggests various alternatives, such as not allowing
objects to move o to migrate, restricting the location of
the object arnd establishing classes cof objects. These

alternatives are largely influerced by the structure of tne
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identifier, whether the locatiorn informatior is centralized
or distributed, arnd on certain restrictions that are imposed

an the object’s location.

If objects are restricted to staying in the node in
which they were created, then the part of the identifier
that indicates the creation node car be used as the certain
location. This restriction is wused in (Feld731, where
modules are not relocated. Modules are self-contained
objects that can contain data and are capable of processing
it (e.g. a program carn be composed of several modules). The
motivation 1is that the module then can take full advantage
of the hardware and software of the host inm which it was
compiled. The structure of the identifier used to refer to
a module is (computer—-number, incarmnat ion—-number, site-
riumber, local-module—-number), thus uniquely identifyirng the

locatiorn of the local module.

Aricther altermative is to require that objects reside
o the same volume (physical disk) as the directory under
which they are cataloged. With this scheme a root catalog
with a rietwork—-wide address is reeded (the rocot catalog is
not restricted to any rnode). In this way objects canm be

found by starting the search with the root catalog.

There are less severe alterrnatives to the above res-
trictions, involving the division of the system into

classes. An cbject cculd reside on any node (or volume) of
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the same class. Various copies of the object could exist

within rnodes (volumes) of the same class.

If no restriction is imposed, a broadecasting scheme can
be used. The request for the location of an cbject is
transmitted to all rodes, and a response containing the
address is awaited. This scheme can cause poor performarce
due to potentially long waits and the overloading of commun—

ication lines.

One technique used to improve performance is to main-—
tain a local cache of the addresses of objects. This avoids
unnecessary searching once the object has been located.
This technique implies the need for a mechanism that will
intercept errors that can occur due to relocation of an
object after the address has been writtern in the local

cache; the cache is also updated by this mechanism.

The structure of an identifier can contain location
information (such as in the hierarchical scheme) thus allow-
ing simpler searching algorithms. On the other hand, if
identifiers are location independent then more information
(context) is rneeded. If the information is to be central-
ized then the system may suffer a reduction 1in perfaormance,
and the risk of not having the locating information avail-
able 1is high. Distributed lccating information requires a

synchranizing mechanism tc update and maintain consistency.

>
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Objects are referred to by an identifier. This idertif-
ier has to be bound to the physical implementation (or
instance) of the object. An important aspect of binding
identifiers to objects is the frequency of binding and the
set of actions which occur between a binding and subsequent
unbinding. Binding of identifiers to objects (or ta inter-—
mediate identifiers) can be static or dynamic. The main

tradeoff is that of performance versus flexibility[Abrasgadl.

When dynamic binding is wused, performance 1is being
sacrificed for the ability to adapt to the changes in the
distributed system'’s environment. Performance decreases
because each reference to an abject requires the resolution
of one or more indirect refererces. With static binding the
identifier can contain location and routing information,
however, changes in the system’s configuration will require
a reinitialization or manual interventicn in order to

correct invalid bindirgs.

The routing of packets through a computer subret can be
considered as an example of static versus dynamic binding.
When fixed binding is used, tables with fixed routes are
loaded in each irnterface message processcor (IMP). Charges in
the rcutes require marnual changes and reloading of the raut-
ing tables. If dynamic binding is used, thernn an adaptive

routing algorithm is employed. The cbject is the destination
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host and the address is the route through which the packet
should travel. The binding betweernn the object and the
address will vary depernding on specific considerations such

as congestion and availability of communication lines.

It is desirable to have the performarnce benefits of
static binding and the flexibility of the dynamic binding
scheme. This can be accomplished by employing static bind-—
ings whenever possible and dynamically rebinding at runtime

when bindings rneed updating.

[Abra8®] presents a strategy that combirnes the benefits
of each scheme discussed above. The strategy require a name
server to act as a "binding agent”. A user that reeds the
address of an object will present its name to the binding
agent, which will return the desired address to the reques-—
tor. At this point the user should store the address if
future references are to be made to avoid repeated lookups.
I1If a subsequent reference to an object indicates that the
object is absent from the present address (which implies a
mecharism exist that will efficiently recognize this condi-
tion), then the user will present the name to the binding

agent for rebinding.
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2.2. User-Oriented Names

A user-oriented name consists of character strings that
are used to ease the access of objects and for the conveni-
ence of the user. Higher level naming contexts are required
to meet the needs of human users for their own local
mrnemonic names, and to assist them in organizing, relating,
and sharing objectsl2]. Humans typically prefer to refer to
objects by nrame while communication is gernerally done with
numerical addresses. Human—oriented names must be mapped to
a lower—level machine identifier (see figure 3.2). The map-
ping of a high-level name toc a machire-oriented identifier
can be dore by a simple and explicit context such as <(name,
machine address) or it can be done by applying an algorithm
to the name in order to obtain the address, e.g. a hashing
algorithm. Directories (catalogs) are widely used to sup-
port high level naming conventions. They provide a tool for
sharing and protecting objects (see figure 3.3). Direc-—

tories carn be centralized or distributed.

A centralized directory is located at a single host.
Subsets of the directory can be cached at a local host to

improve response time.

If a directory is to be distributed, it can be repli-

cated or partitioned. In the replicated approach each host

(2] Richard Watson, "Identifiers (Naming) 1 Distributed

___________ in  distripured
=

Systems"”, New York, Springer Verlay, 1581, p.
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User Oriented Name

|
High level | Cortext |
rname server (————————————— | (possibly |
| | distributed) |
| | such as |
(Mapping Function) | directories |
| | |

|

|

|

|

Y

Machine Oriented Identifier

The mappinmg between a user—criented mname ard a machine
oriented name as presented in [Wats8ll.

FIGURE 3.2
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System Root Directory

Directory Named:

Directory Named:

USER-Y
i a
| ———————— Directory Named:
i b USER-Y. a
| _________ — ——
: i i i
: I E I I
________________ >
i i
Object rnamed: Object rnamed:
USER-Y.b & USER-X.D USER-Y.a.E

This illustratiorn represents a series of directories used

to provide high—level identifiers and to snare obpjects.
Frotection carn be added to objects by including acditional
infarmaticn in each entry (e.g. read only, write, pass-—

words, etc.).

FIGURE 3.3



contains a copy of the directory. A mechanism for maintain-—

ing corisistent directories is required.

In the partitioned approach each hast has a directory
mapping its own objects. No overlap exists among the direc-—
tories stored at different hosts; thus the global directory
of the system is the logical disjoint uniorn of the physi-—

cally dispersed directories.

3.2.1. DName Servers

A name server is a utility used to support naming,
storage, ard retrieval of network-visible objects. By using
a mname server, a user is able to access a network object by

specifying its riame instead of its rietwork address.

An aralogous relation between distributed systems and
name servers 1is the orne between pecple and the telephone
directory. The telephorie guide provides its users with a
mears to lacate (find the telephorne riumber of) people by
specific names (the white pages) arnd by generic rames (the
yellaow pages). In the same way, a rname server provides to
its users the locations (address) of objects by rname arnd car
be used to provide gerneric services (e.g. a pool of
printers). Returning to the telephore system, incansistern—
cies carn cccur if a person moves to arcther address or 1f he

changes his name. Similarly, incornsisterncies carn cccur in a
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distributed system; the rame server is expected to cope with
changes in the environment, thus updating its information as
soon as possible. The design and implemerntaticon of a name
server largely depends on the environmert in which it is to
be used (e. g. distributed office systems, electronic mail
service etc.). Various design issues exist; each of them

presents several alternatives.

An important issue is to decide what type, or structure
of names the server is goirng to support. In addition, the
kind ?f mapping to be supported must be determined. This
could be orne-to-one (each object having exactly orne name),
cne~to-many (many objects having the same name) or many-to-

one (allowing objects to have several names).

Ancother desigrn issue is, how many servers will tnere
be? There canm be orne centralized or many decentralized
servers. Wheri a retwork address is mapped to the rname that
a user (or program) has presented to the server it may be
possible to use the returrned address as a "hint" rather than
beirng sure that the object is located at that address. If
addresses are to be used as "hints" the user must be aware
that the returrned address may not be correct. It is possi-
ble to have a mechanism that can intercept this type of

error condition arnd cause the rname to be presernted to the
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name server for rebinding.

Management issues related with the server must be
determirned. First, which entity is responsible for allocat-
ing names, the name server or the user? The server may or
may mnot support the use of aliases, nicknames and abbrevia-
tions. Rlso, the updating authority must be determired; is
the updating process going to be automated (i.e. the server
is responsible for self-updating) or is the user responsible

for updates?

Frotection can be provided by name servers. Who is
geing to be allowed to access objects which are under the
contral of the server? Will protection be implemented by
the use of passwords, access list, or capabilities?

.

AR possible design issue directly related to performance
and flexibility 1is whether or not to allow the user to
bypass the services of the name server, that is, to permit
the user (with the appropriate knowledge) to directly access

objects via network addresses.

As can be seern, each name server design issue has vari-
cus aptiorns. It is not straightforward to decide which
altermnative is better tharn arnother. Tradeoffs must be con-
sidered, and as menticned above, the ernvircrment and appli-
cation of the server will alsc influence the decisions. The
fullowing secticon presents a study of two name servers tnat

are desigred to meet the demands of their respective



environments.

CSNET's[LandB83] main purpcose is a computer communica-
tions network that provide networks services such as remcte
login and remcote file access te all the computer sciernce
research groups in the United States. Praoblems due to dif-
ferent, and passibly incompatible, naming conventions and
address structures may occur when Jjoining computer networks.
The CSNET riame server was created to simplify communication
via electronic mail and to aid in locating available

resaurces.

The internal structure of identifiers used in the CSNET
server 1is absclute. The User RAgent Program(UAP) that runs
at each hast maintains a local mapping table for each local
user. The mapping table allocws the use of nicknames or
abbreviaticorns as illustrated in figure 3. 4. Jther functiorns
of the UAP are to provide the interface between the user and

the system, and to intercept error conditions that may

CCCuUur.

There is a centralized directory tnat is stored in  the
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The mapping is dome locally by the User Agent Frogram to
the global unique identifier (UID). On tne Service Host
machirne a cerntralized directory is used to map the UID to
its corresponding mail box.

FIGURE 3.4
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Service Host##*. The User Agernt Frogram at each host will
format queries to the Service Host. The Service Host will
use the unique identifier, (sent in the query by the UAF),
to loockup the mailbox's rietwork address. The use of a cen—
tralized directory ensures that an update reed only be dorne
once. Then all subsequernt messages for that specific mail-—
box will be correctly directed. The central directory con—

tains a database entry for each registered CSNET user.

Allocation of names is dore by the server and the user,
with the help of the UAPs. The UAP allows each user to
register himself in the centralized database and maintain
the correctrness of his database entry (table 3.1 illustrates
the fields of each entry). The unique identifier is gen-—
erated by the system when an entry is added to the database.
The user will not be aware of this identifier;y it wiil be
used by programs to distirnguish accounts from each oather and

to aid in mail faorwarding.

Frotection in the CSNET wame server 1is proavided by fouwre
types of passwords: login passwaord, CSNET password, haost
passwcrd and the super-—user password. Access 1s restricted
to the user who cwns an entry in the central directory, to
administrators at the responsible haost and to the Service

Host Administrators.

*% The Service hnost is a key compoovent of thne CSNET name
server. i1t 1s the recipient of the database containing all

registered users.

i}
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TABLE 3.1

]
unique—identifier!| key uniquely identifyirng
I this entry

abaout entry owner

| [
| I
| I
| ] [
| | |
I account | CSNET account riame for |
| I entry (user.haost.site) |
f—— - l =
| ] |
I mbax | CSNET electronic mail |
| | address aof entry ocwner |
| —— | |
| ] l
| csnpass | passwaord for changes to |
| | erntry fram aother than hamel
I | host |
I | |
I ] |
I ful lname I full name of entry aowrner |
I ] |
| ———— - -1 |
l | |
| address I U.S. Paost Office address |
| I of entry cwrner |
| ———= ] - |
[ ] {
I phone | phorie riumbers of erntry |
| I owner |
i - I |
[ i i
I misc | miscellanecus information |
| i {
| I= |

A login password is reguired for a user to login to a

hoast cormected to the CSNET system. IfT a user tnen wisnes
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to to make an entry to the central directory, he must use
the appropriate command with the required parameters. The
transacticn is encrypted using the host password as an
enicryptiorn key. The UAF then sends the transaction to the
Service Host, which proceeds to decrypt the transaction
using that host’s password and to make the appropriate

entry.

The two—level authenticaticon (the user satisfying the
local UAP with his password and the host satisfying the Ser-
vice Host with its host password) provides the access secu—
rity to the CSNET rname server from the user's home host. If
access ta the server is to be made from a host other than
the wuser’s home host thew the user’s CSNET password is
required. R user registers his CSNET password by updatiwng
his entry from his home host. This password is encrypted
with the transactioms sent by the user to the Service Host.

In this way the Service Host canm authenticate the user.

The super—-user password 1s used by the Service Haost

Admimistrators to modify directory entries and/or instail

rnew haost entries.

The CSNET wmame server had a specific desigrn goal: that
of allowing a wuser of the CSNET system to bypass the ser-—
vices offered by the server. Thus users (or programs) are
allowed to sernd mail by specifying the metwork address of

the destimatiocrm in order to avaia the overhead of the name



resolutiorn and allow access to ocbjects ir event of a server

failure.

3.2.1.2. 2. XEROX Clearinghouse

The Clearinghouse is the binding agent in Xerox Netwaork
Systems ({irncluding the Xerox 801@ Star Information
System) (Oppe8l]. It is a main compornent of +the underlying
distributed system’s architecture. The main objective of the
Clearinghcuse is to provide name and location information of
distributed objects to differernt intercornrected rietworks
used in a distributed office ervirorment. Objects may be
individuals such as workstations, file servers, and people
or may be groups of ogther aobjects such as in a distribution

list.

The structure of identifiers used by the Clearirngnouse
is hierarchical. Every object has a urique iderntifier that
is constructed as follows: (local—-rname®domain@organizaticor).
The division of arganizations into domains is lopgical rather
than physical. In addition, each aobject can have ore or more
(unique) alias mname. The motivation of a three level name
is to facilitate the addition of new organizations. Figure
3.5 illustrates a configuration of a system with several

Clearivighouses.
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This figure illustrates a possible configuration of two

organization’s local

scattered throughout the

FIGURE 3.5
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cbject by its name, cbjects car be located by the use of
gereric names, thus providing a ore—-toc—are and ane—~to—~many
mapping respectively. R name is bound to a set of proper—
ties. R property is an orgarized tuple of information that
contains the type arnd address of an cbject. Properties are

discussed in further detail iv Appendix-A.

The Clearirnghouse and its asscciated database are
decentralized and replicated to some extent, i.e., an entry
of an object carn be duplicated among servers. There are
mary local Clearinghcouse servers scattered throughout the
interretwork. Each local Clearinghouse stores and manages a
copy of a portion of the glabal database. The total services
that are provided by these local Clearirghouse servers will
be referred as the Clearinghouse. Decentralization and
replication increase efficiency, security and reliability.
Access to a physically close server can provide snaorter
respornse time. Each organization can control the access to
its Cleariwmghouse server. If a server is not avairlable, it
is possible that arncother server can respond to the request.
Updates to the servers are the responsibility of the users;g
therefore, temporary irnconsistericies can arise among local
database copies. Addresses returned by the server should be
treated as a "hint" to the location of the object (the user

must verify that the object is actually there).

The allocation of rnames 1s managed by a maming author-

ity (orme for each domain) which is responsible for making



sure that different objects have different names. cacn
domain is responsible for the allocation of its names.
OUbject names are praoposed by system admiristraters and vali-—
dated by the Clearirighouse of its domain. The Clearinghouse
responsible for a specific domain checks that tne requestor
is a registered system administrator and that the riame is

rnot already in use.

Each crganization must choose the pecple to be assigrned
as system administrators. Their respornsibility is to select
domain rnames; by querying the Clearinghouse they check to
see that the domain rname is rnot already in use. A central
rnaming authority will validate nrew organization names by
gquerying the Clearinghouse and authorizing the use of the

riame.

Frotection in the Clearinghouse has three main issues:
authentication, access contraol arnd interarganization secu—

rity.

Similar to the CSNET, each user is assigrned a password
that is nrneeded in order to access the Clearinghouse. Each
server has a password that is used wnen it sends a recguest
to ancther server. The Clearinghouse maintains a datacase
mapping rames of clients and other Clearinghouses into taeir

valid passwords.

After a user has been authenticated, the restricticons

orn the operations that he carn execute are provided Dy access



control lists. Each domain has arn asscciated access contral
list. The format of an access list is:

{{(set-of-names , set-of-operations )}
1 1

{(set-af-names , set—cf—ocperations >}
K K
Each tuple consists of a set of rnames and the set of ocpera-
tions that each "user" in the set is allowed to execute. As

arn example,

{ (User@CSERIT?}, {AddMember, DeleteMember, LackupGroup?¥) >

would allow User of the domain CS in the organization RIT to

execute three cperations only.

It is possible for an organization to 1ntercornrnect its
network with arncother organization’s network and still have
scme degree of protection (or restriction). This 1is possi-
ble by the use of a Clearinghouse Sentry(CS). The CS is a
comporent in the internetwork router Joinirng twa networks
{(similar to a gateway). It acts as a filter between eacn
reguest and the Clearinghouse server. The C5 may reject aor
accept any reguest that is directed through 1t. IF the
request is accepted, the CS will reformat the reguest anc

send it to the corresponding server.
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TRIX is a kernel operating system desigred to be used
o & network of intercornnmected processors. The development
arnd implementatior of TRIX was done by tne Real Time Systems
Group of MIT Laboratory for Computer Science. The name TRIX
is derived from the combination of functional characteris-—
tics of both the UNIX and MULTICS coperating systemsliWard8@i.
TRIX contains two fundamental elements, streams and

processes.

4.1.1.1. Streams

Streams are full duplex communicaticn patns between
processes. A distirguishing characteristic of this system 1s
that it binds identifiers to streams rather than to objects.
For example, a stream mamed ''date" can provide the current
date either by readirg a lccal file tnat contains the infor-
maticn or by communicating with & remote process. The
assigrment of identifiers to streams provides a Aign  level
~f abstractior because the semantics associated with the
stream are independent of the mechanism (at tne far end of

the stream) that implements it.



Urnderlying TRIX stream communication is a protoccl for
passing messages between intercornnected processes. At this
low level, stream communication is dore asyrchraonously, so
processes are rnot blocked. The reason for this type of com-
munication is to allow a process to sustain several active
conversations simultareously. For example, multiplexirng a
stream into several substreams is possible. This waould be
done by pairing a concerntrator process at orne end of the

stream with a decaorcerntrator process at the cother end.

Stream cammurnication takes the form of a master-—slave
relation betweern the cormected processes, which makes them
asymmetric despite tneir full-duplex nature. Each stream has
ore or more requestor ernds and a handler. Each end can be
conrected respectively to processes that issue reguests
(such as read or write on the stream) and a process that

executes the requests.

Erocesses manipulate and control abjects, and communi-
cate by the use of streams. The communication between dif-
ferent hosts is alsc done by establishing a stream tnat cow-
rects processes that are specificly designed and dedicated
For network functicns. Thus, access to a remate process  and
access to a local orne appears to be the same. It is not

practical to implement passive data cabjects (e. g.

o
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directories) as active objects (a process communicating over
a stream) because of the overhead. To overcome such effi-
ciency drawbacks, TRIX provides what are called system—
processes. System—processes are semantically the same as
ordinary processes but they rely on conventional passive

implementation techrniquesiWard8el.

4.1.1.3. Naming

Each end of a stream is uniquely identified by a stream
descriptor tokern, similar to a file descriptor that assoc:i-
ates and contains information about files used by a program
(e.g. IBM's file control blocks). Thus, a process must use
the stream descriptor of a specific stream in order to
request services. For example, if a process wants to write
a record of X bytes long from “"buffer” it would execute the
following command :

write( stream descriptcr, Xbytes, buffer ).
The write request is forwarded to the process at the harndler
end of the stream. Figure 4.1 illustrates a simplified can-
figuraticon of the relation between processes communicating
by streams. The role of directories is to bind identifiers

to streans.



File Name Stream

|
I File A
|
|

This figure illustrates a process rnamed F which is reading
a file (File R) by beirng cormected to the stream which
communicates with the process (F) tnat manages the file.
The process D manages the directory that assocciates rnames
with streams. Thus, directories are the binding agents aof
the system. Process P is writing to a terminal device
by communicating over a stream with process T. A possi-
ble sequerce of commands is:

file-stream—descriptor := apen(File A, directory D)

while <(booclean expressiory
{
read(file—-stream—-descriptor, X bytes, buffer)

write(terminal-stream—-descriptor, X bytes, buffer)
¥
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« 1.4, Directories

A directory in the TRIX system is a process which asso-
ciates mnames with streams. Amorg the coperatiors that can be
performed by & directory process are: cpening a file, adding
names to the directory, deleting names from the directory
and listing directory entries. For example, (as was seen in
figure 4.1) if & process wants to access a file it must
first open the the file by executing the faollowing call:

STREAM-ID = open('name"'", D).
D is a stream cormnected to & directory. The directory pro-—
cess would receive the apen request through D. Then the pro-
cess would proceed to lookup the name and return the stream

descriptor that commurnicates with "wvame'.

The '"rname" of a stream can be a sequerce of directories
that must be followed in order to communicate with the
desired proacess. For example,

cpen( "dir—-x/proc-y", D) = cpen("proc-y",cpen('dir-x",D))
thus the resolution of proc-y (i.e. acqguiring the stream
gdescriptar) is dore by followinmg the directory structure
implied in the stream name. In this example "dir—-x" is
attached to a directory stream and identifies a stream named

"proc-y" within the directary "dir—-x'".

A rewly created process communicates with the TRIX ker-—
rnel by an envircorment system stream which is inherited at

creation time. The system stream has similar function to a



directory stream, in that it asscciates rnames such as:
standard—-input, working—-directory etc. to their respective

streams.

Frocesses can cornveniently communicate with remcte
processes by exchanging their system stream descriptors. A
user’s process that is interacting with a remote service
(e. Q. a text editor runmning at ancther node) might pass its
system stream in order to maintainm his local naminmg context

withir the foreign system.
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2. 1. Structure of ldentifiers

The identification mecharnism of TRIX is uniquej; streams
receive identifiers. The structure of a stream descriptor
is absclute, thus umambiguocusly identifyinmg the request end
of the stream. Pathnames are supported, and provide a way
of sharing and efficiently locating a process within the
system. An identifier may contairn am arbitrary rnumber of
components, but a directory is responsible only for the
interpretation of the first comporent. The remainder of the
identifier is passed to the subsequent directory named for
further interpretation. For example, the name:

X/Y/Z

is resclved by the use of two directories. A directory named
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X will return a stream connecting to a directory Y, which

will return a stream connecting to Z.

The distribution of mname resolution among a sequence of
interconnected processes (directory processes) has its
advantages. Arbitrary mechanisms may be implemented by an
"intelligent" directory. For example, if a file named FILEA
is written in ASCII code and a process on a remote host that
interprets EBCDIC needs to access it, the pathname of the
file could be: Intelli—-dir/FILEA. The directory process
(Intelli-dir) would convert the file, amd the process on
the remote host would not be aware of the conversion pro-—

cedure.

A homogenecus rname space is provided based on:

1) the existence of the TRIX kerrel on each processor
2) the use of absclute structure stream descriptors

3) the use of pathnames.

4.1.2. 3. Pagsing Identifiers

In addition to directories, system processes are  pro—
vided to efficiently intercormect streams. Thus a system
process can be used to cormect two existing streams or to
merge two streams into a third one. The ability to pass

stream descriptors among processes via messages, helps allow
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processes to be intercornrmected easily.

The structure of streams provides various kinds of map-—
pings. Since there carn be various requestors at orie end of
the stream a many-to—one mapping is supported. The hardler
process of the stream can be used tc implement gereric ser-—
vices, i.e., one-to—-many (however, this is possible based on

TRIX?s architecture, not on its identificatior mechanism).

Based on the stream scheme of TRIX, the implementation
of services is transparent to the user. Consequently the
location of the process that implements the service is also
transparent to the user. Access to a remote process is dorne
irn the same way as to a local one. In the former case,
processes on separate machirnes support retworking functions.
The cormection to a remote process would require obtaining

the stream descriptor of the network process.

The naming scheme of TRIX influences the protection

mecharniism. Stream descriptors are passed between processes
by request and reply messages. The system prevents
processes from making copies of stream descriptors. If a

process passes a stream descriptor it loses access to  the

strean. Therefore a process can cantrol the access to
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objects by limitirig the distribution of their descriptors.

4.1.2.7. QOther Remarks

The TRIX system confronts several challenging problems.
Orne of these problems that relates to rnamirng is the manage-—
ment of removable volumes. A process (e.g. a directory or a
file) on a removable disk may be cormected by a stream to
active processes. The dismournting of the device presents the
problem of whether or not the remairning cormections should
be retained. The solution to this problem presernted two
alternatives. The first orne was to retain all the streams
conmected to dismounted volumes. The garbage collection
mechanism of TRIX would have to support an arbitrary large
set of refererices to dismounted devices. The second alterna-
tive was the one adopted: to disallow streams to and from
dismountable storage volumes. Thus cbjects (in all hasts)
are restricted to be relocated only within a subset of the

storage available.
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LOCUSIWalk83] is a UNIX compatible distributed operat-—
ing system developed and implemented at the University of
California at Los Angeles (UCLA). It is based on a set of
homogeneous systems (VRAX/73@8°s) connected by a standard Eth-
ernet. The main objective of LOCUS is to provide network
transparency, i.e., to provide to its users the illusion of
a sirngle machirne. RAll the resocurces available on the system
are accessed in the same marmer, independent of their loca-
tion. The file system and its distributed naming catalog are
essential camponents of the system. A great part of the
services provided by the operating system invalve file
management. Alsao, catalogs provide a gereralized rname ser-—
vice that may be used by other mechanisms. The wnaming
mechanism implemented in LOCUS has two levels: high level

identifiers (hierarchical) arnd system identifiers.

»
s

2.1.1. Identifiers

File identifiers (high level) have the same structure
as a UNIX centralized system, i.e., a hierarchical name
space. Each file is accessed by using its pataname, which
inmdicates the series of directories that have to be read

pefcre accessing the file. Each element of the path name is
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a character string. The format is:

/CHARACTER STRING {/CHARACTER STRING}#*
Even though a pathname is used to retrieve the lower level
identifier of an object, rio notion of the object’s location
is presented, thus objects can be relocated without altering

their pathnames.

Internal identifiers (system idertifiers) in LOCUS have
the following structure:
{logical-file—group—number, file-descriptor—-riumber (ircde))
( (LFGN, FDN>). The file group number unigquely identifies a
logical volume. The file descriptor rumber is arn index into

the array (per group) of file descriptors.

4.2.1.2. File System

The file system in LOCUS 1is seenm as a sirgle tree
structured waming hierarchy. The sirngle tree structure
includes all the file systems on all hosts. Files are repli-
cated within the logical group in which they reside (but not
rnecessarily on all the physical sites that compose the
group). The wvarious copies of a file are assigned the same
file descriptor number (incde). The LOCUS system is resporn-—
sible for maintaiming corsistercy among replicated files and
for providing users with the latest version of a file. Ry

the wuse of the mount** mechanism file groups are logically

cornnected. The LOCUS system marnages infarmation of all
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mounted file groups (a network wide mount table).

4.2.1.2.1. Directories

All directories are replicated ermtirely on each host.
Better performance and higher availability mcoctivates repli-
cation of directories. Directories at high levels, are
mostly read rather than updated while lower levels such as
user directories terd to be updated more. The root of the
tree 1is usually the starting point for the resclution of a

high level identifier.

4.

IR

«1.3. Site Interacticn

File operations can invalve more than one host. They
are executed following established synchronization protocols
such as those discussed in [Walk831, (Pope81l). Three logi-
cal sites can be irnvolved, the using site (US), the storage

site (88), and the current synchronization site (CS8S8).

The usirg site is the one that issues a reguest (e.q.
to open a file) and to which messages are ta be sent. The

storage site is where a copy of the requested file resides.

*%# A logical file group that 1is incorporated into the ac-—
cessible structure of the system is said to be mounted. The
mount command informs the LOCUS system kernel of the ex-
isternce of the file group.



The current synchronization site enforces a global access
synchronization policy for its file group. There is only
one CSS per logical file group, but a site can be the CSS of
various logical file graups. The CSS selects the S8 fraom
which a file is to be accessed. The decision is dore based
on the information that the CSS contains about which sites
store the file and where the most current version of the
file is. The following example presents the protccol fol-
lowed and the interaction of sites.

Example~1: Opening a File

Initially the pathname is resolved in order to obtain
the corresponding (file-group—-num, file—descriptor—-num)
((LFGBN, FDN} ). The US proceeds to make an "cpen' request to
the CSS. The €SS then polls potential storage sites and
selects the appropriate S8, since the CS5 has the lastest
version number of the file. When anm S5 is polled it compares
its version number against the one received. After the S8
has been selected, the CSS proceeds to send the infarmation
needed (e.g. file size, permissions etc.) ta the US. Figure
4.2 illustrates the sequence of steps followed as presented
in [Walk831. It is possible for a site to execute one or
more of the furnctiorns discussed, {(e.g. the CSS can be the
§S). LOCUS pravides a mechanism for detecting tnese compbi-

nations in order to avoid unnecessary overhead.
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Figure 4.2
Pathrname Search
pathnames start either fram the root directory (/)

current working directory of the process that

the riame. The search procedure consists of:

cbtainmirng the <(LFGN,FDN) of the starting
directory from the appropriate incde.

ar inmternal cpen to the directory
(fallowirg the apen protocol of example-—1)

protection checks
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4) if the pathrname is not completely parsed the
irnode riumber of that component is read from
the directory to contiriue the path search

(the initial directory is closed).

If the directory search involves remote sites, readirng the
directories is dore by using a read protocol that is con—

trolled by the CSS.

There are twe kinds of identifier structures in LOCUS.
The user views a hierarchical rname space that is used to
logically organize his files. At the low level these ider-—
tifiers are mapped to identifiers with ar absoclute structure
( (LFGN, FDN>) . After the mapping is done the cperating sys-—
tem contirmes to utilize the absolute structure identifier,

avoiding repetitive directory searches.
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A homogereous name space 1s inherently provided in
LOCUS because all machines run the same software. EBEut even
with a different configuration the identifying mecharism
would provide for a homogeneous name space. The operating

system is responsible for searching through directories that



compose the path name. The user perceives ro difference

betweer a remote and local abject.

Since the operating system binds pathrnames to their
respective low level identifiers as soon as possible, all
further references to the object are made using its internal
identifier, The interrnal identifier can easily be passed
among processes. A uniform naming convention is used among

all hosts.

>
o
IP
>

Mapping

Orie—to—one mapping is supported in LOCUS, i.e., a path-
name will be mapped uniquely to ore logical file. It should
be recalled that several copies of a file are associated
with worne (LFGN,FDN), but this is supported by other mechar-—

isms of LOCUS.

4.2.2. 3. Location Transparency

in

Location trarnsparericy is provided by both levels of
identifiers. The internal identifiers of LOCUS are globally
unique and are location independent. As menticoned previously
the comporents of a pathname are not related witn physical
locations of the directories. There is no need to refer to a
specific site when requesting services ard tne user 1s raot

aware when a remote access is made.
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4.2.2. 6. Evolution

The identification mechanism and directory structure of

LOCUS allow smooth evolution of the system. Pathnames have

inherent characteristics of hierarchical structures, thus,

in order to add a new host directories would have to be

updated.
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4.3. R* GYSTEM

4.3.1. Background and Major Features

The R* system is a distributed relational database
developed at the IBM San Jose Research Laboratory in Cali-
fornia. The star (#) in R#* (proriounced R star) comes from
the Kleerne Star operator denoting an arbitrary rumber of

R?’s. Gueries to the databases are formulated using a high

level language called Structured Guery Language (SGL).

The naming mechanism used to access data objects {(e. g.
relations, fields) will be emphasized here, cther aspects of

R* are discussed in [CeriB4, Dani8&, Date8s3l.

The main objective of the R* system is to provide a
distributed database composed of cooperating but autoncmous
sites. Site autoriomy is achieved when a site has control
over its own data, evenn when it carnrot communicate with

other sites in the network.

Site autorncomy requires that the system be able to
evolve arnd contirnue operations in the event of the addition
(ar deletions) of sites. It also should be possible for an
existing site to access data objects from ancther site in a
simple form. In the R#* system, for two sites to be able to
share data objects, the database administrator (person
responsible for administrative updates) at each site must

update their respective database (only ornce). Information
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such as the network address and authentication parameters is

included.

Site autonomy has several characteristics that are
similar to those desired in an identification mechanism
(easy evolution, location transparency, ability to retain
existing software etc.), thus it is expected that identif-

iers in R¥ have these characteristics.

The naming scheme of R¥ has basically six objectives:
1) the same identifier can be used by different users to

reference different data objects,

2) different identifiers can be used by different users to

reference the same data object,

3) the same identifier, in the same program or query, may be

resolved differently on different occasions (context switch-—

irng),

4) global(system wide) name resclution information will rot
be required at any single site, i.e., names are to be

resolved in a distributed fashion,

) location indeperndence,

&) idertifiers can be location deperndent, i.e, & specific
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data object at a specific location can be accessed.

It can be noticed that the goals of the identification
mechanism of R¥* are similar to and in several cases identi-
cal to, the goals discussed in chapter 1. R* meets the abcve
objectives by implementing an identifying mechanism that has

two types of identifiers: System Wide Names (SWN) and Print

SWN’s uniquely identify data obgects in the system. A
SWN has four components:

USEREUSER_SITE. OBJECT_NAMEEOBJECT_SITE

OBJECT_SITE is the network mname of the database on
which the data abject was created. The OBJECT_SITE is the
recipient of a descriptor of the data aobject (if the object
exists). This comporent of the rame is absolute, and a cern—
tralized authority must ensure that no two installations use

the same site rname for their databases.

The OBJECT_NAME part of the SWN is selected by the user
that creates the rname and should be representative of the
function or purpose of the object. A data object is usualily

referenced by its OBJECT_NAME.
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The USER and USER_SITE parts of the SWN distinguish
different data objects created by different users that use
the same OBJECT_NAME, which accomplishes cbjective #1 of the

naming mechanism.

A print name (PN) is a character string chosen by the
user to identify a data object. A name resoclution facility
maps the user'®s PN into a SWN. FN's have the same structure
as the SWN but the only required comporient of a PN is the

(OBJECT_NAME).

The PN resolution mechanism in R* includes what are
called syrnonyms. Each site maintains a synonym catalog for
each user registered at the site. The synonym catalog maps
simple OBJECT_NAMES and PNs to their SWN. Thus, sywnonym
catalogs allow different wusers to use different PNs to
reference the same data object(objective #2). Each user is
responsible for maintaining his synonym catalag. For exam-—
ple, a user creating an entry in his catalog would use the

following SGL statement:

DEFINE SYNONYM students

AS ComputerScience®@RIT.cstudents@0nelombDr

The resclution of a PN to its SWN is discussed in detail in
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Apperdix—B.

When all four components of the PN are given the user
is making reference to a specific object at a specific loca-
tion (objective #6), on the other harnd, when some comporents
are not present, the PN is resolved to different SWN’s
depending on the current context (default syrnonym catalogs
are used, see steps 3a and 4a of figure B.1 in Appendix—RBR).
For example, a programmer can have an account used for test-—
ing new programs (e.g. USERID=TEST-ACCT). A FN such as
TABLE1l would be resolved using the synonym catalog named
TEST-ACCT. Later when the program is to be used in regular
production, the same name (TABLE1l) can be resclved using the

production synonym catalog.

In order to understand the structure and use of cata-
logs in R%* it is necessary to observe how queries are

resolved in the systemn.

Queries can be either compiled and stored for repeated
executions or dynamically compiled for ad hoc queries. When
a query is submitted at ore site, several steps are followed

to produce a lccal access module (see figure 4.3).

Name resoluticn in step 1 refers to tne mapping o2f FNs

to SWNs within the context of the user in the site

®
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originating the query. Catalog lookup 1s the process of
actually locating the data object in the system. The data-—
base marnager is responsible for finding this location and
routing the request to the appropriate site. Authorization
is checked locally in order to support site autonomys each
site involved is respornsible for authorizing access to local
data objects. After referenced data objects are located, the
query optimizer selects the most efficient way to perform
the query (step #4). The query plan is distributed to the
site in which it is to be executed. Local bindings of SWNs
to low level objects and their access paths (e.g. indexes)
are thern made (step #6). Finally the plan and the lccal data
objects used (dependencies) are stored at the corresponding

site.

Catalogs in R* are distributed without overlap, however
each site maintains a cache of information about entries
used from remcte sites. Thus, each site stores entries for
local objects only. A catalcg entry of a data aobject con-—

tains all the information about the object needed for the

construction of the low level plan, which is:

1) data object’s type (relation, field, etc.) and its schema

(rnumber and type of columns)
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where and how the data object is stored

G

the low level name (addresses) of the data objects
implementation
4) the access path to reach tne data object

3) statistics of the data object

The OBJECT_SITE compornent of a SWN identifies the site in
which the catalog entry of the object resides. If an cbject
migrates to another site, the entry in the OBJECT_SITE will
contain the name of the site(s) in which the object
currently resides. Thus, the OBJECT_SITE component will
remain unchanged until the object is deleted. An access to
an object will require at most two remote accesses (however,
a site can cache the remote entry for future accesses).
When a site requests a remote object either the entire cata-
log entry or site address (when the object has been relo-

cated) is returned.

Each site maintains a catalog of dependencies. In this
catalog the binding of data object names to low level
objects (e.g. implementation of the cbject) and tne access
path needed to reach them are asscciated with the compiled
queries. At execution time, locally stored query fragments

are executed to produce the guery results.
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+3.2. Distributed Data Objects ‘

The R* catalog structure supports three types of dis-
tribution mechanisms: horizontal partitioning, vertical par-

titioning and replication of objects.

When horizontal partioning is used, a relation is
divided based upon the value(s) of selected field(s), and

stored at different sites. For example,

DISTRIBUTE TABLE students HORIZONTALLY INTO
city—-stud WHERE location = ?Downtown’
IN SEGMENT stud-seg@®Roch. DownTown
Rit—campus WHERE location = "Henrietta’

IN SEGMENT stud-seg@Henrietta

would distribute the records contained in "students" to two

different sites.

Vertical partitioning stores different fields (projec-—
tions) of a relation at different sites. The system main-—
tains and supplies a correlation field in order to join the
fields of a record. This type of partitioning is efficient
when different sites frequently use a specific subset of

fields of the entire record.

Replication is used to improve locality, thus improving

response time and availability of data. For example, the SQL

statment:
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DISTRIBUTE TABLE students REPLICATED INTO
city—copy IN SEGMENT stud—seg®Roch.DownTown

campus—copy IN SEGMENT stud—-seg@®Henreitta

will produce two copies of the object "students" and store

them at two different sites.

4.3.1.4. Catalog Entries and Processing o¢f Distributed

When a data object is distributed, its structure has
the form of a tree in which the leaves correspond to the
fragments of the object. Figure 4.4 illustrates a distri-

buted relation.

The birth site (OBJECT_SITE) of the data objgect con-—
tains the whole distribution ¢tree in order to locate the
fragments when a request is made. Thus, when a site accesses
a distributed data object it directs its request to the
OBJECT_SITE ncrmally. The birth site returns the entire tree
of catalog entries (in the case of fragments that do nat
reside im the birth site, their location is returned). The

requesting site would then request the fragments from the

sites irn which they actually reside.

Wwhen the distribution of a data aobject changes, the

versicn number associated with all catalog entries is incre-—
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mented. If the access path of a stored fragment is altered,

then the version number of that fragment’s entry is incre-—

mented.

identifiers in R* have an absolute structure. A SWN

unambiguously identifies a single object in the system. PN

88



provide a "fierdly" way for the user to create and use names

meaningful to him.

4.3.2.2. Homogeneous Name Space

The R* naming scheme provides a homogeneous name space.
PNs are mapped intc SWNs, thus the advantages of the Mapping

Method are abtained.

4.3.2.3. Passing Identifiers

Passing identifiers in R* may not normally be dorne, but
based on the absclute structure of SWNs, it would be easy to
do so. Naming conventions are the same for all sites, i.e,
the resclution of FNs is performed by the same procedure on

all sites.

1>
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Mapping

By the use of synonym catalogs mappings of the type

many—to—cone and one—-to—many (ids—to—-data object) are pro-

vided.
4.3.2.35. Loeation Transparency

Location transparency is one of the explicit goals of
R#*. As mentioned previously, the wuser is not aware of
whether an access is made to a local or remocte object. The
resclution of PNs make bourndaries of different sites tran-—
sparent to the user. The distributed database system sup-

ports relocation of abjects by updating system catalogs to
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indicate the lacation to which the obgject was moved. The

user may refererce an object using its SWN, thus location

dependent identifiers are alsoc supported.

The authorization mechanrism (protectior) is dore at
each site independently. Iderntifiers do rnot provide protec-

tion informatior.

4.23.2.7. Evolution

As long as the interfaces between the database marnagers
follew a specific communication protocol they can be corn—
riected. This characteristic eases the addition of new data-
bases. The naming mechanism of R#¥ alsc allows the addition
of new sites. The structure of SWNs (even though they are
absaolute) has some properties of a hierarchical structured
ideritifier, thus distributed creation of identifiers is sup-
ported. Sirnce PNs are mapped to SWNs using the basic coricept
of the Mapping Method they also support the evalution of tne

systemn.
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R* is an experimental project, therefore many proolems
must be resclved. The naming mechariism, hcowever, is excel-
1ent (withirn the distributed database environment) because
it has most of the characteristics that an identification

mechanism should have in aorder to imprave performance and

9



allow a distributed system to meet the goals discussed in

chapter 1.
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4.4, ROSCOE

4-4.1. Backnround and Major Features

RAOSCOE is an operating system implemented at the
University of Wisconsin that supports a network of microcom—
puters. All the processors are identical and run the same
operating system kernel. The communicaticn between proces-

sors is dore by message passing.

A major goal of the system is to appear to the ernd-user
as a sirngle powerful machine. Frocesses are able to communi-
cate with a remote process in the same way as with a lcecal

process.

The design of ROSCOE provides for many operating system
functions to be implemented by processes instead of the ker-—
rel. For example, each machine in the network has a file
manager pricess and a resource manager process which execute
their furmctions on a request/reply message scheme. The ker-—
rnel provides various services for user programs that are
requested by 'service calls". The fundamertal comporents of

ROSCOE are links, processes and messages.

The link corncept is vital to ROSCOE. Links are a one-

way logical connection between two processes, the "holder®

W
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and the "owner" (as illustrated below in figure 4.95).

The ocwrer process has the capability of creating a 1lirk.
Whern a 1link is created, the cwrer specifies a channel on
which irncoming messages will be received (channels can be
seen as port names). Thus a link can be partitioned into
"sub=links". In order for a holder process to be able to
communicate and request service over a link, it must posses
the chanrel rumber and the link number that identifies the
linmk. The holder process must have previously obtain these

over a pre-—-existing lirk.

The receiving process (owner) car control the channels
on which it will accept incoming messages at any given point
in time. The cwner process is blocked until a message
arrives on orne of the specific charmmels. In addition, the

owrer process can specify certain restrictions to the holder

| HOLDER | e ——— > i OWNER |

| RROCESS | ~ ! PROCESS |

____________ | ——— — — —— — ———
(lirk)

(sender) (receiver)

FIGURE 4.5



processes, such as preventing the copying of the link number

and allowing the use of the link only orce.

The kernel provides the necessary context for the reso—
lution of the 1link number, which uniquely determines the
link. Each holder process is allocated a table which con-
tains all the links currently sustained by that holder. The
link number is an index to this table. When messages are
forwarded to the owner process the kerrnel will tag the mes-—
sage with the chanmnel over which it was sent. Additional
information (such as restrictions) is also stored in the

kernel supported tables.

4.4.1.2. Processes

Frocesses in ROSCOE are communicating entities that
execute specified functions. For example, a terminal driver
pracess is present at every proacessor. All input/output to
terminals is done through the terminal driver by passing

nessanes.

The rescurce manager process is the "umbilical cord”
that conrects a riewly created process to its local system.
All the rescurce managers are cormected by a retwork of
links. Thus a proacess can migrate to a remote processor when

rescurces are not available on the processor on which 1t was
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Created#*. The user is not aware of this.

File management is done by a file manager process;
there is one on each machine. A tree-structured directory
at each processor is used by the file manager process to
locate files. Processes that wish to open a file must send a
request to the file manager. The file manager then creates a
lirk and returns a reply message with the link number. Thus,
an open file is represerted by the established 1link. The
file 1is closed when the lirk is destroyed. The users only
see a process that replys to read/write requests that are

sent over a link.

Irn order to remove from the user the burden of compli-
cated protocols, library routines are implemented. The furic—
tions available provide a simple way to use utility
processes and ease the writing of programs. For example,
message passing is provided by a functiorn wiamed "call". The

"call" function will:

1) create a reply link
2) send the message to its destiviation
3) wait for the reply (block the process)

4) deccde the returned message.

Additiomal primitive functions that interface witn the file

—————o— —— — vo— to— o — o o vt Vo ik, P st

*#The ROSCOE system allows process migration  but 1t is
restricted to the same address location in all processors,
i.e., memory relocatiorn is not supported.



process manager are also available (e.g. requesting direc-

tory information, open/close/create/delete files, etc.).

4.4.1. 3. Messages

Specific system routimes are available to reformat
input/ocutput data to fit within message passing conventions.
For example, for termiral I1/0 a routine will accept input
strings and divide them into fixed size messages. Another
routine accepts the messages arnd assembles them into a

buffer.

A specific kind of message is referred as a notifica-
tion. This type of message is created and sent by the kernrel
ta inform the owner process (receiving part of a link) of a
change in the status of the link. As an example, an owner
process can specify that it should be rotified when its link
is copied. Anocther situation is an owner process specifying

that it is to receive a rnotification each time ore of its

links is destroyed.

Messages are queued by the kerrel in a pool of buffers

that is shared among all local processes.
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The identifiers in ROSCOE are the 1link and chanrel
rnumbers., These have absolute structures, tnus unambiguously
identifying each communicaticon path and sub-charrel respec-

tively. Link numbers are positive integers.

4.4.2.2. Homogeneous Name Space

The architecture of the ROSCUOE system provides a homo-—
geneocus rame space. In the same way the evolution of the

system is rnot obstructed by the naming mechanism.

4.4.2.3. Passing Identifiers

Passing identifiers from one process to another is
easily dome by including the link rnumber in a message that
is sent. The sender of the message must already have pos—
session of the link number. The kerrel will proceed to
update the table (context) of the new holder process; the
recipient of the 1link becomes the holder of the link.
Notice that if the original process retains a copy of the
link rumber, both holder processes would be cormected to the

owner process.

4.4.2.4. Mapping
The rnaming of lirks allows a mapping of many—-to-ore
{name—to—cbjects) and one-to—-one. As mentioned above, by
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passing the link number, various processes can be connected

to one process (as illustrated below in figure 4.6).

4. 4.2. 8. Lecation Transparerncy

Locaticn transparency is achieved by the use of link
riumbers. A holder process does not know the address or name
of the server process, and cannot distinguish whether it
resides locally or on a remote host. Irn addition to locatiaon
transparency, the use of link numbers provides several
advantages. Gereric services can be implemented because the

holder process does riot need to know which proacess is reply-—

ing to his messages. Ariother advantage is the level of
{ HOLDER
| PROCESS |
| HOLDER | ——————- Y I I OWNER |

(LINK) I FROCESS |

| PROCESS

| HOLDER
| FROCESS |
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abstraction that is obtaired between the service provided
and the actual implementation of the service. For example,
when the file manager process receives a request to opern a
file, instead of creating a new process to handle the incom-—
ing request it creates a rew link pointing to itself. The
holder process is unaware of this procedure. If future
changes are made to the implementation process the user proa-—

gram does not need to be changed.

4.4.2.6. Protection

The naming mechanism supports protection in the systemn.
Several types of 1links exist that enhance protection. A
"reply link"” is allowed to be used only once, thus it res-—
tricts the holder to sendirig exactly ore message. An cwrner
process can request notifications in the evernt of a holder
copying, passing or destroying its link number. Notifica-
tiorns allow owrer processes keep records of the rnumber of
processes that have a copy of its link number. Restricting
access to files is accomplished by restricting the distribu-

tiom of the link riumber of the file to authorized processes

Cl\"lly-

4.4.2.7. Other Remarks

The original implementation of ROSCOE has several
aspects that are subjects of further research. Migration of
processes is impeded in one way due to the naming scheme.

Evern though a holder refers to the cwner process by link
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number rather than the rame of the process, the kerrel binds
link rnumbers to their corresponding processes using tne pro-
cess name (utilizing the holder’s link table as context).
Thus wher a process is moved to another host arn updating
mechanism is needed to correct the existing bindings. An
approach to this situation is to provide a forwarding
address in order to find the new location of the process. In
this approach the chain of forwarding addresses mignt get
too long and therefore adversely affect the performance of

the systemn.

ROSCOE can be corisidered as a piconeer system because it
was originally implemented in the mid 7@'s, thus it provided
a "test bed" for different approaches used in distributed

systems.

4.5. Concluding Remarks

The identification mechanisms discussed are desigred
for their respective envirornments, however, many charac-
teristics are common to all. The basic concepts of the ger-—
eralized identification methods and identifier structures

discussed in chapter & are used in these identification

mechanisms.

The high level identification mechanism of LOCUS nas

the basic characteristic of the hierarchical concatenation
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method. R*¥’s high level identification mechanism is based
on the mapping method. ROSCOE and TRIX are more related to

the dynamic allocation method.

The systems discussed are implemented on retworks of
haosts that run homogenecus system software. This fact
facilitates the evolution of the systems and inherently
helps to provide an homogenecous name space. Nevertheless,
the identification mechanisms have the characteristics

needed to be used in an heterogeneocus environment.

Table 4.1 summarizes the main characteristics of the
systems. As can be seen, identification mechanisms can use
more than one structure, thus obtaining many advantages from

each one.

Common to all the identification mechanisms is the use
of absolute structured identifiers. The uniguerness of these
identifiers is obtained in different forms. In TRIX and
ROSCOE it is the responsibility of the system to generate a
unique identifier when arn ‘"incarnation" of an object is
needed. In the R* system the uniqueress of the SWN (System
Wide Name) is obtairned by the concatenation of several
fields. LOCUS coricatenates two fields. Absolute structured
identifiers are helpful wher passing identifiers because tne

naming resoclution is common to all the hosts on the system.

The mapping of identifiers to objects varies according

to the context used to resclve names, the structure of
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identifiers and the configuration of the system.

Identifiers in TRIX and ROSCOE influerce the protection
mechanism of their systems by limiting the distribution of
identifiers and by assigning types to identifiers respec-

tively.

To state that one identifying mechanism is superior to
another would be wrong. Each of these mechanisms has their
own goals and serves different purposes.. The technigues in
each system can be seen as bases for further development of

better identificatior mechanisms.
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I Naming Mechanisms used in |
Characteristics| TRIX Locus I

B T Y —
D ST TR TR TR VR SR SR ST v YOS SO TS SO RO YO PO SV SO SV SRS SV SHOER SOV SHVER MY VSV SYVS SYP SHVER STV TRV MY SYOR STV SO STV SO SRV SROUR SSUYR MYV SO SHOR SO SOVER SvES SPVR SO e

Structure of
Identifiers

. absolute
« hierarchical

. absolute
« hierarchical

Homogeneous
Name Space

« homogeneous
software

. absolute
identifiers

. homogewveous
software
. pathnames

Passing
Identifiers

. all hosts have the
same naming
convention

. stream descriptor
can easily be

passed

. (LFGN,FDN) can
easily be passed

Mapping . Ovie—to—ore

(id—-to—-ob}j)

. many—to—one
« one—to—one

Location
Transparercy

. supported . supported

Frotection . processes control . ot supported
access to objects
by limiting the
distribution of
stream descriptor
. pathnames . pathnames and
directory structure

support evolution

Evolution



Table 4.1 (part &)

| Naming Mechanisms used in |
Characteristics| R* ROSCOE |
|

Structure of
Identifiers

. absclute . abscalute

Homogenecus
Name Space

- suppcorted by
- the mapping
of PN to SWN

. homogerneocus software

FPassing
Identifiers

« link riumbers
. Can be
passed

. Mot usual
but can
be dore

Mappirng
« one—to—many . ane—-to—one

Location
Transparency

. supported#* . supported

1
|
|
|
|
|
|
|
|
|
|
|
|
. many-—-to—one | . many—-to—-one
|
|
|
|
|
Protection . not supportedl « directly sup-
| ported by typing
| of links.
| . restricting
| link gistributian
|
Evolution . supported | . supported
based on |
mapping method |
|

* Location Deperdency is alsco supported
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S. Conclusions

Research and implementation of distributed systems have
increased over the past years. Decreases in the cost of
hardware and system software development have made feasible
the use of physically disperse processors cornected by a
riet work. A global resource naming mechanism is nreeded

because of the expansion of services.

The selection of an appropriate identification mecharn—

ism can help the the system achieve the following goals:

* Sharing objects

*¥ Relocation of objects without cnanging refererces

* Provision of gerneric services

* Protection of objects

* Error control and synchronization

* Evaolution of distributed systems by the integratiom
of existing applications and systems

# The capability of easily passing identifiers among
objects, thus allowing objects refer to other objects
by their identifiers

# A logical sirngle machine in which all resocurces are
homogeneously identified (logical integration of

physically disperse rescocurces).

An identification mechanism should support at least two

ljevels of identifiers. A user—-oriented level whicn wili ease



the reference of rescurces by & humary, and & machine

oriented level that can easily be maripulated and stored by

pProcessors.

Overall performarce of the system will be affected by
the identification mechanism. The use of additioral levels
of identifiers provides the irdirecticrn needed to achieve
higher availability of rescurces, however the price paid for
the availability is the overhead introduced by the ayramic

binding.

The identification mechanism used will alsoc nave an
effect on the amount of memory resources reeded to store thne

context used in the resoclution of identifiers.

Reliability and robustness of the system can be
enhanced by the identifying scheme. By providing location
transparency, resources can be relocated to different oro-—
cessors in order to continuwe coffering services in tne event

of a processor failure.

This dissertaticn has presented tne advarntages ang
drawbacks of wvarious identificaticon schemes, agifferent
altermatives uwsed in naming, and tradeacffs petweeri cesigwn
alternatives. The potentials of naming have been agiliscussed
with thne purpose of demonstrating tne influernce of tne nam-—

irg mechanism o the overall performance and aevelcooment aof

distributed systems.
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€. APPENDIX-A

Properties in the Clearinghouse

Each name in the Clearinghouse is mapped into a set of
properties. A property consists in an ordered tuple of the

forms:

{(FProperty riame, property type, property value) .

The property name urnambigucusly igerntifies the property
itself. Property type carn either be egual to 1 (meaning a
group of objects) or equal to @ (meaniimg an  individual
cbject). If the property type is equal to i then the pro-—
perty value is treated as set of names (aof the format
LOCALBDOMAINEZORGANIZATION). If it 1is egual to @ tnen the
property value is treated as arn uninterpreted block of data.
A rname carn have an arbitrary number of properties attached

to it.

EXAMPLES

1) Mappirng a name to an address:

Pfrinter—-AEBusiness®BRIT —-)
{{("printer",d, network address o7
the printer nameag

Frinter—f2 *

1@7



2) Mapping a name to a set of printer (group)

printers@ComputerScience@RIT——) {("list ofF printers”, i,
{"LPRECVERIT", "RFRECVBRIT",

"LFREVFERIT", “RPREVFPERIT"}) >

3) A user with more than cne property asscociated.

Wilfredo®@ComputerScience@RIT —-)
{ ("USER", 2, Wil fredo Rodriguez),
("Password", @, XXXX),
("Mail Account,?, WXR3245),
("PrinterNames, 1, (LPRECVERIT,

RFRECVERITY) ¥

Individual objects such as a printer are mapped into
addresses (example 1) while groups are mapped 1nto sets of
names (example 2). This scheme of properties allows an
object to be mapped not only to its network address but also
to include more information related tm the aobject. For
instance, in example 1 information reiated to the printer's

iccation, size of the forms used etec. can be incluced.
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Z. AEPENDIX-E

(4)

PN=8WN

s USER_SIT

aor

OBJECT_SITE
present

N=0OBJECT _NAM

PN includes

(within context:

THIS_SITE & USERID)

use syncnym catalog

of USERID

Y
Y

(3a)
Y

(4a)
Y

use synonym catalog
of USER

ERROR
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©

WN found?

(3

O,

(6)

complete
AN has been
mapped to SWN

replace by
current USERID

1

replace by

THIS_SITE

]

BJECT_SIT
issin

replace by
THIS_SITE

frint Name Resclutiaon Flow Chart

EIGURE B. 1l
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As seen from figure B.1

1) if the PN has all four comporents no further resolution

is done

2) if USER_SITE or OBJECT_SITE is present the local synonym
catalogs are not used. Missing fields are replaced by

default values(6).

3) synonym mapping

3a—- if the OBJECT_NAME component is the only present, the
default catalog wused is of USERID (taken from login pro-—

cedure).

4) if the PN includes USER comporent, thern the USER synoanym

catalog is used to map the PN to SWN

5) if the SWN is not found (i.e. not match), default values

are used for missing compornents(6)

After the PN is resclved to its SWN, access to the data

object’s descriptor can be made.
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access path : an access path is a cormection between
objects. The connection can pnysical or laeagical. For exam-

ple, the route that a message must travel within a subret 1i1s

an access path.

bind: binding is the process of mapping an identifier ta an

abject by means of a context.

context: is a set of birding of identifiers to cabjects, that
is, a partial mapping from some names to some objects of the

system. A file catalog is an example af a context.

-+

hoast: a hast is an autorncomous computer system capable o

processing data and executing pragrams by itself.

inode: an irncode is file descriptor that cantains information

such as: the cwrner’s user and group identification, pratec-—

tion bits, physical addresses of the contents of the file,

and file si:ze.

large address space : a large address space in tnis cnhapter

is one addressed by 64 bits or mare.

local cperating system: a laocal aperating system is one that

resides lomcally in a computer system and manages the

rescurces of that system.

mapping functicn: a mapping functicon is tne metnad used to

asscociate an identifier witn am cbject.



modules : a module is a self-contaired object tnat can con-—
tain data and is capable of processing it. [Feld79]presents
a high level programming larnguage desigred for a distributed
computing envirorment. Frograms are composed of modules

that communicate by a message passing system.

object: an object is a system component that is considered

to be worthy of a distinct identifier.

abstract cbjects: abstract cbjects are scftware structures

such as: processes, databases, files, directories etc.

real cbiject: real objects are hardware devices such as: pro-—

cessors, secondary storage, 1/0 devices etc.

process: a process is anm active object (in state of execu-—

R e——————

relaticrnal data base: is a database in which tne conceptual
files are all relations; a relation is defined as a file in
which all records are unigque and have the same rnumber and

types of fields, i.e., records have fixed length and formazt.

resclve: the process of locating an aobject by its mame.

This is accomplished by using a specific mapping function

arnd context.
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