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ABSTRACT

In today's world, industries are constantly integrating new technologies to improve workplace
flexibility and customer service. However, this also creates a broader attack surface for attackers,
making it easier for them to identify weaknesses and exploit them, leading to security lapses that
cost businesses both money and goodwill. To address this issue, information technology security
professionals have developed the Zero Trust framework. This framework focuses on carefully
examining each and every attempt made to access the resources, restricting access only to those
authorized individuals and providing them with minimum privileges to accomplish their specific
tasks successfully. The underlying concept behind this approach is that businesses should not
naively trust anything or anyone, whether inside or outside their boundaries without verification.
In this thesis, we examine the effectiveness of the currently available Zero Trust frameworks and
multifactor authentication techniques for improving information technology security and to
overcome the limitations of current authentication systems to safeguard businesses against
cyberattacks. This thesis provides a realistic Zero Trust Framework that combines Zero Trust
principles with multifactor authentication techniques to enhance security. Unlike most existing
research works, this thesis goes beyond theoretical proposals by providing an actual
implementation and comprehensive guidelines for organizations looking to adopt Zero Trust. The
security of the framework was further scrutinized through a security analysis, which involved
assessing the system's security through practical testing, examination of potential attack vectors
such as sniffing and password compromise, and evaluating the system's resilience against these
threats, which is attributed to the combination of diverse security practices that is being discussed
in detail in this thesis. In addition to evaluating the security effectiveness of the proposed Zero
Trust framework, the thesis also delves into analyzing its performance efficiency and user
satisfaction. While robust security measures are crucial, it is equally important to ensure that users
are not inconvenienced by complex or time-consuming authentication processes. The analysis of
performance efficiency and user satisfaction provides valuable insights into how the proposed

framework achieves this balance, enhancing security while maintaining a positive user experience.

Keywords: Attack Surface, Zero Trust, Framework, Authentication, Least Privilege, Security.
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Chapter 1: INTRODUCTION

In this fast-moving world we live in, technology is continuously advancing and industries are
always looking for ways to integrate new technologies to improve their operations and achieve
better results [1]. This is particularly important as organizations strive to provide the best possible
customer service while maintaining a high level of workplace flexibility. Some of the most cutting-
edge technologies being leveraged by companies today include cloud applications [2], the Internet
of Things (IoT), blockchain and augmented reality. However, as organizations become more
reliant on these technologies, it also means that they become more vulnerable to cyber-attacks.
Hackers can easily exploit weaknesses [3] in these systems such as security misconfigurations,
compromised passwords, etc., making it essential for companies to prioritize security to avoid

costly security lapses [4].

Two crucial aspects of ensuring the security and privacy of digital systems and resources are
authentication and access control. Authentication [5] verifies the identity of users or entities
attempting to gain access to a system, often through the use of credentials such as passwords,
biometrics, or security tokens. It establishes trust and confidence in the user's identity before
granting access. Access control [6], on the other hand, involves determining and enforcing the
level of permissions or privileges that a user has within a system or network. It ensures that users
can only access the resources and perform actions that are appropriate for their authorized role or
level of clearance. By combining robust authentication mechanisms with effective access control
policies, organizations can mitigate the risks associated with unauthorized access, data

breaches, and malicious activities.

In response to these cyberthreats, information technology security professionals have developed a
novel strategy known as the Zero Trust framework [7]. This approach aims to safeguard companies
against cyber-attacks by limiting access to resources and tightening the net around the attacker [1],
even if they have already gained access to the network. The fundamental principle of the Zero
Trust model is that businesses should carefully examine each and every attempt made to access

their resources, rather than placing blind trust in anything or anyone, whether internal or external.
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By implementing robust password management [§] practices and ensuring that every user or device
meets the required permissions each time they seek access to data or networks, companies can

enhance their security measures and minimize potential vulnerabilities.

The concept of Zero Trust security [9] is built upon the principle that nothing within a network
should be deemed trustworthy without proper validation. This means that every user entering or
leaving the network must go through a process of validation, approval, and authentication before
being granted access. The existing authentication systems have a flaw, wherein once a user is
granted network access, they are automatically trusted and given access to all resources. This
poses a significant vulnerability to the entire organization in case the trusted user's account is
compromised. The Zero-Trust strategy [10] overcomes this limitation by implementing
continuous and multi-faceted verification methods to authenticate one's identity and maintain

access to resources.

One of the most effective ways to strengthen security and overcome the drawbacks of current
authentication systems is through multifactor authentication [11] techniques. These involve using
multiple attributes to verify the user's identity, authenticate them, and authorize them to access

various resources. Such attributes can include:

e Something the user knows, such as passwords.

e Something the user has, such as access cards or tokens.

e Something they are, such as fingerprints or retina scans.

By integrating and leveraging these various attributes collectively, organizations can greatly
bolster their security measures when granting users access to data or resources within a network.
This Thesis explores the Zero Trust [12] framework and its implementation combined with

multifactor authentication techniques to improve security in organizations.
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The existing traditional security methods employed by individuals and organizations fail to
provide consistent and ongoing authentication and authorization for users and devices that connect
to the network [13]. The existing security methodology trusts users and devices based on earlier
behavior of access granted, but this approach leads to sensitive information disclosure [14] and
network breaches. To address these issues, the Zero Trust approach should be adopted, which
constantly authenticates and authorizes users/devices connecting to the network. In addition, the
lack of strong password management techniques [8] and Multi Factor Authentication [11]

(MFA) in legacy security practices results in high probability of system/network compromise due

to old or compromised passwords being reused.

This Thesis aims to propose a Zero Trust Framework (ZTF) with multi-factor authentication to
enhance security and mitigate the drawbacks of current legacy security practices. The proposed
solution is a Zero Trust approach that requires rigorous vetting of users/devices with continuous
authentication and authorization, providing the least privilege access necessary for their work
based on their roles [9]. The Thesis also addresses the lack of actual design framework or
guidelines to implement a Zero Trust Framework by providing a realistic Zero Trust approach

that combines the best features of existing frameworks from NIST [7] and other security vendors.

The proposed Zero Trust Framework is strengthened by implementing the recommended practices
of Multi-Factor Authentication (MFA) [11], which involves using various authentication methods
such as passwords, one-time passwords (OTP), tokens, push requests and biometrics. This
approach ensures that only authorized users with the appropriate access are able to connect to the
network or access specific resources, as multiple layers of authentication [52] are required to verify
their identity, which limits lateral escalation of privileges in the unlikely scenario of an

account compromise in a particular part of the network.

This Thesis proposes an actual Zero Trust Framework that addresses the limitations of legacy
security mechanisms [13] by constantly authenticating and authorizing users/devices connecting
to the network with the use of multifactor authentication. The Thesis provides an actual framework

design and guidelines for implementing a Zero Trust environment, which is lacking in most of the
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research works in the field [1]. By offering an actual implementation, this Thesis provides a
valuable resource for organizations that are interested in adopting a Zero Trust framework. Rather
than leaving them with only theoretical concepts and high-level ideas, the Thesis offers a tangible
example of how the framework can be put into practice. This implementation serves as a concrete
reference point, allowing organizations to visualize the practical aspects of implementing a Zero

Trust approach.

To validate the security effectiveness of the proposed Zero Trust framework a security analysis
was conducted. The analysis involved evaluating the system's resilience against the following
attack models: sniffing attack, where an attacker attempts to intercept sensitive information, as
well as password compromise attack [8], where an attacker gains unauthorized access by obtaining
or guessing user passwords. By evaluating the system’s security against these attack vectors, the
Thesis aimed to provide evidence supporting the security effectiveness of the proposed Zero Trust

framework.

In addition to assessing the proposed framework’s security effectiveness, this Thesis also focuses
on evaluating its performance efficiency and user satisfaction. To measure performance efficiency,
the average login times for both single-factor and multifactor authentication were calculated. By
comparing the login times of single-factor and multifactor authentication [75], the aim was to find
a balance between security and user convenience. Furthermore, user satisfaction surveys were
conducted to gather feedback [76] and opinions from individuals who interacted with the
implemented Zero Trust framework. By considering both performance efficiency and user

satisfaction, this Thesis aims to strike a harmonious balance between security and user experience.

The establishment of a realistic, secure and efficient Zero Trust Framework, providing extensive
guidelines to organizations for implementing the proposed Zero Trust Architecture with multi
factor authentication, which was found to be secure against sniffing and password compromise

attacks, was the main contribution of this Thesis.
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1.1 PROBLEM STATEMENT

The current security approach employed in enterprise networks involves granting unlimited access
privileges to authenticated and authorized users/devices for network resources. However, this
practice presents a drawback, as it exposes the entire network to vulnerabilities in the unlikely
event of a trusted user's account being compromised. Additionally, the shortcomings of existing
legacy security mechanisms include the potential disclosure of sensitive information and network
breaches due to the absence of regular and continuous authentication and authorization for
connecting users/devices. Furthermore, the lack of robust password management techniques and
Multi-Factor Authentication (MFA) in legacy security practices contributes to the reuse of old or
compromised passwords, significantly increasing the likelihood of system or network

compromise.

Another observation from a thorough examination of existing literature is that the majority of
research in the field of Zero Trust primarily focuses on proposing frameworks and potential
architectures, without providing concrete designs or practical guidelines for implementing or
simulating a Zero Trust environment. This limitation stems from the intricacies involved and the
insufficient understanding of operational efficiency and IT expenditure budget concerns within the
field. Furthermore, there are very few research works that focus on the various authentication
mechanisms based on Zero trust, and none actually focusing on implementing the Zero trust using

MFA.
Hence our contribution in proposing and implementing the proposed Zero Trust MFA framework.

Furthermore, we have provided extensive guidelines in the setting up of the proposed Zero Trust

Framework environment for organizations trying to adopt the Zero Trust Framework.
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1.2 MOTIVATION

The primary objective of this Thesis is to offer a practical and effective Zero Trust Framework
by carefully examining existing frameworks from sources like NIST and other security vendors.
By combining the valuable features of these frameworks, the aim is to strike a balance between

security, performance efficiency, and user satisfaction. The proposed and implemented multifactor
authentication mechanism in this Thesis is built on the Zero Trust architecture framework,
overcoming the drawbacks of legacy security mechanisms and the lack of current research
implementation guidelines in setting up a secure Zero Trust MFA environment. Unfortunately, it
is a harsh reality that implementing a robust Zero Trust approach can save a substantial amount of
time and money compared to the immense costs incurred from dealing with an attack or breach.
These incidents often result in the disclosure of sensitive information or ransomware attacks,

causing significant financial losses and damaging the reputation of individuals or organizations.

Some of the main advantages of a Zero Trust approach are as follows:

e Users/devices undergo a thorough and meticulous vetting process to establish their identity,

and they are then authenticated and authorized accordingly.

e To access resources beyond their current eligibility, users/devices are required to provide

extra verification to ensure secure access.

e All users are granted access privileges based on the principle of least privilege, meaning
they are given the minimum level of access required for their specific roles and

responsibilities.

e Networks are divided into smaller segments through micro segmentation, which enhances
security by requiring multistep authentication processes for accessing different network

segments.
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The Zero Trust Framework is further strengthened through the integration of best practices
from Multi-Factor Authentication (MFA). This approach enhances the security of the
system/network by introducing multiple layers of authentication, involving different
combinations of passwords, one-time passwords (OTP), tokens, and biometrics. Even if one
level of authentication, such as passwords, is compromised, the attacker would still need to
pass the second level of authentication to gain access. However, since they lack the necessary
permissions or credentials, the breach attempt is effectively blocked. By combining MFA with
the Zero Trust Framework, it ensures that only users with proper access can authenticate

themselves, as multiple levels of authentication are required.
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1.3 RESEARCH AIMS AND METHODOLOGY

The aim of this Thesis is to offer a practical and feasible Zero Trust Framework (ZTF) that
incorporates Multi-Factor Authentication (MFA). Additionally, this Thesis provides a concrete
implementation of the proposed framework along with comprehensive guidelines, enabling
organizations, businesses, or individuals to successfully adopt the Zero Trust Framework within
their environments. The Thesis also delves into the factors that necessitate the adoption of a Zero

Trust model and explores the different types of authentications that can be utilized.

The goal was to comprehend the philosophy behind Zero Trust combining it with various
authentication mechanisms to increase the security, at the same achieving a balance between
performance and user satisfaction and help firms to adopt it using the extensive framework

provided in this Thesis.

The objective of this Thesis is as follows:

To create a framework that combines the principles of a Zero Trust Architecture and multifactor
authentication, with a specific emphasis on optimizing performance, enhancing security, and
ensuring user satisfaction and provide comprehensive guidelines of implementation for

organizations to adopt.

Methodology

The research methodology for this Thesis involves several key steps. The initial step is to conduct
a comprehensive literature review, which aims to explore existing frameworks, multifactor
authentication mechanisms and best practices related to the adoption of the Zero Trust in
organizations. This review will provide a solid foundation for designing a robust framework that

guides the implementation process effectively.

The main objective of the Thesis is to propose a comprehensive framework that organizations

can utilize to successfully implement ZTF combined with multifactor authentication for secure
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access. The framework will address the challenges and considerations associated with adopting
the ZTF approach, such as secure user and device identification, continuous and multifactor
authentication, authorization and access control. The focus will be on finding a balance between
security and performance by incorporating multifactor authentication (MFA) mechanisms and

granting the minimum necessary privileges for work without compromising the user experience.

In addition to proposing the framework, the Thesis will also include the practical implementation
of the proposed framework. A virtual setup will be created to simulate an enterprise environment,
allowing for the demonstration and evaluation of the framework's effectiveness. The
implementation will involve the utilization of various roles, including users, devices, applications,
and hierarchical structures within the organization. This will provide a realistic representation of
an office setup with multiple users in different roles and departments, each having different

levels of access and privileges.

To facilitate the implementation, multiple tools and virtual machine environments will be
employed. These resources will enable the creation of a working enterprise environment that
closely mirrors real-world scenarios. By utilizing these tools, the research will demonstrate how
the proposed framework can effectively guide the implementation in organizations, ensuring a

balance between security and performance.

Through this research methodology, the Thesis aims to contribute to the field by providing a
comprehensive framework for organizations to implement the ZTF with MFA. By conducting a
thorough literature review, designing the framework, and implementing it in a virtual environment,
the Thesis will validate the effectiveness and validity of the proposed framework in real world

scenarios.
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1.4 STRUCTURE OF THE THESIS

Chapter 1, provides an introduction about the research topic. Chapter 2 provides a review of the
existing literature on Zero Trust frameworks, multifactor authentication and related research
studies. Chapter 3 discusses the proposed Zero Trust Framework and the multifactor
authentication mechanisms. A discussion of the implementation of the proposed Zero Trust
Framework and its multi factor authentication setup are covered in Chapter 4. Chapter 5 discusses
the performance efficiency and user satisfaction of the proposed framework. Informal security
analysis of the proposed and implemented framework is discussed in Chapter 6. Finally, Chapter

7 brings the Thesis to a conclusion.
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Chapter 2: BACKGROUND AND LITERATURE REVIEW

In the literature review section, we explored various studies, research articles, and scholarly
publications related to Zero Trust, frameworks, and multifactor authentication mechanisms. Our
aim was to gather comprehensive knowledge and insights into the existing body of work on these
topics. The literature review focused on understanding the principles and concepts behind Zero
Trust frameworks, examining different models and approaches proposed by researchers and
industry experts. Additionally, we explored the literature related to multifactor authentication
mechanisms, which are a crucial component of a robust Zero Trust model. We examined various
authentication factors, such as biometrics, one-time passwords, smart cards, and mobile

authenticators.

By conducting this literature review, we gained valuable insights into the current state of research
and industry practices regarding Zero Trust frameworks and multifactor authentication
mechanisms. This knowledge served as a foundation for the development of our proposed

framework and the design of our multifactor authentication system, ensuring that our Thesis is

informed by the latest advancements and best practices in the field.

2.1 Frameworks

The NIST CSF [7] (Cybersecurity Framework), is a set of guidelines, standards, and best practices
designed to help organizations manage and improve their cybersecurity posture. It provides a
comprehensive framework for organizations to assess and strengthen their security controls, risk
management processes, and incident response capabilities. This framework is a voluntary set of
guidelines, built upon existing standards, rules, and practices, aimed at effectively managing and
reducing cybersecurity risks for critical infrastructure organizations [15]. The framework is a
living document that undergoes regular updates to align with evolving industry requirements. As

it is designed to be optional, achieving full compliance in every situation can be highly demanding.
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The NIST Cybersecurity Framework works by following a risk-based approach. It consists of five
core functions: Identify, Protect, Detect, Respond, and Recover [15] as seen from Figure 1.
These functions represent the key areas that organizations should focus on to establish a robust

cybersecurity program.

The major components [7] of the NIST Cybersecurity Framework include:

e Identify: Organizations need to understand their assets, risks, and vulnerabilities [7]. They
should conduct a thorough inventory of their systems, data, and network infrastructure to

identify potential risks and prioritize their security efforts.

e Protect: Organizations should implement safeguards to protect their systems, networks, and
data from cyber threats. This involves the use of access controls, encryption, secure

configurations, and regular security awareness training for employees [15].

e Detect: Organizations should establish mechanisms to detect and identify cybersecurity
events. This includes implementing continuous monitoring, intrusion detection systems, and

security analytics to identify potential security incidents promptly [7].

e Respond: Organizations should have a robust incident response plan in place to effectively
respond to cybersecurity incidents. This involves defining roles and responsibilities,
establishing communication channels, and conducting drills to ensure a swift and coordinated

response [15].
e Recover: Organizations should develop strategies and plans for recovering from cybersecurity

incidents. This includes restoring systems, data, and services to their normal operations,

conducting post-incident analysis, and implementing necessary improvements[7].
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Figure 1 : NIST Cyber Security Framework [15]

The International Organization for Standardization (ISO) has introduced a framework, ISO/IEC
27001:2013(en) [16], to aid individuals, businesses, and organizations in safeguarding their data
securely and efficiently. This is achieved by implementing an Information Security Management
System (ISMS). The framework outlines a systematic approach to managing sensitive information,
prioritizing its confidentiality, integrity, and availability [17]. Rather than solely focusing on
technology, the emphasis is placed on effective risk management, providing valuable guidance for
ensuring information security in a streamlined manner. The framework works by following a risk
management approach. It requires organizations to identify their information assets, assess risks,

and implement appropriate security controls to mitigate those risks.

The major components [16] of the ISO/IEC 27001:2013 framework include:

e Context Establishment: Organizations need to define the scope of their ISMS [17] and establish
the context in which it operates. This includes identifying stakeholders, setting security

objectives, and defining the scope of information security management.
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e Risk Assessment: Organizations should conduct a thorough assessment of risks to their
information assets [ 16]. This process entails identifying weaknesses, evaluating the probability

and consequences of potential hazards, and prioritizing actions to address and mitigate risks.

e Risk Treatment: Based on the risk assessment, organizations should implement appropriate
security controls to mitigate identified risks. This includes establishing policies, procedures,

and technical measures to protect information assets [17].

e Performance Evaluation: Organizations need to observe and evaluate the effectiveness of their
ISMS. This involves performing regular security audits [16], reviewing security performance,

and taking corrective actions to address any identified deficiencies.

e Continuous Improvement: Organizations should continuously improve their ISMS by
identifying opportunities for enhancement, learning from security incidents [17], and

implementing lessons learned.

NIST Special Publication 800-207 [18] is a guidance document by the National Institute of
Standards and Technology (NIST) that provides recommendations for implementing the Zero
Trust architecture as seen from Figure 2. It outlines the principles, concepts, and components of

Zero Trust and offers practical guidance for organizations.
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Figure 2 : NIST Zero Trust Framework [18]
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The major components of NIST SP 800-207 include [18]:

e Zero Trust Principles: The document introduces the core principles of Zero Trust, such as

assuming breach, minimizing trust, and strict access control [19].

e Zero Trust Concepts: It explains key concepts like network segmentation [ 18], continuous
monitoring, and strong authentication as essential components of the Zero Trust

architecture.

e Zero Trust Architectural Constructs: The guidance provides an overview of architectural
constructs like identity and access management [19], secure connectivity, and analytics-

driven security for building a Zero Trust environment.

e Implementation Guidelines: It offers practical steps and recommendations for
organizations to implement Zero Trust, including risk assessment [18], policy

development, and network segmentation strategies.

All the above discussed frameworks and standards provide valuable guidance for cybersecurity,

but they may lack some elements when viewed from a Zero Trust perspective:

NIST Cyber Security Framework: While the framework offers a holistic approach [7] to
cybersecurity, it does not explicitly focus on zero trust principles and concepts. It may not provide
detailed guidance on implementing strict access controls, continuous monitoring, and micro-

segmentation, which are essential aspects of a Zero Trust architecture.

ISO/IEC 27001:2013 Framework: The ISO/IEC 27001:2013 framework primarily emphasizes
establishing an information security management system (ISMS) [16]. While it covers risk
management and controls, it may not specifically address the Zero Trust mindset and the need for

constant verification and authentication of users and devices.
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NIST Special Publication 800-207: Although this publication focuses on implementing the Zero
Trust architecture, it may lack comprehensive guidance on integrating zero trust principles into
existing security measures [18]. It does not address specific challenges related to identity and

access management and secure connectivity within a zero trust environment.

In [20] the authors introduces a framework that focuses on implementing comprehensive
guidelines related to risk management, cybersecurity, and compliance within complex
organizations. The framework highlights the importance of practical implementation of security

solutions and ensures their alignment with governance and financial objectives at the board level.

The authors of this [21] paper proposes a new trust evaluation algorithm called Tag based Trust
Evaluation (TBTE) for Zero Trust Architecture (ZTA). The TBTE framework combines the
score-based and criteria-based approaches to assess trust. It generates security tags considering
user behavior and device security. A simple trust evaluation rule is applied using these tags,

making the results more interpretable and reducing complexity in authorization policies.

Therefore, we propose to implement a Zero Trust framework for organizations. This approach
ensures that access is only granted after thorough authentication and authorization of users,

devices, and resources, effectively eliminating the risk of data breaches and unauthorized access.

2.2 Authentication Mechanisms

The authors of [1], suggests adopting biometric-based multi-factor authentication as a standard
practice to enhance cybersecurity in public institutions. It proposes the redesign of network
architecture using a Zero Trust approach for improved network and data security. The proposed
system ensures compliance with the existing General Data Protection Regulation (GDPR)
standards and regulations. The approach is more focused on meeting the compliance requirements
rather than the Zero Trust security requirements, since the biometric data stored in the proposed
USB design can be physically tampered with or stolen, leading to the violation of data

confidentiality , integrity and availability.

25



In [22], the authors propose a system that generates a collection of attributes for users,
applications, and devices. These attributes encompass user-specific information such as user 1D,
location, and package name, device-related details like operating system version and

manufacturer, and application-specific attributes such as version and type. The Zero Trust
architecture is leveraged to utilize these data attributes in a risk-based authentication mechanism.
This mechanism compares the incoming request's attributes to the stored attributes and calculates
a risk score. Depending on the analysis of this risk score and the variations in attribute values,
additional authentication challenges may be requested. The variance is computed using various

machine learning models or predefined policies.

In [23], the authors propose the utilization of blockchain technology to eliminate the need for a
trusted authority or node responsible for authentication using secret values or keys. Through the
implementation of a realistic Byzantine fault tolerance consensus process, a node is selected to
generate the secret keys and public parameters for the devices involved. The devices are
categorized into trusted, suspicious, and untrusted groups. Only the trusted and suspicious devices
are permitted to participate in the authentication process, while different security factors and time-
out restrictions of varying lengths are employed to strike a balance between security and
efficiency. Additionally, the authors illustrate the efficacy of the suggested authentication scheme
in terms of security, highlighting the superiority of a decentralized authentication authority over a

centralized one that is susceptible to vulnerabilities.

In [24], the authors propose a smart identity authentication system that combines static and
dynamic authentication strategies, centered around the principles of the Zero Trust paradigm. This
proposal introduces a bidirectional authentication protocol between the user and the server, with a
particular emphasis on attribute encryption. The system conducts ongoing trust assessments and
risk analysis based on static user authentication. By integrating static and dynamic authentication
methods, the proposed system safeguards the confidentiality of the authentication ciphertext and
effectively counters any attempts at falsification, as further demonstrated through extensive

security analysis.
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The authors of [25] propose the integration of hardware root trust and a password-free
authentication approach. They suggest incorporating a trusted chip as the root of trust to enhance
the security of communication between the authentication server and associated computers.
While the specific authentication technique and encryption method were not explicitly specified
in this research, it highlights the utilization of a server for storage and the execution of the entire

authentication process.

In [26], the authors suggest a three-factor authentication (3FA) system that combines two-factor
authentication with real-time facial recognition. This 3FA method enhances the security aspect

but may result in reduced efficiency due to increased system requirements.

In [27], the authors suggest enhancing digital key systems by incorporating both dynamic and
static authentication phases. During the static authentication phase, the system establishes secure
connections between the user, gateway, and device. In the dynamic authentication phase, NFC
and fingerprints are utilized, followed by ongoing identity verification through facial recognition.
While the use of biometrics provides increased security, one drawback of this approach is the
requirement for additional hardware, including fingerprint sensors, NFC technology, and cameras,

in addition to the hardware needed for static authentication processing.

The authors of [2] propose a steganographic overlay technique to protect against unwanted traffic
and unauthorized access. This technique involves embedding network authentication tokens within
TCP connection requests, effectively hiding resources from potential attackers and preventing
reconnaissance attempts. The paper also introduces a practical identity management and
authentication strategy for the transport layer, specifically designed for businesses. Additionally,
the authors demonstrate that by avoiding any response to illegitimate packets at the transport
layer, the proposed strategy successfully prevents fingerprinting of critical resources such as the

SDN controller.

In [28], a Zero Trust and edge intelligence (ZTEI) approach to enhance the security of satellite

networks is discussed. A multi-dimensional Zero Trust architecture is developed, considering
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various factors such as subject, object, environment, behavior, and physical entity. Continuous
authentication is implemented through proactive monitoring and re-evaluation of variable
attributes, supported by a Neural-Backed Decision Trees (NBDTs) based edge intelligence
algorithm. Evaluation results demonstrate a 27% improvement in authentication accuracy

compared to traditional approaches, with acceptable processing performance.

The authors of [29], propose MUFAZA, a rapid and self-governing authentication framework,
which is specifically created to safeguard 5G networks. This framework prioritizes evaluating trust
from the perspective of agents and making access decisions accordingly to tackle the ever-
changing threats. It integrates a dynamic trust evaluation that considers multiple security evidence
sources, taking into account the credibility of information and offering recommendations on
incorporating extra data for trust evaluation. By conducting a case study on a hybrid 5G-enabled

network, the paper demonstrates the effectiveness and resilience of the suggested approach.

The use of outdated security models and the absence of granular security in these mechanisms
undermine their overall security compared to the Zero Trust model [26]. Typically, access is
granted to devices that have been previously authenticated and added to a trusted list, without any
subsequent verification of their status or behavior. This unchecked access often leads to security

vulnerabilities and lapses.

Therefore, we propose the implementation of a Zero Trust Framework for businesses and
organizations, where access is granted only after each user undergoes authentication whenever
they attempt to access a service. By adopting this approach, the occurrence of unauthorized access
or breaches can be significantly reduced or even eliminated. Table 1 provides an overview of
various authentication attributes related to users, devices, and applications, which are utilized for
multifactor authentication to enhance security. Our objective is to combine multifactor

authentication using these attributes with the Zero Trust model to effectively enhance overall

security.
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After reviewing several publications with relevant background information, a comparison for the

different authentication attributes was created as seen from Table 1:

Table 1 : Authentication Attributes

Static / Multifactor
Reference | Description Year Dynamic Authentication Recommendations
Authentication Attributes

[22] Proposes an 2021 Static User attributes such | Implement a dynamic
adaptive as location and user | authentication
authentication id. Application mechanism that
approach attributes include considers multiple
based on a the package name or | attributes for user
composite version, followed authentication to
attribute set by device attributes | enhance security and

like operating adaptability to
system, make, and different contexts
model.

(23] Leveraging 2022 Dynamic Using the realistic Employ a continuous
blockchain to Byzantine fault authentication
eliminate tolerance consensus | mechanism that
trusted nodes process, a node is analyzes user
or authorities chosen to produce behavior and context
that manage the secret and public | in real-time to detect
authentication keys for the devices. | any anomalies and
using secret ensure ongoing
values or keys. verification

[24] Combines 2021 Static and User ID, device Examine the
dynamic and Dynamic characteristics, trust | implementation of

static
authentication

techniques

evaluation value,
and application

service security

multi-level two-way
identity

authentication
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with a focus
on the Zero
Trust
paradigm to
suggest a

smart identity

level are all
authentication

attributes.

schemes within the

context of Zero Trust

authentication
solution.

[25] Recommends 2007 Dynamic Zero-knowledge Assess the feasibility
a mix of a proofs and and security
password free cryptographic implications of the
authentication techniques proposed "pseudo
method and trust" approach.
hardware root
trust.

[26] Proposes a 2021 Static and Combines facial Incorporate
real time 3FA Dynamic feature detection contextual
using facial with real-time data information and
biometrics. via an immediate behavior analysis as

live feed from the part of multifactor

user's camera. authentication to
implement a robust
Zero Trust model

[27] Suggests 2022 Dynamic Credentials for Evaluate the
combining the Users and Biometric | proposed scheme's
static and identification. performance and
dynamic security
authentication characteristics.
phases as a

digital key
system

expansion.
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[2] Proposes first- | 2016 Dynamic Embeds network Assess the
packet authentication effectiveness of these
authentication tokens in a TCP mechanisms in
and a connection request, | enhancing the
steganographi thereby avoids security of cloud
¢ overlay that unwanted traffic networks.
embeds from completing
authentication requests.
tokens in the
TCP packet
request.

[28] Continuous 2022 Dynamic Proactive Leverage satellite
authentication monitoring and re- network information,
for satellite evaluation of user behavior, and
networks with variable attributes, contextual data for
improved supported by a continuous
accuracy and Neural-Backed authentication.
proactive Decision Trees
monitoring (NBDTs) based
using zero edge intelligence
trust and edge algorithm.
intelligence.

[29] Proposes a 2022 Dynamic Agent centric trust Evaluate the
multi-source evaluation that performance and
fast and integrates multiple security benefits of
autonomous sources of security the proposed
Zero Trust evidence. MUFAZA approach.
authentication
scheme for 5G
networks

[1] Enhancing 2022 Static and Combines biometric | Explore the
Cybersecurity Dynamic credentials, local integration of
with and public enhanced biometric
Biometrics security measures
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cryptographic keys,

and user passwords,

within the Zero Trust

architecture

Table 2 showcases the advantages of implementing Zero Trust in diverse fields, based on the

findings from the above-mentioned research papers. Highlights the positive impacts and benefits

that can be derived by applying Zero Trust principles in these areas.

Table 2 : Application Benefits of Zero Trust in Various Fields

Reference Fields Applications

[3] IoT Enhanced device security and data protection, secure
communication between IoT devices, protection
against unauthorized access.

[30] Machine | Secure and private training data, protection against

Learning | adversarial attacks, ensuring model integrity and
authenticity.

[23] Blockchain | Immutable and tamper-proof transactions, secure
decentralized networks, protection against
unauthorized modifications or tampering of data.

[28] Satellite | Secure communication channels for satellite data

Technology | transmission, protection against unauthorized
interception or tampering of data.

[29] 5G Secure and reliable network connections, protection
against network vulnerabilities, enhanced privacy
and data integrity.

[24] Mobile Secure mobile communication, protection against

Internet mobile malware, secure access to sensitive
information and applications.
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[31]

Hospital

Securing patient data and medical records,

Field protecting critical medical devices from
unauthorized access or tampering, secure
communication between healthcare systems.

[1] Public Enhanced security for sensitive government

Institutions | information, protection against cyber threats, secure
access controls for government services and
systems.

[32] Smart Secure control and management of connected

Home devices, protection against unauthorized access or
control of smart home systems, secure remote
access.

[10] UAV Secure control and communication of unmanned
aerial vehicles, protection against unauthorized
access or control of UAV systems, data privacy and
security during UAV operations.

[33] Wearable | Secure transmission and storage of personal health

Devices | data, protection against unauthorized access to
sensitive user information, ensuring data privacy and
integrity.

[2] Cloud Secure access and storage of cloud-based resources,

Computing | protection against unauthorized access or data

breaches, secure sharing and collaboration of data.

33




Chapter 3: PROPOSED ZERO TRUST FRAMEWORK

3.1 Zero Trust Model & Zero Trust Architecture (ZTA)

The "no trust, but always verify" [12] principle is the foundation of the Zero Trust security
approach. Put simply, it is important to regard end users, computers, networks, and applications as
potentially hostile until their legitimacy is established. In this Thesis, we discuss how to create a
Zero Trust Framework with MFA, implement the proposed framework with the help of a virtual
environment and provide guidelines for corporates to adopt the framework. The key requirement
in this paradigm is to ensure that all users, regardless of whether they are internal or external to
the organization, undergo continuous vetting, validation, and authentication before being granted

access to resources such as applications or data.

The implementation of Zero Trust Architecture (ZTA) [7] is a comprehensive strategy for
enhancing cybersecurity within an organization. It encompasses various aspects such as IT
infrastructure, networks, workflows, and access control policies. By adopting the Zero Trust
Framework, companies establish a plan, known as a Zero Trust initiative, that covers both physical
and virtual components, along with operational guidelines. The primary objective is to prevent
unauthorized access to data and services by implementing highly detailed access control

measures. In other words, only authorized and recognized entities, including users, devices, and
appliances, are granted access to the data, while potential threats like hackers and cybercriminals
are excluded. It's worth noting that in the context of Zero Trust, the term "asset" may be used

interchangeably with "data" emphasizing the focus on securing access to valuable resources.
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3.2 ELEMENTS OF THE PROPOSED ZERO TRUST FRAMEWORK

In order to enhance security and address the limitations of traditional security models, the
proposed Zero Trust Framework encompasses several key elements. These elements work together
to establish a robust security framework that promotes the principle of never trust, always verify,

and ensures secure access to resources. The elements of the proposed framework are as follows:

1. VPN & VPN Client

A VPN (Virtual Private Network) works by creating a secure and encrypted connection, that is a
VPN tunnel between the user's device and a remote destination on the internet as seen from Figure
3 with the help of the VPN server. This connection allows the user to access the internet or private
networks while maintaining privacy and security. A VPN client is a program that employs
encryption to establish a secure link between a user's computer and a VPN server, ensuring their
connection is protected. [34].The VPN server is responsible for upholding the security policies,
data encryption algorithms and other security configurations related to encryption. Certain VPN
clients operate silently in the background, automatically performing their functions, whereas others
offer interactive interfaces, giving users the ability to personalize and adjust their preferences. It
enhances security and anonymity for users accessing websites and online services. When using a
VPN, the data exchange taking place between the client and the remote destination is "tunneled
[35]," hiding the user's real public IP address. VPN packets travel through a tunnel to reach the
private network destination. Many VPNs employ the IPsec protocol family, and in this Thesis, we
utilize the open-source VPN solution called OpenVPN as an example. VPN is used to encrypt the

data communication which is a part of Zero Trust ensuring the confidentiality of the data.
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OpenVPN

OpenVPN is a software application that enables users to establish secure connections over the
internet. It functions as a type of VPN software [36] that encrypts data while it travels between
two devices. This encryption makes it significantly more difficult for unauthorized individuals to
intercept or eavesdrop on the transmitted data. The OpenVPN Community Edition (CE) is an open-
source VPN project that utilizes a unique security protocol based on SSL/TLS to establish secure
connections over the internet. OpenVPN [35] plays a significant role in implementing a Zero Trust
model by providing a secure and encrypted connection for remote access. It ensures that users must
authenticate themselves and their devices before accessing network resources. OpenVPN's robust
encryption protocols and tunneling capabilities enable secure transmission of data over untrusted
networks, mitigating potential risks. In this Thesis we use the OpenVPN as an example, which
encrypts the communication between the OpenVPN client which takes the user’s active directory

login credentials and the OpenVPN server using TLS 1.2 encryption.

2. Firewall

A firewall is a network security tool responsible for monitoring and filtering incoming and
outgoing network traffic based on predefined security policies [37]. It acts as a barrier between a

trusted internal network and an untrusted external network, such as the internet. As seen from
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Figure 4, the firewall isolates internal LAN traffic from the outside WAN traffic. It monitors and
controls incoming and outgoing network traffic based on predetermined rules and policies. In our
Thesis, we utilize the open source pfSense Firewall as an example, which is a robust firewall
solution. It can enforce strict access policies based on user roles and attributes, implement network

segmentation to isolate sensitive data and systems, and provide secure remote access through
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Figure 4 : Working of a Firewall

pfSense Firewall

The pfSense Firewall [38] is firewall and router software based on FreeBSD. It can be installed on
either a physical computer or a virtual machine to establish a dedicated firewall/router specifically
designed for a network. The pfSense Community Edition (CE) is an open-source distribution used
for this purpose. It provides advanced features and functionality, including firewalling, routing,
VPN, and intrusion detection/prevention system (IDS/IPS). pfSense [39] is used in this Thesis to
implement Zero Trust by configuring it to enforce strict access controls, and traffic filtering based
on user identities, device characteristics for multifactor authentication. All the communication
traffic passes through the pfSense firewall and the OpenVPN server before entering the network

which can be either allowed or denied based on the preconfigured rules and policies.

3. RADIUS Protocol
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The RADIUS (Remote Authentication Dial-In User Service) protocol [40] is a networking
protocol commonly used for authentication, authorization, and accounting (AAA) in computer
networks. It enables centralized authentication and access control for users attempting to connect

to network services. RADIUS works through a client-server model as seen from Figure 5.

RADIUS Protocol
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Figure 5 : RADIUS Protocol

RADIUS Client & Server

The RADIUS client [41], such as a network access server or VPN gateway, sends authentication
requests to a RADIUS server. The client encapsulates user credentials, such as username and
password, and forwards them to the RADIUS server for verification. A network access server
(NAS) is a device that allows users to connect to a larger network. When a NAS uses a RADIUS
infrastructure, it functions as a RADIUS client by sending connection requests and accounting
messages to a RADIUS server for authentication and authorization. In this Thesis both the
OpenVPN server and the Network Policy Server (NPS) inside the windows active directory act as
the RADIUS client.

A RADIUS server [42] serves as a centralized server that handles authentication, authorization,
and accounting management for users who connect to a network service. It acts as a central point
of control, ensuring secure and efficient user access to the network while keeping track of user
activities for accounting purposes. RADIUS was designed as an authentication and accounting

protocol for access servers. By maintaining a common database accessible to all remote servers,
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RADIUS [43] allows businesses to keep track of user profiles. Centralizing the database enhances
security and allows the implementation of policies from a single network point. The DUO

authentication proxy server acts as the RADIUS server in this Thesis.

4. Active Directory

Active Directory (AD) is a directory service developed by Microsoft that works in conjunction
with Windows Server [44]. It provides administrators with the ability to manage and control access
to network resources, as well as assign permissions to users and groups. The data in the Active
Directory is stored as objects [45], representing components such as users, teams, programs, or
machines. Active Directory simplifies access and usage of this information for administrators and
users. It organizes directory data in a logical, hierarchical structure based on a structured data store.
Active Directory is present in most Windows Server operating systems and was initially used for
centralized domain management. We are using the AD services for hosting the company domain,
the DNS server and the NPS server for authentication in this Thesis. We also create user accounts
with various permissions but by providing the least privilege necessary for work as per their roles,

satisfying one of the basic requirements [12] of Zero Trust.

5. Domain Name System (DNS) Server

A DNS server [46] plays a vital role in the functioning of the internet by converting user-friendly
domain names into numeric IP addresses. This conversion allows users to easily access websites
and resources using familiar domain names instead of complex IP addresses. When a user enters
a domain name [47] in a web browser, the DNS server is responsible for finding and providing the
corresponding IP address, enabling seamless communication and access to the desired online
destination. The DNS server stores a database of domain name records, including the IP address
associated with each domain. The DNS server plays a crucial role in enforcing security policies
and controlling access to resources. We use the DNS server services in our Zero Trust framework
to ensure that only the users belonging to our company’s domain are being granted access to the

network and resources.
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6. Network Policy Server (NPS)

The Network Policy Server (NPS) [48] is a Microsoft Windows Server role that provides
authentication, authorization, and accounting (AAA) services for network access. It allows
organizations to centrally manage and control access to network resources based on policies and
conditions. When a user or device attempts to connect to the network, the NPS server receives
the authentication request from a network access server, such as a VPN gateway or wireless access
point. The server validates the user's credentials against a user database, such as Active Directory,
and checks for compliance with defined policies and conditions. Based on the authentication and
authorization results, the NPS server either grants or denies access to the network. It can also
enforce additional policies, such as multi-factor authentication, device health checks, or time-
based restrictions, to ensure a secure and controlled network environment. NPS [50] is configured
as a RADIUS proxy to forward connection requests to the RADIUS server, facilitating domain

authentication and authorization in this Thesis.

7. Certificate Authority (CA)

A certificate authority (CA) [49] an entity responsible for issuing and managing digital certificates
used in public key infrastructure (PKI) systems. It plays a crucial role in establishing trust and
verifying the authenticity of digital identities, such as websites, servers, or individuals. Web
browsers use these certificates to validate material sent from web servers. A certificate authority
keeps, signs, and issues digital certificates, which attest to the ownership of a public key by the
named subject. By issuing digital certificates, the CA helps authenticate and verify the identities
of users, devices, or services accessing network resources. These certificates can be used for
various purposes, such as secure communication (TLS/SSL certificates) or user authentication
(client certificates). By incorporating an internal CA into our proposed Zero Trust framework with
the help of pfSense firewall, we have enforced strict authentication, validate identities, and

establish a higher level of trust, contributing to a more secure and controlled access environment.

8. Authentication Proxy Server
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An authentication server [27] is an application that simplifies the process of verifying an entity's
identity when attempting to access a network. This entity could be a user or an external server.
Various devices such as a dedicated computer, ethernet switch, access point, or network access
server can function as authentication servers. An authentication proxy [50] server is a tool that
adds an additional layer of security to the login process, safeguarding sensitive information and
accounts. Essentially, it acts as a gatekeeper, verifying the identity of the person attempting to log
in. This is crucial because passwords can be stolen or guessed. By introducing a second form of
authentication, such as a code sent to a user's phone, unauthorized access becomes significantly
more challenging. In this Thesis, we utilize the DUO MFA proxy as an authentication proxy server

as an example.

DUO MFA Authentication Proxy

The DUO MFA proxy is specifically designed to work with DUO Security, a popular two-factor
authentication service. When someone tries to log in to a protected application or system, the DUO
MFA proxy intercepts the request and sends a notification to the user's phone as seen from Figure
6. The user is then required to enter a code from their phone [33] or authorize access through a
prompt to complete the login process. This ensures that even if someone steals or guesses the user's
password, they cannot log in without access to the user's phone. DUO MFA proxy used in this
Thesis, queries the windows AD using the LDAP protocol to verify the user’s credentials against

the Windows AD database.
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Figure 6 : Working of DUO Authentication Proxy [51]

9. Two Factor Authentication (2FA)

Two-factor authentication is a security measure that adds an extra layer of protection by requiring
users to provide two distinct forms of verification to verify their identity [1]. It goes beyond a
single piece of information, such as a password, to enhance system security. The second factor
used can be a security token, a fingerprint scan, or another form of authentication depending on
the application. Implementing 2FA [52] is a measure businesses can take to strengthen defense
against unauthorized access and data theft. With multi-factor authentication, users must

successfully submit two or more authentication factors to access a website or application. We have
used DUO Security’s PUSH authentication as the second factor of authentication as an example

in our proposed Zero Trust Framework in this Thesis.

10. File Server

A file server [53] is a computer or network device that stores and manages files, allowing users

to access and share them over a network. It provides a centralized storage location for files,
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enabling efficient collaboration and data management within an organization. It can be compared
to a virtual filing cabinet that everyone in the office can access. This facilitates collaboration on
projects and makes information sharing easier, eliminating the need to constantly send files via

email. In this Thesis, we utilize the TrueNAS Core as the network file server as an example.

TrueNAS File Server

TrueNAS Core is a popular file server software solution that is based on the open-source FreeNAS
project. It is a specific type of file server that operates on the FreeBSD operating system. It is
designed to be user-friendly and manageable, even for individuals without extensive IT expertise.
Once set up, users can access files on the server [54] from their own devices, including desktop
computers, laptops, and mobile devices. This allows everyone in the office to work on the same
files regardless of their location or device. It offers advanced features for data storage and file
sharing, including support for various protocols such as SMB (Windows file sharing) [55], NFS
(Unix file sharing), and FTP. TrueNAS ensures data integrity, redundancy, and security through
features like RAID (Redundant Array of Independent Disks), encryption, and access controls. We
have set up privilege based access controls for different users in our Zero Trust framework such

read only, read/write and no access based on their respective job roles using TrueNAS Core.

11. Lightweight Directory Access Protocol (LDAP)

LDAP (Lightweight Directory Access Protocol) [56] is a communication protocol utilized to
access and handle directory information services. It is widely employed in network environments
to facilitate tasks such as authentication, authorization, and directory services. LDAP works by
providing a standardized way to interact with directory servers. It is utilized by the DUO proxy
server for fetching and verifying primary authentication credentials against the Active Directory
[57] database server in this Thesis. The DUO proxy server relies on LDAP as a communication
channel to interact with the Active Directory. Through LDAP, the proxy server can retrieve user
credentials stored in the directory and validate them against the provided authentication data. By

integrating LDAP into our Zero Trust framework, we can authenticate and authorize users, control
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access to resources, and ensure that only authorized entities gain access to sensitive data or

systems.

3.3 Logical Components of The Proposed Zero Trust Framework (ZTF)

The components of the ZTF communicate over a control plane and the application data are
communicated over a different data plane. Figure 7 shows the key Zero Trust components of the

proposed framework.

e Policy Decision Point (PDP) - it is one of the major components of the ZTF. It mainly consists

of two parts namely Policy Engine (PE) [18] and Policy Administrator (PA).

e Policy Engine (PE) - the supreme authority of granting access to an enterprise data/resource
for a user/device lies with the PE. The PE allows, denies, and revokes access [18] to a resource
based on a trust algorithm which takes as input the enterprise policies and data from various
intelligence sources such as Continuous Diagnostics and Mitigation (CDMs) and Security
Information and Event Management (SIEMs). The PE makes and records the decisions such
as allowed or denied, whereas the Policy Administrator enforces those decisions. The firewall
plays the role of the Policy Engine in the network. A VPN agent is required on the user’s
device for enabling the VPN connection and a proxy agent for the MFA login using the proxy

SCrver.
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Figure 7 : Zero Trust Logical Components

e Policy Administrator (PA) - establishes and terminates interaction between a user and the
requested resource. A user can access a resource in the case of a valid session, using session
authentication tokens or credentials created by the PA. The PA asks the PEP [18] to establish
the session once the session authorization and request authentication is completed. PA asks
the PEP to shut down the contact if the session is denied. The PA communicates with PEP

through the control plane. The VPN plays the role of the Policy Administrator in the network.

e Policy Enforcement Point (PEP) - PEP is accountable for establishing, observing, and closing
connections [18] between a user/device and an enterprise resource. All the resource access
requests are forwarded by the PEP to the PA and the responses and policy updates are sent
back by the PA to the PEP. The PEP can be considered as two components: the client side like
an agent on a device and the resource side such as an access control gateway in front of the
resource or in total as a single component that acts as a bidirectional gateway between the
client and resource. The VPN Gateway and the proxy server play the role of the Policy
Enforcement Point in the network. After the PEP, comes the trust zone where the enterprise

resource is located.
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In addition to the enterprise policy, several data sources provide input to the policy engine in

making the access decisions which can be external as well, such SIEMs, Threat Feeds, Application,

System and Data logs, Policies, Public Key Infrastructure, and IAMs. Table 3 provides a

Mapping of the NIST Zero Trust Framework [18] with respect to the Proposed Zero Trust

Framework. From Table 3 we can see that the proposed Zero Trust MFA framework offers several

advantages over the NIST Zero Trust Framework. Although implementing the proposed Zero Trust

MFA framework may require additional configuration efforts and integration of multiple

components, its adoption provides increased security, multifactor authentication, and the added

benefits from the principles of Zero Trust. These factors make it a robust and effective approach

to securing network access compared to the NIST Zero Trust Framework.

Table 3 : Mapping of NIST & The Proposed Framework

NIST Zero Trust Proposed Zero Trust MFA
Component
Framework Framework
. VPN Agent for VPN connection &
System User's Device

Proxy Agent for windows login

Policy Enforcement

Point (PEP)

PEP System consists of
single/multiple components

described in general.

VPN Gateway and Proxy Server
performs the function of policy

enforcement.

Policy Decision Point

(PDP)

Policy Engine (PE) and
Policy Administrator (PA).
Provides a generalized

description of PE & PA.

Firewall (PE) and VPN (PA) performs
the function of policy decision

making.

Authentication Method

Dependent on the individual

or organization's choice

MFA Authentication Using DUO
with AD credentials as primary
authentication and user certificates for

user/device verification.

Authentication Factors

Typically, username and

password

Multiple factors (e.g., username,

password, Duo MFA, etc.)
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Trust Model

Trust but verify

Zero Trust (never trust, always verify)

Access Control

Role-based access control

Role & location-based access control

and least privilege methodology.

Continuous Monitoring

Continuous monitoring of
device behavior and network

traffic

Continuous monitoring of device

behavior and network traffic

Provides a framework to

implement Zero Trust

In addition to providing detailed

guidelines for implementing Zero

Advantages o ‘ Trust, combines multifactor
principles without actual o
o authentication (MFA) from DUO for
guidelines. .
enhanced security.
Incorporates the principle of least
Provides guidelines for risk | privilege through role & location-
assessment, access control, | based access control and provides
and continuous monitoring. | continuous monitoring of network for
security attacks.
May require significant Implementation may require
changes to existing additional configuration and setup
infrastructure and processes. | efforts, which is compensated with the
Disadvantages Requires careful planning and | added benefits of enhanced security

implementation to ensure
proper enforcement of

policies.

with the addition of multifactor
authentication and the practice of least

privilege.
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3.4 Working Mechanism of The Proposed Zero Trust Framework (ZTF)

The overall operational process of the proposed Zero Trust Framework (ZTF) is outlined through

the following steps and illustrated in the accompanying Figure 8. This provides a general

understanding of how the framework operates:

1.
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Figure 8 : Proposed Zero Trust Framework Working Mechanism

Users receive certificates from the certifying authority, which verifies the identity of user and
the device from which they are trying to access the network. Then the user connects to the
network using the VPN client, providing Active Directory credentials (username and

password) as primary authentication.

The login request from the user passes from the VPN client to the firewall, which either allows

or denies the traffic based on the preconfigured rules.
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3. The login request, if allowed, then passes from the firewall and reaches the VPN server.

4. The VPN server forwards the request to the multifactor authentication proxy server.

5. The proxy server verifies the primary credentials against the Active Directory database using

LDAP protocol.

6. If the primary credentials are correct, the authentication proxy server requests additional

authentication from the cloud security service.

7. The cloud security service sends a PUSH request to the user's registered mobile device as the

second factor of authentication.

8. The authentication proxy server informs the VPN server to grant the user network access, once
the user approves the PUSH request received on the mobile device. The user with the proper
permissions configured in the Active Directory & the File Server can now access the data

resources in the file server.

9. A SIEM solution is implemented for continuous monitoring of the network, user activity, and
authentication information. The SIEM receives syslog from the firewall and is connected to
the network server and Active Directory to enhance visibility and enable effective security

monitoring and auditing.

The provided steps offer a high-level summary of the proposed Zero Trust Framework. For a more
comprehensive understanding and practical implementation of the framework, the subsequent
chapter provides detailed explanations and a real-world implementation example. This is intended
to help organizations better understand and easily adopt the framework when transitioning to a

Zero Trust strategy.
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3.5 Multilayer Authentication Mechanisms in The Proposed Zero Trust Framework

In this Thesis, we have implemented a multi-layered security model to protect against unauthorized
access. This model leverages various authentication mechanisms at different layers of the TCP/IP
model to ensure that only authorized users can access the network and associated resources.
Figure 9 shows the generalized authentication process happening at various layers, in case of the
proposed framework. Figure 10 shows the authentication process at various layers specific to the

actual implementation of the proposed framework.

|APPLICATION LAYER
Active
Directory
PRESENTATION LAYER i
x.509
Certificate
TRANSPORT LAYER VPN
VPN
NETWORK LAYER
Firewall

Figure 9 : General Authentication Process at Different Layers

e Atthe Network Layer, the firewall (e.g. pfSense) [38] performs access control by filtering
incoming and outgoing traffic based on predefined rules. This provides an additional
layer of security that ensures only authorized users can access the network and associated

resources.
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At the Transport Layer, VPN (e.g. OpenVPN) Authentication [35] is used, which relies on
the Transport Layer Security (TLS) protocol for secure communication between the client
and the server. This provides a secure channel for transmitting sensitive data and ensures

confidentiality, integrity, and authentication.

At the Application Layer, Active Directory Credential Verification and the MFA solution
(e.g. DUO MFA) is used to authenticate users against the Active Directory database and
provide two-factor authentication for additional security [44]. Active Directory uses the
LDAP Protocol to verify user login requests forwarded by the Proxy Server (e.g. DUO
proxy). DUO uses the RADIUS protocol to communicate between the DUO proxy client
and the DUO proxy server. This provides a robust authentication process that ensures only

authorized users can access the network.

At the Presentation Layer, Certificate Verification is used to ensure that the server's digital
certificate is valid and issued by a trusted Certificate Authority (CA) [58]. This provides
an additional layer of security against man-in-the-middle attacks and other threats that

could compromise the security of the network.

Finally, at the Application Layer, Windows Login Authentication is used to authenticate
users against the Active Directory database using Kerberos protocols. These protocols use
TCP/IP to communicate between the client and the server, providing a secure channel for

transmitting authentication data.

51



1. Application Layer

2. Presentation
/] P
! r?a Layer

%.509 Certificate \

i

Active Directory

3. Transport Layer

'5' —

Rlisense

— (1) OPENVPN

4, Network Layer

Figure 10 : Authentication at Various Layers

In summary, the proposed multi-layered security model provides robust security at different layers
of the TCP/IP model, ensuring that only authorized users can access the network and associated
resources. This model leverages a range of authentication mechanisms to provide confidentiality,

integrity, and authentication, protecting against a range of security threats and vulnerabilities.
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Chapter4: IMPLEMENTATION OF THE PROPOSED ZERO TRUST
FRAMEWORK

4.1 Implementation of the Proposed Zero Trust Framework

Following are the key points that needs to be considered when implementing Zero Trust based on

the proposed framework as seen from Figure 11:

1.

Identify and categorize assets: identify [59] and categorize all the assets that need to be
protected, including devices, applications, data, and users. In this Thesis we first identified the
assets which need to be protected, namely the users, the data, the applications, the active

directory server, the authentication server, the file server and finally the user workstations.

Establish strict access controls: Once the assets which needs to protected are identified,
establish strict access controls [60] to limit access to only those who need it. This includes
using multi-factor authentication, role and location based access control, and privileged access
management. We implemented user-device certificate verification, password, and DUO PUSH

as the primary and secondary form of authentication in this Thesis.

Monitor and log all activities: Implement real-time monitoring and logging of all activities [59]
to detect any anomalies and potential threats. This includes monitoring user behavior, network
traffic, and system logs with the help of SIEM solutions. We implemented a sample SIEM
solution e.g., Alien Vault to monitor and log all activities in the network as part of the

implementation of the proposed framework.

Security assessments: Conduct regular security assessments [60] and audits to identify

vulnerabilities and address them proactively.
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Figure 11 : Proposed Zero Trust Framework

4.2 Implementation of Multi Factor Authentication in the Proposed Zero Trust Framework

The different authentication strategies used in the implementation of the Proposed Zero Trust

Framework are discussed below:

1. Certificates

Certificates are the first step of authentication which are used to identify the user and device from
where the connection request to access the network is coming from. Each user is provided with a
unique user certificate, which they use to identify themselves, and at the same time verify the
device they are using to access the network. An internal certification authority (CA) has been set
up in pfSense firewall to distribute the user & server certificates. In this Thesis we have set up a
sample company named “DEF Company “as an example as seen Figure 12, for which we are
implementing a Zero Trust Based Multi Factor Authentication Security Strategy for the company
network, employees, and assets. For more details related to user certificates refer to Appendix A.
We have also set up a sample domain for the company as “DEFCOMPANY.COM?” in the active

directory server and a sample internal certificate authority named “DEF Company CA”. Also
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created a server certificate - “DEF Company Server Certificate” for verification during

authentication as an example.

System/ Certificate Manager/ CAs/ Edit e

Chs Certificates Certificate Revocation

Create / Edit CA

Descriptive name DEF Company CA

Method Import an existing Certificate Authority v

Trust Store.

Randomize Serial

signed by this CA will be automatically randomized and

Existing Certificate Authority
CEl

Certificate data

Certificate Private Key
(optional)

Next Certificate Serial | ¢

Enter a decimal number to be used 33 3 sequential serial number for the next certificate to be signed by this CA

Figure 12 : Internal Certificate Authority

e CA Certificate

“DEF Company CA” acts as an internal certificate authority for the DEF Company Domain.

e User Certificate

Various sample user certificates have been created, that are signed by the CA’s public key,
which contains the user details and the user’s public key. We created user certificates for the
administrator, a test user and users named “Peter Parker” and “Johny Depp” as examples to

show the different users in the organization.
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The following are the created user certificates:

DEF Administrator Certificate
DEF Test User Certificate
DEF PeterParker Certificate

e Server Certificate

“DEF Company Server Certificate” is used by the VPN (OpenVPN) server to verify itself with

other servers and computers during the authentication process.

2. Username/Password Credentials

Each user is provided with a username and password which has been set up in the Active Directory
(AD) of the company domain controller as seen in Figure 13. All users must provide these when
logging into the VPN (OpenVPN) client application when accessing the network and also at the
time of logging in to their necessary workstations or accounts, all maintained by the active

directory services. For more details related to the AD credentials refer to Appendix A.

Wiindows Security >
Enter your credentials

These credentials will be used to connect to 10.1.1.20.

johnydepp

| CErTTTTTrTeren

DEFCOMPANY N ohnydepp

I:I Remember me
More choices

Ok Cancel

Figure 13 : AD Credentials for Logging into the Domain
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3. MFA

After providing the username/password credentials, the system requests for an additional step of
authentication based on DUO’s MFA as an example in this Thesis. This requests the user to verify
the login is legitimate with the use of DUO Mobile App PUSH request on the respective user’s
phone as seen in Figure 14. The user can either allow or deny the PUSH request from the DUO
mobile app, if the activity is not performed by them. The PUSH request was chosen as the type of
MFA authentication to ease the process of authentication for users. This requests the users to allow
or deny access instead of the tiresome OTP requests, thereby achieving an efficient balance

between performance and security. For more details related to DUO MFA refer to Appendix A.

Local: Microsoft RDP 2

&P DEF Company
(O 29:12 PM GMT+4

A administrator

hostname
wWiN-10VSGBAGSBL

Deny Approve

Figure 14 : DUO MFA PUSH Authentication from DUO Mobile App
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4. Location Based Access

Incorporating DUO's Location Based User Access Policy into the proposed Zero Trust framework
adds an additional layer of security and control. By leveraging location data, the model can restrict
access to resources based on the physical location of the user or device as seen from Figure 15.
This feature ensures that access is granted only from trusted locations, such as the company
premises or specified secure networks. By implementing location-based access policies, the
framework can mitigate the risk of unauthorized access from unknown or untrusted locations,
further reinforcing the principles of Zero Trust. This functionality provides an effective means of
enforcing access control and enhancing the overall security posture of the system. For more details

related to DUO's Location Based User Access Policy refer to Appendix A.

Device Insight

OQOutside UAE User Authentication Log | (8] Delete Group

Policies

Applicati
St ) Looking for group policy?
You can now apply specific policies to certain groups. This configuration lives on the application page.

Single Sign-On

Users

Groups Details

Add Group
Group name Outside UAE User

Endpoints

2FA Devices

Description
Administrators

Trust Monitor
Reports
Settings Require two-factor authentication (default

Billing

Need Help? @) Disabled
Emad Svoport Automatically deny access

Call us at 1-855-386-2884
This controls the two-actor authentication Process for users in this group.

Versioning
Core Authentication Service
020212

Admin Panel

Administrative Units
026217

Read Release Notes ¢ Setect which agministrative unis this group belongs to

Account 10
1246622201

e

Figure 15 : DUO's Location Based User Access Policy
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4.3 Working Mechanism of The Implementation of The Proposed Zero Trust Framework

The detailed operational process of the implemented Zero Trust Framework (ZTF) is outlined
through the following steps and illustrated in the accompanying Figure 16. This provides a detailed

understanding of how the implemented framework operates in a real-world scenario:

Certificate
Authority

VPN User Certificate Internal Network Users
a0 C-xe: :
....................................... @

n oo

S |

e ' pfqense Firewall @
. 2 Open\ IPN Server
@(O\ Password VPN Client VPN

A
"""" l--ll: . a5
> — E TrueNAS [/
] \ PN Tunnel NeiwcrkAccess File Server
User
— Windows Active
Radlus Client A 2 Directory
@ @ N @ Radius Client
&

Registered
Mobile Device

Radius Server

DUO MFA
BuO-Eloud Authentication

Security

Proxy Server
Services

Figure 16 : Proposed Zero Trust Framework Implementation Working Mechanism

The pfSense’s internal certificate authority issues user certificates for each AD user. Each AD user
has their own OpenVPN config file to use for the OpenVPN client, containing the CA’s certificate,
the user’s certificate, the user’s private key, and the TLS key of the authentication server, to access
the VPN client application installed on their device. Each user downloads the VPN client
application in their machines and loads their VPN config file to access the VPN to the enterprise

network. For more details steps related to the actual implementation refer to Appendix A.
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1. The user installs the OpenVPN client application on their device and launches the OpenVPN

client. The user certificate is used to authenticate the user's device to the OpenVPN server.

2. The user enters the AD username and AD password in the OpenVPN login prompt to connect

to the network. Sample user “Peter Parker” logins to the OpenVPN as seen in Figure 17. For

more details refer to Appendix A.

Cument Siat (1) pfSense-UDP2-1198-DEF_PeterP.. 3

;'u"".fed Mal petemarker | ta;‘_ElEE?cebE??ﬁB?faa] VYWindows-MShy
IWed Mati Windows 10 or greater) 64bil
[Wed Maj Passwond |seessnessnnnasl | 5L 1.1.1s 1 Nov 2022 LZO 2.10

[ save passwond

| Ok Cancal

a7 L_‘

OpenVPNGUI 11.31.0.0v253

Desconnect Beconnect Hisde

Figure 17 : OpenVPN Client Login

3. The OpenVPN client sends a connection request to the OpenVPN server, which is located
behind the firewall. The pfSense firewall examines the request and allows or denies it based

on the configured security rules.

4. If the firewall allows the connection, the OpenVPN server requests the user's certificate to
authenticate the device. Once the user certificate is verified, and the OpenVPN server

establishes a secure VPN connection between the user's device and the internal network.

5. The OpenVPN server sends a request to the DUO MFA Proxy Server which is connected to
the DUO security cloud service for authenticating the user with DUO MFA. The model
includes a DUO MFA Proxy Server & DUO cloud security for an additional layer of
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authentication. The user receives a DUO PUSH request in the DUO mobile App and the
protected user workstation also receives the DUO notification as seen from Figure 18. For

more details refer to Appendix A.

) Due Security >
Device: Anvirodd (#2000 200 X0 9958)

Choose an authentication method

=

Duo Fush Sond Push
% Call Mes
Powered by Duo Security % Phone Call Call M
=0
Passcode Enler a Passcode

Pushed a login request to your devics. .

Figure 18 : DUO PUSH Request Notification at the time of Login

6. The DUO MFA Proxy Server uses the LDAP protocol to communicate with the Active

Directory to authenticate the user's credentials.

7. The Active Directory verifies the user's credentials against the Active Directory database and

sends a response back to the DUO MFA Proxy Server.

8. If the user's credentials are valid, the DUO MFA Proxy Server sends a request to the user's
device, asking them to provide an additional layer of authentication, such as a DUO PUSH
notification, SMS message, or a phone call as seen from Figure 19. For more details refer to

Appendix A.
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Local: Microsoft RDP-1

&P DEF Company
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hostname
DESKTOP-VOKHMPY

Figure 19 : DUO MFA PUSH Request to User's Phone

9. Once the user completes the multifactor authentication, the DUO MFA Proxy Server sends a

response back to the OpenVPN server, allowing the user to access the network resources.
10. The Active Directory user with proper permissions can now access the TrueNAS shared file

server to access resources & data. The fileserver’s administrative console is also protected by

the DUO MFA solution as seen from Figure 20. For more details refer to Appendix A.

62



& C A Notsecure | 10.1.1.19/ui/s

<> TrueNAS

Username *

.
B password*
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Figure 20 : TrueNAS File Server Console Protected By DUO MFA

11. Alien Vault’s open-source SIEM solution OSSIM is integrated into the environment to collect
the system, application, and data logs for monitoring and analysis thereby providing
continuous monitoring of the enterprise’s network for security threats and incidents as seen in
Figure 22. Alien Vault SIEM dashboard console is shown in Figure 21. For more details refer

to Appendix A.

DASHBOARDS ANALYSIS ENVIRONMENT REPORTS CONFIGURATION
OVERVIEW o
EXECUTIVE 1S SECURTY  TAXONOM LNERABILITEE S & X

SECURITY EVENTS: TOP 5 ALARMS = SIEM: TOP 10 EVENT CATEGORIES

\

SIEM VS LOGGER EVENTS = TOP 10 HOSTS WITH MULTIPLEEVENTS = SIEM: EVENTS BY SENSOR/DATA SOURCE =

Figure 21 : Alien Vault SIEM Dashboard
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Figure 22 : Alien Vault SIEM Security Alarms

Overall, this proposed framework provides a secure and efficient solution for accessing enterprise
network resources through VPN with the added benefit of multifactor authentication and

continuous monitoring for security threats.
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Chapter 5: COMPARATIVE ANALY SIS OF PERFORMANCE EFFICIENCY
AND USER SATISFACTION OF THE PROPOSED FRAMEWORK

5.1 Comparative Analysis of the Proposed Zero Trust MFA Framework

This Thesis presents a comprehensive comparative analysis of the performance efficiency and user
satisfaction of implementing a Zero Trust multifactor authentication (MFA) framework, focusing
on the use of single-factor authentication versus the Duo MFA solution. Specifically, it compares
the login time difference between single-factor authentication using normal Active Directory (AD)
credentials and the time taken for authentication when combining primary AD credentials with
secondary DUO proxy authentication via DUO MFA proxy PUSH requests. The Thesis
investigates the user experience and satisfaction levels during login processes for both OpenVPN
and Windows authentication. Additionally, the Thesis also explores how the use of PUSH requests
has simplified the secondary authentication process, replacing traditional methods such as one-

time passwords (OTP), text messages, or verification calls.

To conduct this analysis, we performed a series of experiments in a controlled environment using
a sample group of users. The test involved measuring the login time for both Windows
authentication and OpenVPN client authentication using two different authentication approaches:
single-factor authentication using standard Active Directory (AD) credentials and primary AD
credentials combined with secondary DUO MFA authentication through DUO MFA proxy PUSH
requests. Additionally, user satisfaction surveys were conducted to gather feedback on their

experience and perception of the authentication methods.

Results of the Comparative Analysis is as follows:

5.1.1 Windows Login Time Comparison

Table 4 shows the average login time in seconds for each authentication method for Windows

authentication. ‘A’ represents the average login time when using single factor authentication with
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standard AD credentials, while ‘B’ represents the average login time when combining primary AD
credentials with secondary DUO MFA authentication. Based on our findings, the Windows login
time for the primary AD and DUO MFA authentication method (B) was slightly longer compared
to the single-factor authentication method (A). However, the difference was within an acceptable

range and did not significantly impact on user experience.

5.1.2 OpenVPN Client Login Time Comparison

Table 4 shows the average login time in seconds for each authentication method for the OpenVPN
client. ‘C’ represents the average login time when using single-factor authentication with standard
AD credentials, while ‘D’ represents the average login time when combining primary AD

credentials with secondary DUO MFA authentication via DUO MFA proxy push requests.

Similar to the Windows login time, the OpenVPN client login time for the primary AD + DUO
MFA authentication method (D) was slightly longer compared to the single-factor authentication
method (C). However, the difference was within an acceptable range and did not significantly

impact user experience.

Table 4 : Average Login Durations for OpenVPN and Windows Authentication

Windows Login OpenVPN Login
Authentication Method
Time (Avg.) Time (Avg.)
Single-Factor Authentication 5-10 seconds (A) 8-16 seconds (C)
Primary AD + DUO MFA 10-18 seconds (B) 16-22 seconds (D)

Kindly note that the login times provided in the table are approximate averages and can vary based

on network conditions, server performance, and other factors specific to the environment.
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5.1.3 User Satisfaction

The user satisfaction surveys revealed the following insights: the implementation of a Zero Trust
multifactor authentication framework, particularly combining primary AD credentials with DUO
MFA proxy PUSH requests, positively impacts user satisfaction [75]. Despite the slightly longer
login times [76], users appreciate the enhanced security and the simplified secondary

authentication process.

The use of DUO PUSH requests for secondary authentication has simplified the user experience
by eliminating the need for additional steps such as entering OTP or waiting for text messages.
Users find the PUSH request method more efficient and less cumbersome [75], resulting in

improved overall satisfaction and user acceptance of the multifactor authentication system.

The Thesis findings demonstrate that implementing a Zero Trust multifactor authentication
framework, specifically utilizing DUO MFA as a secondary factor, positively impacts user
satisfaction, enhances security without compromising overall performance efficiency for both
Windows authentication and OpenVPN client authentication. While the login times may be
slightly longer when using primary AD credentials combined with DUO MFA [76], users value
the added security and appreciate the simplified secondary authentication process, which

outweighs this minor inconvenience.

It is recommended that organizations prioritize the adoption of the Zero Trust multifactor
authentication framework, using MFA e.g., DUO MFA in this case, for both Windows and VPN
access. This proactive approach not only fortifies their security posture but also enhances user
satisfaction by streamlining the login process and ensuring a seamless experience. Additionally,
implementing these measures acts as a powerful defense mechanism against potential cyber

threats.
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Chapter 6: INFORMAL SECURITY ANALYSIS OF THE PROPOSED ZERO
TRUST MULTI FACTOR AUTHENTICATION FRAMEWORK

6.1 Security Analysis of the Proposed ZTA Framework

In this section, we will conduct an informal security analysis to demonstrate how our proposed
ZTA framework integrates multiple authentication features securely. By utilizing a combination
of certificates, encryption algorithms, multifactor authentication, and continuous monitoring, our
proposed framework ensures a high level of security and guards against unauthorized access.
This comprehensive approach ensures a high level of security and protection for the system. When

evaluating security effectiveness, the following observations were made:

Single-Factor Authentication: Single-factor authentication solely relies on the user’s credentials
(e.g., username and password) for both Windows authentication and OpenVPN client
authentication. This method is vulnerable to various security threats, such as password-based
attacks, phishing, and credential theft. Hackers gaining access to a user's credentials can easily
bypass security measures and gain unauthorized access to both the Windows environment and the

VPN network.

DUO Multifactor Authentication: Implementing DUO MFA as a secondary factor of
authentication significantly enhances security for both Windows and OpenVPN access. By
combining primary AD credentials with DUO MFA proxy PUSH requests, users are required to
authenticate themselves through their registered mobile devices. Since the user’s mobile phone is
further protected by its own security mechanisms such as security pin codes, passwords or

fingerprints.

In the unlikely scenario the device is stolen, the attacker needs to bypass the phone’s security
protocols to authenticate the DUO PUSH request received which is not possible since the attacker
needs to know both the primary AD login credentials as well as the access credentials to the user’s

phone which is not very likely. This additional layer of authentication significantly reduces the
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risk of unauthorized access, as attackers would need both the AD credentials and physical
possession of the registered device. The use of DUO MFA effectively mitigates risks associated
with password-based attacks, credential theft, and unauthorized access to both the Windows

environment and the network.

6.2 Security Parameters of the Proposed Zero Trust MFA Framework

In order to enhance the comprehensibility of this Thesis, we employ a systematic approach by
introducing preliminary information using notations to represent each component of the proposed
framework as seen from Table 5. This allows for a more structured and organized presentation of
the informal security analysis, making it easier for readers to grasp the key concepts and understand

the underlying framework.

Table S : Notations and their Descriptions

Notations Description

%% Comments

Ui The ith user

Idi Identity of Ui

PWi Password of Ui provided by AD Server
Fpf pFsense Firewall

Ci User certificate issued by internal CA for Ui
Cs Server certificate issued by internal CA
Sovpn Open VPN Server

Sad Active Directory (AD) Server

Sduo DUO Proxy Server

Snas TrueNAS File Server

Ssiem SIEM Syslog Server

CLduo DUO Cloud Security Service
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VPNc Open VPN Client

Dph DUO Push Request

DUOw DUO Windows Local Logon Agent
Mi Mobile device of Ui for DUO MFA
A Adversary

6.2.1 User Certificate Issuance

In this Thesis, pfSense's (Fpf) internal certificate authority (CA) is utilized to issue user certificates
for each Active Directory (AD) user. The user certificate (Ui) uses 4096 bits key and SHA256 as
the digest algorithm for better security. Each user is assigned their own OpenVPN configuration
file, containing the necessary certificates and keys. These files include the CA's certificate, the
user's certificate, the user's private key, and the TLS key of the OpenVPN (Sovpn) authentication

server, which are used by the VPN client application installed on the user's device.

Fpf->Ci %% pfSense's (Fpf) internal CA generates user certificate for Ui.

Fpf->Cs %% pfSense's (Fpf) internal CA generates server certificate for server validation.

Sovpn -=> Ui %% OpenVPN server issues the VPN configuration file for Ui.

6.2.2 User Authentication and VPN Connection:

To connect to the network, users enter their AD username (Idi) and password (PWi) in the
OpenVPN client (VPNc) login prompt. The Fpf then examines the request and applies security
rules to determine whether to allow or deny the connection. If the Fpf allows the connection, the
Sovpn requests the Ci to authenticate Ui’s identity. Once the certificate is successfully verified, a

secure VPN connection is established between the user's device and the internal network.
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Ui->VPNc %% User Ui enters Idi (username) and PWi (AD password) in the OpenVPN client

application.

Fpf after checking the incoming request allows the connection based on the configuration rules.

Ui > Sovpn : Ci %% OpenVPN server request Ui to provide the Ci for user verification.

6.2.3 Multifactor Authentication

This framework incorporates a DUO MFA Proxy Server (Sduo) to enhance security through an
additional layer of authentication. The Sduo communicates with the Active Directory (Sad) using
the LDAP protocol to verify the user's credentials. If the user's credentials are valid, the Sduo then
requests the DUO cloud security (CLduo) service for the two-factor authentication. The CLduo
then prompts the user's device (Mi) for an extra authentication factor, such as a DUO PUSH (Dph)
notification. After completing the multifactor authentication process, the Sduo sends a response to
the Sovpn granting the user access to the network. Similarly, the Sduo sends a response to the

DUO Windows Local Logon Agent (DUOw) for granting the user local windows login access.

Remote Desktop Logon Using OpenVPN

Sduo -> Sad : Idi, PWi %% DUO proxy server checks the user’s credentials against the Active

directory server database.

Sduo -> CLduo %% DUO proxy server sends a request to the DUO cloud security service for
2FA.

CLduo -> Mi : Dph %% DUO cloud security sends DUO PUSH request to the user’s device.
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Sduo -> Sovpn %% DUO proxy server replies to the OpenVPN server granting user network

acCcCess.

Windows Local Logon

Sduo -> Sad : Idi, PWi %% DUO proxy server checks the user’s credentials against the Active

directory server database.

Sduo -> CLduo %% DUO proxy server sends a request to the DUO cloud security service for

2FA.

CLduo -> Mi : Dph %% DUO cloud security sends DUO PUSH request to the user’s device.

Sduo -> DUOw %% DUO proxy server replies to the Windows Logon Agent granting the user

windows login access.

6.2.4 TrueNAS File Server Access

AD users with appropriate permissions can access the TrueNAS shared file server, which provides
resources and data within the enterprise network. The file server's administrative console is also

safeguarded by the DUO MFA solution, ensuring secure access to administrative functions.

Snas ->Ui %% The user with the proper permissions can access the network file server provided

they have the necessary permissions.
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6.2.5 Security Monitoring

To continuously monitor the enterprise's network for security threats and incidents, the model
integrates Alien Vault's open-source SIEM solution, OSSIM. OSSIM collects the system,
application, and data logs, allowing for comprehensive security monitoring and analysis. Remote
syslog forwarding is enabled in Fpf, to forward all the syslog data to Alien Vault SIEM’s syslog
server (Ssiem). All the user logons are logged in the SIEM dashboard for SOC analysts to ensure
that only the authorized users are accessing the network as a part of continuous monitoring in the

Zero Trust strategy.

Fpf -> Ssiem %% the firewall forwards all syslog data to the SIEM for continuous network

monitoring.

6.2.6 Adversarial model

The adversary in this Thesis is assumed to have following capabilities:

A. The adversary (A) can sniff the network traffic using the Wireshark tool to collect sensitive

data.

B. Adversary A has gained knowledge of a particular user’s AD password.

In this Thesis, we evaluated the security of the authentication mechanism used in the proposed
framework that utilizes the OpenVPN-pfSense client with Active Directory credential as primary
authentication and DUO MFA proxy for DUO PUSH as the secondary authentication. To achieve

this, the Wireshark tool was used to capture and analyze the network traffic.
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Results of A:

The analysis revealed that the proposed authentication mechanism is indeed secure even if
captured by Wireshark by Adversary(A). The proposed framework requires a two-step
authentication process to access the network, with the first step being the use of VPNc with {Idi,
PWi} as the primary authentication and Dph as the secondary authentication method. The second
step also uses {Idi, PWi} as primary authentication and Dph as secondary authentication in the
Windows login screen. This dual authentication approach enhances the security of the overall

system.

DUO Security employs the Sduo and CLduo to provide an extra layer of security for both local
logon and Remote Desktop Protocol (RDP) applications. When users attempt to log in to a
Windows system either locally or through RDP, the Sduo and CLduo comes into play. It integrates
with the authentication process and requires a Dph request as the second factor of authentication.
This means that after users enter their primary {Idi, PWi} credentials, they receive a notification
on their mobile devices prompting them to verify the login attempt. Only after successfully

completing this second authentication step can users gain access to the network and resources.

Similarly, when using OpenVPN, once users provide their {Idi, PWi} primary credentials and are
verified, the CLduo triggers a Dph request as the second factor of authentication. By approving
the push notification on their mobile devices, users validate their identities and establish a secure

connection to the Open VPN network.

In both cases, DUO Security's integration of the DUO proxy (Sduo and CLduo) with OpenVPN,
local and RDP applications strengthens the authentication process, protecting against unauthorized

access and reinforcing the principles of zero trust security.

Furthermore, the use of Ci created by the internal CA to validate the user logging in, as well as the

use of a Cs for the Sovpn for server validation. Additionally, the Diffie-Hellman parameter (DH)
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was set to 4096 bits in the OpenVPN, which provides a high level of security and makes it difficult

for attackers to crack the encryption keys. The data encryption algorithms chosen, namely AES-

256-GCM, are known for their high level of security and are widely used in secure communication

protocols. Finally, TLS 1.2 encryption is used to secure OpenVPN communication, which adds

another layer of security to the overall authentication mechanism.
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Figure 23 : Wireshark Capture of Encrypted User Password

From the traffic capture of Sduo using the Wireshark tool by A, as seen in Figure 23, we can

conclude that the username of the user is “peterparker” which is unencrypted but the password

“c47d6e02c32bdfob0f6ed744814a0483” is encrypted, thereby achieving secure multifactor

authentication based on Zero Trust as proposed in this Thesis.
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Results of B:

The analysis revealed that that in the unlikely case the Ui’s {Idi, PWi} credentials used for the
primary authentication are compromised, A needs to provide the second factor of authentication
Dph. Since the secondary authentication is handled by the Sduo and CLduo, the Dph request is
send to the registered Ui’s Mi which is further protected by the Mi’s internal security such as
security pin, password, or fingerprint. Thereby reducing the chance of compromising the two-

factor authentication, even if Ui’s Mi is stolen.

The proposed framework provides a secure and efficient solution for accessing enterprise network
resources using multi factor authentication based on the Zero Trust approach. By using a
combination of certificates, encryption algorithms, multifactor authentication, and continuous
monitoring, the proposed framework provides a high level of security and protection against

unauthorized access.
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Chapter 7: CONCLUSIONS AND FUTURE WORKS

7.1 CONCLUSION

The implementation of a Zero Trust Framework has become a critical need for organizations due
to the increase in remote working and the reliance on cloud computing and IoT devices. The
traditional perimeter-based security models have proven to be inadequate in protecting sensitive

data and services from unauthorized access.

The implementation of DUO MFA, Active Directory credentials, and digital certificates in
conjunction with OpenVPN and pfSense firewall has been instrumental in creating a Zero Trust
multifactor authenticated environment framework. This Thesis offers a comprehensive guide to
deploying the Zero Trust Framework in an enterprise environment, utilizing cutting-edge
technologies to tackle the security risks stemming from the blurry boundaries of corporate
networks. By minimizing the attack surface and relying only on authenticated and authorized
access instead of blind trust, the proposed framework enhances security while decreasing the

organization's exposure to potential cyberattacks.

The use of DUO MFA provides an extra layer of security by requiring users to provide two-
factor authentication before granting access to the network. The Active directory credentials help
to streamline the authentication process and grant access based on user roles and permissions. The
use of digital certificates further enhances security by ensuring that only authorized devices are

allowed access.

The proposed Zero Trust Framework (ZTF) in this Thesis goes beyond just theory and offers
practical implementation steps for organizations to adopt a more secure and efficient ZTF. What
sets this Thesis apart is that it focuses on implementing Zero Trust together with multifactor
authentication, which is crucial in today's cybersecurity landscape. Surprisingly, there are very few

papers that discuss implementing Zero Trust together with multifactor authentication. However,
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in this Thesis, we have not only proposed this model, but also implemented it in a virtual
environment and provided detailed steps on how to set up this proposed framework. By following
the steps outlined in this Thesis, organizations can effectively reduce their attack surface and

significantly improve their security posture, all while minimizing additional expenses.

Security analysis resulting in the capture and analysis of the network traffic showed that the
proposed Zero Trust MFA framework is secure against sniffing and password compromise attacks.
Further analysis of performance efficiency and user satisfaction provided valuable insights into
how the proposed framework achieves a balance between performance and security, while
maintaining a positive user experience. The dual authentication approach and encryption methods
provide a high level of security and protection against unauthorized access. The proposed

framework is an effective solution for organizations looking to enhance their security posture.

7.2 PROPOSED FUTURE WORK

In future research, there are a few areas that can be explored to enhance the implementation of the

Proposed Zero Trust MFA Framework:

Network Segmentation: Investigate and develop advanced techniques for network segmentation
to further strengthen the isolation of different network segments. This can involve exploring
software-defined networking (SDN) solutions and advanced firewall configurations to create

robust and fine-grained network boundaries.

Privileged Access Management (PAM) and Granular Access Control: Extend the Zero Trust
framework by incorporating effective Privileged Access Management mechanisms. Explore
methods to implement granular access control policies that enforce least privilege principles,

ensuring that users and systems have access only to the resources they require.
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By addressing these future areas of focus, the Thesis can contribute to the continuous improvement
and practical implementation of Zero Trust Framework in conjunction with multifactor

authentication, leading to stronger security postures and better protection against advanced threats.
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APPENDIX A

Set up the virtual environment by installing VirtualBox 7.0 for installing the virtual machines as

seen in Figure 24.

|

Y VirtualBox

7.0

VirtualBox Graphical User Interface
Version 7.0.8 r156879 (Qt5.15.2)
Copyright @ 2023 Oracle and/or its affiliates.

Close

Figure 24 : Virtual Environment Setup Using Virtual Box 7.0

1. Next download & install pfSense firewall [61] community edition 2.6 iso (pfSense-CE-2.6.0-
RELEASE-amd64.iso) in VirtualBox.

2. Two network adaptors are assigned for pfSense in VirtualBox.

2.1. WAN (em0) to communicate to the outside internet with IPv4 settings with dynamic IP

192.168.7.196/24.

2.2. LAN (eml) to communicate with the internal users with IPv4 settings with IP
10.1.1.1/24.Create a local area network with 10.1.1.0/24, with the firewall being assigned the

static IP 10.1.1.1 as seen from Figure 25.
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[ﬂ pfSense Firewall [Running] - Oracle VM VirtualBox —= O =

File Machine View Input Devices Help

Starting package OpenUPN Client Export Utility...done.
Starting package freeradius3...done.

pfSense 2.6 .9-RELEASE amd64 Mon Jan 31 19:57:53 UTC 2022
Bootup complete

"reeBSD-amdb4d (pf3Sense.home.arpal (ttyvd)
VirtualBox Virtual Machine — Netgate Device ID: 505a8Z29023405f4cf @cO
22 Lelcome to pfSense Z2.6 .09-RELEASE (amd64) on pf3ense ==

WAN (wan) —->» emd -» w4,DHCP4: 192.168.7.196-24
LaN (lan) -> eml -> wi: 10.1.1.1-24

@) Logout (SSH only) 91 pfTop

1) Assign Interfaces 19) Filter Logs

21 3et interface(s) IP address 11) Restart webConf igurator

3) Reset webConfigurator password 12) PHP =hell + pf3ense tools

4) Reset to factory defaults 13) Update from console

5) Reboot system 14) Enable Secure Shell (sshd)
61 Halt system 15) Restore recent configuration
7) Ping host 16) Hestart PHP-FPM

) 3hell

Enter an option:
&l &) iz e & =] & 53~ [&] right ctri

Figure 25 : pfSense Firewall Command line Console

3. Open the web browser and go to IP 10.1.1.1 to access the firewall web console as seen

from Figure 26.

< c A =//10.1.1.1
E sense_ System - Interfaces - Firewall - VPN - Status - Diagnostics - Help -
Shunrry eomon

Status / Dashboard B+

System Information 00 Netgate Services And Support (¥ =]
Name pa

Contract type
User
System VirtualBox Virtual ne
Regata Deics I: 8083025023408 Ac 00 NETGATE AND pfSense COMMUNITY SUPPORT RESOURCES
BlOS
If ha: y = firew m Net el d
S losse befe Frt Do 5508 Ifyou purchased your piSense g ewall appliance from Netgate and slecte
Community Support at the point r installed pfSense on your own
Version 2.6.0-RELEASE (amd64) nmunity support resources. This includes
I Assistance Center (TAC)
Ve're ahways onl Our team fed 24x7x365 and
erprise-class, worldwide support at a price point thatis
vhen compared to others in our space

CPU Type PU @ 2 60GHZ

es (inactive)

Hardware crypto

Kernel PTI Enabled
MDS Mitigation Inactive
Uptime 4 Hours 05 Minutes 50 Seconds
Current date/time Apr 4 10:27:18 UTG 2023
DNS server(s) =
1 Interfaces rO00
- 19216871 "
T WAN 4 1000baseT <full-duplex> 192.168.7.196
Last config change  Mon Apr 3 7:01:16 UTC 2023
S LAN 1 1000baseT <full-duplex> 10.1.11

State table size
0% (11/198000) Show states

Figure 26 : pfSense Firewall Web Console
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4. Next, we set up a Certification Authority (CA) “DEF Company CA” in pfSense as seen
from Figure 27.

System / Certificate Manager / CAs / Edit

CAm Certificates Cernficate Revocation

Create /J Edit CA

Descriptive name DEF Cormpany CA
MMethwod | Create an intcrnal Cortificate Authority ~
Trust Store Acd this Certificate AUThoTy 1o the Operating Systam Trust Store
VT enabled, The contents of The CA will be added 10 The Trust Store So That Th

Randomize Serial

& Fandorm SErial Mury

d, if this CA

Lifetime (days) 3650

Comumnon Name imemal-ca

The following cartificars auhority subject compoanents ars optional and may be|

Country Code Mar= —
State or Province
City
Crganizaticn

Organizational Unit

Figure 27 : Internal Certificate Authority in pfSense

4.1. We give a descriptive name for the CA, select internal CA, RSA key 4096 bits and SHA
256 as digest algorithm and click save.
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5.Create a server certificate to use with OpenVPN authentication server as seen in Figure 28.

System / Certificate Manager / Certificates / Edit
Cas Certifcates Certificais Revocation

AddSSign a New Certificate

Rcthwod Create an internal Certificate

Drescriptive name

Internal Certificate

DEF Company Server Certificate

Certificate authority DEF Company CA S
Key type RSA -y

Lifetime (days)

Commuon Mame

DEF Company Server Certificatd I

The following certificate subject components are optional and may be left blank

Figure 28 : DEF Company Server Certificate

6. Create user certificates to use for authentication, sample user — Administrator. Follow the same

process from step 5, as seen in Figure 29.

Elisense

COMMUNITY EDITICN

System / Certificate Manager / Certificates /v Edit

Cas Certificates Certificate Revocation
Method Create an internal Certificate et
Descriptive nanmme DEF_Administrator_Certificate
Certificate authority DEF Company CA e

ey type RSA e

4096 ~

T e T T e O TTE L ge
T v Length should no

igest Atgerstn, -

method used when th cate is signed.
The best practice is to use an al

rating a rew key, in b

i
8 or some

lower than =2

atforms may consider

m stronger than SHAT. Some platforms ma

Lifetime {(days)
tinre the signed T walid, © s

cates should n or some platforms m

Comrmon MNMame I DEF_Administrator_Certificate I

Figure 29 : DEF Company User Certificate
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7. Then go to System > User Manager > Authentication Servers and create an authentication

server “Radius Server DUO. Select the type as “RADIUS”, protocol as Password
Authentication Protocol (PAP), IP address of DUO Proxy Server 10.1.1.15, shared secret

generated in the NPS server and set ports 1812, 1813 for authentication and accounting

respectively as seen in Figure 30.

Users

Authentication Servers

Descriptive name

Type

RADIUS Server Settir

Protocol

Hostname or |IP address

Shared Secret

Services offered

Authentication port

Accounting port

Radius Server_DUO

RADIUS

authentication Timeout

RADIUS NAS IP Attribute

IF using an interactive two-F

System / User Manager/ Authentication Servers / Edit

Server Settings

Figure 30 : Setting up Radius Server for Authentication

8. To set up the firewall rules, go to Firewall > Rules > WAN. Select the action as “PASS”,

interface as “WAN”, address family as “IPv4”, protocol as “UDP”, source as “Any”,

destination as “WAN Address” and destination port as “1198”
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Firewall / Rules / Edit

Edit Firewall Rule

Action Pass -

Disabled
Interface WAN ol
T & TroIm win :'I!:J-I" us 2 matcn 5
Address Family IPv4 ~

The Source Port Range for a connection is typically random and almaost never equal to the destination port. In most cases t
ts default value, any
Destination ) Invert match W. adres ol Lrestinat v 5
Destination Port Range I (other e 1198 (other) v 1198 l
From Customn To Custom

Figure 31 : Configuring Firewall Rules

9. To setup the OpenVPN server [62] [39] go to VPN > OpenVPN > Servers, click add server.

9.1. Select the server mode as “Remote Access (SSL/TLS + User Auth).

9.2. Select the previously created authentication server “Radius Server DUO”.

9.3. Protocol — UDP on IPv4 only, interface “WAN” and port “1198”.

9.4. Select tick box “Use a TLS Key”.

9.5. Select the created Certification Authority “DEF Company CA” and server certificate “DEF

Company CA Server Certificate”.
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9.6. DH parameter Length — 4096 bit.

9.7. Data Encryption Algorithms: AES-256-GCM, AES-128-GCM and CHACHA20-POLY 1305.

9.8. Fallback Data Encryption Algorithms: AES-256-CBC (256 bit key, 128-bit block).

9.9. Auth Digest Algorithm: SHA256(256-bit).

9.10. Tick Client Certificate Key Usage Validation.

9.11. Set IPv4 tunnel network as 17.1.1.0/24 and tick redirect [Pv4 gateway.

9.12. In advanced configuration add “reneg-sec 07, to prevent the DUO MFA from asking to

reauthenticate after every 1 hour.

9.13. Enable UDP Fast I/O for fast UDP writes.

9.14. Select gateway creation as “IPv4 only”.
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VPN /S OpenVvVPMN / Servers S/ Edit

Serw Client Specific Owerrides et Export Shared Key Export

Description I PEF Company VPN Server - DUO Auth l
& description of this WPHN for sdr
Disabled [} Disable this sorver
dis hist
Unigue WPN ID Server 5 {owpnsS)
Server mode l Remote Access ( SSL/TLS + User Auth \l —
Backend for Active Directory NPS -

authentication Active Directory
Frec: Dorabc ag

Dewvice mode

Endpoint Configuration

Protocol UDP on IPv4 only -

Interface

Local port

Figure 32 : OpenVPN Server Setup Configuration Partl

Cryptographic Settings

TLS Configuration

ances security of an OpenVPN connection by requiring both parties to have a cemmon key before a peer can perform a TLS handshake
el packets without the proper key to be dropped, protecting the peers from attack or
Key does not have any ct on tunnel data

ATLS key enl

This layer of HMAC authentication allows control cha
unauthorized connections. The

TLS Key # -
# 2848 bit OpenVPN static key
%
————— BEGIN OpenVPN Static key ViI----- -
F76879d0e5584926a3a3ce@a793dfacd -

Paste the TLS key here.
This key is used to sign control channel packets with an HMAC signature for authentication when establishing the tunnel

TLS Key Usage Mode TLS Authentication ~
In Authentication mode ed only as HMAC authentication for 1
Encryption and Authentication mode also encrypts controi channel communication, providing more privacy and tra

control channel, protecting the peers from unauthorize
ic control channel obfuscation

TLS keydir direction Use default direction ~
The TLS Key
Both may be set to omit the direction, in which case the TLS Key

must be setto 1

rection must be set to complementary values on the client and server. For example, if the server is set to 0, the cl
vill be used bidirectionally.

Peer Certificate Authority ~
Peer Certificate No Certificate Revocation Lists defined. One may be created here: System > Cert. Manager

Revocation list

OCSP Check () Check client certificates with OCSP

DEF Company CA Server Certifcate (Server: Yes, CA: DEF Company | ~

DH Parameter Length 4096 bit o

Diffie-Hellman (DH) parameter set used for key exchange. @

ECDH Curve Use Default =

e

The Elliptic Curve to use for key excl e
sed by default when the server uses an ECDSA certificate. Otherwise, secp384r1 is used as a fal

The curve from the server certificate

Data Encryption Enable Data Encryption Negotiation

Negotiation 15 pption allows OpenVPN clients and servers to negotiate a ¢
selected in the Data Encryption Algorithms list below. Disabling thi

patible set of acceptable cn
feature is deprecated.

ographic data encryption algorithms from those

Figure 33 : OpenVPN Server Setup Configuration Part2
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Data Encryption AES-128-CBC (128 bit key, 128 bit block) A AES-256-GCM 3

perimalon AES-128-CFB (128 bit key, 128 bit block) AES-128-GCM
gorms AES-128-CFB1 (128 bit key, 128 bit block) CHACHA20-POLY 1305
3
AES-128-CFBS (128 bit key, 128 bit block)
AES-128-GCM (128 bit key, 128 bit block)
AES-128-OFB (128 bit key. 128 bit block)
AES-192-CBC (192 bit key. 128 bit block)
AES-192-CFE (192 bit key, 128 bit block)
FB1 (192 bit key, 128 bit block}
FES (192 bit key, 128 bit block} T >
Allowed Data Encryption Algo an algorithm name to remove
rom the list it from
The order of the selected Data Encryption Algorithms is respected by OpenVEN. This list |s ignored in Shared Key mode. @
Fallback Data Eneryption AES-256-CBC (256 bit key, 128 bit block) ~
Algorithm: The Fallback Data Encryption Algorithm ushd for data channel packe that do not support data encryption algo
negotiation (e.g. Shared Key). This algorithn is automatically included s list
Auth digest algorithm SHA256 (256-bit) b
The algorithm used 1o authenticale data channel packets, and control channel packets If 2 TLS Key is present
When an AEAD Encryption Algor ode is used, such as AES-GCM, this digest is used for the control channel only, not the data channel
T server and all clients must have the same setting. While SHA1 the de VPN, this algorithm is ins ‘e
Hardware Crypto No Hardware Crypto Acceleration ~
Certificate Depth One (Client+Server) ~
When a certificate-based cl with interr ate CAs
generated from the same C
Strict User-CN Matching ) Enforce match
When authenticating users Jenfor: s match between the common name of the client certificate and the username given at login.
Client Certificate Key Enforce key usage
Usage Validati Verify that only hosts with a client certificate can connect (EKU: "TLS Web Client Authentication’

nd client hosts
virtual interface. The remaining

e addresses will be assigned to connecting ¢

Figure 34 : OpenVPN Server Setup Configuration Part3

Advanced Config

Custom options

#
Enter any additional options to add 1
EXAMPLE: push "route 10.0.0.0 255

arver configuration here, separated by semicolon

Username as Common ] Use the authenticated client username instead of the centificate commeon name (CN)
Name When a
such as

er authenticates, if this option is enabled then the usermname of the client will be used in place of the certificate common name for purposes
etermining Client Spec Overrides

UDP Fast I/O Use fast I/0 operations with UDP writes to tun/tap. Experimental

Opti
bandwidth limiting

izes the pacl ency by 5% to 10%. Not compatible with all platfor

and not compatible with OpenVPN

Exit Notify Reconnect to this server / Retry once ~

Send an explicit exit notification to co
for a timeout. In SSL/TLS Server modes, clien

mode and in SSL/TLS mode

ected

nts/peers when restarting or shutting down, so they may immediately disconnect rather than
may be directed to reconnect or use the next server. This option is ignored in Peer-to-Peer Shared Ke
k as it will cause the server to exit and not restart

h a blank or /30 tunne! ne

Send/Receive Buffer Default b
Configure a Send and Receive Buffer size for OpenVPN. The default buffer size can be too small in many cases, depending on hardw:
uplink speeds. Finding the best buffer size can take some experimentation. To test the best value
values

re and network
or @ site, start at 512KiB and test higher and lo

Gateway creation O Both IPv6 only

If you assign a virtual interface to this OpenVPN server, this setting controls which gateway types will be created. The default setting is ‘both’

Verbosity level default o
Each level shows all info from the previous levels. Lev ed for a go smmary of what's happening without being swamped by
output
None: C fatal errors

Default through 4: Normal usage range

S: Output R and W characters to the console for each packet read and write. Uppercase is used for TCE/UDP packets and lowercase is used for
TUN/TA
6-11: Deb

ckets

info range

Figure 35 : OpenVPN Server Setup Configuration Part4
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10. Then go to System > Package Manager > Available Packages, search and install “openvpn-

client-export” utility. Go to VPN > OpenVPN > Client Export as seen in Figure 36.

10.1. Select Remote Access server “DEF Company VPN Server — DUO Auth UDP4:1198”

10.2. Host Name Resolution — Interface IP Address.

&« C A Netsecure | hitps//10.1.1.1/vpn_openvpn_export.php

Server Cllent  Client Specific Overrides Wizards  CliemtExport  Shared Key Expont

Hast Name Resolution

Verify Server CN

Block Outside DNS.

Legacy Client clie
eck hi porter from p i o ¢
Silent Installer installer for unattended deploy.
nded deploy; installer must be run with elevated permissions. Since this installer is not signed, you may
Bind Mode Do natbi v
Open e defauft OpenVPN port (1184), two clients may not run concurrently.
Certificate Export Options
PKCS#11 Certificate Use PKCS#11 storage device (cryptographic token, HSM, smart card) instesd of iocal files
Storage
Microsoft Certificate Use Microsaf Certificate Storage instead of local files
Storage:
Password Protect Use 2 password to protect the pkes12 file contents or key In Viscasity bundie.
Certificate

Proxy Options

Use A Proxy Use proxy to communicate with the OpenVPN server,

Figure 36 : OpenVPN Client Export Utility

10.3. Download the OpenVPN Connect application and config file for the individual user depending
on the client OS. After installing the client app, import the config file to use the VPN as seen in
Figure 37.
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< C A Not secure | hitpsy//10.1.1.1/vpn_openvpn_export.php

7

Search term

OpenVPN Clients

User Export

Centficate with Extemal Auth DEF_Test User_Centificate - Iniine Configurations:

) e

- Bundled Configurations

nws nstaller (2.5 &-4x04)

Certificate with External Auth DEF_JohnyDepp_Certificate

:

Em
o lions:

3]

- Cusrent Windows Installer (2.5 8-1x04)

- Legacy Windaws Installers (2.4.12:x01)

S

Only OpenVPH-compatible User c: e shown

f 3 client is missing from the list it is likely due 103 GA mismatch between the OpenyPN server instance and the client certificate, the client certificats does nat exist on this
firewal, 0¢ 3 User Certificate s not assOCiated With 2 user when iocal database authentication is enabled

OpenVPN 2.4 8+ requires Windows 7 or later

Figure 37 : OpenVPN Client Download

11. Then open the OpenVPN client, provide the credentials and submit to logon to the network.
The DUO mobile client will send the DUO PUSH prompt to the assigned mobile device as the

second factor authentication step to authenticate the user’s credentials as seen in Figure 38 and

permit login.

&0 OpenVPN Caonnection (pfSense-UDP4-1198-DEF_Administratar_Certificate-confic = —
Current State: Connecting

Sat May 27 11:42:09 2023 OpenVWPMN 258 [gitnone/0357ceb877687faa] Windows-MSWVC [SSL (OpenSSL)] [LZO] [LZ4] [F
Sat May 27 11:42:09 2023 Windows version 10.0 \Windows 10 or greater) 64bit

Sat May 27 11:42:02 2023 library versions: Open35SL 1.1.1s 1 Mov 2022, LZ0 210

'.’f‘l pfSense-UDP4-1198-DEF_Administ... >

Username: |Admin|strator |

Fassword: ||| ||

[N save password

OK Cancel

CQpenVPMN GUI11.31.00/258

Disconnect Reconnect

Hide

Figure 38 : OpenVPN Client Login Prompt
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12. Then open remote desktop application, provide the IP to the DEF Administrator account,

provide the credentials and authenticate using DUO MFA as seen in Figure 39.

& Remote Desktop Connection i *.

Remote Desktop
»¢ Connection

Computer: | o

User name: DESKTOP-MRP14ELNAdministrator

You will be asked for credentials when you connect.

= Show Options Help

Figure 39 : RDP Connection Initiation

Windows Security >

Enter your credentials

These credentials will be used to connect to 10.1.1.12.

Administrator

DESKTOP-NRP14EU\Administrator

E] Remember me it

More choices

OK Cancel

Figure 40 : Providing RDP Connection Credentials
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13. Next, we set up Microsoft Windows Active Directory [63] by installing Windows Server [64]
[65] 2019 as seen in Figure 41.

Figure 41 : Setting Up Active Directory in Server 2019

14. After opening the server manager as Administrator, select add roles and install Active
Directory Domain Services to set up active directory. Then add this server as domain [66]

controller as seen in Figure 42.

15. Then set up the DNS services [47] by creating the domain “DEFCOMPANY.COM” & assign
static IP 10.1.1.12.

i Serves Manager - 8 X

7\ .
(€)= Server Manager * Local Server

_ § PROPERTIES
I Dashboard I For WIN- 10VSGEASSEL

i Al Servers

f§l ADDs

& 0N

B Fleand Storage Services b
s

1 npas

@ Remote Desktop Services b

Figure 42 : Setting Up DNS in Active Directory
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16. Next to setup active directory users, open Active Directory Users and Computers. Add users

and provide the necessary permissions as seen in Figure 43.

16.1. Created the following Active Directory users as seen in Table 6.

Table 6 : Created Active Directory Users List

Name Of Account Purpose

Administrator Admin Account

CaptainAmerica User Account
DEF Test

DEF TrueNas Shared Acc

User Account

Shared Account For NAS

User Account

Admin Account For NAS

JohnyDepp
NAS Admin

Service Acc Service Account for MFA Authentication Proxy

Tony Stark User Account

Peter Parker User Account

. Active Directory Users and Computers = o ®
file Action View Help
e AM /O0XDez BmTaards

o [ Users [ Name Type Description

2, Administrator
f2, Allowed RODC Password Replication
2 ceptainamerica
82, Cert Publishers

82, DEF_TrueMas_Shared_Acc

2, Denied RODC Password Replicstion
H2 DnsAdmins

82, DnsUpdateProxy

82, Domain Admins

42, Read-only Domain Controllers

8, Administrator
BB, Allowed RODC Passward Replication Group
& coptainamesica

B, DEF_TrueNas_Shared_Acc

| B, Denied RODC Password Replication Greup
B, Dnsadmins
B, DnsUpdateProxy

B2, RAS and 145 Servers

User

Security Group -

User

Security Group -
Security Group -
Security Group -
Security Group -

Security Group -

Damain Local

Global
Dermain Local
Domain Local
Global

Demain Local

Built-in P
Members in this group can have their passwords replicated to allr..
Manager

H2, Clonesble Domain Cantrollers 88 Cert Publishers Security Group - Domain Local Members of this group are permitted to publish certificates to the.
% Claneable Domain Controllers Security Group - Global Members of this group that are domain controlless may be cloned
2, DEF Test hais gLy ¥

il &, 06F Test User

Mermbers in this group csnnet have their passwords rephested te ..
DN5 Administrators Group
DNS elients who are permitted to perfarm dynamic updates on b..

2, Domain Computers 8, Domain Adming Security Group - Global Detignated sdminictrstors of the domain

2, Domain Controllers 2, Domain Computers Security Group - Global All workstations and servers joined to the domain

82, Domain Guests 8, Domain Controliers Security Group - Global All domain controllers in the domain

82, Domain Users B2 Domain Guests Security Group - Global All domain guests

52, Enterprise Admins 2 Domain Users Security Group - Global All domain users

2, Enterprize Key Admins B Enterprise Admins Secutity Group - Universal Designated administrators of the enterprise

E2, Enterprise Read-only Domain Contr || &8 tnterprise Key Admins Security Group - Universal Members of this group can perform administrative actions on key..
8, Group Policy Creator Owners BB, Enterprise Read- only Domain Controllers Security Group - Universal Members of this group are Read-Only Domain Controllers in the .

;' ”‘;‘"‘d 8 Group Palicy Creator Owners Security Group - Global Memers in this group can modify group policy for the domain

. & ”Kd:::s R Guest User Builtin account for guest access to the computer/domain

:"' h:"gl &, johnydepp User Accounts

& NS Adrin Key Admins Security Group - Global Members of this group can perform administrative actions on key...
8, Protected Users 2, ubtgt User Key Distribution Center Service Account

82, RAS ancl IAG Servers B, NAS Admin i

S ROP Users 2 Protected Users Security Group - Global Members of this group are afforded additional protections agains...

Servers in this group can access remote access properties of users

2, Schema Admins B ROP User: Security Group - Global
£, Servicedce £ Read-orly Demain Controllers Security Group - Global Members of this group are Read-Only Demain Controllers in the .
2 tonystark B2, 5chema Adrmins Security Group - Universal Designated administrators of the schema
NTDS Quotss | B servicence User
TPM Devices B, tonystark User Soles
< >

Figure 43 : Active Directory Users
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16.2. Created a group called VPN users and added the users who are allowed access to the network

through VPN as seen in Figure 44.

WPM Users Properties s =

Oihject Security Attribute Editor

Seneral Members Member OF Managed By

Members:

Mame Active Directory Domain Services Folder

E;, Administrator defcompany .com.sUsers

35. captainamerca defcompany.comsllsers

3_}. DEF_Test defcompany .com.sLUsers

3_3, jchrmydepp defcompany .com./Users
MAS Admin defcompany.com.sLsers

E, tonystark defcompany .com.sUsers

Figure 44 : VPN Users Group

17. Setup Network Policy Server [67] for Authenticating the users against the AD database as seen
in Figure 45. Configure the pfSense firewall with IP 10.1.1.1 as the radius client & generate a

shared secret to be shared with the authentication server as seen in Figure 46.

@ Network Policy Server = O X
File Action View Help
e 77 HE

@ NPS (Local) RADIUS Clients

v || RADIUS Clients and Servers

3 RADIUS Clients i' RADIUS clients allow you to specify the network access servers, that provide access to your network.
5_5{ Remote RADIUS Server 4

5[ Policies

l-E] Accounting Friendly Name IP Address  Device Manufacturer  Status

My Templates Management 0 pfsense fiewall radius cient 10111 RADIUS Standard ~ Enabled

Figure 45 : Network Policy Server
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pfsense firewall radius client Properties >

Settings Advanced
Enable this RADIUS client

Select an existing template

MName and Address
Friendly name:
[lpfsense firewall radius client | |

Address (IP or DMNSk: B
[Fo7] || Wenfyw...
Shared Secret

Select an existing Shared Secrets template:

[rMone

To manually type a shared secret, click Manual . To automatically generate a shared
secret, click Generate. You must configure the RADIUS client with the same shared
secret entered hers. Shared secrets are case-sensitive.

@ Manual O Generate
Shared secret:

Conrfimrm shared secret:

= e =w

Figure 46 : pfSense Radius Client Configurations

18. Set up a network policy allowing only users from the group “VPN Users” to be authenticated

& allowed access to the network as seen in Figure 47.

@ MNetwork Policy Server

File Action View Help
= | 2w He

€ NPS (Local) Network Policies
w [ 7] RADIUS Clients and Servers,
a RADIUS Clients [ Metwork policies allow you to designate who is authorized to connect to the network and the circumstances under which they can or
= ot ect.
35 Remote RADIUS Server =t

v J_é._r Policies
Connection Request Po|| Policy Name Status Processing Order  Access Type  Source

I
O
X

;ﬂﬂllow From pfSense firewall Enabled 1 Grant Access  Unspecified

o ,[_"{ﬁ— RDG Marker Policy {335F7B54-FCES-4f55-AEBF-DF3327A44068) — Enabled 2 Deny Access  Remate Desktop G...
» Ml Templates Management ll'_'_dConnections to other access servers Enabled 599535 Grant Access  Unspecified
i.ﬂ&mnedions to Microsoft Routing and Remote Access server Enabled 1000000 Dery Access  Unspecified

~

Conditions - i the following conditions are met:

Condtion Value

Settings - Then the following settings are applied:

Setting Value

Figure 47 : Setting up Network Policy for VPN Users Group
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19. Setting up User Workstation as seen in Figure 48.

19.1. Download and install Windows 10 Pro .

19.2. After setting up the machine, join the machine to the company domain

DEFCOMPANY.COM and login as a registered AD user (e.g., user - Johny Depp).

DEF Userworkstan

Falc Mot vices  Holp

1 Oracic VM VirtalBox — [

Johny Depp
ETT |

) G Do il o =) il £3]  [2] righL cul

Figure 48 : User Workstation Windows Login Screen

Settings
G Heme Your info
I Bt et =) I ¥ou need to activate Windows before you can personalize your PC.
Activate Windows now.
Accoun ts
Il 2= vourinfo
= Email & accounts

), Sign-in options

E=3  Access work or school

<= Sync your settings JOHNY DEPP

DEFCOMPANY\johnydepp

Create your picture

é@ “amera

Ijﬂ Browse for one

g 2 Type here to search

Figure 49 : User Workstation Connected to Company Domain
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20. Setting up DUO MFA Authentication Proxy for Multifactor Authentication [68]. Install
windows server 2019 in the same manner as the Active Directory and then install DUO

authentication proxy client in the server with admin privileges.

21. Then login to DUO admin account using the link https://admin.duosecurity.com/ and setup

DUO account [69] as seen in Figure 50.

l&q;@.

Admin Login

Enter your admin credentials

Email address

Imathewsalappat@gma:I,com I

Sawve my email address for next time
Mot recommended Tor public or shared computers

Confinue

Want to protect your organization with Duo? Start a free trial

Figure 50 : DUO Admin Login Prompt
21.1.  Go to applications menu, select protect an application “RADIUS”, this will generate the

integration key, secret key, and API hostname as seen in Figure 51, to be included in the

proxy’s configuration file.
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D: 1246-6222-91 Mathews A

-' e a arch for use N t ° DEF Company

Dashboard

Dashboard > Agplications >

RADIUS

See the RADIUS

Device Insight

Remave Applicatian

Policies

cf 1o integrate Duo into your RADIUS-enabled platform
Applications

Details
Single Sign-On
Users Integration key Copy
Groups .
Secret key Cop
Endpoints
shase i wilh anyone
2FA Devices
Administrators APl hostname apl-4a4dy,
Trust Monitor
Reports
Policy
Seltings
Palicy defines when and how users will authenticate when accessing this application. Your global policy always applies, but you can override its rules with custom policies

Figure 51 : DUO Admin Web Console

22. After installing the proxy client in Step 20, navigate to C:\Program Files (x86)\Duo Security

Authentication Proxy\conf\authproxy.cfg to edit the proxy file as seen in Figure 52.

authpromsxy: - Motepad — — e

File Edit Format View Help
Complete documentation about the Duo Auth Proxy can be found here: -~

> https:ssduoc.comsdocs sauthproxxy reference

: MOTE: After any changes are made to this file the Duo Authentication Prosxy
> must be restarted for those changes to take effect.

3 MATMN: Include this section to specify global configuration options.

3 Reference: https://duoc.com/docs/authproxy_ referencef#fmain-section

s [mainl

; CLIENTS: Include ome or more of the following configuration sectioms.
3 To configure more thamn one client configuration of the same type, append a
: mumber to the section mame (e.g. [ad_cliemt2])

[ad_<client]
host—16_1_1_12

service_ account_username—service_acc

service _account_password=Service@l23
search_dn—=DC—defcompany , DC—com

security group_dn—=CHN=VPHN Users,DC—defcompany B DC—com

[radius_client]

3 host—l@.1.1.12

3 secret—gIld<olWTifEthbivGtvIAs3KaPHLBEWNamAkeD4AIbPoIDYWAdtme %N diwd 6ty ywqCF
[duo _only client]

; SERWERS: Include one or more of the following configuration sectioms.

5 To configure more tham one serwver configurationm of the same type, append a
> number to the section mame (e.g. radius_serwver_autol, radius_serwver_auto2)

[radius_server_auto]
dikey—DIPGBASWWLAGI TMOBHZZ

skey=1dWNY FF9elvaObull E@=GbixQaA0DF2walaZKWrl=

api_host—api-4addf253  duosecurity . com

radius_ip 1—3&_1_31 .73
radius_secret_l—gIdxolWTifErthbivetvwIAs3IKaPHLBbVWNamAksDalbP ol DY Wdtmp ~3Endie I 6t qC+
Failmode—safe

client—ad_client

port—l1812

W indowes (CRLE) Ln 20, Col 37 1003

Figure 52 : DUO Proxy Configuration File
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23. Launch the DUO Authentication Proxy Manager and start the proxy as seen in Figure 53.

=] Duo Authentication Proxy Manager — a x

® Authentication Proxy is running Uptime: 011659 Version: 5.8.0

Validation passed
Configuration has passed validation and is ready to be saved

Configure: authproxy.cfg Output

Juo Auth Proxy can be found herej
ERTEnCe Running The Duo Authentication Proxy Connectivity Tool. This may take
several minutes...
[info] Testing section 'ad client' with configuration:
[info] {'host': '10.1.1.12',
*search_dn': 'DC=defcompany,DC=com",
'security group_dn': "CN=VPN User defcompany, DC=com’,
'service account_password': "ok

NOTE: After any changes is file the Duo Authenticatj
must be restarted for t to take effect.

Include cif onfiguration option

ht 0 ce#main-section

ervice account_username 'service acc'}

Testing section 'duo_only client' with configuration:

i i
To configure more than ene client {

: number to the section name (e.g. [ad

5 |
‘ Save Learn how to configure the Authentication Proxy

Figure 53 : DUO Authentication Proxy Manager Console

24. Go to the DUO admin portal, click users to add new users [70] as seen in Figure 54. Provide
email and phone number for verification and enable 2FA. Download the DUO mobile app and
add the registered user by clicking on the enrollment [71] received from DUO. DUO will
request a push notification as a secondary authentication method when the user tries to login

to the network through the VPN after providing the AD credentials.
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Dashboard > Usars > jehnydepp

johnydepp Logs | SenaDuaPush | [ SendioTrash
Username lohnycepp
Username aliases Usernams afias 1 = L

Endpoints
Full name
2FA Devices

Administrators

Trust Monitor e

Reports

Settings status ®

e rfutti-factor authantication (defaul)

Billing

Figure 54 : Adding a new DUO User

25. To enable location-based access, create a policy “Location Based User Access Policy”, in
which access from UAE is allowed with 2FA and access is denied for all other countries as

seen in Figure 55.
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Edit Policy

Duo's default policy settings are more secure!
There are new, more secure defaults available to help you protect your applications and users. None of your existing
policies have been changed. If you add new custom policy sections, they will have the new defaults.

Learn about more defaults released in Dec 2022 and Jan 2023 4

This policy applies to 6 applications: Microsoft RDP, Microsoft RDP 1, Microsoft RDP 2, Microsoft RDP 3, Microsoft RDP 4, RADIUS

»

Learn more about policies 4§

User location

Policy name
Location Based User
Duo will do a country lookup on the host IP address and can apply actions based on the
country.
Users o
New User policy i
*x )
Authentication policy United Arab Emirates - Require 2FA ~ AP
User location
All other countries Deny access b

Figure 55 : Location Based Access Policy

26. Create a “UAE Group” and select users who are allowed to access from the UAE. Will deny

access to all other users not in this group as seen in Figure 56.

Dashboard » Groups » UAE Group

UAE Group

Looking for group policy ™
You can now apply specific policies to certain groups. This configuration lives on the applicatidg

Details

Group name |I UAE Group |

Descripfion

I User Logins From Inside UAE

- Active

Reguire two-factor authentication {defauit)

Status

Figure 56 : DUO User Group Creation

109



27. Add users to the created group to grant or deny access based on the location policy. Then in

the corresponding user’s account select the newly created group as seen in Figure 57.

Users
Q.
Username A~ Name o Status Last Login (+04) <
administrator Active VEZYA Y OYT e VY [ﬁ‘
duo proxy server Active VLTV ToTT e TV Ef
johnydepp Active VAITE Yo ¥ e Ve [}
peterparker Active VEIVATTT e T o}

Figure 57 : Adding Users to DUO Group

administrator LR | e DR
Username admmstrator
Username aliases Username alias 1 1 -]

administrator@defcompany.com

Full name
Email mathe Dﬁféjmﬂ\ com
2 d! ation 0! o
osess
Groups » | UAE Group

Figure 58 : Adding the Group to the User's Account
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28. Then go to applications and select RADIUS. Select and apply the group policy. In the default
global policy all users from UAE are allowed access and users from all other countries is denied
access. Figure 59 shows the integration details for protecting the RADIUS application in DUO.
By going to the Authentication logs menu, all the access granted and access denied logins can

be seen, as shown in Figure 60.

-.l-' o Search for users, groups, applications, or devices @ DEF Company | ID: 1246622291 Mathews A ~

Dashboard
Dashboard > Applications > RADIUS
Device Insight
DIUS Authentication Log |  [i] Remeove Application
Policies

See the RADIUS documentation 7 to integrate Duo into your RADIUS-enabled platform

Applications

Protect an Application

i et Secret Key
: : Details e

Single Sign-On
Users Integration key DIPGB4SWWILAGJTMOBHZZ | Copy ‘
Groups .

Secretkey || seeeeeeeeesennnn Vriz | Copy j
Endpaints

Do o et key or stfare it w yone

2FA Devices
Administrators API hestname api-4a4df253.duosecurity.com | Copy ‘

S b A b

Figure 59 : Protecting RADIUS Application in DUO

[ Y | 3 o
—4 = Q. Search for users, groups, appiications, or devices € DEF Company | 1D 1246-6222.91 Mathews A ~
Dashboard
Dsshbosrd > Authentication Log Eipesiiis
Device Insight . .
Authentication Log
Policies
> Last 24 hours 'Y No filters applied
Applications
Single Sign-On
7 Authentications
Users.
Shown st every 15 minutes
Groups
Endpoints . I
2FA Devices a Ill m
Administrators : e N N ) e
Trusted Endpoints
Trust Monitor
Showing 1-7 of 7 items Shumng‘ 25 - |u
Reports
Authentication Log Timestams (8%:20:04) W Resut User ; Trustmzssszment @ Access Device Authanticstion Mathod
WIN-10V5GBAGSBL
+ Granted strator 4 4 > Duo Push
S hpmy| ArmOCED) MicrosoR REE: Location Unknown Dubai, DU, United Arab Emirates
WIN-1BKQAKTDARH
Vervvzan ~ Granted iR Whcros e > Duo Push
e i it Gl R L L SRR Logation Unknown Dubai, DU, United Arab Emirates
s % Denied SR R TiL] L,ﬂcatmﬂ unknown > Duo Fusl: )
I Prompt Prograss - No response pac Location Unknown

Figure 60 : DUO Login Authentication Report

111



29. To configure MFA for windows logon using DUO MFA, install the DUO MFA client on the

windows device.

29.1. In the DUO admin portal, go to applications. Click protect an application and select

“Microsoft-RDP” and select protect as seen in Figure 61.

-I|I‘ I ————_ @ DEFCompany | 1D 1246622291 MathewsA

Dashboard

Dashboard » Agplications > Protect an Application

Device Insight

Protect an Application

Policies
Applications red
Profect an Application

Application Protection Type
Single Sign-On PP e
Users

='-" Microsoft RDP 2FA Documentation Protect

Groups

Figure 61 : Protect RDP Application with DUO 2FA

29.2.  Save the integration, secret keys and API hostname to add in the DUO MFA windows

client application as seen in Figure 62.

< C @ admin-4a4df253.duosecurity.com/applications/DIKRTSHGVEDPVTGKRP2
| B & Search for users, groups, applications,or devices @ DEF Company | D fz4ce202.01  MatnewsA v

Dashboard

Devcs o Successfully added Microsoft RDP 1o protected applications. Add another

Dashboard > Applications > Microsoft RDP 1

Microsoft RDP 1 Autnentication Log | [i] Remove Application

See lite RDP documentation 07 (0 inlegrate Duv into your Miciosofl RDP deploymert

Reset Secret Key

Details

Endpoints Intogration key DIKRTSHGVSDPVT3GKRP2 ‘ Copy ‘

2FA Devices

) Secret key ‘ Copy ‘
Administrators
_ twith

Trust Monitor
aormostrame [ oo |
Policy
Pulicy de i oW users will aulhenlicale when accessing s applicalion. Your global pulicy aiways applies, bul you can overiide is iules with ol

Group policies. Apply a policy to groups of uscrs

Figure 62 : Secret Credentials for Microsoft RDP1 App
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29.3.

Go to DUO RDP documentation page, download, and install the DUO MFA windows
client application [72] as seen in Figure 63. Fill in the secret credentials to complete the

installation as seen in Figure 64.

@ duo.com/docs/idp#first-steps

BUES o

Suppart Duo Documentation Re

Contents

Log In 1o the Duo Adimin Pansl and navigalts to Applications

indow
the entry for Micresoft RDP in the applications st T
ntegration Key. secret key, and API hostname
s fOr more information about protecting appi
tication for ng the New Lis ryour Microsof ROP appbication to Deny Access, as no unenroise

Downioad thel Dus Authentication for Windows Logorfinstaller package View checksums for Duo downloads here

sructions

Figure 63 : Downloading DUO Windows Login App

ﬁ Duo Authentication for Windows Logon x84 - InstallShield Wizard

>
Duo Connmectivity Check - ‘

Please enter the hostname for your integration to verify conmectvity

API Hostname:
lapi—4a4df253.duosecurity.com

ame can be found in the Duo Admin Panel under Applications, configure or
select a Microsoft RDP application.

[] Configure manual proxy for Duo traffic (Uses System settings if unspecified)

Proxy Host: I

Proxy Port: I

Werified your environment can successfully connect to Duo -
installaton can proceed!

InstaliShield —

<oak [ mews ]| cance

Figure 64 : Installing DUO Windows Login App

113



29.4. After the installation, sign-out of the account. When logging back in, after providing the

username and password as seen in Figure 65, DUO MFA will ask for DUO multifactor
authentication for the login as seen in Figure 66.

[l Der_UserWorkstation (DEF_Uservi
File Machin

Snapshot 1) [Running] - Oracle VM VirtualBo»

Johny Depp

ST

Figure 65 : Windows User Login

i DEF_Userworkstation (DEF_UserWorkstation Snapshot 1) [Running] - Oracle VM VirtualBox
File Machine View Input Devices Help

Device:  Android (+XXX XX XXX 9958)

Choose an authentication method

Duo Push
@ Phone Call

Passcode

Figure 66 : DUO 2FA PUSH Request for Windows Login
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30. To setup a file sharing server [73] in the company domain, download and install True NAS

Core 13.0.

30.1. Assign static IP 10.1.1.19 for accessing the file server through the web browser as seen in

Figure 67 and configure the DNS by setting the IP of the DNS server as 10.1.1.12 in

windows network settings.

30.2. Then go to the browser and open the IP 10.1.1.19 to access the TrueNAS console as seen

in Figure 68 which is secured using the admin credentials and MFA authentication

using DUO MFA.

3 C A Notsecurs | 10,1.1.19/ui/sassions/signin
& TrueNAS

Usemame *

ﬂ Password *

L5 Two-ractor Authentication Code *

Figure 67 : TrueNAS Core Login Prompt
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C A Notseare

% Accounts

System

Tasks

Network

= Storage

ADBeEd» i# B O

30.3.

Directory Services

Sharing

rvices

Plugins

Jails

Reporting

10.1.1.19/ui/dashboard

TrueNAS

>

Pool

NAS Pool

Total Disks : 1 (data)

Pool Status:  ONLINE &

Virtual Machines

Disks w/Errors: 0 @

UsedSpace:  21% @

Display System Processes

H € B &

After accessing the TrueNAS portal, to link the True NAS server with the Active Directory

go to Directory Services > Active Directory. Give the domain name, create an AD account

9

System Information
Overview
Platform: Generic

2%

Avg Usage

Version: TrueNAS-13.0-U3.1
HostName: truenas.local

Uptime: 4 minutes as of 12:51 Stats Per Thread

&« m Interface

Overview
Path: /mnt/NAS Pool 0
Available Space: 38.07 Mig

LINK STATE UP &,

In: 0.03KiB/s
Out: 0.08 KiB/s

Data: 1vdev

Caches: 0

spares: 0

Threads: 1 threads
Highest Usage: 2% (Thread #0)
Hottest: Data not provided

Usage

&
Overview
Media Type: Ethemet
Media Subtype: 1000baseT
1P Addresses: 10.1.1.19/24

VLANS: 0

o2 % O & :
8 a2 & O

TrueNAS CORE® © 2022 -

Memory

1 9 GiB

total available

Free: 0.2 GiB
2ZFS Cache: 0.1 GiB

® Services: 1.6 GiB

TrueNAS Help

E The is a collaborative website
with helpful guides and information about your new storage.
sys

are the best place to ask
ions and interact with fellow TrueNAS users.

You can join the
latest developments.

for monthly updates and

Figure 68 : TrueNAS Web Console Dashboard

“NAS Admin” with privileges to interact with TrueNAS server as seen in Figure 69.

Domain Credentials

08 2 2 0

TrueNAS CORE® © 2022

Figure 69 : Joining TrueNAS to Active Directory
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30.4. Go to System > NTP Servers to add an NTP server to sync the time properly when 2FA is
enabled, to avoid failed logons due to time mismatch between the TrueNAS server and

DUO MFA proxy server at the time of logon as seen in Figure 70.

OWsystens 0B 2 B O

TrueNAS CORE® © 2022 -

B Dashboard

25 Accounts

NTP Servers Q Filter NTP Servers

General
“ Address 1Burst Prefer Min. Poll Max. Poll

0.fresbsd pool.ntp.org 6

Boot
1.freebsd pool.ntp.org 6

Advanced
2 fresbsd pool.ntp.org 6

Emal
ae.pool.ntp.org

System Dataset
poolnip.org

Reparting
1-50f5

Alert Services

Figure 70 : Setting Up NTP Server

30.5. Create a group “DEF TrueNas Shared Acc” both in Active Directory and True NAS
server to add users who will be allowed to access the shared folder in True NAS. The AD

users are only added to the group in the active directory as seen in Figure 71.

@sysems € OB A & O

TrueNAS CORE® © 2022 -
B root
ruznas local

Dashboard Groups Q Filter Groups cowmns v A I

Group Builtin Permit Sudo

DEF_TrueNas_Shared_Acc no no

Samba Authentication: ~true

A% MEMBERS ' EDIT  j DELETE

Figure 71 : Creating a Shared Group in TrueNAS
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30.6. Under Storage > Disks menu we can see the disk “ad0” (8GB) where the True NAS OS is
installed and disk “ad1” (2.1GB) the storage disk which is utilized for the shared network

storage as seen in Figure 72.

Osysters C OB & &0

TrueNAS CORE® © 2022 -
firoot

fruenas.Jocal

Dashboard

Q Filter Disks COLUMNS ~

Accounts

Serial Disk Size Pool
System

VB2270f1bF0d48b603 8GiB bootpool
Tasks

VBd3bbe9z3-1593add 21GB NAS Pool

Figure 72 : TrueNAS Storage Disks Menu

30.7.  Under Storage > Pools menu we create a new pool [55] named “NAS as seen in Figure 73.

After creating the NAS pool we create the dataset named as “DEF Shared Folder” and “SMB”

windows share is selected.

Wsytens € OB & 8 0O

TrueNAS CORE® © 2022 -

Snapshots Pools

VMware-Snapshots

NAS Pool ~ (System Dataset Pool) ONLINE @ 10.24 MiB (21%) Used | 37.76 MiB Free

Disks

Name ¥ Type + Used # Available ¥ Compression ¥ Compression Ratio ¥ Readonly ¥ Comments ¥

Import Disk NAS Pool FILESYSTEM 10.24 MiB 37.76 MiB lz4 Lk false

DEF Shared Folder FILESYSTEM 96 KiB 37.76 MiB Inherits (1z4) 1.03 false
@ DirecoySenices

Figure 73 : Creating Storage Pools

30.8. The click edit permissions under the dataset, edit ACLs, then select the user
“DEFCOMPANY\johnydepp” who has been granted full permissions to the shared folder

and the group (“DEF_TrueNas Shared Acc”) of users who can access and view the

shared folder as seen in Figure 74.
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<« C A Notsecure | 10.1.1:19/ui/storage/poolsfid/NAS%20Pool /dataset/acl/NAS%20Pool%2FL

%205 hared320Folder

8 root
iruenas jocal
File Information Access Control List

Dashboard Path Wha*
/mnt/NAS Pool/DEF Shared Folder User

Accounts Uaer =
DEFCOMPANY\johnydepp DEFCOMPANY\johnydepp

S O Avply User @

ACLType*

Allow
Growp

s DEF_TrueNas_Shared_Acc Permissions Type
O Apply Group @ Disks
Network

[—

Full Control

Fluga Trpe *
Basic
Flogn
Inherit
Snapshots

VMware-Snapshots wha®

Group
Disks.

oo
DEF_TrueNas_Shared_Acc
Import Disk

ActTyse
Directory Services  «

Sharing -

£ services

Figure 74 : Providing Access Control Permissions to the User

30.9. In the services tab ensure that SMB is running.

30.10. Then go to Sharing >Windows Shares (SMB) click add and browse down to the DEF

Shared Folder created earlier and save, as seen in Figure 75.

> systems € OB & B O

Dashboard TrueNAS CORE® © 2022 -

Accounts
Basic

System pant
/mnt/NAS Pool/DEF Shared Foider

Tasks
/et

Network Neme
NASPool

Storage

he
Default share parameters ~ (@) Descipion

Direclory Services ¥ Enabled )

Apple Shares (AFP) SAVE  CANCEL  ADVANCED OPTIONS

Figure 75 : Windows Shares (SMB) Menu
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31. Then click on the 3 dots of the newly created SMB share and select “Edit Filesystem ACL”.
Then select the user “DEFCOMPANY \johnydepp” who has been granted full permissions to
the shared folder and the group (“DEF_TrueNas Shared Acc”) of users who can access, and

view the shared folder as seen in Figure 76.

< C A Notsecure | 10.1.1.19/ui/storage/pools/id/NAS%20Pool/dataset/acl/NAS%20P0ol%2FDEF%20Shared3%20Folder

& root
truenas.local
File Information Access Control List

Dashboard Path Wha
/mnt/NAS Pool/DEF Shared Folder User

Accounts User User*
DEFCOMPANY\johnydepp DEFCOMPANY\johnydepp

System D Apply User @ ACLType*
Allow

Group
Tasks DEF_TrueNas_Shared_Acc

O Aeply Group D)

Parmissions Type *

Network
Full Control

Flaga Type *
Basic

Flogn *
Inherit

Snapshots

VMware-Snapshois Wit
Group
Disks

Group*

DEF_TrueNas_Shared_Acc
Import Disk P
Allow
Directory Services T
Basic
Sharing ——
Modify
Services

Floga Type *

Basic

Figure 76 : ACL Permissions Menu

32. Then go to System > 2FA and select enable two factor authentication as seen in Figure 77.
Open the DUO mobile app, click on the plus icon and scan the QR code from the TrueNAS

console. Logout of the console.
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ST Msystems € 0B 4 B O

System Dataset
TrueNAS CORE® © 2022 -

Reporting
User Settings

Alert Services
Use this form to set up Two-Factor Authentication for this system. Then link the system to an authenticator app (such as Google Authenticator,

LastPass Authenticator, etc.) on a mobile device.
Alert Settings

O Tena Pasword (OTF) Digin * Window
Cloud Credentials 6 *® !

el =
Enable Two-Factor Auth for SSH
SSH Connections 20 1) u} (0]

SSH Keypairs
System-Generated Settings

Tunables

Update

CAs
‘Two-factor authentication is NOT enabled

Certificates
SAVE  ENABLETWO-FACTOR AUTHENTICATION

ACME DNS

Support

Figure 77 : Enabling 2FA in TrueNAS

33. When logging in again the TrueNAS will ask for the username/password credentials and DUO
MFA OTP to login to the TrueNAS console.

34. Next, we navigate to the shared folder from the user workstation by going to TrueNAS > NAS
Pool as seen in Figures 78. We can see 3 files which the user “Johny Depp” has full control

and the members of group “DEF TrueNas Shared Acc” can we view but cannot modify.

B8 DEF_Userworkstation (DEF_UserWorkstation Snapshot 1) [Running] - Oracie VM VirtualBox

File Machine View Input Devices Help
= = = | Network
Nebwork  View

« 4 = > Network >

~ Computer (3}

IEJ VBOXSVR Q truenas % WIN-1BKOQAKTDARH

I VBOXSVR
[ wWiN-1BKQAKTDARI

Figure 78 : TrueNAS Network Drive

121



o DEF_UserWorkstation {(DEF_UserWworkstation Snapshot 1) [Running] - Oraclie WM VirtualBox

File Machine WView Input Dewvices Help
=

—— - truenas
Home Share Wieww
i ~ o~ EH 3 MNetwork > truenas >

- Cuick access ~ Unspecified (1)

B Desktop - NAS Pool
; Downloads g -

| Docurnents -

[=] Pictures o

B Music

| MNASPool

B videos

- OneDrive

[ This PC

=F MNetwork
3 truenas

W vBOXSVR
0l wik-1BKOQAKTDARI

Figure 79 : TrueNAS Shared Pool

b DEF_UserWorkstation (DEF_UserWorkstation Snapshot 1) [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

&1« = | NASPool
Home Share View
“~ * 4 Lt » Metwork > truenas » MNASPool
-~
MName Date modified Type Size
s Quick access
|=| DEF_Admin Text Document
[ Desktop o 5
=] Johny Text Document
{ I |=] Tony Text Document
%= Documents o
[&=] Pictures +
J‘! Music
. MASPool
B Vvideos
@ OneDrive
I This PC
|_j Metwork
|j_| truenas
O vBOXSVR

I WIN-1BKOQAKTDARI

1 KB
1 KB
1KB

Figure 80 : TrueNAS Shared Files
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35. Next, we are setting up a SIEM solution for continuous monitoring of the organization’s
environment. Download and install AT&T’s open-source Alien Vault OSSIM SIEM solution
[74].

35.1. We assign a static IP 10.1.1.21 to the SIEM and add IP 10.1.1.12 as the DNS server in the
configuration setting. By providing the admin credentials we can get access’s the SIEM’s

shell for additional configuration as seen in Figure 81.

| Alien Vault SIEM (Alien Vault SIEM Snapshot 1) [Running] - Oracle VM VirtualBox - ] =

File Machine View Input Devices Help

Figure 81 : Alien Vault OSSIM Command Line Console

il Atien Vault SIEM (Alien Vault SIEM Snapshot 1) [Running] - Oracle VM VirtualBox — =1 >

Fi Machi View Input De: Help
Hostrname “alienvault” O

About this Installation

Reboot 1ismce
Shu m"“'g&, Tarce
Apply 211 Chamges

<o > < Exit >

Figure 82 : Alien Vault OSSIM Shell Console
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35.2.  We can also access the SIEM’s console through the web browser by going to

https://10.1.1.21/ as seen in Figure 83.

A Not secure | hitps://10.1.1.21/ossim/#dashboard/over

€ c

ol & AN 5 X

ANALYSIS ENVIRONMENT REPORTS

DASHBOARDS
OVERVIEW o
QX

EXECUTNE TICKETS
SECURITY EVENTS: TOP 5 ALARMS SIEM: TOP 10 EVENT CATEGORIES TOP OTX ACTIVITY IN YOUR ENVIRONMENT =

h

- Authenticati
® dert

TOP 10 HOSTS WITH MULTIPLEEVENTS = SIEM: EVENTS BY SENSOR/DATA SOURCE =

SIEM VS LOGGER EVENTS

Figure 83 : Alien Vault OSSIM Web Console

35.3.  We can add users and analysts for SOC monitoring under Configuration > Administration

as seen in Figure 84.

WELCOME ADMIN | ALIENVAULT 10.1.1.21 | =P sermings  supporT  LosouT
ol X A & X
DASHBOARDS ANALYSIS ENVIRONMENT REPORTS CONFIGURATION
:
USERS  MAIN BACKUPS
USERINFORMATION | ACTIVITY

LOGIN NAME WAL VISIBILITY STATUS LANGUAGE CREATION DATE LAST LOGIN DATE

acmin R e saloppat@gmal com Engiish ¥ 20250550 113618 20730010 131024
3}

Figure 84 : Adding Users in Alien Vault OSSIM
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35.4. Then we go to discover and add assets in the network by going to Environment > Assets
& Groups > Add assets by giving the IP address or scanning the domain subnet. From the

below screenshot we can see the different assets that have been discovered in the network

scan as seen in Figure 85.

c

WELCOME ADMIN | ALIENVAULT 10.1.1.21 | 5P SETTINGS SUPPORT  LOGOUT

~ JE

ENVIRONMENT

=4

DASHBOARDS ANALYSIS

ASSETS & GROUPS

[T Has Alarms
() Has Events

[ vuinerabilities

[ Asset Value

HIDS Status —
: HOSTHAME .“P ¢ DEVICETYPE  OPERATIN
© Gonnected

O Disconnected
© Not Deployed

Availability Status

© Last Wontn 0O westios
© Date Range

R B RBRAD

Last Updated
Last Day

Last Wonth
Date Range

Figure 85 : Adding and Discovering Assets

35.5. Then we go to discover and add assets in the network by going to Environment > Detection

>Agents to deploy HIDs agents to collect logs from the discovered assets as seen in Figure
86.
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ure | Betps//10.1.1.21/0ssim/#environment/detection/hids

Auies vauLr oaa WELCOME ADMIN | ALIENVAULT 10.1.1.21 | G2 SETTINGS SUBRORT LOGOUT

o & - E X
OVERVIEW | | AGENTLESS | EDITRULES | CONFIG | HIDSCONTROL
/ s (518] Syslog Windows.s
A Authenti
- < - O f:
4hpr 5 Apr &Apr 7 Aor shor  SApr 10 Apr
AGENT INFORMATION
@ oo alienvaurt 127001 127001 - Activeriocal
@ oo HOSE10-1-1-15 101015 101145 - actve
@ oo HOSE-10-1-1-20 10.3.1.20

Figure 86 : Discovered Assets

AN vauLt s WELCOME ADMIN | ALIENVAULT 10.1.1.21 | 0P SETTINGS SUPPORT LOGOUT

ol X AN 5] X
DASHBOARDS ANALYSIS ENVIRONMENT REPORTS CONFIGURATION
DETECTION o

QOVERVIEW | AGENTS \ AGENTLESS | EDIT RULES | CONFIG | HIDS CONTROL
AGENT INFORMATION
D = ASSET £ IP/CIDR % CURRENT IP CURRENT USER STATUS -1 ACTIONS
@ oo allenvauit 127001 27001 Acvellocal QLB B
@ oo HOSE10:9-1:12 01.1.12 01112 L0 LEEORESD
@ o HOSL 101115 101115 101115 = Acive O LBEORROD
@ o Host10:1-1:20 0..1.20 LOLREORES D

Figure 87 : Deploying HIDs Agents

35.6. Then we go to Analysis > Alarms, to see the Alarms generated in the SIEM console from

monitoring the network as seen in Figure 88.
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€« C A Notsecure | hitps;//10.1.1.21/ossim/#analysis/alarms/alarms

WELCOME ADMIN |

&

DASHBOARDS ANALYSIS ENVIRONMENT

LISTVIEW GROUP VIEW

ARCH

ALIENVAULT 10.1.1.21 |

=P serrings  suppoRT

X

CONFIGURATION

LoGouT

5]

REPORTS

snow alam Grapn [es [l [l

Source IP Address

Destination IP Address Conlains the Event Type.

Die Number of events in alarms

Risk levei in alarms

Low Medium High

31 DAYS

23-04-0

Sensor Asset Group Label (Manage Lat
[ 2 [ [ v]
Alarm Name /1D Intent OTX Pulse

[

Directive ID

7 Only OTX Pulse Actiity
() Do not resolve ip names

Hide closed alarms

Beep on new alanm

Figure 88 : OSSIM SIEM Alarmsl1

& G A Not secure | htes//10.1.1.21/ossim/#analysis/alarms/alarms
DASHEOARDS ANALYSIS ENVIRONMENT REPORTS CONFIGURATION
e
) DATE - STATUS 2 NT & STRATEGY % METHOD $ RSK 2 o SOURCE £ DESTINATION <
20220408 -
u} open  AllenVault HIDS: WInGowS Network Los EGWIR  tvA  Host10-115:49833 Host10-4-112 &l
20:30:20
8] open  Allenvault HIDS: Windows Network Logon EGW s Host10-1-1-15:49803 Host10-1-112 I3
(m] open  Allenvault HIDS: Windows Network Logon v 0-1-1-15:49890 Host-10-1-1-12 Foi
u] apen windows Network Logon EGWIE s Host-10-1-1-15:49850 Host10-1-112 &l
O open  AllenVauit HIDS: Windows Network Logon EGWIR A Host-10-1-1-15:49886 Host-10-1-1-12 foi
] Allenvauit HIDS: Window EOWEE rv.  Host10-1-1-15:49886 Host-10-1-1-12 o1
20230404
0 open  Alienvault HIDS: Windows Network Logan BEW s Hostl0--1-15:49881 Host10-1-112 I3
201814

Figure 89 : OSSIM SIEM Alarms2
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35.7. Then we go to Analysis > Security Events (SIEM), to see the events generated, which
further trigger Alarms in the SIEM console from monitoring the network as seen in

Figure 90.

&

C A Notsecure | https//10.1.1.21/ossim/#analysis/security events/security events

i Ve B WELCOME ADMIN | ALIENVAULT 10.11.21 | [A® SETTINGS SUPPORT LOGOUT

ol X AN 5] X
DASHBOARDS ANALYSIS ENVIRONMENT REPORTS CONFIGURATION
SECURITY EVENTS (SIEM) ")
SEM ReaLT
Search Event Name v E -] @
SHOW EVENTS DATASOURCES ASSET GROUPS OTXIP REPUTATION
[ ] [ V] [ 2l
o Last o
O LastDay DATASOURCE GROUPS NETWORK GROUPS OTXPULSE
[ v [ ~] Puise name
SENSORS [JEXCLUDE  RIsK
[T [ 3 ¥] O ONLY OTXPULSE ACTIVITY
s} ]
[serdatt [l v]
EVENTS

EVENT NAME ~DATEGMT+400a  SENSOR  OTX  SOURCE DESTINATION oo RISK
Figure 90 : OSSIM SIEM Eventsl
m MienVault OSSIM [alhienvault- 10 X e Login - Duo 4 ‘ 9 Duo Authentication for Window: X | a TrueNAS - 10.1.1.19 X | +
(3 C A Notsecure | //10.1.1.21fossim/# analysis/security_events/secunty_events
il & )\ H X
DASHBOARDS ANALYSIS ENVIRONMENT REPORTS CONFIGURATION
4 [ enVauit Kios: Windaws Network Logen 0230410133858 alenvault A Host104--1255438 Host-10-1-1-12 EE 3
¥ [0 AlenVault HIDS: Windows User Logoff 20230410133958 slienvauls WA Host10H1-112 Host-104-1-12 &
4 [ AlenVallt HIDS: Windows Network Logon 2023041012858 alenvaut  MA  Host 104111255441 Host 101112 R 3
4 [ AlenVault HDS: Windows User Logoff 2023-041013:38:5¢ allenvaulr WA Host10-1-112 Host 14112 i o
4 O NEVGURHDS Speclpregs Ssgred0iehond.  ogiaonsoradnse  olemaut WA oI Host 101412 e @
4 [ JEOVARHDS SORClpMegEs SSgred OMEIOR).  spananizznse  alevat  NA HostID1-H2 Host 104112 02| @ &
4 [ allenvauit Hios: windows Network Logon 00410133042 alenvault M4 Host10-1-1-1255436 Host-10-1-1-12 2| O &
4 () JEnVARHDS SECRlpes greatoneWion).  sompnigizaga  alemalt WA HostD-HZ Host-10--1-12 A
4 [ Henvauit Kios: windows User Logort, MIOAI0133042  allevault M4 Host1o-112 Host-10-1-1-12 3

Figure 91 : OSSIM SIEM Events2
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35.8.  We can generate reports after analyzing the SIEM generated alarms and events for security

audit purposes by going Reports and download the respective reports as seen in Figure

<« C A Not secure | hetps//10.1.1.21/0ssim/#reports/ossim_t aQ @ *
ALIENVAULT 10.1.1
ol & A\ 5] X
DASHBOARDS ANALYSIS ENVIRONMENT REPORTS CONFIGURATION
OVERVIEW (-]
REPORT NAME REPORT OFTIONS AcTioNs
Alarms Report

[/ A
21 2022.03- [ 202208 -

() |sensvye

Asset Details

Availability Report

Business & Compliance ISO PCI Report
u

1 20220610

(SRR RR<N<J<J<B<}

Date Range
[ 20220311 M 20220410

Geographic Report
P

Figure 92 : Generating SIEM Alarm Reports

35.9. The SIEM automatically generates reports based on the data collected from the various

sources. A sample of the generated report is attached below as seen in Figure 93.

I 0 I v I?I Alarms Report

ALIENM WALLT OSSIhA

Alarms Report

20232 _05-28 10:26:-:00

[ Repo Tt Date frooe 2023-04-01  Date to: 2023 05 28

P -~ Asscets

Figure 93 : SIEM Alarm Reportl
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Alarms Report

Host

Host-10-1-1-24 &
Host-10-1-1-19 ¥
Host-10-1-1-15 &

i g i
Figure 94 : SIEM Alarm Report2
I e IVI * I Alarms Report
ALIEN VAULT OSSIM
Alarms Report - Top 15 Alarms from: 2023 04-01 to: 2023 0528

0.9

10.9%

(Alaem | Occurrences
AlenVault HIDS: Windows Nebtwork Logon

AlienVault HIDS: A Kerberos User
authentication ticket was requested:

81

65
SUCCEeSsSs.
AlenVVault HIDS: A Kerberos service ticket 40
was requested: Success.
Alen\Vault HIDS: Special privileges 23
assigned to new logon
AlenVault HIDS: Windows Console Logon 2

Figure 95 : SIEM Alarm Report3
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35.10. The OSSIM SIEM is also connected to the Open Threat Exchange (OTX) for receiving
update malware signatures and detections available worldwide as seen in Figure 96. We

can subscribe to various OTX subscriptions based on the organization’s requirements.

e

C A Notsecure | kitps://10.1.1.21/ossim/#configuration/otxfotx

WELCOME ADMIN | ALIENVAULT10.1.1.21 | [P SETTINGS SUPPORT LOGOUT

B X

24

DASHBOARDS ANALYSIS ENVIRONMENT REPORTS CONFIGURATION

OPEN THREAT EXCHANGE ]
OTX Accourt m
OTX Key: b278b01177610e81850c ed3db854daTo40GT84686625336515b31419a0 Contribute to OTX: i |
OTX Ussmame: dic_support Last Updated: 20230410 135304

OTX Subscriptions (5112)

Who Broke NPM? Malicious Packages Flood Leading to Denial of Service VIEW IN OTX
2023040 01 v

. open-source eosystems inthe past year, but s morth was by far the worstone weve seen yet, Apparently, atackers found ine unvefied open-source ecosysiems 23 an easy farge to periorm SEO
prisoning for various malicious campaigns, As long =s the name is Untzken, they can publish an unémited umber of packages.

ALPHV Ransomware Affiiate Targets Vulnerable Backup Installations to Gain Initial Access

t ranzamivare) ransomuare afiate, tracked 25 UNC 4438, targat ouslicy exposed Veritas Backup Exee instaliztions, vuinersble 1o CVE-X

Figure 96 : Alien Vault Open Threat Exchange Feeds
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