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ABSTRACT 

 

In today's world, industries are constantly integrating new technologies to improve workplace 

flexibility and customer service. However, this also creates a broader attack surface for attackers, 

making it easier for them to identify weaknesses and exploit them, leading to security lapses that 

cost businesses both money and goodwill. To address this issue, information technology security 

professionals have developed the Zero Trust framework. This framework focuses on carefully 

examining each and every attempt made to access the resources, restricting access only to those 

authorized individuals and providing them with minimum privileges to accomplish their specific 

tasks successfully. The underlying concept behind this approach is that businesses should not 

naively trust anything or anyone, whether inside or outside their boundaries without verification. 

In this thesis, we examine the effectiveness of the currently available Zero Trust frameworks and 

multifactor authentication techniques for improving information technology security and to 

overcome the limitations of current authentication systems to safeguard businesses against 

cyberattacks. This thesis provides a realistic Zero Trust Framework that combines Zero Trust 

principles with multifactor authentication techniques to enhance security. Unlike most existing 

research works, this thesis goes beyond theoretical proposals by providing an actual 

implementation and comprehensive guidelines for organizations looking to adopt Zero Trust. The 

security of the framework was further scrutinized through a security analysis, which involved 

assessing the system's security through practical testing, examination of potential attack vectors 

such as sniffing and password compromise, and evaluating the system's resilience against these 

threats, which is attributed to the combination of diverse security practices that is being discussed 

in detail in this thesis. In addition to evaluating the security effectiveness of the proposed Zero 

Trust framework, the thesis also delves into analyzing its performance efficiency and user 

satisfaction. While robust security measures are crucial, it is equally important to ensure that users 

are not inconvenienced by complex or time-consuming authentication processes. The analysis of 

performance efficiency and user satisfaction provides valuable insights into how the proposed 

framework achieves this balance, enhancing security while maintaining a positive user experience. 

 

Keywords: Attack Surface, Zero Trust, Framework, Authentication, Least Privilege, Security. 
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Chapter 1: INTRODUCTION 

 

In this fast-moving world we live in, technology is continuously advancing and industries are 

always looking for ways to integrate new technologies to improve their operations and achieve 

better results [1]. This is particularly important as organizations strive to provide the best possible 

customer service while maintaining a high level of workplace flexibility. Some of the most cutting-

edge technologies being leveraged by companies today include cloud applications [2], the Internet 

of Things (IoT), blockchain and augmented reality. However, as organizations become more 

reliant on these technologies, it also means that they become more vulnerable to cyber-attacks. 

Hackers can easily exploit weaknesses [3] in these systems such as security misconfigurations, 

compromised passwords, etc., making it essential for companies to prioritize security to avoid 

costly security lapses [4]. 

 

Two crucial aspects of ensuring the security and privacy of digital systems and resources are 

authentication and access control. Authentication [5] verifies the-identity-of-users-or-entities 

attempting to-gain-access-to-a system, often through the use of credentials such as passwords, 

biometrics, or security tokens. It establishes trust and confidence in the user's identity before 

granting access. Access control [6], on the other hand, involves determining and enforcing the 

level of permissions or privileges that a user has within a system or network. It ensures that users 

can only access the resources and perform actions that are appropriate for their authorized role or 

level of clearance. By combining robust authentication mechanisms with effective access control 

policies,-organizations-can-mitigate-the-risks-associated-with-unauthorized-access,-data 

breaches, and malicious activities. 

 

In response to these cyberthreats, information technology security professionals have developed a 

novel strategy known as the Zero Trust framework [7]. This approach aims to safeguard companies 

against cyber-attacks by limiting access to resources and tightening the net around the attacker [1], 

even if they have already gained access to the network. The fundamental principle of the Zero 

Trust model is that businesses should carefully examine each and every attempt made to access 

their resources, rather than placing blind trust in anything or anyone, whether internal or external. 
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By implementing robust password management [8] practices and ensuring that every user or device 

meets the required permissions each time they seek access to data or networks, companies can 

enhance their security measures and minimize potential vulnerabilities.  

 

The concept of Zero Trust security [9] is built upon the principle that nothing within a network 

should be deemed trustworthy without proper validation. This means that every user entering or 

leaving the network must go through a process of validation, approval, and authentication before 

being granted access. The existing authentication systems have a flaw, wherein once a user is 

granted network access, they-are-automatically-trusted and given access-to-all-resources. This 

poses a significant vulnerability to the entire organization in case the trusted-user's-account-is 

compromised. The-Zero-Trust strategy [10] overcomes this limitation by implementing 

continuous and multi-faceted verification methods to authenticate one's identity and maintain 

access to resources. 

 

One-of-the-most-effective-ways-to strengthen security and overcome the drawbacks of current 

authentication systems is through multifactor authentication [11] techniques. These involve using 

multiple attributes to verify the user's identity, authenticate them, and authorize them to access 

various resources. Such attributes can-include:  

 

 Something-the-user-knows, such as passwords.  

 

 Something-the-user-has, such as access cards or tokens. 

 

 Something-they-are, such-as fingerprints or retina scans.  

 

By integrating and leveraging these various attributes collectively, organizations can greatly 

bolster their security measures when granting users access to data or resources within a network. 

This Thesis  explores the Zero Trust [12] framework and its implementation combined with 

multifactor authentication techniques to improve security in organizations.   
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The existing traditional security methods employed by individuals and organizations fail to 

provide consistent and ongoing authentication and authorization for users and devices that connect 

to the network [13]. The existing security methodology trusts users and devices based on earlier 

behavior of access granted, but this approach leads to sensitive information disclosure [14] and 

network breaches. To address these issues, the Zero Trust approach should be adopted, which 

constantly authenticates and authorizes users/devices connecting to the network. In addition, the 

lack-of-strong-password-management-techniques-[8]-and-Multi-Factor-Authentication-[11] 

(MFA) in legacy security practices results in high probability of system/network compromise due 

to old or compromised passwords being reused.  

 

This Thesis aims to propose a Zero Trust Framework (ZTF) with multi-factor authentication to 

enhance security and mitigate the drawbacks of current legacy security practices. The proposed 

solution is a Zero Trust approach that requires rigorous vetting of users/devices with continuous 

authentication and authorization, providing the least privilege-access-necessary-for-their-work-

based-on-their-roles [9]. The Thesis also addresses the lack of actual-design framework or-

guidelines-to-implement-a-Zero-Trust Framework by providing a realistic Zero Trust approach 

that combines the best features of existing frameworks from NIST [7] and other security vendors.  

 

The proposed Zero Trust Framework is strengthened by implementing the recommended practices 

of Multi-Factor Authentication (MFA) [11], which involves using various authentication-methods-

such-as passwords, one-time-passwords (OTP), tokens, push requests and biometrics. This 

approach ensures that only authorized users with the appropriate access are able to connect to the 

network or access specific resources, as multiple layers of authentication [52] are required to verify 

their-identity,-which-limits-lateral-escalation-of-privileges-in-the-unlikely-scenario-of-an-

account-compromise-in-a-particular-part-of-the-network.- 

 

This Thesis proposes an actual Zero Trust Framework that addresses the limitations of legacy 

security mechanisms [13] by constantly authenticating and authorizing users/devices connecting 

to the network with the use of multifactor authentication. The Thesis provides an actual framework 

design and guidelines for implementing a Zero Trust environment, which is lacking in most of the 
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research works in the field [1]. By offering an actual implementation, this Thesis provides a 

valuable resource for organizations that are interested in adopting a Zero Trust framework. Rather 

than leaving them with only theoretical concepts and high-level ideas, the Thesis offers a tangible 

example of how the framework can be put into practice. This implementation serves as a concrete 

reference point, allowing organizations to visualize the practical aspects of implementing a Zero 

Trust approach. 

 

To validate the security effectiveness of the proposed Zero Trust framework a security analysis 

was conducted. The analysis involved evaluating the system's resilience against the following 

attack models: sniffing attack, where an attacker attempts to intercept sensitive information, as 

well as password compromise attack [8], where an attacker gains unauthorized access by obtaining 

or guessing user passwords. By evaluating the system’s security against these attack vectors, the 

Thesis aimed to provide evidence supporting the security effectiveness of the proposed Zero Trust 

framework. 

 

In addition to assessing the proposed framework’s security effectiveness, this Thesis also focuses 

on evaluating its performance efficiency and user satisfaction. To measure performance efficiency, 

the average login times for both single-factor and multifactor authentication were calculated. By 

comparing the login times of single-factor and multifactor authentication [75], the aim was to find 

a balance between security and user convenience. Furthermore, user satisfaction surveys were 

conducted to gather feedback [76] and opinions from individuals who interacted with the 

implemented Zero Trust framework. By considering both performance efficiency and user 

satisfaction, this Thesis aims to strike a harmonious balance between security and user experience. 

 

The establishment of a realistic, secure and efficient Zero-Trust-Framework, providing extensive 

guidelines to organizations for implementing the proposed Zero Trust Architecture with multi 

factor authentication, which was found to be secure against sniffing-and password compromise 

attacks,-was-the-main-contribution-of-this-Thesis.  
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1.1 PROBLEM STATEMENT  

 

The current security approach employed in enterprise networks involves granting unlimited access 

privileges to authenticated and authorized users/devices for network resources. However, this 

practice presents a drawback, as it exposes the-entire-network to vulnerabilities in-the-unlikely 

event of a trusted-user's-account being compromised. Additionally, the shortcomings of existing 

legacy-security mechanisms include the potential disclosure of sensitive information and network 

breaches due to the absence-of-regular-and-continuous-authentication-and-authorization for 

connecting-users/devices. Furthermore, the-lack-of robust-password-management-techniques-and 

Multi-Factor-Authentication-(MFA) in legacy security practices contributes to the reuse of old or 

compromised passwords, significantly increasing the likelihood of system or network 

compromise. 

 

Another observation from a thorough examination of existing literature is that the majority of 

research in the field of Zero Trust primarily focuses on proposing frameworks and potential 

architectures, without providing concrete designs or practical guidelines for implementing or 

simulating a Zero Trust environment. This limitation stems from the intricacies involved and the 

insufficient understanding of operational efficiency and IT expenditure budget concerns within the 

field. Furthermore, there are very few research works that focus on the various authentication 

mechanisms based on Zero trust, and none actually focusing on implementing the Zero trust using 

MFA.  

 

Hence our contribution in proposing and implementing the proposed Zero Trust MFA framework. 

Furthermore, we have provided extensive guidelines in the setting up of the proposed Zero Trust 

Framework environment for organizations trying to adopt the Zero Trust Framework.  
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1.2 MOTIVATION  

 

The primary objective-of-this Thesis-is-to-offer a practical and effective Zero-Trust Framework 

by carefully examining existing frameworks from sources like NIST and other security vendors. 

By combining the valuable features of these frameworks, the aim is to-strike-a-balance between-

security, performance efficiency, and user satisfaction. The proposed and implemented multifactor 

authentication mechanism in this Thesis is built on the-Zero-Trust-architecture framework, 

overcoming the drawbacks of legacy security mechanisms and the lack of current research 

implementation guidelines in setting up a secure Zero Trust MFA environment. Unfortunately, it 

is a harsh reality that implementing a robust Zero Trust approach can save a substantial amount of 

time and money compared to the immense costs incurred from dealing with an attack or breach. 

These incidents often result in the disclosure of sensitive information or ransomware attacks, 

causing significant financial losses and damaging the reputation of individuals or organizations. 

 

Some-of-the-main-advantages-of-a-Zero-Trust-approach-are-as-follows:  

 

 Users/devices undergo a thorough and meticulous vetting process to establish their identity, 

and they are then authenticated and authorized accordingly.  

 

 To access resources beyond their current eligibility, users/devices are required to provide 

extra verification to ensure secure access.  

 

 All users are granted access privileges based on the principle of least privilege, meaning 

they are given the minimum level of access required for their specific roles and 

responsibilities.  

 

 Networks are divided into smaller segments through micro segmentation, which enhances 

security by requiring multistep authentication processes for accessing different network 

segments. 
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The Zero Trust Framework is further strengthened through the integration of best practices 

from Multi-Factor Authentication (MFA). This approach enhances the security of the 

system/network by introducing multiple layers of authentication, involving different 

combinations of passwords, one-time passwords (OTP), tokens, and biometrics. Even if one 

level of authentication, such as passwords, is compromised, the attacker would still need to 

pass the second level of authentication to gain access. However, since they lack the necessary 

permissions or credentials, the breach attempt is effectively blocked. By combining MFA with 

the Zero Trust Framework, it ensures that only users with proper access can authenticate 

themselves, as multiple levels of authentication are required. 
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1.3 RESEARCH AIMS AND METHODOLOGY  

 

The-aim-of-this-Thesis is to offer a practical and feasible Zero Trust Framework (ZTF) that 

incorporates Multi-Factor Authentication (MFA). Additionally, this Thesis provides a concrete 

implementation of the proposed framework along with comprehensive guidelines, enabling 

organizations,-businesses,-or-individuals to successfully adopt-the-Zero-Trust Framework within 

their-environments. The Thesis also delves into the-factors-that necessitate the-adoption-of-a Zero-

Trust model and explores the different types-of-authentications that can be utilized. 

 
The-goal-was-to-comprehend-the-philosophy-behind-Zero-Trust-combining-it-with-various 

authentication mechanisms to increase the security, at the same achieving a balance between 

performance and user satisfaction and help firms to adopt it using the extensive framework 

provided in this Thesis.  

 

The objective of this Thesis is as follows:  

 

To create a framework that combines the-principles-of a Zero-Trust-Architecture-and multifactor 

authentication, with a specific emphasis on optimizing performance, enhancing security, and 

ensuring user satisfaction and provide comprehensive guidelines of implementation for 

organizations to adopt. 

 

Methodology  

 

The research methodology for this Thesis involves several key steps. The initial step is to conduct 

a comprehensive literature review, which aims to explore existing frameworks, multifactor 

authentication mechanisms and best practices related-to-the adoption-of-the-Zero-Trust in 

organizations. This review will provide a solid foundation for designing a robust framework that 

guides the implementation process effectively. 

 

The-main-objective-of the Thesis is-to-propose-a comprehensive framework that organizations 

can utilize to successfully implement ZTF combined with multifactor authentication for secure 
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access. The framework will address the challenges and considerations associated with adopting 

the ZTF approach, such as secure user and device identification, continuous and multifactor 

authentication, authorization and access control. The focus will be on finding a balance between 

security and performance by incorporating multifactor authentication (MFA) mechanisms and 

granting the minimum necessary privileges for work without compromising the user experience. 

 

In addition to proposing the framework, the Thesis will also include the practical implementation 

of the proposed framework. A virtual setup will be created to simulate an enterprise environment, 

allowing for the demonstration and evaluation of the framework's effectiveness. The 

implementation will involve the utilization of various roles, including users, devices, applications, 

and hierarchical structures within the organization. This will provide a realistic representation of 

an office-setup-with-multiple-users-in different roles-and-departments, each having different 

levels-of-access-and-privileges. 

 

To facilitate the implementation, multiple-tools-and-virtual-machine-environments-will-be 

employed. These resources will enable the creation of a working enterprise environment that 

closely mirrors real-world scenarios. By utilizing these tools, the research will demonstrate how 

the proposed framework can effectively guide the implementation in organizations, ensuring a 

balance-between-security-and-performance. 

 

Through this research methodology, the Thesis aims to contribute to the field by providing a 

comprehensive framework for organizations to implement the ZTF with MFA. By conducting a 

thorough literature review, designing the framework, and implementing it in a virtual environment, 

the Thesis will validate the effectiveness and validity of-the-proposed framework in-real world 

scenarios. 
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1.4-STRUCTURE-OF-THE-THESIS  

 

Chapter-1, provides-an-introduction about the-research-topic. Chapter 2 provides a-review-of the 

existing-literature on Zero Trust frameworks, multifactor authentication and related research 

studies. Chapter-3-discusses the proposed Zero Trust Framework and the multifactor 

authentication mechanisms. A discussion of the implementation of the proposed Zero Trust 

Framework and its multi factor authentication setup are covered in Chapter 4. Chapter 5 discusses 

the performance efficiency and user satisfaction of the proposed framework. Informal security 

analysis of the proposed and implemented framework is discussed in Chapter 6. Finally, Chapter 

7 brings the Thesis to a conclusion. 
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Chapter 2: BACKGROUND AND LITERATURE REVIEW 

 

In the-literature-review-section, we explored various studies, research articles, and scholarly 

publications related to Zero Trust, frameworks, and multifactor authentication mechanisms. Our 

aim was to gather comprehensive knowledge and insights into the existing body of work on these 

topics. The literature review focused on understanding the principles and concepts behind Zero 

Trust frameworks, examining different models and approaches proposed by researchers and 

industry experts. Additionally, we explored the literature related to multifactor authentication 

mechanisms, which are a crucial component of a robust Zero Trust model. We examined various 

authentication factors, such as biometrics, one-time passwords, smart cards, and mobile 

authenticators. 

 

By conducting this literature review, we gained valuable insights into the-current-state-of-research 

and industry practices regarding Zero Trust frameworks and multifactor authentication 

mechanisms.-This-knowledge-served-as-a-foundation-for-the-development-of-our-proposed 

framework and the design of our multifactor authentication system, ensuring that our Thesis is 

informed by the latest advancements and best practices in the field. 

 

2.1 Frameworks 

 

The NIST CSF [7] (Cybersecurity Framework), is a set of guidelines,  standards,  and best practices 

designed to help organizations manage and improve their cybersecurity posture. It provides a 

comprehensive framework for organizations to assess and strengthen their security controls, risk 

management processes, and incident response capabilities. This framework is a voluntary set of 

guidelines, built upon existing standards, rules, and practices, aimed at effectively managing and 

reducing cybersecurity risks for critical infrastructure organizations [15]. The framework is a 

living document that undergoes regular updates to align with evolving industry requirements. As 

it is designed to be optional, achieving full compliance in every situation can be highly demanding. 
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The NIST Cybersecurity Framework works by following a risk-based approach. It consists of five 

core functions:  Identify,  Protect,  Detect,  Respond, and Recover [15] as seen from Figure 1. 

These functions represent the key areas that organizations should focus on to establish a robust 

cybersecurity program. 

 

The major components [7] of the NIST Cybersecurity Framework include: 

 

 Identify: Organizations need to understand their assets, risks, and vulnerabilities [7]. They 

should conduct a thorough inventory of their systems, data, and network infrastructure to 

identify potential risks and prioritize their security efforts. 

 

 Protect: Organizations should implement safeguards to protect their systems, networks, and 

data from cyber threats. This involves the use of access controls, encryption, secure 

configurations, and regular security awareness training for employees [15]. 

 

 Detect:-Organizations should establish mechanisms to detect and identify cybersecurity 

events. This includes implementing continuous monitoring, intrusion detection systems, and 

security analytics to identify potential security incidents promptly [7]. 

 

 Respond: Organizations should have a robust incident response plan in place to effectively 

respond to cybersecurity incidents. This involves defining roles and responsibilities, 

establishing communication channels, and conducting drills to ensure a swift and coordinated 

response [15]. 

 

 Recover: Organizations should develop strategies and plans for recovering from cybersecurity 

incidents. This includes restoring systems, data, and services to their normal operations, 

conducting post-incident analysis, and implementing necessary improvements[7]. 
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Figure 1 : NIST Cyber Security Framework [15] 

 

The International Organization for Standardization (ISO) has introduced a framework, ISO/IEC 

27001:2013(en) [16], to aid individuals, businesses, and organizations in safeguarding their data 

securely and efficiently. This is achieved by implementing an Information Security Management 

System (ISMS). The framework outlines a systematic approach to managing sensitive information, 

prioritizing its confidentiality, integrity, and availability [17]. Rather than solely focusing on 

technology, the emphasis is placed on effective risk management, providing valuable guidance for 

ensuring information security in a streamlined manner. The framework works by following a risk 

management approach. It requires organizations to identify their information assets, assess risks, 

and implement appropriate security controls to mitigate those risks.  

 

The major components [16] of the ISO/IEC 27001:2013 framework include: 

 

 Context Establishment: Organizations need to define the scope of their ISMS [17] and establish 

the context in which it operates. This includes identifying stakeholders, setting security 

objectives, and defining the scope of information security management. 
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 Risk Assessment: Organizations should conduct a thorough assessment of risks to their 

information assets [16]. This process entails identifying weaknesses, evaluating the probability 

and consequences of potential hazards, and prioritizing actions to address and mitigate risks. 

 

 Risk Treatment: Based on the risk assessment, organizations should implement appropriate 

security controls to mitigate identified risks. This includes establishing policies, procedures, 

and technical measures to protect information assets [17]. 

 

 Performance Evaluation: Organizations need to observe and evaluate the effectiveness of their 

ISMS. This involves performing regular security audits [16], reviewing security performance, 

and taking corrective actions to address any identified deficiencies. 

 

 Continuous Improvement: Organizations should continuously improve their ISMS by 

identifying opportunities for enhancement, learning from security incidents [17], and 

implementing lessons learned. 

 

NIST Special Publication 800-207 [18] is a guidance document by the National Institute of 

Standards-and Technology (NIST) that provides recommendations for implementing the Zero 

Trust architecture as seen from Figure 2. It outlines the principles, concepts, and components of 

Zero Trust and offers practical guidance for organizations.  

- 

 

Figure 2 : NIST Zero Trust Framework [18] 
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The major components of NIST SP 800-207 include [18]: 

 

 Zero Trust Principles: The document introduces the core principles of Zero Trust, such as 

assuming breach, minimizing trust, and strict access control [19]. 

 

 Zero Trust Concepts: It explains key concepts like network segmentation [18], continuous 

monitoring, and strong authentication as essential-components-of-the-Zero-Trust 

architecture. 

 

 Zero Trust Architectural Constructs: The guidance provides an overview of architectural 

constructs like identity and access management [19], secure connectivity, and analytics-

driven security for building a Zero Trust environment. 

 

 Implementation Guidelines: It offers practical steps and recommendations for 

organizations to implement Zero Trust, including risk assessment-[18], policy 

development, and network segmentation strategies. 

 

All the above discussed frameworks and standards provide valuable guidance for cybersecurity, 

but they may lack some elements when viewed from a Zero Trust perspective: 

 

NIST Cyber Security Framework: While the framework offers a holistic approach [7] to 

cybersecurity, it does not explicitly focus on zero trust principles and concepts. It may not provide 

detailed guidance on implementing strict access controls, continuous monitoring, and micro-

segmentation, which are essential aspects of a Zero Trust architecture. 

 

ISO/IEC-27001:2013-Framework: The ISO/IEC-27001:2013-framework primarily emphasizes 

establishing-an-information-security-management-system-(ISMS)-[16]. While it covers risk 

management and controls, it may not specifically address the Zero Trust mindset and the need for 

constant verification and authentication of users and devices. 
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NIST Special Publication 800-207: Although this publication focuses on implementing the Zero 

Trust architecture, it may lack comprehensive guidance on integrating zero trust principles into 

existing security measures [18]. It does not address specific challenges related to identity and 

access-management-and-secure-connectivity-within-a-zero-trust-environment. 

 

In [20] the authors introduces a framework that focuses on implementing comprehensive 

guidelines related to risk management, cybersecurity, and compliance within complex 

organizations. The framework highlights the importance of practical implementation of security 

solutions and ensures their alignment with governance-and-financial-objectives at the-board-level. 

The authors of this [21] paper proposes a new trust evaluation algorithm called Tag based Trust 

Evaluation (TBTE)-for-Zero-Trust-Architecture-(ZTA). The TBTE framework combines the 

score-based and criteria-based approaches to assess trust. It generates security tags considering 

user behavior and device security. A-simple-trust-evaluation-rule-is applied using these tags, 

making-the-results-more-interpretable-and-reducing-complexity-in-authorization-policies. 

 

Therefore, we propose to implement a Zero Trust framework for organizations. This approach 

ensures that access is only granted after thorough authentication and authorization of users, 

devices, and resources, effectively eliminating the-risk-of-data-breaches-and-unauthorized access. 

 

2.2-Authentication-Mechanisms 

 

The authors of [1], suggests adopting biometric-based multi-factor-authentication-as a standard 

practice-to enhance cybersecurity in public institutions. It proposes the redesign of network 

architecture using a Zero Trust approach for improved network-and-data-security. The-proposed 

system ensures compliance with the existing-General-Data-Protection-Regulation-(GDPR) 

standards-and-regulations. The approach is more focused on meeting the compliance requirements 

rather than the Zero Trust security requirements, since the biometric data stored in the proposed 

USB design can be physically tampered with or stolen, leading to the violation of data 

confidentiality , integrity and availability. 
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In [22], the-authors propose a system that generates a collection-of-attributes-for-users, 

applications, -and-devices. These attributes encompass user-specific information such as user-ID, 

location,-and-package-name,-device-related-details-like-operating-system-version-and 

manufacturer, and application-specific attributes such as version-and-type. The-Zero-Trust 

architecture is leveraged to utilize these data attributes in a-risk-based-authentication mechanism. 

This mechanism compares the incoming request's attributes to the stored attributes and calculates 

a risk score. Depending-on the analysis of this risk score and the variations in attribute values, 

additional authentication challenges may be requested. The-variance-is computed using-various 

machine-learning-models-or predefined-policies. 

 

In [23], the authors-propose-the utilization of-blockchain technology to eliminate the need for a 

trusted-authority-or-node responsible for authentication-using-secret-values-or keys. Through the 

implementation of a realistic-Byzantine-fault-tolerance-consensus-process, a-node is selected to 

generate the secret-keys and public-parameters for-the devices involved. The devices are 

categorized into-trusted, suspicious, and-untrusted groups. Only the trusted and suspicious devices 

are permitted to participate in the authentication process, while different-security-factors and-time-

out-restrictions of varying lengths are employed to strike a balance between-security-and 

efficiency. Additionally, the authors illustrate the efficacy of the suggested authentication scheme 

in terms of security, highlighting the superiority of a decentralized authentication authority over a 

centralized one that is susceptible to vulnerabilities. 

 

In [24], the authors propose a smart identity authentication system that combines static and 

dynamic authentication strategies, centered around the principles of the Zero Trust paradigm. This 

proposal introduces a bidirectional authentication protocol between the user and the server, with a 

particular emphasis on attribute encryption. The system conducts ongoing trust assessments and 

risk analysis based on static user authentication. By integrating static and dynamic authentication 

methods, the proposed system safeguards the confidentiality of the authentication ciphertext and 

effectively counters any attempts at falsification, as further demonstrated through extensive 

security analysis. 
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The authors of [25] propose the integration of-hardware-root-trust-and a-password-free 

authentication-approach. They suggest incorporating a trusted chip as the root of trust to enhance 

the security-of-communication-between-the-authentication-server and associated computers. 

While the specific-authentication-technique and-encryption-method-were not explicitly specified 

in this research, it highlights the utilization of a server for storage and the execution of the entire 

authentication process. 

 

In [26], the authors suggest a-three-factor authentication (3FA) system that combines-two-factor 

authentication with real-time facial-recognition. This-3FA method enhances the-security aspect 

but may result in reduced efficiency due to increased system requirements. 

 

In [27], the authors suggest enhancing digital key systems by incorporating both dynamic and 

static authentication phases. During the static authentication phase, the-system-establishes-secure 

connections-between-the-user, gateway, and-device. In the dynamic authentication-phase,-NFC 

and-fingerprints are utilized, followed by ongoing identity verification through facial recognition. 

While the use of biometrics provides increased security, one drawback of this approach is the 

requirement for additional hardware, including fingerprint sensors, NFC technology, and cameras, 

in-addition-to-the-hardware needed for-static-authentication-processing. 

 

The-authors of [2] propose a steganographic overlay technique to protect against unwanted traffic 

and unauthorized access. This technique involves embedding network authentication tokens within 

TCP connection requests, effectively hiding resources from potential attackers and preventing 

reconnaissance attempts. The paper also introduces a practical identity-management-and 

authentication-strategy for the-transport-layer, specifically designed for-businesses. Additionally, 

the-authors-demonstrate-that by avoiding any response-to-illegitimate-packets-at-the-transport 

layer, the-proposed-strategy successfully prevents fingerprinting-of critical resources such as the 

SDN-controller. 

 

In [28], a-Zero-Trust-and-edge-intelligence-(ZTEI) approach to enhance the security of satellite 

networks is discussed. A multi-dimensional-Zero-Trust-architecture is developed, considering 
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various factors such as-subject,-object,-environment,-behavior,-and-physical-entity. Continuous 

authentication is implemented through proactive monitoring and re-evaluation of variable 

attributes, supported by a-Neural-Backed-Decision-Trees-(NBDTs)-based-edge-intelligence 

algorithm. Evaluation results demonstrate a 27% improvement in authentication accuracy 

compared-to-traditional-approaches,-with-acceptable-processing-performance. 

 

The authors of [29], propose MUFAZA, a rapid and self-governing authentication framework, 

which is specifically created to safeguard 5G networks. This framework prioritizes evaluating trust 

from the perspective of agents and making access decisions accordingly to tackle the ever-

changing threats. It integrates a dynamic trust evaluation that considers multiple security evidence 

sources, taking into account the credibility of information and offering recommendations on 

incorporating extra data for trust evaluation. By conducting a-case-study on a hybrid-5G-enabled 

network, the paper demonstrates the effectiveness and resilience of the suggested approach. 

 

The use of outdated security models and the absence of granular security in these mechanisms 

undermine their overall security compared to the Zero Trust model [26]. Typically, access-is 

granted to devices that have been previously authenticated and added-to a trusted-list, without-any 

subsequent verification-of their status-or-behavior. This unchecked access often leads to security 

vulnerabilities and lapses. 

 

Therefore, we propose the implementation of a-Zero-Trust-Framework for businesses and 

organizations,-where-access is granted only after each user undergoes-authentication whenever 

they attempt to access a service. By adopting this approach, the occurrence of unauthorized access 

or breaches can be significantly reduced or even eliminated. Table 1 provides an overview of 

various authentication attributes related to users, devices, and applications, which-are utilized for 

multifactor-authentication-to-enhance-security.-Our-objective-is-to-combine-multifactor 

authentication-using these attributes-with the-Zero-Trust model to effectively enhance overall 

security. 
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After reviewing several publications with relevant background information, a comparison for the-

different-authentication-attributes-was-created-as-seen-from-Table-1: 

 

Table 1 : Authentication Attributes 

Reference Description 

 

Year 

Static / 

Dynamic 

Authentication 

Multifactor 

Authentication 

Attributes 

 

Recommendations 

[22] Proposes-an 

adaptive 

authentication 

approach 

based-on-a 

composite 

attribute set 

2021 Static User-attributes-such 

as location-and-user-

id. Application-

attributes-include-

the package name or 

version, followed-

by-device attributes 

like operating 

system, make, and 

model. 

Implement a dynamic 

authentication 

mechanism that 

considers multiple 

attributes for user 

authentication to 

enhance security and 

adaptability to 

different contexts 

[23] Leveraging 

blockchain to-

eliminate-

trusted nodes-

or-authorities 

that-manage 

authentication-

using-secret 

values or keys. 

2022 Dynamic Using the realistic 

Byzantine fault 

tolerance consensus 

process, a node is 

chosen to produce 

the secret and public 

keys for the devices. 

Employ a continuous 

authentication 

mechanism that 

analyzes user 

behavior and context 

in real-time to detect 

any anomalies and 

ensure ongoing 

verification 

[24] Combines 

dynamic-and 

static-

authentication 

techniques 

2021 Static and 

Dynamic 

User ID, device 

characteristics, trust 

evaluation value, 

and application 

service security 

Examine the 

implementation of 

multi-level two-way 

identity 

authentication 
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with-a-focus 

on-the-Zero-

Trust 

paradigm-to 

suggest-a 

smart-identity 

authentication 

solution. 

level are all 

authentication 

attributes. 

schemes within the 

context of Zero Trust 

[25] Recommends 

a-mix-of-a-

password-free 

authentication-

method-and-

hardware-root-

trust. 

2007 Dynamic Zero-knowledge 

proofs and 

cryptographic 

techniques 

Assess the feasibility 

and security 

implications of the 

proposed "pseudo 

trust" approach. 

[26] Proposes-a-

real-time 3FA-

using-facial 

biometrics. 

2021 Static and 

Dynamic 

Combines facial 

feature detection 

with real-time data 

via an immediate 

live feed from the 

user's camera. 

Incorporate 

contextual 

information and 

behavior analysis as 

part of multifactor 

authentication to 

implement a robust 

Zero Trust model 

[27] Suggests-

combining the 

static-and 

dynamic 

authentication-

phases-as-a 

digital-key 

system 

expansion. 

2022 Dynamic Credentials for 

Users and Biometric 

identification. 

Evaluate the 

proposed scheme's 

performance and 

security 

characteristics. 
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[2] Proposes-first-

packet 

authentication-

and-a 

steganographi

c overlay that-

embeds 

authentication-

tokens-in-the-

TCP-packet 

request. 

2016 Dynamic Embeds network 

authentication 

tokens in a TCP 

connection request, 

thereby avoids 

unwanted traffic 

from completing 

requests. 

Assess the 

effectiveness of these 

mechanisms in 

enhancing the 

security of cloud 

networks. 

[28] Continuous 

authentication-

for-satellite 

networks-with 

improved 

accuracy-and 

proactive-

monitoring 

using-zero-

trust-and-edge 

intelligence. 

2022 Dynamic Proactive 

monitoring and re-

evaluation of 

variable attributes, 

supported by a 

Neural-Backed 

Decision Trees 

(NBDTs) based 

edge intelligence 

algorithm. 

Leverage satellite 

network information, 

user behavior, and 

contextual data for 

continuous 

authentication. 

[29] Proposes-a 

multi-source 

fast-and 

autonomous 

Zero-Trust 

authentication 

scheme for 5G 

networks 

2022 Dynamic Agent-centric trust 

evaluation that 

integrates multiple 

sources of security 

evidence. 

Evaluate the 

performance and 

security benefits of 

the proposed 

MUFAZA approach. 

[1] Enhancing 

Cybersecurity-

with 

Biometrics 

2022 Static and 

Dynamic 

Combines biometric 

credentials, local 

and public 

Explore the 

integration of 

enhanced biometric 

security measures 
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Table 2 showcases the advantages of implementing Zero Trust in diverse fields, based on the 

findings from the above-mentioned research papers. Highlights the positive impacts and benefits 

that can be derived by applying Zero Trust principles in these areas. 

 

Table 2 : Application Benefits of Zero Trust in Various Fields 

 

Reference Fields Applications 
[3] IoT Enhanced device security and data protection, secure 

communication between IoT devices, protection 

against unauthorized access. 

[30] 
 

Machine 

Learning 

Secure and private training data, protection against 

adversarial attacks, ensuring model integrity and 

authenticity. 

[23] Blockchain Immutable and tamper-proof transactions, secure 

decentralized-networks,-protection-against 

unauthorized modifications or tampering of data. 

[28] Satellite 

Technology 

Secure communication channels for satellite data 

transmission,-protection-against-unauthorized 

interception or tampering of data. 

[29] 
 

5G Secure and reliable network connections, protection 

against network vulnerabilities, enhanced privacy 

and data integrity. 

[24] 
 

Mobile 

Internet 

Secure mobile communication, protection against 

mobile-malware,-secure-access-to-sensitive 

information and applications. 

cryptographic keys, 

and user passwords, 

within the Zero Trust 

architecture 
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[31] 
 

Hospital 

Field 

Securing patient data and medical records, 

protecting-critical-medical-devices-from 

unauthorized-access-or-tampering,-secure 

communication between healthcare systems. 

[1] Public 

Institutions 

Enhanced security for sensitive government 

information, protection against cyber threats, secure 

access controls for government services and 

systems. 

[32] Smart 

Home 

Secure control and management of connected 

devices, protection against unauthorized access or 

control of smart home systems, secure remote 

access. 

[10] UAV Secure control and communication of unmanned 

aerial vehicles, protection against unauthorized 

access or control of UAV systems, data privacy and 

security during UAV operations. 

[33] Wearable 

Devices 

Secure transmission and storage of personal health 

data, protection against unauthorized access to 

sensitive user information, ensuring data privacy and 

integrity. 

[2] 
 

Cloud 

Computing 

Secure access and storage of cloud-based resources, 

protection against unauthorized access or data 

breaches, secure sharing and collaboration of data. 
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Chapter 3: PROPOSED ZERO TRUST FRAMEWORK 

 

3.1 Zero Trust Model & Zero Trust Architecture (ZTA) 

 

The "no trust, but always verify" [12]-principle-is-the-foundation of-the-Zero-Trust-security 

approach. Put simply, it is important to regard end users, computers, networks, and applications as 

potentially hostile until their legitimacy is established. In this Thesis, we discuss how to create a 

Zero Trust Framework with MFA, implement the proposed framework with the help of a virtual 

environment and provide guidelines for corporates to adopt the framework. The key requirement 

in this paradigm is to ensure that all users, regardless of whether they are internal or external to 

the organization, undergo continuous vetting, validation, and authentication before being granted 

access to resources such as applications or data. 

 

The implementation of Zero Trust Architecture (ZTA) [7] is a comprehensive strategy for 

enhancing cybersecurity within an organization. It encompasses various aspects such as IT 

infrastructure, networks, workflows, and access control policies. By adopting the Zero Trust 

Framework, companies establish a plan, known as a Zero Trust initiative, that covers both physical 

and virtual components, along with operational guidelines. The primary objective-is-to-prevent 

unauthorized-access-to-data-and-services-by-implementing-highly-detailed-access-control 

measures. In other words, only-authorized and-recognized-entities, including users, devices, and 

appliances, are granted access to the data, while potential threats like hackers and cybercriminals 

are excluded. It's-worth-noting-that in the context of Zero Trust, the term "asset" may be used 

interchangeably with "data" emphasizing the focus on securing access to valuable resources. 
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3.2-ELEMENTS OF THE PROPOSED ZERO TRUST FRAMEWORK 

 

In-order-to-enhance-security-and address the limitations of traditional security models, the 

proposed Zero Trust Framework encompasses several key elements. These elements work together 

to establish a robust security framework that promotes the principle of never trust, always verify, 

and ensures secure access to resources. The elements of the proposed framework are as follows:  

 

1. VPN & VPN Client 

 

A VPN (Virtual Private Network) works by creating a secure and encrypted connection, that is a 

VPN tunnel between the user's device and a remote destination on the internet as seen from Figure 

3 with the help of the VPN server. This connection allows the user to access the internet or private 

networks while maintaining privacy and security. A-VPN client is a program that employs 

encryption to-establish-a secure-link between-a user's computer and a VPN server, ensuring their 

connection is protected. [34].The VPN server is responsible for upholding the security policies, 

data encryption algorithms and other security configurations related to encryption. Certain VPN 

clients operate silently in the background, automatically performing their functions, whereas others 

offer interactive interfaces, giving users the ability to personalize and adjust their preferences. It 

enhances security and anonymity for users accessing websites and online services. When using a 

VPN, the data exchange taking place between the client and the remote destination is "tunneled 

[35]," hiding the user's real public IP address. VPN packets travel through a tunnel to reach the 

private network destination. Many VPNs employ the IPsec protocol family, and in this Thesis, we 

utilize the open-source VPN solution called OpenVPN as an example. VPN is used to encrypt the 

data communication which is a part of Zero Trust ensuring the confidentiality of the data.  
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Figure 3 : Working of a VPN 

 

OpenVPN 

 

OpenVPN is a software application that enables users to establish secure connections over the 

internet. It functions as a type of VPN software [36] that encrypts data while it travels between 

two devices. This encryption makes it significantly more difficult for unauthorized individuals to 

intercept or eavesdrop on the transmitted data. The OpenVPN Community Edition (CE) is an open-

source VPN project that utilizes a unique security protocol based on SSL/TLS to establish secure 

connections over the internet. OpenVPN [35] plays a significant role in implementing a Zero Trust 

model by providing a secure and encrypted connection for remote access. It ensures that users must 

authenticate themselves and their devices before accessing network resources. OpenVPN's robust 

encryption protocols and tunneling capabilities enable secure transmission of data over untrusted 

networks, mitigating potential risks. In this Thesis we use the OpenVPN as an example, which 

encrypts the communication between the OpenVPN client which takes the user’s active directory 

login credentials and the OpenVPN server using TLS 1.2 encryption. 

 

2. Firewall 

 

A-firewall-is-a-network-security-tool-responsible-for-monitoring-and-filtering-incoming-and 

outgoing-network-traffic based on predefined security policies [37]. It-acts-as a-barrier-between-a 

trusted-internal-network-and-an-untrusted-external-network, such as-the-internet. As seen from 
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Figure 4, the firewall isolates internal-LAN traffic from the outside WAN traffic. It monitors-and 

controls-incoming and-outgoing network-traffic-based on-predetermined-rules and policies. In our 

Thesis, we utilize the open source pfSense Firewall as an example, which is a robust firewall 

solution. It can enforce strict access policies based on user roles and attributes, implement network 

segmentation to isolate sensitive data and systems, and provide secure remote access through 

VPNs. 

 

 

 

Figure 4 : Working of a Firewall  

 

pfSense Firewall 

 

The pfSense Firewall [38] is firewall and router software based on-FreeBSD. It can be installed on 

either a physical-computer or a virtual-machine to establish a dedicated-firewall/router specifically 

designed for a network. The-pfSense Community Edition (CE) is an open-source distribution used 

for this purpose. It provides advanced features and functionality, including firewalling, routing, 

VPN, and intrusion detection/prevention system (IDS/IPS). pfSense [39] is used in this Thesis to 

implement Zero Trust by configuring it to enforce strict access controls, and traffic filtering based 

on user identities, device characteristics for multifactor authentication. All the communication 

traffic passes through the pfSense firewall and the OpenVPN server before entering the network 

which can be either allowed or denied based on the preconfigured rules and policies. 

 

3. RADIUS Protocol 
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The RADIUS (Remote Authentication Dial-In User Service) protocol [40] is a networking 

protocol commonly used for authentication, authorization, and accounting (AAA) in computer 

networks. It enables centralized authentication and access control for users attempting to connect 

to network services. RADIUS works through a client-server model as seen from Figure 5. 

 

 

 

Figure 5 : RADIUS Protocol 

 

RADIUS Client & Server 

 

The RADIUS client [41], such as a network access server or VPN gateway, sends authentication 

requests to a RADIUS server. The client encapsulates user credentials, such as username and 

password, and forwards them to the RADIUS server for verification. A network access server 

(NAS) is a device that allows users to connect to a larger network. When a NAS uses a RADIUS 

infrastructure, it functions as a RADIUS client by sending connection requests and accounting 

messages to a RADIUS server for authentication and authorization. In this Thesis both the 

OpenVPN server and the Network Policy Server (NPS) inside the windows active directory act as 

the RADIUS client. 

 

A RADIUS server [42] serves as a centralized server that handles authentication, authorization, 

and accounting management for users who connect to a network service. It acts as a central point 

of control, ensuring secure and efficient user access to the network while keeping track of user 

activities for accounting purposes. RADIUS was designed as an authentication and accounting 

protocol for access servers. By maintaining a common database accessible to all remote servers, 
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RADIUS [43] allows businesses to keep track of user profiles. Centralizing the database enhances 

security and allows the implementation of policies from a single network point. The DUO 

authentication-proxy-server-acts-as-the-RADIUS-server-in-this Thesis. 

 

4. Active Directory 

 

Active Directory (AD) is a directory service developed by Microsoft that works in conjunction 

with Windows Server [44]. It provides administrators with the ability to manage and control access 

to network resources, as well as assign permissions to users and groups. The data in the Active 

Directory is stored as objects [45], representing components such as users, teams, programs, or 

machines. Active Directory simplifies access and usage of this information for administrators and 

users. It organizes directory data in a logical, hierarchical structure based on a structured data store. 

Active Directory is present in most Windows Server operating systems and was initially used for 

centralized domain management. We are using the AD services for hosting the company domain, 

the DNS server and the NPS server for authentication in this Thesis. We also create user accounts 

with various permissions but by providing the least privilege necessary for work as per their roles, 

satisfying one of the basic requirements [12] of Zero Trust. 

 

5. Domain Name System (DNS) Server 

 

A DNS server [46] plays a vital role in the functioning of the internet by converting user-friendly 

domain names into numeric IP addresses. This conversion allows users to easily access websites 

and resources using familiar domain names instead of complex IP addresses. When a user enters 

a domain name [47] in a web browser, the DNS server is responsible for finding and providing the 

corresponding IP address, enabling seamless communication and access to the desired online 

destination. The DNS-server-stores a database-of-domain-name-records, including the IP address 

associated with each domain. The DNS server plays a crucial role in enforcing security policies 

and controlling access to resources. We use the DNS server services in our Zero Trust framework 

to ensure that only the users belonging to our company’s domain are being granted access to the 

network and resources. 
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6. Network Policy Server (NPS) 

 

The-Network-Policy-Server-(NPS)-[48]-is-a-Microsoft-Windows-Server-role-that-provides 

authentication,-authorization,-and-accounting-(AAA)-services-for-network-access.-It-allows 

organizations to centrally manage and control access to network resources based on policies and 

conditions. When-a-user or device attempts to connect-to-the-network, the NPS server receives 

the authentication request from a network access server, such as a VPN gateway or wireless access 

point. The server validates the user's credentials against a user database, such as Active Directory, 

and checks for compliance with defined policies and conditions. Based on the authentication and 

authorization results, the NPS server either grants or denies access to the network. It can also 

enforce additional policies, such as multi-factor authentication, device health checks, or time-

based restrictions, to ensure a secure and controlled network environment. NPS [50] is configured 

as a RADIUS-proxy-to-forward-connection-requests-to the-RADIUS-server, facilitating domain 

authentication and authorization in this Thesis. 

 

7. Certificate Authority (CA) 

 

A certificate authority (CA) [49] an entity responsible for issuing and managing digital certificates 

used in public key infrastructure (PKI) systems. It plays a crucial role in establishing trust and 

verifying the authenticity of digital identities, such as websites, servers, or individuals. Web 

browsers use these certificates to validate material sent from web servers. A certificate authority 

keeps, signs, and issues digital certificates, which attest to the ownership of a public key by the 

named subject. By issuing digital certificates, the CA helps authenticate and verify the identities 

of users, devices, or services accessing network resources. These certificates can be used for 

various purposes, such as secure communication (TLS/SSL certificates) or user authentication 

(client certificates). By incorporating an internal CA into our proposed Zero Trust framework with 

the help of pfSense firewall, we have enforced strict authentication, validate identities, and 

establish a higher level of trust, contributing to a more secure and controlled access environment. 

 

8. Authentication Proxy Server 
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An authentication server [27] is an application that simplifies the process of verifying an entity's 

identity when attempting to access a network. This entity could be a user or an external server. 

Various devices such as a dedicated-computer,-ethernet-switch,-access-point,-or-network-access 

server can function as authentication servers. An authentication proxy [50] server is a tool that 

adds an additional layer of security to the login process, safeguarding sensitive information and 

accounts. Essentially, it acts as a gatekeeper, verifying the identity of the person attempting to log 

in. This is crucial because passwords can be stolen or guessed. By introducing a second form of 

authentication, such as a code sent to a user's phone, unauthorized access becomes significantly 

more challenging. In this Thesis, we utilize the DUO MFA proxy as an authentication proxy server 

as an example. 

 

DUO MFA Authentication Proxy 

 

The DUO MFA proxy is specifically designed to work with DUO Security, a popular two-factor 

authentication service. When someone tries to log in to a protected application or system, the DUO 

MFA proxy intercepts the request and sends a notification to the user's phone as seen from Figure 

6. The user is then required to enter a code from their phone [33] or authorize access through a 

prompt to complete the login process. This ensures that even if someone steals or guesses the user's 

password, they cannot log in without access to the user's phone. DUO MFA proxy used in this 

Thesis, queries the windows AD using the LDAP protocol to verify the user’s credentials against 

the Windows AD database. 
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Figure 6 : Working of DUO Authentication Proxy [51] 

 

9. Two Factor Authentication (2FA) 

 
Two-factor authentication is a security measure that adds an extra layer of protection by requiring 

users to provide two distinct forms of verification to verify their identity [1]. It goes beyond a 

single piece of information, such as a password, to enhance system security. The second factor 

used can be a security token, a fingerprint scan, or another form of authentication depending on 

the application. Implementing 2FA [52] is a measure-businesses-can-take-to-strengthen-defense 

against-unauthorized-access-and-data-theft.-With-multi-factor-authentication,-users-must 

successfully submit two or more authentication factors to access a website or application. We have 

used DUO Security’s PUSH authentication as the second factor of authentication as an example 

in our proposed Zero Trust Framework in this Thesis. 

 

10. File Server  

 

A file server [53] is a computer or network device that stores-and-manages-files, allowing-users 

to-access-and-share-them-over-a network. It provides a centralized storage location for files, 
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enabling efficient collaboration and data management within an organization. It can be compared 

to a virtual filing cabinet that everyone in the office can access. This facilitates collaboration on 

projects and makes information sharing easier, eliminating the need to constantly send files via 

email. In this Thesis, we utilize the TrueNAS Core as the network file server as an example. 

 

TrueNAS File Server 

 

TrueNAS Core is a popular file server software solution that is based on the open-source FreeNAS 

project. It is a specific type of file server that operates on the FreeBSD operating system. It is 

designed to be user-friendly and manageable, even for individuals without extensive IT expertise. 

Once set up, users can access files on the server [54] from their own devices, including desktop 

computers, laptops, and mobile devices. This allows everyone in the office to work on the same 

files regardless of their location or device. It offers advanced features for data storage and file 

sharing, including support for various protocols such as SMB (Windows file sharing) [55], NFS 

(Unix file sharing), and FTP. TrueNAS ensures data integrity, redundancy, and security through 

features like RAID (Redundant Array of Independent Disks), encryption, and access controls. We 

have set up privilege based access controls for different users in our Zero Trust framework such 

read only, read/write and no access based on their respective job roles using TrueNAS Core. 

 

11. Lightweight Directory Access Protocol (LDAP) 

 

LDAP (Lightweight Directory Access Protocol) [56] is a communication protocol utilized to 

access and handle directory information services. It is widely employed in network environments 

to facilitate tasks such as authentication, authorization, and directory services.  LDAP works by 

providing a standardized way to interact with directory servers. It is utilized by the DUO proxy 

server for fetching and verifying primary authentication credentials against the Active Directory 

[57] database server in this Thesis. The DUO proxy server relies on LDAP as a communication 

channel to interact with the Active Directory. Through LDAP, the proxy server can retrieve user 

credentials stored in the directory and validate them against the provided authentication data. By 

integrating LDAP into our Zero Trust framework, we can authenticate and authorize users, control-
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access-to resources, and ensure-that-only-authorized entities gain access to sensitive data or 

systems. 

 

3.3-Logical-Components-of-The-Proposed-Zero-Trust-Framework-(ZTF) 

 

The components of the ZTF communicate over a control plane and the application data are 

communicated over a different data plane. Figure 7 shows the key Zero Trust components of the 

proposed framework. 

 

 Policy Decision Point (PDP) - it is one of the major components of the ZTF. It mainly consists 

of two parts namely Policy Engine (PE) [18] and Policy Administrator (PA). 

 

 Policy Engine (PE) - the supreme authority of granting access to an enterprise data/resource 

for a user/device lies with the PE. The PE allows, denies, and revokes access [18] to a resource 

based on a trust algorithm which takes as input the enterprise policies and data from various 

intelligence sources such as Continuous Diagnostics and Mitigation (CDMs) and Security 

Information and Event Management (SIEMs). The PE makes and records the decisions such 

as allowed or denied, whereas the Policy Administrator enforces those decisions. The firewall 

plays the-role-of-the-Policy-Engine-in-the-network. A VPN agent is required on the user’s 

device for enabling the VPN connection and a proxy agent for the MFA login using the proxy 

server. 
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Figure 7 : Zero Trust Logical Components 

 Policy Administrator (PA) - establishes and terminates interaction between a user and the 

requested resource. A user can access a resource in the case of a valid session, using session 

authentication tokens or credentials created by the PA. The PA asks the PEP [18] to establish 

the session once the session authorization and request authentication is completed. PA asks 

the PEP to shut down the contact if the session is denied. The PA communicates with PEP 

through the control plane. The VPN plays the role of the Policy Administrator in the network. 

 

 Policy Enforcement Point (PEP) - PEP is accountable for establishing, observing, and closing 

connections [18] between a user/device and an enterprise resource. All the resource access 

requests are forwarded by the PEP to the PA and the responses and policy updates are sent 

back by the PA to the PEP. The PEP can be considered as two components: the client side like 

an agent on a device and the resource side such as an access control gateway in front of the 

resource or in total as a single component that acts as a bidirectional gateway between the 

client and resource. The VPN Gateway and the proxy server play the role of the Policy 

Enforcement Point in the network. After the PEP, comes the trust zone where the enterprise 

resource is located. 
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In addition to the enterprise policy, several data sources provide input to the policy engine in 

making the access decisions which can be external as well, such SIEMs, Threat Feeds, Application, 

System-and-Data-logs,-Policies,-Public-Key-Infrastructure,-and-IAMs.-Table-3-provides-a 

Mapping of the NIST Zero Trust Framework [18] with respect to the Proposed Zero Trust 

Framework. From Table 3 we can see that the proposed Zero Trust MFA framework offers several 

advantages over the NIST Zero Trust Framework. Although implementing the proposed Zero Trust 

MFA framework may require additional configuration efforts and integration of multiple 

components, its adoption provides increased security, multifactor authentication, and the added 

benefits from the principles of Zero Trust. These factors make it a robust and effective approach 

to securing network access compared to the NIST Zero Trust Framework. 

 

Table 3 : Mapping of NIST & The Proposed Framework 

 

Component 
NIST Zero Trust 

Framework 

Proposed Zero Trust MFA 

Framework 

System User's Device  
VPN Agent for VPN connection & 

Proxy Agent for windows login 

Policy-Enforcement 

Point (PEP) 

PEP-System-consists-of 

single/multiple-components 

described in general. 

VPN-Gateway-and-Proxy-Server 

performs-the-function-of-policy 

enforcement. 

Policy-Decision-Point 

(PDP) 

Policy-Engine-(PE)-and 

Policy-Administrator-(PA). 

Provides-a-generalized 

description of PE & PA. 

Firewall (PE) and VPN (PA) performs 

the-function-of-policy-decision 

making. 

Authentication Method 
Dependent-on-the individual 

or organization's choice 

 MFA Authentication Using DUO 

with-AD-credentials-as-primary 

authentication and user certificates for 

user/device verification. 

Authentication Factors 
Typically,-username-and 

password 

Multiple-factors-(e.g.,-username, 

password, Duo MFA, etc.) 
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Trust Model Trust but verify Zero Trust (never trust, always verify) 

Access Control Role-based access control 
Role & location-based access control 

and least privilege methodology. 

Continuous Monitoring 

Continuous-monitoring-of 

device behavior and network 

traffic 

Continuous-monitoring-of-device 

behavior and network traffic 

Advantages 

Provides-a-framework-to 

implement-Zero-Trust 

principles-without-actual 

guidelines. 

In-addition-to-providing-detailed 

guidelines-for-implementing-Zero 

Trust,-combines-multifactor 

authentication (MFA) from DUO for 

enhanced security. 

  

Provides guidelines for risk 

assessment, access control, 

and continuous monitoring. 

Incorporates the principle of least 

privilege through role & location-

based access control and provides 

continuous monitoring of network for 

security attacks. 

Disadvantages 

May-require-significant 

changes-to-existing 

infrastructure-and processes. 

Requires careful planning and 

implementation to ensure 

proper-enforcement-of 

policies. 

Implementation-may-require 

additional configuration and setup 

efforts, which is compensated with the 

added benefits of enhanced security 

with the addition of multifactor 

authentication and the practice of least 

privilege. 
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3.4 Working Mechanism of The Proposed Zero Trust Framework (ZTF)  

 

The overall operational process of the proposed Zero Trust Framework (ZTF) is outlined through 

the following steps and illustrated in the accompanying Figure 8. This provides a general 

understanding of how the framework operates: 

 

 

Figure 8 : Proposed Zero Trust Framework Working Mechanism 

 

1. Users receive certificates from the certifying authority, which verifies the identity of user and 

the device from which they are trying to access the network. Then the user connects to the 

network using the VPN client, providing Active Directory credentials (username and 

password) as primary authentication. 

 

2. The login request from the user passes from the VPN client to the firewall, which either allows 

or denies the traffic based on the preconfigured rules. 
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3. The login request, if allowed, then passes from the firewall and reaches the VPN server. 

 

4. The VPN server forwards the request to the multifactor authentication proxy server. 

 

5.  The proxy server verifies the primary credentials against the Active Directory database using 

LDAP protocol. 

 

6. If the primary credentials are correct, the authentication proxy server requests additional 

authentication from the cloud security service. 

 

7.  The cloud security service sends a PUSH request to the user's registered mobile device as the 

second factor of authentication. 

 

8. The authentication proxy server informs the VPN server to grant the user network access, once 

the user approves the PUSH request received on the mobile device. The user with the proper 

permissions configured in the Active Directory & the File Server can now access the data 

resources in the file server. 

 

9. A SIEM solution is implemented for continuous monitoring of the network, user activity, and 

authentication information. The SIEM receives syslog from the firewall and is connected to 

the network server and Active Directory to enhance visibility and enable effective security 

monitoring and auditing. 

 

The provided steps offer a high-level summary of the proposed Zero Trust Framework. For a more 

comprehensive understanding and practical implementation of the framework, the subsequent 

chapter provides detailed explanations and a real-world implementation example. This is intended 

to help organizations better understand and easily adopt the framework when transitioning to a 

Zero Trust strategy. 
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3.5-Multilayer-Authentication-Mechanisms-in-The-Proposed-Zero-Trust-Framework 

 

In this Thesis, we have implemented a multi-layered security model to protect against unauthorized 

access. This model leverages various authentication mechanisms at different layers of the TCP/IP 

model to-ensure-that-only-authorized-users-can access the-network and associated resources. 

Figure 9 shows the generalized authentication process happening at various layers, in case of the 

proposed framework. Figure 10 shows the authentication process at various layers specific to the 

actual implementation of the proposed framework. 

 

Figure 9 : General Authentication Process at Different Layers 

 

 At the Network Layer, the firewall (e.g. pfSense) [38]  performs access control by filtering 

incoming and outgoing traffic based on predefined rules. This provides-an-additional-

layer-of security-that ensures only authorized users can access the network and associated 

resources. 
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 At the Transport Layer, VPN (e.g. OpenVPN) Authentication [35] is used, which relies on 

the Transport-Layer-Security-(TLS) protocol for secure communication between the client 

and the server. This provides a secure channel for transmitting sensitive data and ensures 

confidentiality, integrity, and authentication. 

 

 At the Application Layer, Active Directory Credential Verification and the MFA solution 

(e.g. DUO MFA) is used to authenticate users against the Active Directory database and 

provide two-factor authentication for additional security [44]. Active Directory uses the 

LDAP Protocol to verify user login requests forwarded by the Proxy Server (e.g. DUO 

proxy). DUO uses the RADIUS protocol to communicate between the DUO proxy client 

and the DUO proxy server. This provides a robust authentication process that ensures only 

authorized users can access the network.  

 

 At the Presentation Layer, Certificate Verification is used to ensure that the server's digital 

certificate is valid and issued by a trusted Certificate Authority (CA) [58]. This provides-

an additional-layer-of-security-against-man-in-the-middle attacks and other threats that 

could compromise the security of the network. 

 

 Finally, at the Application Layer, Windows Login Authentication is used to authenticate 

users against the Active Directory database using Kerberos protocols. These protocols use 

TCP/IP to communicate between-the-client-and-the-server, providing a secure channel for 

transmitting authentication-data. 
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Figure 10 : Authentication at Various Layers  

 

In summary, the proposed multi-layered security model provides robust security at different layers 

of-the-TCP/IP model, ensuring that-only-authorized-users-can-access-the-network and associated 

resources. This model leverages a range of authentication mechanisms to provide confidentiality, 

integrity, and authentication, protecting against a range of security threats and vulnerabilities. 
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Chapter4:-IMPLEMENTATION-OF-THE-PROPOSED-ZERO-TRUST 

FRAMEWORK 

 

4.1 Implementation of the Proposed Zero Trust Framework 

 

Following are the key points that needs to be considered when implementing Zero Trust based on 

the proposed framework as seen from Figure 11: 

 

1. Identify and categorize assets: identify [59] and categorize all the assets that need to be 

protected, including devices, applications, data, and users. In this Thesis we first identified the 

assets which need to be protected, namely the users, the data, the applications, the active 

directory server, the authentication server, the file server and finally the user workstations. 

 

2. Establish strict access controls: Once the assets which needs to protected are identified, 

establish strict access controls [60] to limit access to only those who need it. This includes 

using multi-factor authentication, role and location based access control, and privileged access 

management. We implemented user-device certificate verification, password, and DUO PUSH 

as the primary and secondary form of authentication in this Thesis. 

 

3. Monitor and log all activities: Implement real-time monitoring and logging of all activities [59] 

to detect any anomalies and potential threats. This includes monitoring user behavior, network 

traffic, and system logs with the help of SIEM solutions. We implemented a sample SIEM 

solution e.g., Alien Vault to monitor and log all activities in the network as part of the 

implementation of the proposed framework. 

 

4. Security assessments: Conduct-regular-security-assessments-[60] and audits to identify-

vulnerabilities-and-address-them-proactively. 
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Figure 11 : Proposed Zero Trust Framework 

 

4.2 Implementation of Multi Factor Authentication in the Proposed Zero Trust Framework  

 

The different authentication strategies used in the implementation of the Proposed Zero Trust 

Framework are discussed below: 

 

1. Certificates 

 

Certificates are the first step of authentication which are used to identify the user and device from 

where the connection request to access the network is coming from. Each user is provided with a 

unique user certificate, which they use to identify themselves, and at the same time verify the 

device they are using to access the network. An internal certification authority (CA) has been set 

up in pfSense firewall to distribute the user & server certificates. In this Thesis we have set up a 

sample company named “DEF Company “as an example as seen Figure 12, for which we are 

implementing a Zero Trust Based Multi Factor Authentication Security Strategy for the company 

network, employees, and assets. For more details related to user certificates refer to Appendix A. 

We have also set up a sample domain for the company as “DEFCOMPANY.COM” in the active 

directory server and a sample internal certificate authority named “DEF Company CA”. Also 
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created a server certificate - “DEF Company Server Certificate” for verification during 

authentication as an example. 

 

 

 

Figure 12 : Internal Certificate Authority 

 

 CA Certificate  

 

“DEF Company CA” acts as an internal certificate authority for the DEF Company Domain. 

 

 User Certificate 

 

Various sample user certificates have been created, that are signed by the CA’s public key, 

which contains the user details and the user’s public key. We created user certificates for the 

administrator, a test user and users named “Peter Parker” and “Johny Depp” as examples to 

show the different users in the organization.  
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The following are the created user certificates: 

 

DEF_Administrator_Certificate 

DEF_Test_User_Certificate 

DEF_PeterParker_Certificate 

 

 Server Certificate 

 

“DEF Company Server Certificate” is used by the VPN (OpenVPN) server to verify itself with 

other-servers and computers during the authentication process. 

 

2. Username/Password Credentials 

 

Each user is provided with a username and password which has been set up in the Active Directory 

(AD) of the company domain controller as seen in Figure 13. All users must provide these when 

logging into the VPN (OpenVPN) client application when accessing the network and also at the 

time of logging in to their necessary workstations or accounts, all maintained by the active 

directory services. For more details related to the AD credentials refer to Appendix A. 

 

 

 

Figure 13 : AD Credentials for Logging into the Domain 
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3. MFA  

 

After providing the username/password credentials, the system requests for an additional step of 

authentication based on DUO’s MFA as an example in this Thesis. This requests the user to verify 

the login is legitimate with the use of DUO Mobile App PUSH request on the respective user’s 

phone as seen in Figure 14. The user can either allow or deny the PUSH request from the DUO 

mobile app, if the activity is not performed by them. The PUSH request was chosen as the type of 

MFA authentication to ease the process of authentication for users. This requests the users to allow 

or deny access instead of the tiresome OTP requests, thereby achieving an efficient balance 

between performance and security. For more details related to DUO MFA refer to Appendix A. 

 

 

 

Figure 14 : DUO MFA PUSH Authentication from DUO Mobile App 
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4. Location Based Access 

 

Incorporating DUO's Location Based User Access Policy into the proposed Zero Trust framework 

adds an additional layer of security and control. By leveraging location data, the model can restrict 

access to resources based on the physical location of the user or device as seen from Figure 15. 

This feature ensures that access is granted only from trusted locations, such as the company 

premises or specified secure networks. By implementing location-based access policies, the 

framework can mitigate the risk of unauthorized access from unknown or untrusted locations, 

further reinforcing the principles of Zero Trust. This functionality provides an effective means of 

enforcing access control and enhancing the overall security posture of the system. For more details 

related to DUO's Location Based User Access Policy refer to Appendix A. 

 

 

 

Figure 15 : DUO's Location Based User Access Policy 
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4.3 Working Mechanism of The Implementation of The Proposed Zero Trust Framework   

 

The detailed operational process of the implemented Zero Trust Framework (ZTF) is outlined 

through the following steps and illustrated in the accompanying Figure 16. This provides a detailed 

understanding of how the implemented framework operates in a real-world scenario: 

 

 

 

Figure 16 : Proposed Zero Trust Framework Implementation Working Mechanism 

 

The pfSense’s internal certificate authority issues user certificates for each AD user. Each AD user 

has their own OpenVPN config file to use for the OpenVPN client, containing the CA’s certificate, 

the user’s certificate, the user’s private key, and the TLS key of the authentication server, to access 

the VPN client application installed on their device. Each user downloads the VPN client 

application in their machines and loads their VPN config file to access the VPN to the enterprise 

network. For more details steps related to the actual implementation refer to Appendix A. 
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1. The user installs the OpenVPN client application on their device and launches the OpenVPN 

client. The user certificate is used to authenticate the user's device to the OpenVPN server. 

 

2. The user enters the AD username and AD password in the OpenVPN login prompt to connect 

to the network. Sample user “Peter Parker” logins to the OpenVPN as seen in Figure 17. For 

more details refer to Appendix A. 

 

 

 

Figure 17 : OpenVPN Client Login 

 

3. The OpenVPN client sends a connection request to the OpenVPN server, which is located 

behind the firewall. The pfSense firewall examines the request and allows or denies it based 

on the configured security rules. 

 

4. If the firewall allows the connection, the OpenVPN server requests the user's certificate to 

authenticate the device. Once the user certificate is verified, and the OpenVPN server 

establishes a secure VPN connection between the user's device and the internal network. 

 

5. The OpenVPN server sends a request to the DUO MFA Proxy Server which is connected to 

the DUO security cloud service for authenticating the user with DUO MFA. The model 

includes a DUO MFA Proxy Server & DUO cloud security for an additional layer of 
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authentication. The user receives a DUO PUSH request in the DUO mobile App and the 

protected user workstation also receives the DUO notification as seen from Figure 18. For 

more details refer to Appendix A. 

 

 

 

Figure 18 : DUO PUSH Request Notification at the time of Login 

 

6. The DUO MFA Proxy Server uses the LDAP protocol to communicate with the Active 

Directory to authenticate the user's credentials. 

 

7. The Active Directory verifies the user's credentials against the Active Directory database and 

sends a response back to the DUO MFA Proxy Server. 

 

8. If the user's credentials are valid, the DUO MFA Proxy Server sends a request to the user's 

device, asking them to provide an additional layer of authentication, such as a DUO PUSH  

notification, SMS message, or a phone call as seen from Figure 19. For more details refer to 

Appendix A. 
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Figure 19 : DUO MFA PUSH Request to User's Phone 

 

9. Once the user completes the multifactor authentication, the DUO MFA Proxy Server sends a 

response back to the OpenVPN server, allowing the user to access the network resources. 

 

10. The Active Directory user with proper permissions can now access the TrueNAS shared file 

server to access resources & data. The fileserver’s administrative console is also protected by 

the DUO MFA solution as seen from Figure 20. For more details refer to Appendix A. 
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   Figure 20 : TrueNAS File Server Console Protected By DUO MFA 

 

11. Alien Vault’s open-source SIEM solution OSSIM is integrated into the environment to collect 

the system, application, and data logs for monitoring and analysis thereby providing 

continuous monitoring of the enterprise’s network for security threats and incidents as seen in 

Figure 22. Alien Vault SIEM dashboard console is shown in Figure 21. For more details refer 

to Appendix A. 

- 

 

 

Figure 21 : Alien Vault SIEM Dashboard 
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Figure 22 : Alien Vault SIEM  Security Alarms 

 

Overall, this proposed framework provides a secure and efficient solution for accessing enterprise 

network resources through VPN with the added benefit of multifactor authentication and 

continuous monitoring for security threats. 
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Chapter 5: COMPARATIVE ANALYSIS OF PERFORMANCE EFFICIENCY 

AND USER SATISFACTION OF THE PROPOSED FRAMEWORK 

 

5.1 Comparative Analysis of the Proposed Zero Trust MFA Framework 

 

This Thesis presents a comprehensive comparative analysis of the performance efficiency and user 

satisfaction of implementing a Zero Trust multifactor authentication (MFA) framework, focusing 

on the use of single-factor authentication versus the Duo MFA solution. Specifically, it compares 

the login time difference between single-factor authentication using normal Active Directory (AD) 

credentials and the time taken for authentication when combining primary AD credentials with 

secondary DUO proxy authentication via DUO MFA proxy PUSH requests. The Thesis 

investigates the user experience and satisfaction levels during login processes for both OpenVPN 

and Windows authentication. Additionally, the Thesis also explores how the use of PUSH requests 

has simplified the secondary authentication process, replacing traditional methods such-as-one-

time-passwords-(OTP),-text-messages,-or-verification-calls. 

 

To conduct this analysis, we performed a series of experiments in a controlled environment using 

a sample group of users. The test involved measuring the login time for both Windows 

authentication and OpenVPN client authentication using two different authentication approaches: 

single-factor authentication using standard Active Directory (AD) credentials and primary AD 

credentials combined with secondary DUO MFA authentication through DUO MFA proxy PUSH 

requests. Additionally, user satisfaction surveys were conducted to gather feedback on their 

experience-and-perception-of-the-authentication-methods. 

 

Results-of-the-Comparative-Analysis-is-as-follows: 

 

5.1.1 Windows Login Time Comparison 

 

Table 4 shows the average login time in seconds for each authentication method for Windows 

authentication. ‘A’ represents the average login time when using single factor authentication with 
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standard AD credentials, while ‘B’ represents the average login time when combining primary AD 

credentials with secondary DUO MFA authentication. Based on our findings, the Windows login 

time for the primary AD and DUO MFA authentication method (B) was slightly longer compared 

to the single-factor authentication method (A). However, the difference was within an acceptable 

range and did not significantly impact on user experience. 

 

5.1.2 OpenVPN Client Login Time Comparison 

 

Table 4 shows the average login time in seconds for each authentication method for the OpenVPN 

client. ‘C’ represents the average login time when using single-factor authentication with standard 

AD credentials, while ‘D’ represents the average login time when combining primary AD 

credentials with secondary DUO MFA authentication via DUO MFA proxy push requests. 

Similar to the Windows login time, the OpenVPN client login time for the primary AD + DUO 

MFA authentication method (D) was slightly longer compared to the single-factor authentication 

method (C). However, the difference was within an acceptable range and did not significantly 

impact-user-experience. 

 

Table 4 : Average Login Durations for OpenVPN and Windows Authentication 

 

Authentication Method 
Windows Login 

Time (Avg.)  

OpenVPN Login 

Time (Avg.) 

Single-Factor Authentication 5-10 seconds (A) 8-16 seconds (C) 

Primary AD + DUO MFA 10-18 seconds (B) 16-22 seconds (D) 

 

Kindly note that the login times provided in the table are approximate averages and can vary based 

on network conditions, server performance, and other factors specific to the environment.  
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5.1.3 User Satisfaction 

 

The user satisfaction surveys revealed the following insights: the implementation of a Zero Trust 

multifactor authentication framework, particularly combining primary AD credentials with DUO 

MFA proxy PUSH requests, positively impacts user satisfaction [75]. Despite the slightly longer 

login times [76], users appreciate the enhanced security and the simplified secondary 

authentication process. 

 

The use of DUO PUSH requests for secondary authentication has simplified the user experience 

by eliminating the need for additional steps such as entering OTP or waiting for text messages. 

Users find the PUSH request method more efficient and less cumbersome [75], resulting in 

improved overall satisfaction and user acceptance of the multifactor authentication system. 

 

The Thesis findings demonstrate that implementing a Zero Trust multifactor authentication 

framework, specifically utilizing DUO MFA as a secondary factor, positively impacts user 

satisfaction, enhances security without compromising overall performance efficiency for both 

Windows authentication and OpenVPN client authentication. While the login times may be 

slightly longer when using primary AD credentials combined with DUO MFA [76], users value 

the added security and appreciate the simplified secondary authentication process, which 

outweighs this minor inconvenience. 

 

It is recommended that organizations prioritize the adoption of the Zero-Trust multifactor 

authentication framework, using MFA e.g., DUO MFA in this case, for both Windows and VPN 

access. This proactive approach not only fortifies their security posture but also enhances user 

satisfaction by streamlining the login process and ensuring a seamless experience. Additionally, 

implementing these measures acts as a powerful-defense-mechanism-against-potential-cyber-

threats. 
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Chapter 6: INFORMAL SECURITY ANALYSIS OF THE PROPOSED ZERO 

TRUST MULTI FACTOR AUTHENTICATION FRAMEWORK 

 

6.1-Security-Analysis-of-the-Proposed-ZTA-Framework  

 

In-this-section, we-will conduct an informal security-analysis to demonstrate how our proposed 

ZTA framework integrates multiple authentication features securely. By utilizing a combination 

of certificates, encryption algorithms, multifactor authentication, and continuous monitoring, our 

proposed framework ensures a-high-level-of-security-and-guards against unauthorized access. 

This comprehensive approach ensures a-high-level of security and protection for the system. When 

evaluating-security-effectiveness,-the-following-observations-were-made: 

 

Single-Factor Authentication: Single-factor authentication solely relies on the user’s credentials 

(e.g., username and password) for both Windows authentication and OpenVPN client 

authentication. This method is vulnerable to various security threats, such as password-based 

attacks, phishing, and credential theft. Hackers gaining access to a user's credentials can easily 

bypass security measures and gain unauthorized access to both the Windows environment and the 

VPN-network. 

 

DUO Multifactor Authentication: Implementing DUO-MFA as a secondary factor of 

authentication significantly enhances security for both Windows and OpenVPN access. By 

combining primary AD credentials with DUO MFA proxy PUSH requests, users are required to 

authenticate themselves through their registered mobile devices. Since the user’s mobile phone is 

further protected by its own security mechanisms such as security pin codes, passwords or 

fingerprints.  

 

In the unlikely scenario the device is stolen, the attacker needs to bypass the phone’s security 

protocols to authenticate the DUO PUSH request received which is not possible since the attacker 

needs to know both the primary AD login credentials as well as the access credentials to the user’s 

phone which is not very likely. This additional layer of authentication significantly reduces the 
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risk of unauthorized access, as attackers would need both the AD credentials and physical 

possession of the registered device. The use of DUO MFA effectively mitigates risks associated 

with password-based attacks, credential theft, and unauthorized access to both the Windows 

environment-and-the-network. 

 

6.2-Security-Parameters-of-the-Proposed-Zero-Trust-MFA-Framework 

 

In order to enhance the comprehensibility of this Thesis, we employ a systematic approach by 

introducing preliminary information using notations to represent each component of the proposed 

framework as seen from Table 5. This allows for a more structured and organized presentation of 

the informal security analysis, making it easier for readers to grasp the key concepts and understand 

the underlying framework. 

 

Table 5 : Notations and their Descriptions 

 

Notations  Description 

%% Comments 

Ui The ith user 

Idi Identity of Ui 

PWi Password of Ui provided by AD Server 

Fpf pFsense Firewall 

Ci User certificate issued by internal CA for Ui 

Cs Server certificate issued by internal CA 

Sovpn Open VPN Server 

Sad Active Directory (AD) Server 

Sduo DUO Proxy Server 

Snas TrueNAS File Server 

Ssiem SIEM Syslog Server 

CLduo DUO Cloud Security Service 
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VPNc Open VPN Client 

Dph DUO Push Request 

DUOw DUO Windows Local Logon Agent 

Mi Mobile device of Ui for DUO MFA  

A Adversary  

 

 

6.2.1 User Certificate Issuance  

 

In this Thesis, pfSense's (Fpf) internal certificate authority (CA) is utilized to issue user certificates 

for each Active Directory (AD) user. The user certificate (Ui) uses 4096 bits key and SHA256 as 

the digest algorithm for better security. Each user is assigned their own OpenVPN configuration 

file, containing the necessary certificates and keys. These files include the CA's certificate, the 

user's certificate, the user's private key, and the TLS key of the OpenVPN (Sovpn) authentication 

server, which are used by the VPN client application installed on the user's device. 

 

Fpf -> Ci    %% pfSense's (Fpf) internal CA generates user certificate for Ui. 

 

Fpf -> Cs    %% pfSense's (Fpf) internal CA generates server certificate for server validation. 

 

Sovpn -> Ui    %% OpenVPN server issues the VPN configuration file for Ui. 

 

6.2.2 User-Authentication-and-VPN-Connection:  

 

To connect to the network, users enter their AD username (Idi) and password (PWi) in the 

OpenVPN client (VPNc) login prompt. The Fpf then examines the request and applies security 

rules to determine whether to allow or deny the connection. If the Fpf allows the connection, the 

Sovpn requests the Ci to authenticate Ui’s identity. Once the certificate is successfully verified, a 

secure VPN connection is established between the user's device and the internal network.  
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Ui -> VPNc    %% User Ui enters Idi (username) and PWi (AD password) in the OpenVPN client 

application. 

 

Fpf after checking the incoming request allows the connection based on the configuration rules. 

 

Ui -> Sovpn : Ci  %% OpenVPN server request Ui to provide the Ci for user verification. 

 

6.2.3 Multifactor Authentication 

 

This framework incorporates a DUO MFA Proxy Server (Sduo) to enhance security through an 

additional layer of authentication. The Sduo communicates with the Active Directory (Sad) using 

the LDAP protocol to verify the user's credentials. If the user's credentials are valid, the Sduo then 

requests the DUO cloud security (CLduo) service for the two-factor authentication. The CLduo 

then prompts the user's device (Mi) for an extra authentication factor, such as a DUO PUSH (Dph) 

notification. After completing the multifactor authentication process, the Sduo sends a response to 

the Sovpn granting the user access to the network. Similarly, the Sduo sends a response to the 

DUO Windows Local Logon Agent (DUOw) for granting the user local windows login access. 

 

Remote Desktop Logon Using OpenVPN 

 

Sduo -> Sad : Idi, PWi   %% DUO proxy server checks the user’s credentials against the Active 

directory server database. 

 

Sduo -> CLduo   %%  DUO proxy server sends a request to the DUO cloud security service for 

2FA. 

 

CLduo -> Mi : Dph   %%  DUO cloud security sends DUO PUSH request to the user’s device. 



72 
 

 

Sduo -> Sovpn-  %%  DUO proxy server replies to the OpenVPN server granting user network 

access. 

 

Windows Local Logon 

 

Sduo -> Sad : Idi, PWi-  %% DUO proxy server checks the user’s credentials against the Active 

directory server database. 

 

Sduo -> CLduo   %%  DUO proxy server sends a request to the DUO cloud security service for 

2FA. 

 

CLduo -> Mi : Dph    %%  DUO cloud security sends DUO PUSH request to the user’s device. 

 

Sduo -> DUOw     %%  DUO proxy server replies to the Windows Logon Agent granting the user 

windows login access.  

 

6.2.4 TrueNAS File Server Access  

 

AD users with appropriate permissions can access the TrueNAS shared file server, which provides 

resources and data within the enterprise network. The file server's administrative console is also 

safeguarded by the DUO MFA solution, ensuring secure access to administrative functions. 

 

Snas -> Ui     %% The user with the proper permissions can access the network file server provided 

they-have the necessary permissions. 
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6.2.5 Security Monitoring  

 

To continuously monitor the enterprise's network for security threats and incidents, the model 

integrates Alien Vault's open-source SIEM solution, OSSIM. OSSIM collects the system, 

application, and data logs, allowing for comprehensive security monitoring and analysis. Remote 

syslog forwarding is enabled in Fpf, to forward all the syslog data to Alien Vault SIEM’s syslog 

server (Ssiem). All the user logons are logged in the SIEM dashboard for SOC analysts to-ensure 

that-only-the-authorized-users are accessing the network as a part of continuous monitoring in the 

Zero Trust strategy. 

 

Fpf -> Ssiem   %% the firewall forwards all syslog data to the SIEM for continuous network 

monitoring. 

 

6.2.6 Adversarial model 

 

The adversary in this Thesis is assumed to have following capabilities: 

 

A. The adversary (A) can sniff the network traffic using the Wireshark tool to collect sensitive 

data. 

 

B. Adversary A has gained knowledge of a particular user’s AD password. 

 

In this Thesis, we evaluated the security of the authentication mechanism used in the proposed 

framework that utilizes the OpenVPN-pfSense client with Active Directory credential as primary 

authentication and DUO MFA proxy for DUO PUSH as the secondary authentication. To achieve 

this, the Wireshark tool was used to capture and analyze the network traffic. 
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Results of A: 

 

The analysis revealed that the proposed authentication mechanism is indeed secure even if 

captured by Wireshark by Adversary(A). The proposed framework requires a two-step 

authentication process to access the network, with the first step being the use of VPNc with {Idi, 

PWi} as the primary authentication and Dph as the secondary authentication method. The second 

step also uses {Idi, PWi} as primary authentication and Dph as secondary authentication in the 

Windows login screen. This dual authentication approach enhances the security of the overall 

system. 

 

DUO Security employs the Sduo and CLduo to provide an extra layer of security for both local 

logon and Remote Desktop Protocol (RDP) applications. When users attempt to log in to a 

Windows system either locally or through RDP, the Sduo and CLduo comes into play. It integrates 

with the authentication process and requires a Dph request as the second factor of authentication. 

This means that after users enter their primary {Idi, PWi} credentials, they receive a notification 

on their mobile devices prompting them to verify the login attempt. Only after successfully 

completing this second authentication step can users gain access to the network and resources. 

 

Similarly, when using OpenVPN, once users provide their {Idi, PWi} primary credentials and are 

verified, the CLduo triggers a Dph request as the second factor of authentication. By approving 

the push notification on their mobile devices, users validate their identities and establish a secure 

connection to the OpenVPN network. 

 

In both cases, DUO Security's integration of the DUO proxy (Sduo and CLduo) with OpenVPN, 

local and RDP applications strengthens the authentication process, protecting against unauthorized 

access and reinforcing the principles of zero trust security. 

 

Furthermore, the use of Ci created by the internal CA to validate the user logging in, as well as the 

use of a Cs for the Sovpn for server validation. Additionally, the Diffie-Hellman parameter (DH) 
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was set to 4096 bits in the OpenVPN, which provides a high level of security and makes it difficult 

for attackers to crack the encryption keys. The data encryption algorithms chosen, namely AES-

256-GCM, are known for their high level of security and are widely used in secure communication 

protocols. Finally, TLS 1.2 encryption is used to secure OpenVPN communication, which adds 

another layer of security to the overall authentication mechanism. 

- 

 

 

Figure 23 : Wireshark Capture of Encrypted User Password 

 

From the traffic capture of Sduo using the Wireshark tool by A, as seen in Figure 23, we can 

conclude that the username of the user is “peterparker” which is unencrypted but the password 

“c47d6e02c32bdf6b0f6ed744814a0483” is-encrypted, thereby achieving secure multifactor 

authentication-based-on-Zero-Trust-as-proposed-in-this-Thesis.  

 

 

 



76 
 

Results of B: 

 

The analysis revealed that that in the unlikely case the Ui’s {Idi, PWi} credentials used for the 

primary authentication are compromised, A needs to provide the second factor of authentication 

Dph. Since the secondary authentication is handled by the Sduo and CLduo, the Dph request is 

send to the registered Ui’s Mi which is further protected by the Mi’s internal security such as 

security pin, password, or fingerprint. Thereby reducing the chance of compromising the two-

factor-authentication,-even-if-Ui’s-Mi-is-stolen. 

 

The proposed framework provides a secure and efficient solution for accessing enterprise network 

resources using multi factor authentication based on the Zero Trust approach. By using a 

combination of certificates, encryption algorithms, multifactor authentication, and continuous 

monitoring, the proposed framework provides a high level of security and protection against 

unauthorized access. 
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Chapter 7: CONCLUSIONS AND FUTURE WORKS 

 

7.1 CONCLUSION 

 

The implementation of a Zero Trust Framework has become a critical need for organizations due 

to the increase in remote working and the reliance on cloud computing and IoT devices. The 

traditional perimeter-based security models have proven to be inadequate in protecting sensitive 

data and services from unauthorized access. 

 

The implementation of DUO MFA, Active Directory credentials, and digital certificates in 

conjunction with OpenVPN and pfSense firewall has been instrumental in creating a Zero Trust 

multifactor authenticated environment framework. This Thesis offers a comprehensive guide to 

deploying the Zero Trust Framework in an enterprise environment, utilizing cutting-edge 

technologies to tackle the security risks stemming from the blurry boundaries of corporate 

networks. By minimizing the attack surface and relying only on authenticated and authorized 

access instead of blind trust, the proposed framework enhances security while decreasing the 

organization's exposure to potential cyberattacks.  

 

The use of DUO MFA-provides-an extra-layer-of-security-by-requiring-users-to-provide-two-

factor authentication before granting access to the network. The Active directory credentials help 

to streamline the authentication process and grant access based on user roles and permissions. The 

use of digital certificates further enhances security by ensuring that only authorized devices are 

allowed access. 

 

The proposed Zero Trust Framework (ZTF) in this Thesis goes beyond just theory and offers 

practical implementation steps for organizations to adopt a more secure and efficient ZTF. What 

sets this Thesis apart is that it focuses on implementing Zero Trust together with multifactor 

authentication, which is crucial in today's cybersecurity landscape. Surprisingly, there are very few 

papers that discuss implementing Zero Trust together with multifactor authentication. However, 
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in this Thesis, we have not only proposed this model, but also implemented it in a virtual 

environment and provided detailed steps on how to set up this proposed framework. By following 

the steps outlined in this Thesis, organizations can effectively reduce their attack surface and 

significantly improve their security posture, all while minimizing additional expenses. 

 

Security analysis resulting in the capture and analysis of the network traffic showed that the 

proposed Zero Trust MFA framework is secure against sniffing and password compromise attacks. 

Further analysis of performance efficiency and user satisfaction provided valuable insights into 

how the proposed framework achieves a balance between performance and security, while 

maintaining a positive user experience. The dual authentication approach and encryption methods 

provide-a-high-level-of-security-and protection against unauthorized access. The proposed 

framework is an effective solution for organizations looking to enhance their security posture. 

 

7.2 PROPOSED FUTURE WORK 

 

In future research, there are a few areas that can be explored to enhance the implementation of the 

Proposed Zero Trust MFA Framework: 

 

Network Segmentation: Investigate and develop advanced techniques for network segmentation 

to further strengthen the isolation of different network segments. This can involve exploring 

software-defined networking (SDN) solutions and advanced firewall configurations to create 

robust and fine-grained network boundaries. 

 

Privileged Access Management (PAM) and Granular Access Control: Extend the Zero Trust 

framework by incorporating effective Privileged Access Management mechanisms. Explore 

methods to implement granular access control policies that enforce least privilege principles, 

ensuring that users-and systems have-access-only-to-the resources-they-require. 
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By addressing these future areas of focus, the Thesis can contribute to the continuous improvement 

and practical implementation of Zero Trust Framework in conjunction with multifactor 

authentication, leading to stronger security postures and better protection against advanced threats. 
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APPENDIX A 

 

Set up the virtual environment by installing VirtualBox 7.0 for installing the virtual machines as 

seen in Figure 24. 

 

 

Figure 24 : Virtual Environment Setup Using Virtual Box 7.0 

 

1. Next download & install pfSense firewall [61] community edition 2.6 iso (pfSense-CE-2.6.0-

RELEASE-amd64.iso) in VirtualBox. 

 

2. Two-network-adaptors-are-assigned-for-pfSense-in-VirtualBox. 

 

2.1.  WAN (em0) to communicate to the outside internet with IPv4 settings with dynamic IP 

192.168.7.196/24. 

 

2.2. LAN (em1) to communicate with the internal users with IPv4 settings with IP 

10.1.1.1/24.Create a local area network with 10.1.1.0/24, with the firewall being assigned the 

static IP 10.1.1.1 as seen from Figure 25. 
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Figure 25 : pfSense Firewall Command line Console 

 

3. Open-the-web-browser-and-go-to-IP-10.1.1.1-to-access-the-firewall-web-console as seen 

from Figure 26. 

- 

 

Figure 26 : pfSense Firewall Web Console 
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4. Next,-we-set-up-a-Certification-Authority-(CA)-“DEF-Company-CA”-in-pfSense as seen 

from Figure 27. 

 

 

Figure 27 : Internal Certificate Authority in pfSense 
 

 

4.1. We give a descriptive name for the CA, select internal CA, RSA key 4096 bits and SHA 

256-as-digest-algorithm-and-click-save. 
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5. Create-a-server-certificate-to-use-with-OpenVPN-authentication-server as seen in Figure 28. 

 

 

Figure 28 : DEF Company Server Certificate 
 

6. Create user certificates to use for authentication, sample user – Administrator. Follow the same 

process from step 5, as seen in Figure 29. 

 

 

Figure 29 : DEF Company User Certificate 
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7. Then go to System > User Manager > Authentication Servers and create an authentication 

server “Radius_Server_DUO. Select the type as “RADIUS”, protocol as Password 

Authentication Protocol (PAP), IP address of DUO Proxy Server 10.1.1.15, shared secret 

generated in the NPS server and set ports 1812, 1813 for authentication and accounting 

respectively as seen in Figure 30. 

 

 

Figure 30 : Setting up Radius Server for Authentication 

 

8. To set up the firewall rules, go to Firewall > Rules > WAN. Select the action as “PASS”, 

interface as “WAN”, address family as “IPv4”, protocol as “UDP”, source as “Any”, 

destination-as-“WAN-Address”-and-destination-port-as-“1198” as seen in Figure 31. 
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Figure 31 : Configuring Firewall Rules 
 

9. To setup the OpenVPN server [62] [39] go to VPN > OpenVPN > Servers, click add server. 

 

9.1. Select the server mode as “Remote Access (SSL/TLS + User Auth). 

 

9.2. Select the previously created authentication server “Radius Server_DUO”. 

 

9.3. Protocol – UDP on IPv4 only, interface “WAN” and port “1198”. 

 

9.4. Select tick box “Use a TLS Key”. 

 

9.5. Select the created Certification Authority “DEF Company CA” and server certificate “DEF    

Company CA Server Certificate”. 
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9.6. DH parameter Length – 4096 bit. 

 

9.7. Data Encryption Algorithms: AES-256-GCM, AES-128-GCM and CHACHA20-POLY1305. 

 

9.8. Fallback Data Encryption Algorithms: AES-256-CBC (256 bit key, 128-bit block). 

 

9.9. Auth Digest Algorithm: SHA256(256-bit). 

 

9.10. Tick Client Certificate Key Usage Validation. 

 

9.11. Set IPv4 tunnel network as 17.1.1.0/24 and tick redirect IPv4 gateway. 

 

9.12. In advanced configuration add “reneg-sec 0”, to prevent the DUO MFA from asking to   

  reauthenticate after every 1 hour. 

 

9.13. Enable UDP Fast I/O for fast UDP writes. 

 

9.14. Select-gateway-creation-as-“IPv4-only”.       
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- 

 

Figure 32 : OpenVPN Server Setup Configuration Part1 
 

 

Figure 33 : OpenVPN Server Setup Configuration Part2 



96 
 

 

 

Figure 34 : OpenVPN Server Setup Configuration Part3 
 
 

 

Figure 35 : OpenVPN Server Setup Configuration Part4 
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10. Then go to System > Package Manager > Available Packages, search and install “openvpn-

client-export”-utility.-Go-to-VPN->-OpenVPN->-Client-Export-as-seen-in-Figure-36. 

 

10.1. Select Remote Access server “DEF Company VPN Server – DUO Auth UDP4:1198” 

 

10.2. Host-Name-Resolution-–-Interface-IP-Address. 

 

 

 

Figure 36 : OpenVPN Client Export Utility 

 

10.3. Download the OpenVPN Connect application and config file for the individual user depending 

on the client OS. After installing the client app, import the config file to use the VPN as seen in 

Figure 37. 
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Figure 37 : OpenVPN Client Download 

 

11. Then open the OpenVPN client, provide the credentials and submit to logon to the network. 

The DUO mobile client will send the DUO PUSH prompt to the assigned mobile device as the 

second factor authentication step to authenticate the user’s credentials as seen in Figure 38 and 

permit login. 

 

      

Figure 38 : OpenVPN Client Login Prompt 
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12. Then open remote desktop application, provide the IP to the DEF_Administrator account, 

provide the credentials and authenticate using DUO MFA as seen in Figure 39. 

- 

 

 

 

Figure 39 : RDP Connection Initiation 

 

 

 

Figure 40 : Providing RDP Connection Credentials 
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13. Next, we set up Microsoft Windows Active Directory [63] by installing Windows Server [64] 

[65] 2019 as seen in Figure 41. 

 

 

Figure 41 : Setting Up Active Directory in Server 2019 

 

14. After opening the server manager as Administrator, select add roles and install Active 

Directory Domain Services to set up active directory. Then add this server as domain [66] 

controller as seen in Figure 42. 

 

15. Then set up the DNS services [47] by creating the domain “DEFCOMPANY.COM” & assign 

static IP 10.1.1.12. 

 

 

Figure 42 : Setting Up DNS in Active Directory 
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16. Next to setup-active-directory-users, open-Active-Directory-Users-and-Computers. Add users 

and provide the necessary permissions as seen in Figure 43. 

 

16.1. Created the following Active Directory users as seen in Table 6.  

Table 6 : Created Active Directory Users List 
 

Name Of Account Purpose 

Administrator   Admin Account 

CaptainAmerica User Account 

DEF_Test User Account 

DEF_TrueNas_Shared_Acc Shared Account For NAS 

JohnyDepp User Account 

NAS Admin Admin Account For NAS 

Service Acc Service Account for MFA Authentication Proxy 

Tony Stark User Account 

Peter Parker User Account 

 

 

 

Figure 43 : Active Directory Users 
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16.2. Created a group called VPN users and added the users who are allowed access to the network 

through-VPN as seen in Figure 44. 

- 

 

 

Figure 44 : VPN Users Group 
 

17. Setup Network Policy Server [67] for Authenticating the users against the AD database as seen 

in Figure 45. Configure the pfSense firewall with IP 10.1.1.1 as the radius client & generate a 

shared secret to be shared with the authentication server as seen in Figure 46.  

 

 

Figure 45 : Network Policy Server 
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Figure 46 : pfSense Radius Client Configurations 

 

18. Set up a network policy allowing only users from the group “VPN Users” to be authenticated 

& allowed access to the network as seen in Figure 47. 

 

 

Figure 47 : Setting up Network Policy for VPN Users Group 
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19. Setting up User Workstation as seen in Figure 48. 

 

19.1. Download and install Windows 10 Pro . 

 

19.2. After setting up the machine, join the machine to the company domain   

 DEFCOMPANY.COM and login as a registered AD user (e.g., user - Johny Depp). 

- 

 

 

Figure 48 : User Workstation Windows Login Screen 

 

 

 

Figure 49 : User Workstation Connected to Company Domain 
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20. Setting up DUO MFA Authentication Proxy for Multifactor Authentication [68]. Install 

windows server 2019 in the same manner as the Active Directory and then install DUO 

authentication proxy client in the server with admin privileges. 

 

21. Then login to DUO admin account using the link https://admin.duosecurity.com/ and setup 

DUO-account [69] as seen in Figure 50. 

 

         

 

 Figure 50 : DUO Admin Login Prompt 

 

21.1. Go to applications menu, select protect an application “RADIUS”, this will generate the 

  integration key, secret key, and API hostname as seen in Figure 51, to be included in the 

  proxy’s-configuration-file. 

- 
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Figure 51 : DUO Admin Web Console 

 

22. After installing the proxy client in Step 20, navigate-to-C:\Program Files (x86)\Duo Security 

Authentication Proxy\conf\authproxy.cfg to edit-the proxy file as seen in Figure 52. 

 

 

Figure 52 : DUO Proxy Configuration File 
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23. Launch-the-DUO-Authentication-Proxy-Manager-and-start-the-proxy as seen in Figure 53. 

 

   

 

Figure 53 : DUO Authentication Proxy Manager Console 
 

24. Go to the DUO admin portal, click users to add new users [70] as seen in Figure 54. Provide 

email and phone number for verification and enable 2FA. Download the DUO mobile app and 

add the registered user by clicking on the enrollment [71] received from DUO. DUO will 

request a push notification as a secondary authentication method when the user tries to login 

to the network through the VPN after-providing-the-AD-credentials. 
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- 

 

 

Figure 54 : Adding a new DUO User 

 

25. To enable location-based access, create a policy “Location Based User Access Policy”, in 

which access from UAE is allowed with 2FA and access is denied for all other countries as 

seen in Figure 55. 

 

- 
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Figure 55 : Location Based Access Policy 

 

26. Create a “UAE Group” and select users who are allowed to access from the UAE. Will deny 

access to all other users not in this group as seen in Figure 56. 

 

 

 

Figure 56 : DUO User Group Creation 
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27. Add users to the created group to-grant-or-deny-access-based-on-the location policy. Then in 

the-corresponding-user’s-account-select-the-newly-created-group-as-seen-in-Figure-57. 

 

 

 

Figure 57 : Adding-Users-to DUO Group 

 

 

 

Figure 58 : Adding-the Group-to the User's Account 
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28. Then go to applications and select RADIUS. Select and apply the group policy. In the default 

global policy all users from UAE are allowed access and users from all other countries is denied 

access. Figure 59 shows the integration details for protecting the RADIUS application in DUO. 

By going to the Authentication logs menu, all the access granted and access denied-logins-can-

be-seen,-as-shown-in-Figure-60. 

 

 

 

Figure 59 : Protecting RADIUS Application in DUO 

 

 

Figure 60 : DUO Login Authentication Report 
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29. To configure MFA for windows logon using DUO MFA, install the DUO MFA client on the 

windows device. 

 

29.1. In the DUO admin portal, go to-applications. Click-protect-an-application-and select 

“Microsoft-RDP”-and-select-protect as seen in Figure 61. 

- 

 

 

Figure 61 : Protect RDP Application with DUO 2FA 

 

29.2. Save the integration, secret keys and API hostname to add in the DUO MFA windows 

 client-application-as-seen-in-Figure-62. 

 

    

 

Figure 62 : Secret Credentials for Microsoft RDP1 App 
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29.3. Go to DUO RDP documentation page, download, and install the DUO MFA windows 

 client application [72] as seen in Figure 63.-Fill in the secret credentials to complete the 

 installation as seen in Figure 64. 

- 

 

 

Figure 63 : Downloading DUO Windows Login App 

 

 

 

 

Figure 64 : Installing DUO Windows Login App 
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29.4. After the installation, sign-out of the account. When logging back in, after providing the 

username and password as seen in Figure 65, DUO MFA will ask for DUO multifactor 

authentication for the login as seen in Figure 66. 

 

 

 

Figure 65 : Windows User Login 

 

 

 

Figure 66 : DUO 2FA PUSH Request for Windows Login 
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30. To setup a file sharing server [73] in the company domain, download and install True NAS 

Core-13.0. 

 

30.1. Assign static IP 10.1.1.19 for accessing the file server through the web browser as seen in 

 Figure 67 and-configure the DNS by setting the IP of the DNS server as 10.1.1.12 in 

 windows network settings. 

 

30.2. Then go to the browser and open the IP 10.1.1.19 to access the TrueNAS console as seen 

  in-Figure-68-which-is-secured-using-the-admin-credentials-and-MFA-authentication

 -using-DUO-MFA. 

 

 

 

Figure 67 : TrueNAS Core Login Prompt 
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Figure 68 : TrueNAS Web Console Dashboard 

 

30.3. After accessing the TrueNAS portal, to link the True NAS server with the Active Directory

 go to Directory Services > Active Directory. Give the domain name, create an AD account

 “NAS-Admin”-with-privileges-to-interact-with-TrueNAS-server as seen in Figure 69. 

- 

 

 

Figure 69 : Joining TrueNAS to Active Directory 
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30.4. Go to System > NTP Servers to add an NTP server to sync the time properly when 2FA is

 enabled, to avoid failed logons due to time mismatch between the TrueNAS server and 

 DUO MFA proxy server at the time of logon as seen in Figure 70. 

 

 

Figure 70 : Setting Up NTP Server 
 

30.5. Create a group “DEF_TrueNas_Shared_Acc” both in Active Directory and True NAS 

 server to add users who will be allowed to access the shared folder in True NAS. The AD 

 users are only added to the group in the active directory as seen in Figure 71. 

- 

 

 

Figure 71 : Creating a Shared Group in TrueNAS 
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30.6. Under Storage > Disks menu we can see the disk “ad0” (8GB) where the True NAS OS is 

 installed and disk “ad1” (2.1GB) the storage disk which is utilized for the shared network

 storage as seen in Figure 72. 

- 

 

 

Figure 72 : TrueNAS Storage Disks Menu 
 

30.7. Under Storage > Pools menu we create a new pool [55] named “NAS as seen in Figure 73. 

After creating the-NAS-pool we create the dataset named as “DEF Shared Folder” and “SMB” 

windows-share-is-selected. 

 

 

Figure 73 : Creating Storage Pools 
 

30.8. The click edit permissions under the dataset, edit ACLs, then select the user    

 “DEFCOMPANY\johnydepp” who has been granted full permissions to the shared folder 

  and the group (“DEF_TrueNas_Shared_Acc”) of users who can access and view the 

  shared folder as seen in Figure 74. 
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- 

 

 

Figure 74 : Providing Access Control Permissions to the User 

 

30.9. In the services tab ensure that SMB is running. 

 

30.10. Then go to Sharing >Windows Shares (SMB) click add and browse down to the DEF 

 Shared-Folder-created-earlier-and-save, as seen in Figure 75. 

- 

 

 

Figure 75 : Windows Shares (SMB) Menu 
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31. Then click on the 3 dots of the newly created SMB share and select “Edit Filesystem ACL”. 

Then select the user “DEFCOMPANY\johnydepp” who has been granted full permissions to 

the shared folder and the group (“DEF_TrueNas_Shared_Acc”) of users who can access, and 

view-the-shared-folder as seen in Figure 76. 

- 

 

 

Figure 76 : ACL Permissions Menu 

 

32. Then go to System > 2FA and select enable two factor authentication as seen in Figure 77. 

Open-the-DUO-mobile-app, click on the plus icon and scan the QR code from the TrueNAS 

console. Logout of the console. 

- 
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Figure 77 : Enabling 2FA in TrueNAS 

 

33. When logging in again the TrueNAS will ask for the username/password credentials and DUO 

MFA-OTP-to-login-to-the-TrueNAS-console. 

 

34. Next, we navigate to the shared folder from the user workstation by going to TrueNAS > NAS 

Pool as seen in Figures 78. We can see 3 files which the user “Johny Depp” has full control 

and-the-members-of-group-“DEF_TrueNas_Shared_Acc”-can-we-view-but-cannot-modify. 

 

 

Figure 78 : TrueNAS Network Drive 
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Figure 79 : TrueNAS Shared Pool 

 

 

Figure 80 : TrueNAS Shared Files 
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35. Next, we are setting up a SIEM solution for continuous monitoring of the organization’s 

environment. Download and install AT&T’s open-source Alien Vault OSSIM SIEM solution 

[74]. 

 

35.1. We assign a static IP 10.1.1.21 to the SIEM and add IP 10.1.1.12 as the DNS server in the

 configuration setting. By providing the admin credentials we can get access’s the SIEM’s 

 shell-for-additional-configuration-as-seen-in-Figure-81. 

- 

 

 

Figure 81 : Alien Vault OSSIM Command Line Console 
 

 
 

Figure 82 : Alien Vault OSSIM Shell Console 
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35.2. We can also access the SIEM’s console through the web browser by going to  

  https://10.1.1.21/ as seen in Figure 83. 

- 

 

 

Figure 83 : Alien Vault OSSIM Web Console 

 

35.3. We can add users and analysts for SOC monitoring under Configuration > Administration 

as-seen-in-Figure-84. 

 

- 

 

 

Figure 84 : Adding Users in Alien Vault OSSIM 
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35.4. Then we go to discover and add assets in the network by going to Environment > Assets 

  & Groups > Add assets by giving the IP address or scanning the domain subnet. From the

  below screenshot we can see the different assets that have been discovered in the network

  scan-as-seen-in-Figure-85. 

 

- 

 

 

Figure 85 : Adding and Discovering Assets 

 

35.5. Then we go to discover and add assets in the network by going to Environment > Detection

 >Agents to deploy HIDs agents to collect logs from the discovered assets as seen in Figure

  86. 

- 
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Figure 86 : Discovered Assets 

- 

 

 

Figure 87 : Deploying HIDs Agents 
 

35.6. Then we go to Analysis > Alarms, to see the Alarms generated in the SIEM console from 

 monitoring-the-network-as-seen-in-Figure-88. 
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Figure 88 : OSSIM SIEM Alarms1 
 

 

 

Figure 89 : OSSIM SIEM Alarms2 
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35.7. Then we go to Analysis > Security Events (SIEM), to see the events generated, which 

 further-trigger-Alarms-in-the-SIEM-console-from-monitoring-the-network as seen in 

  Figure-90. 

-

 

 

Figure 90 : OSSIM SIEM Events1 

 

 

 

Figure 91 : OSSIM SIEM Events2 
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35.8. We can generate reports after analyzing the SIEM generated alarms and events for security

  audit-purposes-by-going-Reports-and-download-the-respective-reports as seen in Figure 

  92. 

- 

 

 

Figure 92 : Generating SIEM Alarm Reports 
 

35.9. The SIEM automatically generates reports based on the data collected from the various 

 sources.-A-sample-of-the-generated-report-is-attached-below as seen in Figure 93. 

- 

 

Figure 93 : SIEM Alarm Report1 
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Figure 94 : SIEM Alarm Report2 

 

 

 

Figure 95 : SIEM Alarm Report3 
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35.10. The OSSIM SIEM is also connected to the Open Threat Exchange (OTX) for receiving 

  update malware signatures and detections available worldwide as seen in Figure 96. We 

  can-subscribe-to-various-OTX-subscriptions-based-on-the-organization’s-requirements. 

- 

 

Figure 96 : Alien Vault Open Threat Exchange Feeds  
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