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Abstract

This work represents a formative evaluation of the effect of Deep Freeze obstie tlae
Networking, Security, and Systems Administration department. This departmagriains 4

labs for student use and has implemented Deep Freeze, a software package tioteradetain

a standard set of configurations on each computer. In order to provide a proper focus to the
evaluation, the process consisted of identifying specific evaluation questish)rbugh a
diverging process, including the input of key stake holders, followed by a conyerogicess.

The data was collected using both a survey instrument and interviews, providing both
guantitative and qualitative data. This process resulted in information that 2eze Eoes
indeed save time for the lab technicians, both in the duration of imaging and in the number of
times the labs need to be imaged. Additionally the labs are kept more congistpracticals

run smoother, and the students like the program. However, students do need to be constantly

saving their work off the computer in order to prevent data loss due to Deep Freeze.
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l. Executive Summary

Evaluations take on many forms; this one is intended to ascertain the effpdtieeee has
had on the Networking, Security, and Systems Administration (NSSA) depatthernd to
identify areas of improvement. In addition to understanding how this program hascdhtfex
way students, lab technicians (labbies), and professors interact with the imbisatin partial
fulfillment of the requirements for a Master’s degree in Networking ane®gsAdministration.
This particular study involved many constraints, the biggest being time tot¢bBemctual data.
Additional constraints include an extremely limited budget, restricted concation with key
stakeholders, inadequate response from participants, and personal bias.

The first step of an evaluation is to identify the evaluation object, thereimgdocus to the
whole evaluation. The NSSA department, housed in the Golisano College of Compdting a
Information Sciences, provides degrees in Networking & Systems Admimsteatd in
Information Security & Forensics at both the Bachelor's and Mastegssleyt maintains four
labs for student use and classroom instruction on anything from switching and routing t
scripting to wireless communication. Ann Gover, lab manager, is responsibliediothal lab
technicians and the configuration of these labs. Every quarter there are open lab hauins, hour
which classes are taught, and hours during which the students have a timed, hartdgsan tes
known as practicals. Prior to the Deep Freeze implementation, lab techimzages! all the
computers with fresh configurations using Norton Ghost before each class etrchpra
Students were also advised to image the computers with fresh configurations pridking wor
during open lab hours. In order to support this endeavor the lab technicians maintain ag imagi
infrastructure separate from the regular network connection which usesty wvadrmages of

different Operating Systems. Deep Freeze, a program distributeddydsais intended to
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maintain a consistent set of configurations on the computer. This program stilm&sts to
make whatever changes they desire but as soon as they reboot the computieosdl dianges
are discarded and the computer resorts back to its standard image, teduveinygrthe need to
re-image the computer.

The specific evaluation questions provided additional focus to this evaluation. After
consulting with the lab manager and other key stakeholders, the long list ofgdajaastions
became four primary questions. The first question deals with the time-savpegssasf Deep
Freeze. The next question involved the consistency of the labs. Question three is intended t
focus on the affect of Deep Freeze on the teacher workload. The final questiom ¢neditler
the perception of the students and labbies about Deep Freeze.

The actual process of conducting the evaluation influenced the outcomes and atilize
mixed qualitative and quantitative approach. The survey, developed speciticatiys
evaluation, provides the qualitative data. Interviews and personal experiengaatitative
data, will be used to validate the survey responses. Additionally, by providing open-ended
guestions in the survey and the interviews this evaluation can encompass more than the
anticipated questions. The population for this evaluation consisted of: a random sampling of 60
students in the NSSA department, all of the labbies, and all of the professorsitafpuadiata
will be evaluated using descriptive statistics, with chi-squared testfidateahe statistical
significance of the data. The qualitative data was coded based upon themesspdhses.

The actual results of the data collection process represent the bulk of the @afies 149
people asked to participate in the survey, only 51 responded: 6 faculty members, 13Wdtmbies (
are also students), and 32 general students (not labbies) for a resppo$848&6. All those

interviewed agreed that Deep Freeze saved time with some estimatgaroeind 20-50
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minutes each day. The survey showed that time was an important consideration ts sthdent
asked to identify the benefits they saw from this program. Labbies report&ktatreeze not
only reduced the amount of time spent imaging each week but it also reduced the frefluenc
reimaging. As far as consistency is concerned, the survey asked respandaetthe labs both
before and after the implementation of Deep Freeze. This resulted in a aigrshdt to fewer
problems with the lab image after this implementation. The third question déateacher
workload and while not enough teachers responded to make any valid inferences about their
comments, both the students and the labbies suggested that Deep Freeze reducgishghe ima
incidents during practicals. This frees the teacher up to take care ofsstes,imeaning there
can be a reduction of workload. While the majority of the comments about Deze Frere
positive, there were some negative side effects like data loss and difficulgparipg lab
images. Finally, and unanticipated at the outset of this evaluation, many stupertedréhat
Deep Freeze brought them a peace of mind knowing that the labs could alway$ toethese
standard state, allowing them to take better advantage of open lab hours.

The conclusions and recommendations portion of the paper concludes the evaluation.
While there are clear benefits like the time-savings and the consistemeylabs, many
students also worry about data loss. The labbies must also support an additional pfagham w
makes it harder to build images. One suggestion for improvement is to remove Deep Free
from the battery-driven laptops for wireless labs because they are pronectolpssvand,
because of Deep Freeze, data loss. Additionally, it might be beneficial to pstoaridge either
in a thawed partition or a network share to allow students a temporary location to sabhatdat
will not get deleted upon reboot. Finally, a more comprehensive Deep Freezearmadade

all of the programs needed in the labs is recommended.



4 Deep Freeze Evaluation



Deep Freeze Evaluation 5

. Introduction

A review of the background behind this evaluation will aid the reader in gaining a more
complete understanding of its purpose and results. In order to help with that opjbiive
introductory section discusses the purpose of the evaluation, highlights the intendedeaudienc
presents the limitations and constraints of the evaluation, and brieflyrexifla remaining
content of this report.

A. Purpose of the Evaluation

The primary purpose for this evaluation is to better understand how the implementation of
Deep Freeze has impacted, whether positively or negatively, the lab enviramithenthe
Networking, Security, and Systems Administration (NSSA) departmentoiypleting this
evaluation | want to better understand how Deep Freeze has affected stabaetd)nicians,
and faculty members. Because it is such a recent implementation in thel&if38Si*deserves
attention: to see if the department is truly achieving the perceivedtseref to identify ways
of improving this particular implementation.

This evaluation relates to the networking and systems administration asesdd& deals
with understanding the result of a change to the operating environment. Oftemtine
computer network environment new applications or hardware are implementedetibeyumsre
the latest and greatest or promise improved performance. Rarely, howetbesa new
additions fully evaluated to understand whether they actually improve the netwark dy
performing this evaluation | hope to gain experience to better understacttatigee process and
to be better prepared in the future to evaluate changes.

A secondary purpose is to fulfill the requirements for the NSSA Mastagreelen

Networking and Systems Administration. In order to assist in this endeavor, ¢imaked in
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the Learning and Knowledge Management program capstone course: 4002-865 Program
Evaluation. This report serves as an organized presentation of my evaluahbothftre course
and the Master’s degree requirements.

B. Audience for the Evaluation Report

While the potential audience for this report could be broad indeed, including anyone who is
interested in the effect of Deep Freeze in a computer lab environment,uhkesended
audience is much more specific. There are at least three intended auftietfusgeport: the
faculty members who must approve this graduate work, the faculty and stafing 827
department who work with Deep Freeze, and those students who may be conducting similar
evaluations or attempting to write similar reports.

Primarily this report is directed at the faculty members who must appfovg graduation
requirements. For this reason | have tried to be as complete as possible in alteexplin
my evaluation and show the comprehensiveness of this project. This reportadreipsthe
reader completely understand the process and results of this formal ewaluam hoping to
be open to public scrutiny with my analysis and interpretation of the results andoimpletely
transparent in the methods | followed in order to collect the data.

A secondary audience is the faculty and staff of the NSSA department at R§lteport is
intended to help them better understand the impact of Deep Freeze on the labs and | hope the
analysis and interpretation portion is especially beneficial for this pewrddsep Freeze is just
one example of a program that is implemented in the NSSA labs in order to ofardhats the
best lab environment possible; this report can help the faculty and staff to ntakeleeisions

about the future of Deep Freeze and the labs as a whole.
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Finally, I hope that other students in the same program will be able to benefthfom
thoroughness of this report. | gained insight as | studied Al Naclerio’'st i@ptine evaluation
of a Gmail application and hope that my report will aid future students. | encdutaige
students who identify weaknesses or errors in my evaluation to make those inmgts/gm
their own work and thereby improve the knowledge domain as a whole.

C. Limitations and Constraints

While this evaluation has been conducted with the best possible intentions, conforming to
current practices in the field of program evaluation, the reader needawabeof several
limitations of this study. The primary constraint was time. Due to ext@fhagnces, this
whole evaluation had to be completed in a period of only a few weeks. That did not provide
enough time to thoroughly understand all of the implications of Deep Freeze or iaslogey
stakeholders as would have been ideal. Also because of time and other resourcatsahstrai
evaluation questions had to be limited to only a few. Had there been more resoutableava
we could have investigated more questions and better understood the complete impgzt of Dee
Freeze on the current lab environment.

Other limitations include communication with key stakeholders, limited respa)@ert an
early implementation of the Deep Freeze software. This evaluation begahensaddle of
November which meant that many of the key stakeholders were either on vacation or
convalescing due to surgery. This made communication limited and potentiignidd the
focus of this evaluation adversely. Also, largely due to time constraints, thadegp®to the
survey instrument came primarily from the students and faculty membaes NSISA
department. More time would have allowed for the use of a better control group suokthas a

lab environment outside the NSSA department that had not recently changed thg imagin
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techniques. Additionally, Deep Freeze was only rolled out in the NSSA labs in Fadird2G08
(late August) and this evaluation took place in Winter quarter 2008 (late November, ea
December). This means that the implementation of Deep Freeze idrytithéav and the users
are still adjusting to its usage. Since it was not a mature implementatipadted many
shortfalls and a lot of unfamiliarity over the course of the evaluation.

| would also like to include a word about bias. As an internal evaluator | amaawmiilh
the history of this program and its general acceptance within the NSSA depariram also
familiar with the key stakeholders and users of the Deep Freeze enviromuesat, oy very
nature, my evaluation will show a little bias. | have attempted to control fanatisias
through triangulation of the data, both within the survey instrument and the open-ended
interviews. The benefit of working from the inside is the familiarityhnwite decision-making
strategies and work flow of the lab environments which aided in completing/ghiggon
within the time constraints.

A final constraint of this evaluation is that it is merely a snapshot of thentisituation.
There is no promise that these results translate into future or past pedernwith these
limitations in mind | will now introduce the reader to the rest of the contenlésafefport.

D. Overview of Report contents

Besides this introductory section there are four major sections which followy. afdein
order of appearance, the Evaluation Focus, the Evaluation Process, the Resulscargiods
and Recommendations. A series of appendices are attached to make this repootptete.

The Evaluation Focus section is intended to guide the reader through some of thagmelim
steps taken in order to determine the focus of the evaluation. The intent of tlois mseidi

present a clear idea of what was evaluated and why. One of the primargded this section
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is the description of the evaluation object. Many people are not familiar withBeeze or the
NSSA labs and this description serves to help the reader fully understand tbaraewir under
evaluation. It will provide a brief overview of the NSSA department, the lab environDesp
Freeze itself, and will also include a few comments on what is not included in tbateral
This section concludes with an explanation of the evaluation questions and the radionale f
selecting these particular questions. After reading this sectionatherrehould better
understand the scope of the evaluation as well as what determined the patioetds of Deep
Freeze | evaluated.

After the Evaluation Focus section the Evaluation Process section exisentdloe reader
to the actual evaluation. This section will include information about how | conducted the
evaluation and why it was done in this particular manner in an attempt to makehation
process more transparent and open to scrutiny. A main feature of this sectiongkaatex
of the data collection process in order to help the reader to understand the eetalts s

The Results section reports the actual evaluation data. This sectiorsaddrash of the
evaluation questions in turn, complete with the data and analysis which support thahquesti
is in the Results section that the reader will find an analysis of all geEmM®eSs, both with the
survey instrument and with the interview process. | will also provide a hdight from my
personal experience as a Teacher’s Assistant during the period in vaaphHeeze was
implemented. The primary purpose of this section is to openly present and discessilteeof
the evaluation and to present the actual data through my interpretation of itsaipefi

The final section of this report is the Conclusion and Recommendations section. In this
section the reader will find the overall conclusions of the Deep Freeze ismghion, including

both the positive and negative consequences of putting this program into use. Following some
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concluding remarks about the evaluation as a whole will be a few recommendations &&e
faculty and staff for improving Deep Freeze in the future. This section is intendgthiodte
the main body of the report and will conclude with suggestions for possible futuce wor
Attached to the end of the report will be several appendices. Appendix | is a hiphigaf
sources that proved helpful in better understanding Deep Freeze and this evaluagissm proc
Appendix Il is the notes | took on the diverging phase of deciding the evaluatiorogaesti
Appendix Il is a reproduction of the spreadsheet we used in the convergiedgcstagually
decide on evaluation questions. Appendix IV includes the e-mails | sent out in ordetgo invi
students and faculty members to participate in both the survey and the interview. Appendi
a reproduction of the actual survey instrument and responses with a brief egplah#tie
rationale and branching involved. Appendix VI is a digitized version of my intervie\s natie
the different volunteers. Appendix VIl explains and presents the analybis gaalitative
guestions within the survey. Appendix VIl presents a one-page summary of theiresudisr
to present to stakeholders in the NSSA department. Finally, Appendix IX comtains a
acknowledgment of those individuals who proved essential and very helpful in compieting t

evaluation.
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1.  Evaluation Focus

A proper focus is needed in order to fully understand the object under evaluation and the
extent of the evaluation. This section explains the Deep Freeze program uhgsrayavithin
the context of the NSSA labs. It is important especially for those unfamittaDeep Freeze or
the NSSA lab structure. Additionally, this section contains a brief discussiba e¥aluation
guestions including information about the selection of these particular questions.

A. Description of the Evaluation Object

The NSSA department has only recently been organized within the B. Thomas Golisano
College of Computing and Information Sciences, drawing from resourcles bifformation
Technology and Computer Science programs. The National Security AgenDggagment of
Defense, and the Department of Homeland Security have designated the depzstare
Academic Center of Excellence, meaning that they have the programs veulchtte skills
these national agencies are looking for. Currently there are 17 full-toukyfanembers and
about 400 graduate and undergraduate students in the department. The departnspaicifas a
focus and offers two degrees at both the undergraduate and graduate levebe sndegr
Networking and Systems Administration and another in Information Security.

The school maintains five computer labs where the faculty membehnspieaciples of
systems administration, networking, security, telephony, wireless teghes| forensics, and
other sundry projects. The labs are distinctly named according to their futited
(primarily used to teach networking classes), Syslab (primarily useddo $ystems
administration), VoIP (the telephony labs), and Projects (for just aboutlewnerglse).

Students are free to work with whatever software suits their needs but dtemages are

provided in both Windows and Linux environments. The lab is maintained by a group of about
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14 student employees known collectively as “labbies” who are themselves involagtbas
levels within the program (in other words they also use the labs as students in $keB)clain
total these labs constitute about 300 computers, over 130 routers and switches, stdatezle
to be worth over $2 million. The department works closely with vendors to provide students
with state-of-the-art computing equipment in order to teach applicable skills areptogthem
for immediate employment upon graduation.

These labs are used for three primary purposes: open lab hours, class instruction, and
practicals. Open lab is a time designated for students to work on their asggnifieere is
always a labbie or a teacher’s assistant on shift who can answer theompiastl it gives
students an opportunity to explore. Class instruction is time designated forfe sjess to
work together on a specific lab assignment. For example, the Introduction to Rowting a
Switching class has two hours each week where they get hands-on experieipcaatingg
routers and switches. Students who do not finish in the allotted time can then come back during
open hours to complete their work. Finally there are the practicals. Uaud#lgs with a lab
component will have two practicals: one at the mid-quarter mark and the otheeattof the
term. This is a timed test (about an hour long) where the students are askéuorto pseries
of previously identified tasks in order to prove their acquired knowledge in theupsrass.
Practicals are stressful for students because they have no foreknowledginaothiee gamut of
topics covered in class, as to the content but are still expected to performtiagttime
requirements. With this understanding of the NSSA labs, it is now possible to introduce the
Deep Freeze program.

Faronics developed Deep Freeze, a program designed to help maintain aasetawist

computer settings also known as the computer “image.” They market the prodweap®f
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maintaining computer configurations (especially in lab environments) whilggdull access to
the users. This provides a more consistent computing experience and preventsdhetion
of malicious logic onto the computer. From the Faronics website we read,
“Faronics Deep Freeze helps eliminate workstation damage and downtime g maki
computer configurations indestructible. Once Deep Freeze is installed on aatvonkst
any changes made to the computer—regardless of whether they are atoident
malicious—are never permanent.”
In other words the program is intended to prevent change to the computer softwiréhidVi
program installed, administrators are able to allow users control over the eotiuas soon as
they press the reset button any changes are removed and the computer is reséasthttard
image. This is exactly what the NSSA department was looking for in order immmestudent
productivity while reducing the need to reimage computers.

This evaluation has been conducted in order to understand the actual impact that Deep Free
has had on the NSSA labs, from the perspective of faculty members, lab techaioians
students. The lab workers under the direction of Ann Gover, NSSA department lab manager,
tested the Deep Freeze program in Spring and Summer Quarters of 2008 in orelérttosse
program would help improve the lab environment. The program was implemented in Fall
Quarter of 2008 and this evaluation took place in Winter Quarter of that same/ g
represents the first quarter following the initial deployment of this sodtwackage. This
evaluation represents the first time that such a program has ever beateeMtmally in the
NSSA department.

Ann Gover selected Deep Freeze to address the problem of reimaging compueetabn t
environment. She had experience with this program from a previous job and decided that it

would serve her purposes in the current lab situation. According to her, the goal wasd® provi

a more consistent lab environment, to increase student productivity, and to ddwdamse it
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took to prepare the labs for student use. Additionally, she thought that Deep Freezedvould ai
the faculty members in their lab coursework especially in streamliningrécéicals. Essentially

the idea is that students need to be able to have administrative rights on their compmutier

to complete their lab assignments; however, the computer labs need to mairgadaedsmage

in order to provide a consistent lab environment for all students. In other words, thbatak t
previous student did on a machine should not interfere with the work which the current student
needs to accomplish, even if it is the exact same task as the previous student.eBee[sfne
intended solution because all changes are discarded simply with a quick rdsdetgestadents

to start from the same configuration every time.

The primary users of Deep Freeze are the lab technicians who prepareamégesup the
lab for the specific class requirements. Secondary users include tessprsfwho teach with a
lab component and the students who would be affected by the change in the imagirgg proces
The principal stakeholders are the students, the lab technicians, the faammlbers, Ann Gover,
and the department administration.

This evaluation is limited to the evaluation questions presented in the followiransaed
to the particular implementation of Deep Freeze within the NSSA departmerse dinestions
were deemed the most germane to the decision makers and the most interdstioghert
stakeholders. Other evaluation questions were proposed and could be valid (see Appendix |
Diverging Questions and Appendix Il — Converging Process for a brief exijplammdétchoosing
evaluation questions) but due to resource constraints the current set of questicelegtrd.

This evaluation is intended to answer these questions in this current situation onlyyarat ma
be generalized or transferred to other situations. The evaluation consists of a survey

guestionnaire, several open-ended interviews, and a few personal observationswith s
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analysis and interpretation on these results. There is no assumption that tisis data i
comprehensive, simply a report of the current state of Deep Freeze in$idel&fs. This
evaluation does not include any treatment or experimental design. While centanasve
conclusions could be reached, it is intended that the results be used in a formatives sense, a
evaluation of how the program is doing and perhaps how it could be improved.

B. Evaluation Questions

In order to give the evaluation a more specific direction, | estallistieh the help of a few
key stakeholders, the questions | was going to attempt to answer in the prdabess\aluation.
| primarily worked with Ann Gover, the lab manager, but also sought the input of the daldent
technicians who helped to implement and support the Deep Freeze program. Keddoras
suggestions and guidance from the Department Chair, Dr. Luther Troell. \Whitlokethese
parties | asked them originally to help me brainstorm and come up with a widg oériet
guestions which could possibly be answered in the course of my evaluation. After we had
compiled a list of many questions | suggested some criteria (see AppkrdGoinverging
Process) and then together we judged which questions should be answered givearthe curr
constraints. Essentially we decided to look into questions regarding the amonn&-sévings
Deep Freeze provided, the consistency of the labs, the impact on the facultyrsnemd¢he
effect on students and labbies.

Time-savings. As | consulted with the lab manager over the course of the design phase for
the evaluation, it became apparent that we wanted to find out if Deep Freezeasadted in
time savings. The labs provide open hours when any student can come in and work on projects
but it also provides closed labs just for specific classes. With a limited nofmi@sources it

was necessary to close the labs during certain hours of the day becausé of ananing.
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The labs were closed at other times in order to prepare the labs for ties thedsvere coming
in. One of the goals in implementing Deep Freeze was to reduce the amountspfdimhe
imaging computers in order to free up student time to work more efficiently arebtag labbie
time from the imaging process which they could then devote to helping students andother |
maintenance tasks. In order to get at these answers we asked the question: has the
implementation of Deep Freeze reduced the amount of time to image computelsrito
prepare the labs for student work?

Consistency. Another important factor involving the implementation of Deep Freeze was
whether it improved the consistent state of the labs or not. From the staretw@amake sure
that both the lab manager and | agreed on what it looked like to have a “consaiest Wwe
spent some time clarifying what that meant. Essentially the intentismonanderstand if the
students were able to proceed in their work without lab imaging gettihg imday. One of the
problems that Deep Freeze was intended to address was to ensure thatwireesite to start
with the same configuration every time. During open lab hours the computers are open to
anyone who needs them and it was often difficult to determine what configuratiayeshaare
made by the prior student who had used the computer. In order to discover this set of
information we asked the question: has the implementation of Deep Freezdrestdduced
imaging incidents where the student was unable to work due to an incorrect mpaige o
student work?

Teacher workload. Since Deep Freeze was implemented in an academic setting it was
important to determine how it had impacted the faculty members. The facultyerseane the
ones who develop the lab assignments for the students to complete in the first place and i

through this work that the labs are utilized. It became important to understand howr&eap F
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had influenced the faculty members’ workload and whether it helped or hinderembihity to
teach the principles they wanted to teach. The last thing Ann Gover wanted to do is t
implement a program which would cause more work for the faculty members without an
equivalent improvement to the overall lab environment. Another important use of thetlabs is
practicals, Deep Freeze was implemented with the goal of making thegisaprocess better,
which is an indirect impact on teacher workload. Therefore we decided thaiwiek agk the
guestion: what effect has Deep Freeze had on teacher workload?

Effect on students and labbies.The primary users of the NSSA labs are the students for
which the labs are designed. One of the overall goals of providing a lab environseent is
students can have hands-on experience working with the technologies they learn elasses.
It is frustrating for students, who have schedule limits, to arrive in a labhveitimtention of
working only to find that the lab is not configured the way they need. For this reastiroé sta
student employees exists to prepare the labs and the answer the student questidesp F
Freeze to be considered a successful change to the lab environment it would maath that
students’ and labbies’ lives are easier as a result of the implementaiefab manager wanted
to know if Deep Freeze had in fact resulted in an improvement from the perspetinth tfe
labbies and the students since they were primary stakeholders in the oveedl$ fiicbe labs.
For these reasons we asked the question: what is the perceived impact of Beefréne the
perspective of the students and labbies?

By answering these four questions, we hoped to fully understand how the implementation of
Deep Freeze had in fact influenced the lab environment from the perspectivetaketholders.
We wanted to make sure that Deep Freeze had met the goals which Ann Govealiimthedt

prior to its implementation and that she could address any negative conse@ui¢nices
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implementation. By going through this process of giving the evaluation a propsnechoped
to get a better understanding of the time-savings, the consistency, the impadiagnltiie
members’ workload, and the effect on the students and labbies. The next settaplaiih the

process used to obtain answers to these questions.
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I\V. Evaluation Process

In order to better understand the evaluation results, it is necessary to understand the
process. This section is intended to explain why the specific processes egkte csnduct the
evaluation. This particular evaluation utilizes a mixed-method, crossisaictipproach in order
to conduct a hybrid criterion-based and management-oriented evaluation of Beep. Avlixed
methods refers to using both quantitative data (the survey instrument—numesaaal data
that is countable) and qualitative data (the interviews and few personal olosesrvétie rich
details and softer interpretations) in order to better understand the overall ohpeep Freeze
in the labs. The cross-sectional nature of the evaluation takes a snapshot ottitestate of
the lab environment. This is in contrast to addressing how the labs have changed over time or
how Deep Freeze has evolved in both acceptance and use. The hybrid approastes-(crit
based and management-oriented) refer to the approach taken to focus the evalbation. T
criterion-based portion means that the evaluation determines if Deep &otealéy has met the
intended goals for its use. Prior to its implementation the lab manager hadssiiie goals
she wanted to meet and this evaluation determines if those goals were megeiama
oriented refers to the primary inclusion and principle correspondence witlbthmateger. This
correspondence made sure that the evaluation answers the questions whicp Wil beimake
better decisions about the lab in the future. In order to better explain the evaluatess piluis
section will now focus on the methods used for data collection: the survey and thewstervie
with a few comments about my personal observations.

The survey had a specific purpose and some important limitations. It was usedrto obt
a larger understanding of the general effect of Deep Freeze and was teecddhie quantitative

portion of this evaluation. It also helped to understand broad themes and opinions while
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collecting information from a sampling of all lab users. Time became aig in the use of
this survey instrument since the data collection phase (survey and intemwsvanited to only
two weeks due to outside deadlines. There is also a question of the validity of the survey
instrument since it was developed in-house. However, there are triangulatingrgueghin
the instrument itself (similar questions that are asked in different tvayake sure that the
response was valid) and the results are compared with the interview respans&s sure there
is consistency in the data.

The survey itself consisted of three phases: development, pilot, and the actatiboolle
of data. Each evaluation question became part of several survey questions io @cheve
bias and test for consistency in response (please refer to Appendix V — Sutweyéns and
Responses for a reproduction of the actual survey instrument and the raw dataheGucecty
instrument was fully developed @lipboard (an online surveying tool developed for the RIT
Online Learning community), it was then pilot tested with a small grouacotty members and
students from the NSSA department population. Pilot testing lasted only a coupls wittiay
respondents coming from a convenience sample of random students found in the NSSA labs.
After the pilot testing was completed, the actual survey was sent outdelélaéed sample of the
NSSA population. In order to provide a quasi-experimental structure to the survay, it w
distributed to all students who took the Introduction to Routing and Switching class, 4055-515,
in Fall 2007 (prior to the implementation of Deep Freeze) and in Fall 2008 (the quavtech
Deep Freeze was implemented). Additionally the survey was sent out tabadislafaculty
members, and a random sampling of 60 NSSA students in order to address all possibls.lab us
Once the sample was determined, they received an email on a Fridaygewanvite all to

participate in the survey, which would only be open until the following Wednesday evening.
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Reminders were sent out on Tuesday and Wednesday (see Appendix IV — Inwtation t
Participate for a reproduction of all three e-mails) to increase jpatimn and gift cards were
raffled off as incentive to those who participated.

The survey results will help address the evaluation questions. Thereowesedtions to
the survey: a section for all participants, a section for students onlgtiensfer all labbies, and
a section for all faculty members. The results will be analyzed in agtescmanner
(percentage of respondents who selected which options, etc) to explain @spatises.
Additionally, the open-ended questions within the survey will be analyzed using aquelitat
analysis. In other words, the responses will be coded based upon common themes and then
tabulated based upon these findings (see Appendix VII — Qualitative Analyse fooding
mechanism used and the analysis performed). These open-ended questions hdhtedhali
guantitative data and give the students an opportunity to express opinions otherwise not
anticipated in the closed questions.

Chi-squared will be used in order to analyze patterns within the data and to deteymine
statistical significance. This test is a statistical instrumesd ts determine whether two
variables are from the same group or whether their variance is simply raidsralso used to
help find factors that are related. Chi-squared tests show the confideri¢dhdéetiee results are
not completely random. In order to be considered statistically signifitarcbnfidence level
must be at least 95%, meaning that with at least 95% certainty the resulie@biare not due
to pure random variance in the sample.

The data from the surveys will also be compared with the data from the intervibers. T
interview data is primarily intended to provide specific examples of theteffé®eep Freeze

(see Appendix VI — Interview Notes for a digital reproduction of these notés$ data will
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explain how particular individuals interacted with Deep Freeze, eithéetter or for worse, and
will be the basis for presenting some rich details about the whole experiepcevides the
gualitative portion of the evaluation. Some limitations of these interviews in¢tladmme
issues with time that influenced the surveys and the respondents were priakanl as a
convenience sampling. Also, no faculty members participated in the interviesgprohich
limited its effectiveness.

The interviews were conducted from the same sample of the NSSA population. In order
to find participants, the invitation to participate in the survey included an invitatiparticipate
in the interview. As an incentive to participate in the interview, a git chhigher value than
those raffled off for the survey was raffled off to interviewees. The intesweere mostly
open-ended questions inviting the participants to reflect upon their experiehd2esjp Freeze
and to provide some honest feedback. The interviews took place in the Netlab to provide a
neutral and comfortable environment for the participants.

The data from the interview will be used to verify the results of the survey anavider
insight into individual experience with Deep Freeze. It will be evaluateddiyng for common
themes in the respondent answers and will also provide some direct quotes salteeseetion
of this report. The results of the interviews will be reported in a relathasiner, assuming that
all respondents interact with the system in a different way, with the hggewding some
stories to back up the qualitative data from the surveys. This will also be a mpamgdihg
some responses that were not anticipated in the creation of the survey.

In addition to the survey and the interviews | have some personal observations which
may prove helpful. In Spring term of the 2007 academic year | was employ&dctasher’s

Assistant for the NSSA department. | was assigned to a section of 515 wheeslItbekmach
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lab principles of routing and switching. For our final practical of the yeae thas a mistake on
which image we used because the labbies had accidentally downloaded the teseBeep Fr
image. At this time Deep Freeze had not been implemented officially andilvasder review
to verify that it would work in our labs. While we felt a little anxiety over thistake (the
practical is full of anxiety as it is, since the students must perfornifisgask in only a limited
amount of time) it turned out to be quite a fortunate event. Instead of having to reimage the
computers between practicals we were able to simply reset the comutersnade
preparation for the next round of students taking the practical much easier and &meLiteey
had a clean start to begin with. This accidental experience actuallydacsorn of “test by
fire” which provided impetus and excitement for getting Deep Freeze colgateofficially
implemented. This experience has influenced my evaluation and has led to soeséngter
connections while | was trying to analyze the survey and interview respons

While this particular evaluation utilizes a mixed-method, cross-sectppabach it is
not the only way to conduct an evaluation. The primary reason for selecting tiuslaar
process to perform the evaluation was the time constraint. With unlimitadrees we could
have answered more questions or performed our evaluation in a different manneeithai
limitations from the beginning, | feel like this is the best possible manner for dorgliic The
data collected will be used to gain a better understanding of the actual ingegcF2eze has
on the lab environment from the perspective of faculty members, labbies, and studenés to
demonstrate that it meets the original goals established for this iemtiaion. With this
understanding of how the evaluation commenced, it is now possible to better understand the

following results.
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V. Results

From the outset both Ann and | had a feel for thezass of Deep Freeze. Both of us ag
that this was a g thing for the labs and wad to confirm these gut feelings with some |

data. Aftemarrowing down our evaluation questi (see Appendix Il -Converging Proces: |

set about trying to answer them through

Survey Responses

surveys and interviews.
The respondents represented a variet
stakeholders and came from differ:

backgrounds. Figure 1 showesspondent

classified based upon their relationship to

Year in School

Graduate
7%

NSSA departmengnd if they were a studetr
their year in school and majo&tudents
constituted the majdy of the respondents wi

63% and the 25% of respondents whae

labbies can also be countasl students for a tot

of 88%. The survey addressed a fairly e\ Degree Programs

B VNSA - Applied Networking
and Systems Administration
(B.5.)

W YNSF -~ Information Security
and Forensics (B.5.)

distribution of the population sce no more than

27% of respondents came from any partic

W VNSM -- Networking and
Systems Administration (M.5.)

year in school. Additionally, full 67% of S Information
Technology (B.5.)

respondents are in the undergraduate Netwol

Figure 1. Description of Survey Respondents: relationship
and Systems Administration program which | to the NSSA Department, year in school, and degree

also represent the proportions in actual enroliméfrthis proportion of VNSA undergraduat

is not normathe actual results may not reflect the total pojporh.
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Figure 2 showsesponse rates of the different populations ing¢kiuation. Theverall

response rate wakl.2% (51 responses from 1

Survey Response Rate
(As percentage of total invitations sent to each population)

100 invitations). With the intent of creating quasi-

80

60

experimental design by comparing across sin

40

20

classes | invited all the studenwho took the

Fall2007 Fall2008 Faculty Student Labbies Overall |ntr0ducti0n to Routing ahSWnCh'ng CIaSS i|

class class members  body

Figure 2. Survey response rate as a percentage of total Fall 2007, befee Deep Freeze existed in the le
invitations sent to each population.
and in Fall 2008after Deep Freeze was implemer; howeverthe response rate w
insufficientto compare the classes desired. Of the 31 stadts who took the class in 20(
only 4 responded (12.9%)rhe 2008 class had a better responseof the 33 studen invited
to participate, 16 responde#i3(5%). Both faculty member and student badgponse rates we
consistent with the overaiite: of thi 17 full-time faculty members, 6 respet (35.3%); 45
responded to th&32 invitations sent out to the general studentt(34.1%). The labbies
responded more readily than any of the other pdjoulst of the 14 workers a total 13
responded (92.9%)In summary, of the 51 responses received, stademstituted 45 ar
faculty members constituted &Vhile thesurvey response was not enoughlitaw conclusion
about specific sub-populatiortbe responses were sufficient to make infers about the
general population of the NSSA department at

The interviews also wentell. | interviewed a total of fi\v students who represented b
labbies and the general student boNo faculty members responded to solicitations
interviews. Though this wam opportunistic sampling of the student L, it served to reinforc

the information gathered from the surveys and pled additional insight into the impact

Deep Freeze. The intervievasted about 1-20 minutes each and followed an open for
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where open-ended questions allowed the students to elaborate as they chose. ftsensrele
quite pleased with this implementation but also indicated ways in which DeepeFnegatively
impacted their lab experience.

The rest of this section addresses each of the questions posed at the outsghhfatiere
It also includes additional insight gathered from the data which does notifzalyi@address any
of the questions but still proved interesting. The first question addressendbsatiings of this
implementation followed by the questions (in this order) of consistency, teachdoad, and
effect on students and labbies.

A. Time-savings

To address the issue of time-savings, we asked: has the implementati@p dirBeze
reduced the amount of time to image computers in order to prepare the labs for stukent w
The labbies are students as well and so their time is very valuable. Thspé@met work needs
to productively contribute to the lab environment and the less time they spend withgoag
imaging issues the more time they can devote to helping students and answdgang st
guestions. Additionally saving time on imaging would mean that the labbies would be free t
work on other issues in order to provide a better lab environment for student exploration and
instruction.

The results here indicate that the implementation of Deep Freeze may imgeede labbie
effectiveness. The first interviewee repeated “it saves tgaeéral times throughout the
interview. While the first interviewee never quantified how much time it sévesecond
interviewee gave a better indication of the time savings: “before Deepd-nee needed to
image the labs in preparation for every lab and practical.” He went on to sapwhthat Deep

Freeze is in place, they do not image nearly as often because all istak&mple reboot to
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restore configurations on the computer. Himated between 20 and 50 minutes in prep -
saved before each class or prac, which added up tamany hours each week inetlab alone.”

Theopen response questions onsurvey also supported these statemel coded each
response to the open questions according to thergladea of their statement. Some staten
contained more than omgea and were thicounted more than once in the total respc (for
the coding mechanism and the actual analysis 1 openended questions refer Appendix VII
— Qualitative Analysis).This method of coding aided in culling out the mdfeemes an
analyzing the responseQuestion 5 asked about the perceived purposesey Beeeze, full
third indicated that the tant was to save tir (see Figure 3). Interestingly, %2of the

population actually reportdtie time-savings as a benefit according to questi (see Figure 4).

What are the purposes of Deep Freeze? What benefits do you see from Deep Freeze?

CHEAT

g
5%

Figure 3. Survey responses to Question 5 explaining the Figure 4. Survey responses to Question 8 explaining the
purpose of Deep Freeze. actual benefit seen from Deep Freeze.

The questions specifically for labbies regarding time-savings produced unexpeci
results. Questions 283 asked the labbies to quantify the number ofdithey imaged la
computers both before and after the implementaifddeep Freeze in the two major la
Syslab (Figure 5) and Netlab (Figure 6). Thes@hiahow how the labbiresponded to th
survey, recording the number of responses in eaigygory. In other words, Figure 5 indica
that three labbies responded that Syslab neede&l i-imaged zero or one times per we

before Deep Freeze. Nine labbies indicated thee frequency after Deep Freeze. In both,
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Sl

Frequency of response
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Frequency of response
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Times per week Netlab needs to be re-imaged

Figure 5. Self-reported frequency with which labbies needed to re-image Netlab before and after Deep Freeze.

the labbies reported a decreasing number of tiraesvpek it had to be imaged, meaning-

more labbies reported smaller numbers after théementation.Notablyin Syslal, the number

of labbies reporting that the lab needed to be adazero or one times per week went from tt

before this implementation to nine after. Addiadiy, when asked about how many hours

week the labbies spent imaging both before and Btep Freze the result is also a decrea:

trend (see Figure 7). fier Deep Free:, no more than seven hoursr&espent eac week with

Labby hours per week spent imaging
BEFORE Deep Freeze

O = N W s U;

Frequency of response

0-1 2-3 4-5 6-7 8+

Hours

Frequency of Response

O = N W B~ U,

Labby hours per week spent imaging
AFTER Deep Freeze

0-1 2-3 4-5 6-7 8+

Hours

Figure 7. Self-report of how many hours labbies spent on imaging each week both before and after Deep Freeze
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imaging, whereas there was one labbie who reported more than eight houraispevtaek
before the implementation of Deep Freeze. More than half of those labbiessumpgrted
zero or one hours spent each week imaging while only two reported the same before Dee
Freeze. One labbie summed it up, “it took forever to pull down all the images,” winensall
she has to do is hit the reset button and all the computers have a fresh image.

B. Consistency

Consistency is a significant issue when working in a lab environment. Oftenltienelsoice
is to either require each successive student who uses the lab to re-image thercontpute
severely limit the access rights to the computer, thereby preventinydeatsfrom making any
changes. There are other workarounds, like virtualization, but that has énstatn fact, many
students complain that working in a virtual environment is not quite the same as mving a
actual, physical device in front of them. One promising feature of DeepeFsctat it allows
students to have administrative rights to the computers while still maintaiogsistent lab
environment. In other words, regardless of what changes the previous student madegthe
student can be confident that after a simple reboot they can start frorh mfeg®e. This
enables students to receive the hands-on learning so vital to computer fields.

As in the previous question, the result of the interviews for this question showed that the
students and labbies liked the consistency that Deep Freeze provides. Thefiisivee
mentioned that it was nice to get into a lab and just start working without wortyang a
previous students’ work. He also said that it was convenient to simply restaoshtpeter if he
was lost or needed to start over to have an unchanged image. Interviewee threa sprnisie
satisfaction this way: “the lab is always consistent—you always knowimlage is on the

computer. You always have a base image.” Interviewee number four statedg4trkachines
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how they need to be, it keeps them in the same aththe time...you know what to expect wr
you come in.” Similar sentiménof content were shared by the other intervievesesell
The openended survey questions also seemed to suggeshéhstudents were pleased w
the consistency Deep Freeze imposed on the NSSA labQuestion 5 nearly half of tl
responses were related to the conce|

What are the purposes of Deep Freeze? maintaining the systems ihdir original,
untampered state (see Figure 3, reprinted het
convenience). This is also what the studen

the interviews indicated as “consistency” in

labs, and we assume that this is also how

Figure 3 (reprint). Survey responses to Question 5
explaining the purpose of Deep Freeze.

interpreted the survey question. Questic
explained what the survey respondents actuallyesgad in the labs. Interestingly, the nun

of comments relating to restoring the computets

What benefits do you see from Deep Freeze?

original state dropped to less than a third (seeréi

4, reprinted here for convenience), which is than

CHEAT

the number of comments related to t-savings. In 5%

other words, the survey respondents anticip

con5|stency more often when explalnlng 1 Figure 4 (reprint). Survey responses to Question 8

explaining the actual benefit seen from Deep Freeze.

purpose of Deep Freeze but actually withesse:
time-savings more. Both timsavings and consistencf labs were important to those who tc
the survey.

The quantitative data in the surveys supportsittea that Deep Freeze helped with

consistency of the labs. Survey questions 14 &nasked the students, faculty members,
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labbies to rank thegsformance of the NSSA labs both before and dfieimplementation c
Deep Freeze on the same Likert scale. These testiqus asked students to rate the frequ:
of lab image problems, how often they had -image before the lab was useful for r present

work, and the frequency of imaging issues hindetinagy ability to work (see Figure 8

How often did you have a problem with the lab How often did you have a problem with the lab
image BEFORE Deep Freeze? image AFTER Deep Freeze?

Usually
5%

Always
0%

Always
5%

Half the time
7%

How often did you have to re-image the How often did you have to re-image the
computers before using them BEFORE? computers before using them AFTER?

Mever

2%

Always
4%

Usually
7%

Half the time
7%

How often did issues with imaging hinder your How often did issues with imaging hinder your
productivity in the labs BEFORE Deep Freeze? productivity in the labs AFTER Deep Freeze?

Always
Mo

Usually
2%

Half the time
11%

Figure 8. Student responses to imaging problems in the labs before Deep Freeze (Question 14) and after (Question 15).
Performing a chsquared analysis on the results of these two quessshowed that most
these results did m@ccur by chance, in other words, with-value of at least 0.00005 the
results are statistically significant when compaietheir statisical ideal. The only questic

that did not show a significant difference from paping by chance was Figure 8b which h:
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p-value of 0.146. Most noticeably in these resudtthat in every case the number of stud
who responded “never” increaseder the implementation of Deep Freeze. Also the lmemof
students who responded “seldom” consisted of a&lahgink of the responses after Deep Fr
was implemented. In all three -questions, the combined percentages of “seldom™aeder”
is arounds0%. Also the number of students who respondeasdya” or “usually” before Dee
Freeze was implemented dropped dramatically dfeemiplementation. When asked,
example, how often the students had problems WweHab image, the results show amatic
change after the labs put Deep Freeze into operaBefore Deep Freeze 5% of stude
“always” had problems, 13% “usually” had problermasd 16% had problems about half of
time. Only 9% said they never had problems withithages. Howeve after Deep Freeze, ¢
the negative categories were at least cut in Bétfalways” had problems, 5% “usually”, a
7% said “half of the time” for a combined 12% oéttespondents. After Deep Freeze 75¢
students “seldom” (42%) or “never” (33%) hproblems. In question 16 (Figure 9) the stud
were asked specifically how they would rate theststency of the labs both before and a
Deep Freeze. The results show that only 20% aolestis either “strongly agreed” or “agree
that the labs we consistent before, while those same two categ@gualed 69%

respondents after Deep Freeze.

The labs were consistent AFTER Deep Freeze The labs were consistent BEFORE Deep Freeze

DidntA Strongly Didn't A .
idn't Answer Disagres ! nzu'nswel Strongly

—\H\\“

2%

Disagree
9%

fo

Disagree
2%
- Strongly Agree

7%

Figure 9. Students' agreement with the consistency of the labs before and after Deep Freeze.
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C. Teacher Workload

One of the big questions we wanted to know was the effect Deep Freeze had on teacher
workload. Did teachers have to work harder now? How would implementing Deep Freeze
influence the way the teachers presented their classes? Even if thessivetergatisfied with
the implementation of Deep Freeze in the labs, what about the teachers? imsperéant
issue because the faculty members of the NSSA department remain érigeafitudents
graduate. Faculty members are key stakeholders in the success of Hrallabed to feel
comfortable and satisfied with the new tools if they are to be successful.

One difficulty that | ran into as | conducted the evaluation was the lackmdmees from the
faculty members. Faculty members may have had less motivation togadetici the survey
because many of them teach courses which either do not use the labs or use thathymlhim
may have also been a timing issue with the faculty members since theiewakss conducted
at the beginning of a new quarter when many teachers are trying to pregaeerést of the
guarter and plan for the classes they will teach in the coming quarter. Meggweted that
they were afraid of students losing their data. One teacher made a cdimh&weep Freeze
should be taken off the laptops which are used with wireless experimentation ghtbeauser
needs to restart the computer after properly configuring it. In any casppgsible to surmise
some of the effect on the faculty members based on the data reported bygd¢méssand labbies,
especially as it relates to the practicals. More data would be requirecire@adh any
conclusions about the effect on teacher workload.

Practicals are stressful, both for students and faculty members. i&lgséme students are
asked to perform a series of tasks that they have already seen in the |#fisdithe without a

lab partner and under a time limit. There are only 16 benches in the lab, and with around 30
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students in most classéle practical is scheduled ftwo hours: thdirst hour is devoted to tF
first half of the students and the second hounisrgto the second he The third interviewe
hinted at how Deep Freehelpsthe faculty members during the practicdle said there we
only “like 5 minutes” between each session of trecppca. He went on to explain that tr
usually was noénough time to ~image the computers. The fifth interviewssad thathe
second group of students always we for the computers to re-imagé&his couldmean that the

secondyroup of students ultimatespent more

time in the labsgetting more nenus before

the start of the practicalAfter Deep Freez,

the only boxes to remage were the Linu

Frequency of responise
[an TN S R TR NS
—_ 1

boxes which, accding to the fifth interview

went a lot fasterOne key indicatoregarding

the influence of Deep Freeze on the practi Number of imaging issues per
practical AFTER Deep Freeze?

came from the survey. hE labbies were ask

to selfreport how many imaging incidents th

[an I e T R A

had per practical in questions 23 224. The

0 1 2 3 More

Frequency of response

number of labbies that said they had z

Figure 10. Self-report of labbies' number of imaging
problems per practical before and after Deep Freeze.

imaging incidents per practical jumped fror
to 5 after Deep Freezeas implemente (see Figure 10).

D. Effect on Students and Labbie

The final questiomf the evaluation focused on the effect Deep Fréazkeon the stude
population. 8idents and labbies are the primary usethe labs, and thereby are also

primary users of Deep Freezm® their perspective matters. The positive tesaflDeep Freez
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appeared to be fairly obvious from the outset. For this reason, both the interviews andgethe sur
asked for specific negative consequences.

The interviews proved helpful in discovering the perspective of the students and.labtee
first interviewee expressed a valid concern about what would happen in the ags®ear loss:
if the power went out or someone accidently cut off the electricity to a wbdkstatudents
would lose all their data which they had not saved off to another location. While this was a
concern for the first interviewee, he also commented, “Deep Freeze ha$ anore positive
impact than a negative one.”

The second student interviewed was a labbie who had some good insight. He said that as
long as students were aware of Deep Freeze they did not have a problem, andabbigthéad
gone to great lengths to inform students. He suggested that one benefit of [2eep prabably
overlooked initially, was if students messed up while doing a lab they could jeisthves
computer and start over again without worrying about undoing everything. dighalsed the
only negative experience he knew of: where one student was working late omd tzree
back the next morning to retrieve the data, unsuccessfully. While talking vatimtériviewee, |
was reminded of a personal experience: one student whom | met in the labsabiasto save
his VMWare image off the computer because the user rights were restigieyént
networking except to a particular server which, at the time, was not fumgtiomhe VMWare
image was larger than any removable media he had with him and he was dfvaidgphis
work. | think he ultimately borrowed an external hard drive from someone to saveapss, inut
had he been unable to find an external source to save his data, he would have lost all his work.
Finally, the third interviewee shared an experience where he was in the middébaind the

computer had a critical failure, causing it to reboot. He had been collectofdhadldata in a
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folder on the desktop but hadtricansferred it over to an externevice;therefor, he lost all
his work. These situations illustrate some ofrtbgative impacts on students and lak:
students because they experience the loslabbies because theyust take care of tt
complaining student. ie other intervieees only had positive things to say about Deep Fr.
The survey data also suggested that few people dissatisfied with this new progran
Question 4 asked the studentrate the helpfulness of the labs in general arldesp Freez

| within the labs. Witlconfidence from cl-

What is your overall perception of the labs in
meeting student needs?

unhelpful /=0 opinion squared tests (p-values ab005)that these

29 2%

neither helpful
or unhelpful
4%

results are not due solely to random varig,
the students overwhelminglated the labs ¢
either helpful (63%) or very helpful (27'while

only 4% mentioned that the labs were unhe
What is your overall perception of Deep Freeze
inthe labs?

roopinor_~dtonsus (Figure 11) When asked their opinion of De

very unhelpful
2%

Freeze in the lab$2% rated the new progra
as either helpful (31%) or very helpful (21"

with 20% undecided. There were some stud

neither helpful
or unhelpful
20%

Figure 11. Responses to Question 4 asking survey takers who thought that Deep Freeze was unhelpfl

to rate the helpfulness of the labs and of Deep Freeze.
full 14% of responses) or very unhelpful (.

Question 7 gives some ight about why some people wolbe dissatisfied with Deep Free
because itsked all survey responderto specif how this program had negatively impac
their work. Some of these responses included comments thiatcfilmore than one categol
more often than not because the person offered thareone suggestioso their response

were counted in each categdpyst as in the other open questic. Responses jL about data
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loss represented 30% of the total while 199

What problems have you encountered as a
result of the impelementation of Deep Freeze?

the comments were about the compi
rebooting when it should hdave (see Figure

12). Interestingly enougiB2% of the

respases indicated that they hac problems

Figure 12. Responses indicating problems with the Deep
Freeze install.

with Deep Freeze. The labbies were also a
specifically how they felt about Deep Freeze instions 22 and 33 of the surveyone of the
labbies that responded to the surindicated that they were dissatisfied with DeepeEeeor feli

that it had made imaging worgéigure 1.).

How do you feel Deep Freeze has affected
imaging?

made imaging
worse

What is your overall impression with Deep
Freeze?

lam dissatisfied
0%

0%

Figure 13. Labbie impressions to Deep Freeze: how it affected imaging and overall.

E. Other Interesting Results
In additionto the aforementioned questions other interestatg dmerged as thvaluation
progressed. One unexpected resultthe peace of mind that Deep Freeze brc students as
they worked in the labAnother interestir, yet unanticipated, aspect of Deapdz«was how it
enabled students to make better use of open lak
The fifth personnterviewed explained the peace of mind effect wélea said, |
personally like the fact that | can just reboot aldny files are gor.” In other words she like

leaving thdab the way she found it withc worrying about other students being frused by
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her configuration changes. Another aspect to the peace of mind effect is thaentprstudents
from cheating by utilizing the work of previous lab users. This is spetyfiwhiat the first

person interviewed mentioned when asked about the benefits of Deep Freeze. Hax lack o
better descriptor, | used the code “CHEAT” while evaluating the quaétdtta to identify
comments relating to either form of the peace of mind effect. This code wiasemaled to cast
a negative light on these comments; rather, it was intended to bring out the idtadéiats

could not utilize another student’s work. Referring back to Questions 5 and 8 of the survey,
“CHEAT” received the third-highest number of responses, following timaga\dand restoring
original configurations.

Increasing the usefulness of the NSSA labs was another unforeseenfdifeepo
Freeze. The second interviewee brought this to light when he commented that Deep Free
meant that they did not have to kick the students out 45 minutes early to prepare the lab for
classes. In discussing Deep Freeze with the lab manager, she saitkttiemes$ students would
not re-image their computers before using the labs, meaning they wererteatly using the
previous student’s settings. Those that did remember to re-image the computers eottd ne
spend “like 15 minutes” of their lab time in order to pull down a fresh image. Now all the
students have to do is reset the computer and know that it is the standard image. Thisapeans
can start working faster on whatever it was that brought them to the labs.

The results of the evaluation showed a positive reaction to Deep Freeze. Tée labbi
indicated that this new program not only saved them time in preparing the labs$esdbat
also reduced the number of times each week they had to re-image the open labs. Tise student
suggested that Deep Freeze helped the labs to be more consistent by téeéunimgber of

times students had to re-image prior to working in a lab after its implemoentdthe evaluation



40 Deep Freeze Evaluation

was not as helpful in determining the effect on teacher workload as originadiypated, but the
responses about how Deep Freeze has influenced the practicals may give senetcefire
faculty members. Several students also recognized the potential fors$ass k@ negative side
effect of this program, even if most students were satisfied with itll\firtavas interesting to
see the emerging data about peace of mind and improved usefulness of the operaulsesdiec

Deep Freeze.
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VI. Conclusions and Recommendations

From the outset both Ann, the lab manager and | had a pretty good feeling about Deep
Freeze. Logically it made sense because it enabled the students to work onpiesowith
administrative access while still maintaining the consistency oatharlage and saving a little
time. At least that is what we hoped. After conducting this evaluation the imdaeepf
Freeze on the NSSA labs has become clearer. This section will begin witbsthgcthe
advantages that Deep Freeze brings followed by some commentary about dtehmdf this
particular implementation. Finally | will make some recommendatioredb@son my
observations and the reports of students, faculty members, and labbies and conkladmeit
thoughts on future work in this area.

Just like we predicted it appears, from this study at least, that the studetits kibies
primarily recognize the promised benefits of this program. Of those who resportted t
survey 75% never or seldom had problems with imaging after the implementatiornpof Dee
Freeze. Every person interviewed said that Deep Freeze saved time and hegiptbe kab
computers at a standard configuration. The time-savings came not only becausisi¢se la
spent less time actually pulling down an image but also because they had tgedessa
frequently. The students saw time-savings because they could make betfespese hours in
the lab—the labbies no longer needed to kick them out 45 minutes prior to a class in order to
prepare the lab and there was limited need to re-image a computer befaeulldegctually
begin working. Additionally each student who sat down at a computer to begin working could
be confident that with a simple reboot of the computer it would be reset back to a stahdérd s
configurations without worrying about what changes the previous student had Imadelition

to time-savings the implementation of Deep Freeze brought a peace of mindttmémtsswho
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no longer need to worry about other students use their work or using another students
configurations, an unexpected finding of this study. Some other benefits reportedsiydents
of having this program in the labs are the reduced threat of malware sinceaaggshre
discarded once the machine is rebooted and less clutter on the desktops. Another berggfit of De
Freeze which was not originally anticipated was its effect on pratidéd longer must the
second set of students wait for their computers to re-image before beginningctizalprélso
if students feel like they are off course during a practical, or at mxeyftr that matter, they can
simply restart the computer and start from scratch without tryingdktraak or re-image the
computers. Deep Freeze has some clear benefits.

Additionally there are some limitations with Deep Freeze in the labs. Thesabho
are only part-time employees and students must now maintain another infrastrustyrport
of Deep Freeze. There is some additional work when they are building imageslétsthe
because now they must worry about unfreezing the image, making changes, andrdezng-
the image, and if there are mistakes made in this process then those misthkedear® fix.
The students also experience the limitations of this program. All students whe thiilabs
must now either use some sort of removable media to store their data and havenioereime
save frequently in order to prevent data loss or else they must frequently send discoldiare
(i.e. e-mailing it to themselves). One issue which has not been a problem getlout
potentially become one is that you cannot restart the computer after an inbktalls especially
problematic when installing drivers (i.e. video drivers) that require a reboaden tor operate
fully. The reason for this limitation is because when the machine reboots tigesimaade with
the new install will be removed as part of Deep Freeze’s normal operatioradly Ehere is a

potential problem when troubleshooting. Most people familiar with troubleshooting the
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Windows Operating System will agree that it is surprising how many problemesalved
when the system is rebooted. In the case of Deep Freeze you must beefaiyaaack up all
data before rebooting the system if that is indeed one of your troubleshooting steps.
Ultimately the purpose of conducting a formative evaluation like this one is taprovi
suggestions for improvement. Notice that the suggestions offered here arbaséelyupon this
study and there may be other issues at stake and so it is not advised to impleoh&me s
suggestions. One professor was very adamant about taking Deep Freeze oHpibtieedn the
wireless carts (these are carts with a variety of wireless eguipon them used by students to
learn about wireless networks). The reasoning was twofold: the carts run orriupiet
Power Supplies (it is difficult to wander around if you are plugged in and an UiR& asbattery
for the wireless equipment) and the frequent need to install devices which retoiots. The
UPS is a problem because at any time the battery could be exhausted and the cemputers
down which would cause data loss with Deep Freeze. Many students recommendhenlet t
a thawed partition or a network share where they can temporarily savefgéiteen captures,
or other files necessary for proof of completing the labs. In fact data lesnpoa was the
most common comment when asked about how to improve the current implementation of Deep
Freeze. One suggestion which has already been implemented is to allow tagtivimiaccess to
the computers in Syslab so that students can manipulate network settiregie.n&everal
students suggested that there be a more comprehensive Deep Freezeninthgewords they
recommended that the labbies perform a more thorough investigation of whatcethzt la
would be accomplished on those computers would need and install it. This would take a
concerted effort on both the part of the labbies and the professors to identify theeso@eds

but it would be worthwhile to allow students a more meaningful lab experience. Onmenom
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comment of the labbies was that they still had to worry about the Linux boxes siveesiba
of Linux used in the labs is incompatible with Deep Freeze. In light of theseaas | would
suggest looking into using a version of Linux in the labs which is compatible so thavtsean
even more reduced need to image computers. Of course many students complairteée about
slow speeds or poor equipment in the labs but these complaints did not relate direedp to D
Freeze and so | did not investigate them further. Another good suggestion waly thater
timing is correct on the Deep Freeze-forced reboots because severakstueletidned that the
computer randomly rebooted in the middle of their lab which caused them to have to start over
Finally many people commented that perhaps there should be some way of téynghisedriing
Deep Freeze upon reboot, for example a prompt that says “do not delete my dateettbsitti
that might be something the manufacturer would have to address.

Much can still be done regarding this evaluation and future work. | developed the survey
instrument from scratch for this particular evaluation. In order to valitiase answers it would
be beneficial to test the survey instrument for consistency. Additionally it wouddsesting
to triangulate this study with other means of learning the information likeeaderies survey or
a valid quasi-experimental design. Of course more time and resources woultdvese fr a
better response rate, especially among the professors which would be aksieftel they are
the ones who decide what is taught in the labs. Another possibility for the future would be to
compare the impact of Deep Freeze with other labs that use other imagingsdysteGhost or

Drive Shield.
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Appendix Il — Diverging Questions

In order to provide focus for the evaluation | enlisted the help of a small “dteeinof
stakeholders (though never all together: | communicated with them through esntact, one-
on-one) in order to include as many different perspectives as possible inited time
available. 1 solicited the help of three key individuals: Ann Gover, NSSA Lab Mgnagher
Troell, NSSA Department Chair; and Silas Cutler, one of the labbies who helptg:tBgep
Freeze solution prior to its implementation and saw the whole process staigho fiogether
the four of us developed the following list of possible evaluation questions:

Has the implementation of Deep Freeze reduced the amount of time to image
computers in order to prepare the labs for student work?

Has the implementation of Deep Freeze provided a more consistent lab environment?
Has the implementation of Deep Freeze provided for increased student prodictivity
How has Deep Freeze impacted practicals?

What effect has Deep Freeze had on labbie workload?

What effect has Deep Freeze had on the teacher workload?

What is the student perception of Deep Freeze? Do they prefer it over Ghost?

How can we improve our implementation of Deep Freeze for the students, faculty
members, and labbies?

What is the perceived impact of Deep Freeze from the perspective of the stndents a
labbies?

What are the advantages/disadvantages of having Deep Freeze in our environment?
How does Deep Freeze meet the goals of the NSSA labs?

What needs does Deep Freeze address?

How does implementing Deep Freeze fit within the aims of the NSSA depaftment

Of RIT?

What value do the students, labbies, and faculty members place on Deep Freeze?
What are the most important priorities for Deep Freeze in the future?

What alternative uses of Deep Freeze could we implement?

Are there glitches in the imaging process (i.e. where are the cuottehlbcks?)?

What is the actual work flow of imaging a computer in the labs and how could that be
improved?

How do labbies prioritize which computers to image?

How much time is spent each week on imaging? Is this acceptable to all
stakeholders?

How many computers are misconfigured when students need to use them (i.e. what
percentages of computers need to be re-imaged before the student canwsually
them?) now that we have implemented Deep Freeze?
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Appendix Il — Converging Process

In order to objectively determine which questions to address with this evaluagked
the “committee” of stakeholders to evaluate each of the potential questiondiagcto the
criteria in the following spreadsheet. Each category was given@aaicbr(lowest) to 5
(highest) and then | tabulated the total score: the questions with the highestemdthe ones
we chose to focus on. Here is a brief explanation of each of the categories:

Usability of information: to what degree would the answer to this question actually
be used, to inform, to correct, etc?

Reduction of uncertainty: to what degree would the answer to this question reduce
our present level of uncertainty?

Importance of information: would the answer actually be important or have an
impact on current events (this is slightly different than the usability ciribe/er—
usability deals with its use and importance deals with its merit)

Continued interest: to what degree is this question going to be of continued interest
or is it merely just a passing concern?

Level of influence on future decisionsto what degree will the answer to this
guestion aid in making choices about the lab environment in the foreseeable future?
Answerable in two weeksunfortunately | was limited to only a two week window

for the data collection so this column was merely asking to what degree it was
possible to answer the question in the allotted time.
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Usebiliy of | Reduction of | Importance of Centianed |Level cfimparct oa | Amwerable in
Evaluativn Juestion mfirmation | wcer@iniy infor matior intere st fuiar: deciions just 2 wesks Toial

Hz: the imgemnentzion of Dean frests redncad the zen o
of Hmes to iz compul=rs in ander o prepers the he for
st wads?

Hz: the implementsfion of Dean Fresrs provided 3 mors
consisent Bb eviramment?

Hzz the imglesn=ntzhion of Deap Srests proovided for
inorezed sudset productwiky?

Howwhzz Deep Fress frpeced practoals”

What Sfec hes Desp Freezshadon libbi: wok l=d?

What fec has Desp Freezshadon te teacher work load?

Whatiz tre shucent pereention of Deen Fravea T Do they
_ﬁ%ﬂ t v (ot |

ITkw o we improve ow implementzion of Dep Fresse fa
the studenty Esches, and l2bbis?

Whzt iz the peroeived impecl of De=p Freszs from the
perzpectiveod fe sidentz znd |zbbi=?

[Ttz e adzneres izt pees of evine Teen
Fresma in O ervirommed?

How does DeepFresss mestthe noelsof te W54 1aha?

Whatnesd dos Duep Fress: addres:T

How does implem estine Deen Fraapa fit within the zéms of
the WEEA depertment T OF RIT?

Wizt vales do he sudents, Ebbie, and Eoulivploz on
Dep Brase?

Whatare s moet impoitant priori e for Deen Fresze [ the
fue?

Whatzlerrative ues af Deen Freem oould we Emplement 7

Ags fhers glichesin the fnapnsmosss (L whas 21 e
owren botlenardcsH 7

Whatiz the zohal work flowof lnzging acorpute inthe
12he 20 how oould et be ioproed?

How dolztbdes griori iz which comaues oemags?

Hwauchtins is pentech week o fmaging T Is i
acceptable o 2l sEisholders?

Howmanyoomputers 2= misconfizwed when stucentznesd
towss them (i 2 what percence == of conpeErs nesd o e 1=-
{mapar bafoge fs shodeat czrzohml e uss e T ane et
e IEe implerenied DeepFraeze?
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Appendix IV — Invitation to Participate

GM il —

BT

Jay Snell's thesis work

1 megsage
Bok Smith ﬂda&ﬁ“lﬁe&'&'ﬁimﬂll.ﬂﬂm!* Saft, Dec &, 2008 at 5704 &M
Ta:

Hefia!

iy name 15 Jay Snell and | am a graduate stugent In the NSS4 department a1 RIT. | am conducting a fomal
evaiualion of the MSSA I3k enuironment in an alemgp: ta betier understand now the Implementation of Desp
Fresze has impactsd the lab ervironment. A5 some of you may &now the KSSA deparment implemantad
Cesp Freeze |ast quarer ta 522 f Ibwould Improve the |3k environmanl. You kave been selected to
partcipate In @ survay to gather stugent resporses and feedback. Pleass foliow ihe nk below In arger to
compiste this survey

Yiou will need your DCE account to fog In. You answers will remain completely anonymous 5o please be
honest because e punpose here is © undersiand the impack of Deep Freeze beker

Az an Incentve 1o paricipats | have a couple of 13 Munes git cards which | will raffe off. Afler you have
compieted the survey you will b2 aken o another pags where you will have e aption of Inclueding an emall
address whlch wil e enterad into the drawing. Anyore who compietes the servey by December 1030 wili
have 3 chance of participaling—-so go ahead and @ke the survey now while you are 50 thinking about it

In asdision o this sumisy | would like to Intarview a few of you 1o get more detalled feedback on vour
exp=rience with Deep Freszs. If wou would be wiling to pariicipate In thls Intenilew please reply back lo this
emall wkh some timag nexi week which would b2 most convenlent for you. | imagine that the Intervies will
lake about 45 minutzs. in order to entice your pariiclpation In the Interdew | have 3 $25 gt card bo the Olive
Garden which | will raftie off to aif ihose wha get Interdiewad.

Thank you Tor your ime and feedback. Please emall If youw hawve any Queslions and have a wonderul
weskeng!

-Jay Sneil
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Survey Reminder

1 message

Bob Smith <dseplreszesvalf@gmall com: Tuwa, Dec 5, 2008 at 6:15 PM
To I

Hedig!

| hope ihat week 2 is treafing you welll | |ust wanted So remind you of the cpponunity you have to provide

valuable feedback on e Deep Freeze Impiemeantation In cur labs whlch could win you a 515 [Tunss gift
card. The link o the survey [s:

[Na | a ¥ i r 3T i

It you take the survey by December 100 (tomorrew ) you will be entered to win one of the gift carde. You
aNsWwers are completely ancnymaous 50 feed free to share with us what works and what dogsn'l 50 we can
keep the good and get rid of the bad. Thank you bz all of you who hawe participated thus far.

Alz | would lke to 5it down with 3 few of vou 1o g8t a better plchure of wour experience with the Desp
Fresze. Those who choose 1o paniclpate In the Infersisw partion of my evaluabion will be enterad into a
grawing for a 525 g cand to the Oilve Garden. 17you are interested please respond 1o this emall with
a couple of imes nat would be most convenlent for you. Thanks!

Have @ great day!

-Jay Sl

Gl‘-’l il I

ET®

Final invitation
5me-ssag55

Sob Smith <desplreszasvalifgmall.com: Wed, Dec 10, 2008 at 7:20 PM
T

Hooray, this Is the Iast emall eminder you will recelve from me!

| just wanted to take one last cpporunity to invite you to pariclpats inocur survey. Even If you fe2l you nave
litie or no experencs with Deep Fresze your feedback 15 50 Important. Pi2ase take 3 quick 5-10 minuiss
and 1 gut the quastiennake, even If you aren‘t interested In winning one of e 515 Munes gitl cards. Hers Is
the lin once mors:

-
b

Alsd | am sHll lpo&ing for people to Interview. | made a poor estimate initially and the Interviews are oniy
@king 15-20 minutes each. A simple 135 minwes could earn you a 325 gift card o the Ofve Garden. While
the survey closss foday | 'wil be Interviewing on Thursday, Friday, 3aturday, and Monday---50 f you have
lime or any of these days please =20 me an emall 'with a few cplions of when would e best for wou
Thanks agaln for your paniclpation and have 3 tremendous wesk!

-Jay Snell
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Appendix V — Survey Instrument and Responses

| developed the survey from scratch for the purposes of this evaluation with the input of
the lab manager. All those who would take the survey would answer the first set afreguesti
and then they would branch off depending upon if they were a faculty member or a stedent (
diagram below). Another branching point was designed to ask questions spgafitiad

Cluestions
10

Questions
34-38

CQluestons
18-33

labbies.

Just a note on the following print out of the survey and its results: after the survey ended b
before | could close the survey on the website two people added entries. While theeseapons
completely anonymous the results are grouped by the respondent. Therefor¢heuaictgal
analysis | did not take into account the responses from the last two individualge Hrt@e
discrepancies between the analysis in the body of this report and those pregentethke
appendix, it is for this reason.
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An Evaluanon of Deep Freeze

Ml LS RS
Mumber of Bespondents: 53
Viewby: Conint

Creneral Cuestions

< el i3 TEED00SE 5615

1. Were you aware that Deep Freeze was implemented in the N55A labs" L e samrn:

3 - Yes
- o

Lad L

3. About how many hours do vou spend in the labs each week? M. s meewrn

1-0
14-1-5
11-35-10
14-10-15
3-15-20

- 2025
Other Fesporaes (4)

&« 40+

« 30-40

» I am cumently ona Co-Cp; but nsually spend 15-20 hours o the b each week.

+ 15-33

3. What imaging software was used in the labs prior to the implementation of Deep

FI'EEIE? L Al ke s gy

47 - Maorton Fhost

0 - Altirzs Deployvment Salution
0 - Centumien Dinve Shisld

i -1 do oot kpow

4. The Lab environment and Deep Freeze e spee

Very
1mhalpiul

What 15 your overall
percepiion of the lab
environment m
mestmz the student

Mezthar

j [ ror Very No did not
Unhelpfil wchelpfnl  Helpfial | -
= ;: ]JI!:!E'.:IfLIﬂ. P helpful opmion amswer
. 2 34 14 1 0
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nagds"

What iz your overall
perception of Deep 1 7 12 12 11 4 2
Freszs i gur labs?

il

£, Whar 1z the purpoze of Deep Freeze” In other words, why do vou think the NS5A
deparmment implemented Deep Freeze? jwie swwers

« Torestore the computers back to an original state every time they are Tebooted.

= It remmages the compuiers oo &very Tebaot. This Zves each student a clean working sovironmment fes of
izsues cased by prior studemts,

= I order to reduce the tme needed fo mage the [abs deep reszs was mmplemanted. Alwe have to do
now is Teboat them

« %0 re imaging would pot be nacessany every 1ooe a new siudent uses a machina,

« Clean mage after each restam.

s Dieep Freeze simplifisd the setup process of the lab computers by ensuring they could be renoped 1o a
default state after sach restart, elimmating the need for a lengthy Chost process each tms.

# Dieep Fraeze prevented an unnecessary oeed of re-imagmg the machines after every lab. With deep
freeze, labs could be prepared just about instanthy

« 30 that we cao kave admic access and not kave the compuier be massed up for the next student

« Tomaks sure images are kept standard

= Topot have to maraally resst all the confizuration: after someons has wotked oo the computer.

¢ Desp freeze was implementad to reduce lab prap times in batween lab sections and praciicals. It
pravides students the ability to guickhy and easily razet the windows systerms to make sure they geta
clean leaming environmen: without the time consumptisn of the imaging proce:s.

« Lo stodents woulda't have 1o waste tope re-mamng the machnes afier somepne 22 possibly messed up
the oparaiing system,

* DOCe you res@n you're back where ven started without wasting an hour reimagng

= 30 the labby's can be more lazy 2t doing there jobs

« [ think that they mmplemsensed Deep Freeze so that after you weare finished with yoar lab, all yea woeald
have to do o rezet all the serinzs would be to restan the machine

« They mplementad Desp Freeze m ooder fo provide an sffective means of wipng conpuiers each day 3o
thar there is less of a chance for problems fo ocous

« Topravent stadapt changss to machinss to prevert having (o re-mags the machimes for every class

» The W53A depariment mplemenied deep freeze to allow the easy imaging of machines back to a pros

stane. Ghost was fime consnming when used sn miasse.

To comapensate for slow mmagng, parcularly @ fime cofical situatsons such as practicals. It allows the

XP machines 1o simply ke rebootad to their onginal state, mstead of having 1o wait whils 2 pew Image

was pulled for the server It saves (ime for the lab staff and stodeots, while alse allowics for a more

comsisient [ab environment (pot sure if that machine was imaged” just reboot i),

= [remena] purpose is to keep the comapatar tn a "frogen sate” which can be resorted with 2 simaple reboot
E.egardless of what chaoges kave besn made (aside ffom modifying Deep Freeze program itself ie
Tebpat in thawed state stc.

= Because the emtre system 15 not reimaged and Vs are used, the base epvironmeant can beoome
corrupted o7 stedents could make changes that would not be noticed @ ihe next class. OF allows for the
sysiem to easiy De rest fo some Koown podnt after reboot.

« I'mmot sure what desp frapze is

Dieep Freeze was oplementad to save b workers 1me. T see very littls purpose for desp fresze

amywhers. If 1t weare o be used it should be used for a very focused purpose. In a [ah festng
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eovimamment desp freeze should never be wsad.

+ The depariment miplenented deep freers @ ardar to save fime with mwagng Mow with desp Teeze all
one hias oo do 55 rebood the machins and they have a fresh image ready to 22 D also think deep feeze
wis 1zed 1o halp with {ime consiTains durng practcal dmea.

« To save evaryons the fime and multiple other inconverisnces of imagzing machines betwaen each usa.

# To ensure that a consistant machine was pronided fo students without the need for constant imaging,
With 152 virzal=ation and netwodk storags for the Vid's, Deep Freezs, with the ability w0 stop o in case
of accdenial reboot, has oo major negative impact on work.

+ Deep Frasze just makes it so when the compater is restartad all chanpges that were miade are no langer
there. 554 Inbs implemanted this becmuze imagng the compuier: was iakng a Lot of dma.

= o oni down oo A Eng lme

« Toalew faseer magng of the po's m testlab with vioware. Dieep fresze i3 needad to quickly wipe our the
previons students wodk which in turm cuis down on cheaonsz,

+ It will no Sonesr require students to remmaps after workicg on 2 machine, they can simply restar it and
the image will revent back to is ongoal state whipmg any confignmation chacges made. This puts less
stramm ot the compuier kardware

= Baduce mmazing time

« Tomake it fasier o st up the labs between open hours and class bowrs. And o prevent usage of thoss
machices dunog opsn hours mieriers with classes. As well as the coposite case

« prevent issues with mmaging ¢ damage to ase 05

« It allows the computer 1o be used normally, Tut allows a studeat wo do a s2ople reboot o order o be sure
that the wook they have done canmot be copied or wsed by the next student who logs .

» Deep Freeze was taplemented to raduce the need for reimagzmg the labs before labs and practcals and
dunog oper hours: this allows the siedents more working fime @ the labs,

« Eliminata the dalay mearred due to tradittonal imagms

¢ It allows the computers to maintam & clean and stable stats when they are rebanted as oppased o

having to re-imzage the machine over the netmwork (or 2 whole [ab ip some caszes) after a lab. This saves

at least 15 mirntes per machine, more per machine of the epiie lab were to be maged all at once

For security purpeses and for the eazs of clearng machines of user date before another class siams, also

for the abilsy te quickly and =asily boot muliple operados systems and varoas sshings.

« To hetter protect against maliciows mstallations and te prevent the lab BCs fom bemg chiterad ap with
files accummiated from many stodents Ghves each sudent who works at a PC a clean slate to work on

« g shorter tmaging time and wadk with virial machioes

s Itkesps the students from screwing up shuff Labbies will kave to fin

« Tha maim reason [ fzal ibhe deparment implemenied Daep Freeze is that oow labbizs do mot have o
Telmazs machmes to spsure all seoimss are reset. Also stadents can be confidaet that thedr setimes and
fifes will be erased / reset upon rebgat. Furthermare, stidents do pot have to wormy about undemg
changas that someons vaing the equipmsent mads sarlisr,

+ Deep Fresze allows less pre-lab set up time. Alzo, the lab workers den't kave to worry about delsting
everyibing off the compuatars because ance its restartad, evervthing is clear.

+ i idea

« Becauss i iz easiar to setup labs for studends coming mte them Alse if vou screw up a sefup or sathing
aed you are wofally bost, vou cao always just rerool and oot bave to Teinstal the OF o get a fresh star

« Toedse mazng loads and lab reset times.

« Dlesp Fraeze was implemented to speed up the preparation of the labs for classes and exans by
Temoving the need to reimage Wondows-basad machines.

« Atferipi to address magng problems without commectns the issmes.

« b0 avoid the [az dme of reimagng mackines all tha time

« Deep Fresze was implemented to 2aze the joib of the abbies and when combmed with VI{Ware raduce
the strass on the nenvork mfrastrocure and servers in the labs, For stadents, it provided them with a
consistent saftware base that they could depend on being the same day in and day out.
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6. If vou could improve anyvthing about the imaging of the lab: what would it be? i

AENFPrnl

« [fyoute going to imaza the lab computers, they need to be OPEN 0 you can actually do work on them

Trs ridscudonas to Bawe such a system in place ifvon Bave to Tevert to asieg a WM to actually accomplish
acything

More voware!

Mothing that I can thnk of nght now,

Faster speeds

Vimalizatsor with the ability 1o chooss aoy flaver OF woald be zZeat.

Mothing at all

Don't know

The teaging system 15 gensrally slow and the images are poarly bude. If the images were il
specifically for cae lab with only the minimal operating system requiremects. The lab mfrastruchare is
nat destmned with guick mazng in mird The mifastructirs is moning on out dated equipment and the
servers ars nof able to push ot the data required. Additionally the las manager refuzed to allow labhies
o spend timme neking the Imagng servers more efficient'effactiva,

I'wonld check out Windows Steady State, itz 2 Microsoft implemermation of what Deep Freeze is and it's
free, whers Deap Freeze izt

labby's

I 'would mmprove the e it takes to load the magss; sometmes it fakes 15 ndoares just bo re-mage a
Coamputer.

Speed. Get muli-cast working.

Prevenfaiire measure agamst data loss (saved caphoes, screenshods, etc) Perhaps a petwork drove for
each stndart (siedliar to syslab perhapsT)

I baleve that even o the machives oot in Syslab, havicg the option to keep your work after a r=boot
wioild ke advantageous. In the rare case of an accidental reboot. And then of courss the common
complaint abaut speed regardiess, bt this 15 Eeely dus to 2 lack of funding for the purchass of new
SETVErS,

reio all the cabliog. a lot of the cabling (catd/§) are mproperly terminated (very easy for the wires
be pallad oaf) and cao oot be depended on for refaming coopectivity o the lalb miasouciuors.

Desp Freazs may e poad, but we sei i ap poorly. Ve could nat change network connections, st It
shpald be possible to allow us to do anything, chapge the regisiry, but soll kave it reimape afier a reboot
Faster farm around fime

I'would go back to the ghosting network that was pravicusly set ap. If possible I would implement Alims
sobuiions. T did oot have a problem using the Morton Ghost setop that we previously bad. ] am moess than
willkng to watt 3 mimetes for my imass to load

ivinare mmages that stadsnts peed to use for labs should already be oo the deep freeze mmape mstead of
stupdents having to 2o bo the sarver and pall down the vemwars mage. I belave howaver, that this was
somiething that was peing to be startad this quarter.

= Make o faster

« Figure out winy some of the WITs demr work unid you nm 2 wireshark caprre
« the abilicy to still tnage the comyputers if we need fo.

= faster upload

Make if fiber. Gug ports are still predty slow when the whels class i3 maging

« Forthe networking 26, I woald prefer to have the monstors at keyboard level. and put the towsrs on the

fop shelf I sometimes gt siff pecks lookme up.

Besides deap frears, i do not kave other answers.

2id some place to save data of the system needs ta be rebooted.
implement betier FTE / “thaw zonz" w0 save wotk

Mothmg 1% works fine.

57



58 Deep Freeze Evaluation

« Thay pay me to answer this question, I havenT come ap with aoytiing new yat

I would have imazes that were more cpmprebepsively equipped with softwars fior EVERY class that

uses them Some classes [ wook whers the [ab azkad us to use a pizce of software, it woulde't be mckadad

oo the machine OF ihe VAWare imaga, vou zuys shoeald work ow reviewing all the lab-neceszary

software aod inchede it o veur base mnaps VWare virtual machines

« I doot know if the wireless carts are incheded in this, but PLEASE take it off, & was very difficult te use
them whan it erased vour data on 2 rebood of required a restan to fnalize seme sort of drver instadation
for neaded materials.

Owver all it seams ok, there are some occnsional snags that T have forpoaten at fhe moment,
Diisable the notficatsons for auto-updates for every proeram that is on the PCOs In pamicudar the web
browsers and windows update

Albip, make the Publc directory the defanlt dmectory to save files W fo help prevent lost files,
I dom't kpow

Miome that I cam carreatly think of.

I bawen't done enpuzh work Debind the scenes with the acmal imazns 1o be abis w say.

= doro't know

Have §4%it comyputersT The netwaork can be flaky at times bat that is more or less due fo old neiwork
aguipment, then any nagligence

« Speed and avadabiity of magas.

« Mothmg comes to mind

= Ioplemeant full disk maging m 2 vsable meimme.

« shared public foldsr that doesnt get delstad if you rebaot, just bke the sys admin lab has

« Make sure the times ars all the sams and oty & fapctioning properhy

L]

-

7. What problens: have you encountered az a resule of the implementation of Deep
Freeze? ihidde ppprwery

= Mo preolsms per se, just moonvemiesnces, T end up using moy lapiop of homs compuiar.
= Mops,

+ g0e

= Mops,

« The systems automatically restam afier a timeout peripd which on mamy eocasions resalted m a loss of
ALL lab data not yei backed up (which was impossible in cases of long screen bogs aod cases with 40-
screan shods par system)

It was properly explained 1o us that due to deep feeza we should save all our werk 1o vsh flash drives or
piher media. oo 12al issues

. oD

= [ loze oy shif when it reboots spontansously

= nome 30 far, all my Jabs from 513 bawe worked well with the pew deep feaze mplementaiion

« Tha primary issue that I have ooticed 15 the forced restart time that 'should' be m the middle of the might,
except tis forced reboot hapoens in the naddie of the day or sarly evening while classes ame i s=:zipn

« Mons.

cam't restart whea software has to mstall semnces

waiting ca labs becanse the bms box is not imazsd corractly

In some cases windows forces the user to restart after changing specific settmgs, this canses all the

seftimes to be wipsad out regardlazs of what vou do.

+ S22 above.
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« Esbporicg for drivers canses data to be lost. Febooting darng practical because tome is ot of sync and
machine thought it was 3 am.

o I've loat data as a resulf of a host unexpaciedly resartng.

« Persomaly I have encounrered mons.

« Smudents forget that Dieep Freezs kas been implemsnted and restart iv an effort o fix 2 prodlem bat end
up bosing their work mstead

« Mo real problems, just fmstration with chanmng some "admin” oely settngs. I assume the bebiaf was thar
if we could be adeun, we might for seme reason disable deep feszs.

« haven't worked with i yet

« There are several fimes whare we nesd o set up servers and networks for an entire guarier. Having desp
freeze 0o 2 machine and having that machime turped off wipes all the wark you have put mio sefting up
VOUT SETVETS.

= [ persopally have not encovmisred any problens with deep freeze [ can magme however, if there was
ever 3 power gabch that there would be a serons problem --)

= Mope.

= [ have oot encountered nay problems.

= Wome for ooyself. 1 have heard ihat people kave forgeten to take there data off the compufer before
restariing lessing all of thedr [ab n the process

« [ bad captures saved to the deskitop and a pc crashed mesuliing in data boss upon reboot.

* lost flas

= IT1 forzet to tum off the po comacily noy data 15 stll there.

= Wors thss year I heard thare were a few problems last year wheno it was first being implementad. but 1
have never experianced amoy.

» Mot really

« [ persopally never came acToss any ssues with the system.

« hardware cauzed periodic resets thar wiped al work due 1o deep Teeza

* Mopg

= I the first few weeks of 20081, some students who mizsed the momerons wamngs on the swject lost
work when machines rebootad. T havent beard of this happening in a couple of months, hawever,

» Somerimes smdents forget to save data bafore reserting. Otherwise it has been a smooth tansitsn.

« Mo tgsues, sipce I always remember to move wry files if T used typed up any oo the machine befors
Tebootnz.

« Some setiings could vse mmprovemsnt. The first that comes 1o mind was fom my old 517 class, inwhich
the MIC commenty used was always mmead off by default, yet (i think) the virmal pert was eoabled (or
what ever if is for the network boot)

Af the mpment my expenieace in e lab 15 somewhat bmeted so I have beep voable to fally explors the
varipas features and different opamting systers offersd by the lab.

» Arcidsnially forgettng to save my work bafore restartng.

= Desp freeze on lapiop 15 a problem. Students lose data due to some lapiop medomly self-reboot.

= It cam exacerbate siople computer s3ues and make them mare complcated to

= Havig Deep Fresze mstalled oo the laptops of the Wireless Carts and when the UPS and batiery dies,
;o does all of the mstalled programs. Io the casa of Java, we had to 2=f o range of ap actual AP to mstall
Java, which sucked

« I Baven't dons & yet, but resfanng the compuier before saviog work or puiing ow a jump drive could be
& prodlem.

+ DoBsS

= [Tthe computar i old or the power fsue I somss of the [ags. all the work will be gons if the computer
suffers a boown out

= Despireszs locks you out of some parameters ke the system clock In additien, should you oeed to
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izstall something that requires a reboot, you'te et of fack.

« Smudents gccasionally lose work stored oo the hand drive dus to restamms the svstap, sither becanse of a
svitern hang or due 1o lack of knowladps about Dieep Freeze.

= Izzues with petwork device responses, loss of student data, stc.

= accidental file deletion if 2 station reboots dus 1o Imactivity

« 5l e to download laree mage files to the computers

8. Whar benefit: do you see from Deep Freeze? i amwrs

= Rastonog {o ao ongoal state

« Dther people don't mess up amyihing for my bs.

Wot having to spend a TON of time imazng before / between praciicals

= Mo warting for re imazing

» Clean, guick mage

= Smplified, quicker magmg [F something g=ts messed up, the computer simply needs to be rebooted.

= Virnally oo reasen to ever re-install Windows oace you have 1t sef up properly and peopls can oot
Teally mess with your machine once it &s m place

= you cao restart and et a fesh machne

= Images ars kept standand.

o L3z rima is spent maging which maans studests can zet to work faszer. Thev can also reset the
windows systems gaickly.

* Tha tune ot waisied maping. Alse you could atinbute less work on the hard doves that have the 05

imazes; allowing for a longar life span of the drives.

guicker siam-overs

lezs labor hours

o It is less resource miensive thao domg a fall re-maze of the machioe, and @mkes less tme 1o complete

« It allows me to have a genemally safe 05 each and every time I use the labs, which epsres me that my

data will not be commupted or inComact.

Savmg tme

Much fasier than desp freeze wheo ao entire lab peeds re-imagms.

Faster imaging (o7 image restaration) which really helps when I'm mying to find a bench to do work o,

o7 armiving for my lab secton.

EazieT to prepare for each lab class (smmple restart)

Wiviz are a dafinite myprovement over ghost. The lmkad clonss are quicker and easisr, though this

process il naes to be improved (smaller vins with uselass sarvices ke CUES disabled). It was nice

koow that aoy browsiog or work [ did conld be erazed simply by rebooting and that someone alse woald

nof come m and ba able to "easily” gat this nformarion

+ LA

Ic o lab testing eoviroareent [ do nof see aoy benefits from deep feeze. Dieep Teszs 5 an easy way out
to have the machmes be able to stant from thelir indfial senp.

I think deep freeza &5 bamunfil. Imaging and getring a fresh mage s such a breeze apd soeasy to do. [

like that I caw erase or clear my work by rebooting aod not have to go through the steps of startog a

new mmage wiih Ghost.

« foeed of nse.

= Itis goucker than meapng the compaters every lab and if you are having an dssue just restartms sheald
fix it.

« [ can eazily resai a pc by just rebooding it

« It makes surs my data 15 gops i T shut down properly.

= It will preserve the Gfetime of the bardwars o the labs, oot down oo twaging fime, aod redoce the

imAZnE network strain.
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= Save the fme fo image the labs

« T'm mot kicked ont of ey of the open Iabs 30mirs befors a class [ have more iome in open hours to
work.

= Cuicksr access Drasing

= Makes things faser and simplec.

= Tha iime needed to prepars the abs for classes apd other activities bas been reduced dramatically.

= Gzz the purpose of deep freaze

e I hawe ieplemrented thes system fior a schoal districe, it is quite helpfial n mzintainns a clean machme

stans and even some remadte conmel over the machnes (if properly seedadmstalled vou cam remetely

Testamsindown and changs seitings for deep freeze clenis). It appears you have done a good job

making the ipstall completely mansparent (no tray icons etc) and it does s job.

25y semp and cleamup of machmes.

TUniform platform for labs that ensures that vour seftings will be umiform ne matier what machins you

use, no meed o worry about what studenis may have dooe that were in the [ab before you

= Easier to navizae arovnd the PC and cheiter dees not build ap oo the BC over time,

= shprien mapng fme

« Itkeaps stadents from screwing up the base images foo mach.

Tzt reboot @ machine, and all of your persoaal work is gone and all settings reset, guarantesd

I don't have to troubleshoot t3zaes oo the machimes that someone before me changed without having to

Teimaze all iha time

Lass time spent on seeminzly neadlass, ime-consming fasks.

= don't know

In cemam enviomments it can greatly merease productivicy and save time withoar the sk of security

COOCETNS OF GoWDiime Tessting the computer

= Lab r2oet e,

= It fakes [=ss time and energy io prepare the labs for classe:s, and studexots only need to restart a PC when
CominE o dunng epen hours as apposed to reimagms it

= Itis getfing us thoe this teagh time ot doesn't appear to be 2 goed long enm sahetton for the sysadmin |
nefadmin cormonium

= spaeds Up DRARDE oveT ENDSHLE

« I can reboot to erase my work and relroof fo gef i a "prostme” state whers ] koow I can contrel the
ELVIToment

9. What iz yvour relatonship to the N55A department? L o wee e

47 - Smadent
6 - Faculty or Staff

Snudent Cmestions
10. What iz your major? s seres:

« ANGA

« ANGA

« ANGA

s ANTA

» ANTA

= ME5A

= Apphed Metworking and Systems Adminisinion
= ISF
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+ Information Secumiy & Forensics

« M55

« AMNSA

« WAL & VMEF

*+ ADEA

« M55A

+ ISF

« Information Secumity and Forensics

+« Information Secumity and Forensics

« WINEA

« ANSA

+ Applied Nemworking and Systems Adminisimaton
« MEINEA

« Applied Networking & Systems Admdnistration

« Networking and Systems Admm

" ..g‘_.";tﬂ.lq.

» ANEA

« Applied nemwrokicg and systems administraton
« ISF

+ information security and forensics

+ Information Tech

o ANEA

« Applisd MNetworking and Svstem Admnsstration
» WITEA

» ANEA

« Applied Nemworkmz and Sysiems Admizisimton
+ Neitworking and Systems Adminsstration

« Applhiad Networking and Systems Admizisimion
« M55

» ANEA

« Appliad Namworking and Systems Admirisiranon
+ Information Secunity and Forapsics

« Appliad Namworking & Sysem Admemisimaton

v [nformation Secumiiy

v Information Techoology

+ AMNSA

« Applied MNemworking and Systems Admizismaton
+ LLE5A

« NE5A

What year in school are you? s (i sevmers

L
P i
N P ]

e = o = LR
'
LA
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3 - Graduate
& meer{s) did wot answer

12, When did you take 4050-251 Network Fundamentals s,  ieic smo i

11 - Prior to 20071
- 20071

6 - 20072
1 - 20073
1-20074

1- 20081

11 - I barva oot taken this class or am curremily enmoled

& meer{s) did wot answer

13, When did you tale 4050-515/4055-515 Introduction to Routing and Switching? s
Cheede arpspres
4 - Prior to 20071
- 20071
- 20072
- 20073
- 20074
6 - MI0B1
- T have oot taken ikis class or am cumeotly epreled

o

R R -

& meer(s) did wot answer

14, Imaging problems in the lab BEFORE Deep Freeze jwesmwers:

Alpour
. Hals - ) ot did mod
Mever Seldom The Usually Always Applicabls  amswer
Time
How ofter did yvou have a
problem with the b image”
ifor exampls the image on 4 23 7 é 2 G &
fha compaiar 307 the mags
vl meed 1o use)
[ .
How oftze: did you have to
;elﬁmjﬂae the s ] 10 LT b1 6 §
— gfore nsng them”
Hew oftan did issmes with
maging hinder vou abiity o < &
productvaly work m the E 15 5 1 2 =
Laks?
S

15, Imaging problem: in the lab AFTER Deep Freeze sids s
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Alzout
Mever Seldom %’l‘- Tsually Always I;:pm ahle id;i_:l
Time )

How ofter did you have a
probiem with the b image”
ifor exanzple the image ox 15 20 4 2 D 6 8
the compaar 1307 the imaze
vior nead 1o use)

A
How after did you have to
reimage the Commiters 13 19 1 3 a 7 &
before nsmg them”

s
How often did izsuss with
mmagng hindsr vou ity 1o ; =
preductvely wodk W the = 20 * 1 A g 8
labs?

[ -

16, Perceptions of the lab environment s smwers
Tdon Siromshy Swopely  didnet

Applicabls Asree Agree Undecided Disapree Cisapree  amswel
The la% environment
Wils Comsistent
PRIOE TO the
mplementation of
Dipeg Fresze.

i
Lad
ok

L5 L3 4 7

The lab eovironemnt
Wi Comsisient
AFTER tha
implemsntation of
Dipep Freeze.

I=
—
-t
it
i
]
1

DeepFreeze
ﬂMEiEE WERA 5 1] 15 14 i 3 7

The lab computers
were better BEFORE
Digep Fresze,

i
ad
=]

1] 15 7 7
alilim
17, Are vou now or have you ever been a labbie TAT & e smoors

15-Tes
32-Mo

& meer(s) did ot answer

Labiie/TA Cuestions
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15, In which capacity did you work? s (wis snovers

- Labhkia
-TA
7 - Thave worked az both a labbiz and 2 TA

1 Wad LA

38 wier(s) did mof answer

19, During which quarters did vou work as a labbie or a TAT (select all that apply) i,
Abide apererend

0 - PrioT to 20071
- 20071

- 20T

- X073

- 20074

L1- 2081

12 - M0E2

NS LA

e

38 wier(s) did mof answer

20, About how many hours a week did you spend with imaging or imaging is3ues last

q“ﬂHE'I" {:Wﬂl:l'.‘_._.l. Vi arwwern

-0

(PRI = S TR
I LA P |
Aoods lad Ba e

ol el = R
' ' '
1 an |

- 1 d=d oot woork last quarier
Oither Fespomes (1}

+ Cmly weorked as TA, 30 [abs were set wheno I 2ot there. Occasional restams necessary.

38 wier(s) did mof answer

11, About how many hours a week did vou spend with imaging or imaging i33ues prior to
lazt quarter? & ihide smeers

-1

E = bl b e e e
g T TR Ny ol |
e led bl b

on L
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-
-0

L

- Id2d oot work prior to last quarber
Other Fespommes (1)
« 10+ Dizclammer; I manage the magmg infrastrecrare, so I have to spend more time with 1t than
oiiiers.
+ 10+ Disclammer: I nwintain the imagns system, o [ spend mors tme using it
38 uzer{:) did mof answer

12, How do vou feel Deep Freeze affected imaging 13zues7 B wds swmwers

& - Digep Freegs mproved maping mes
T - Daep Freeze paither improved nor made imaging 135083 warss
[l - Dieep Fresze mads Draping issuss warsa

A8 ey} did not answer

13 About how many imaging izsues did you have per practical last quarter (20081)7 __L
Linlide pryre gy

-0

Lo oEm o bF ad LA
i ' i ' '
o o Ll b

- I d2d oot work last quarmer
38 wier{:) did mof answer

14, About how many imaging izsues did you have per practical prior to lase quarter? ___j§

= Uidy mnew e

-0

A e b bl b

LA b e s bed
e T e

- T dzd ot work prior to fast quarter
Oeher Fespomes (1}

+ I don't know how “mamy”. The issue was bow loog it ook fo imags

38 uzer(:) did ot answer

1%, In what ways has the implementation of Deep Freeze impacted yvour work? i swwers
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e Dieap freeze has made it easier o image the labs, HOWEVEE, whan the machines are pot maged
corracily @ the FIRST place (IE all 3 pos being xpdf or xp xp neilin}...dzep Seszs or not; it dossn®
mazke aoy difference

« Yo cant restart the comypnater..

« Saved fime having to tmaps everythms

= Ttno lpnger takes 3 munates or more to Bmage a [ab for a class, We just need to Image the linux
machires. which fakes choser te 10 mimsfes.

« in pet lab i seems that there were some thipgs that [ couldn't chapge on those machmes that [ wanted fo
for the studeots, or that some bad setimgs were saved, deep fTeeps seemiad 0 cTeate problems that did
nat exsi befare, syslab. voip, projects Tdid not see problems.

= I doo't have to go around %o every compuier and image them anymore. ] actually doo't do aoy imagmng at
all pow. I thiok that &f's zZreat moaging can be done direcily fTom the cage

= It somplifies thinss and speeds them ap.

= It has provided me with a second infrasitechire to admmister o addition tv mazing. Eovwever, if has
improvad day to day operations by requiring me 1o take lass time and spend less epergy prepanng labs
for incoming claszes

« 5o far for J00B2, there have been lintls tszue with fraging

« It made maging for practicales mech easier. Using Deep Freaze for syslab is the only arguabla
somatimas, st depending oo the rimes its easizr 1o use Vs and ethertimas ins better to use Vs,
Eitherway i really doesn’t deal with DF.

« I bawe to devors less ttme o lab preparation. and I do not need to stick arcund to ensare thar pagicg
was successil. However, [ oow need to mainfain the Deep Freaza mimstruchare

« Made thinzs easter bacanse studeats dude't start working on ooapes that had already had setimzs
changed Change the sues and problems rather than getimg md of issues.

16. About how many fimes per week do we have to relmage computers in netlab now that
we use Deep Freeze? I (e smmers

-0

= L BT b e Lad £
A e R P s L
ST = R WU S P

i
LEE]

Oher Fespomees (4)

« DOf sure atall

w WA

» Mavhe once per week, mayhe
« Don't kpow

30 wier(s) did mot answer

17. About how many time: per week do we have to reimage computers in syvslab now that
we use Deep Freeze? . B e sgeer
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i
[
o]

(=R~~~ T~ T~ T S
R T T et e i
T = T A S R R

LEE]

Other Fexpomres (5)

« Dccasiomally one of two machines.

« ot sure at all. Bat I don't believe we reimazs syslab at all now.
« WA

» [ unless a computer starts having ssues

« Doo't know

A8 nzer(y) did mor answer

158, About how many fime: per week did we have to reimage computers in netlab prior to
:D'E'Ep frE'E'IE'I:. _I. bl i B ErE

L=]

-0

Bd i B b N e e e
Ty e e
T - N TR S P )

[
Len]

Oiher Fespomes (7)

« ATOT

" S

# bafors every lab

« Everyday, mavbe i a couple times 3 day depending upor how maey Iabs were runping that day,
» WA

= fpw times per day

# Don't know

30 pser{:) did oot awswer

29, About how many fimes per week did we have to reimage computers in syslab prior to
:D'E'E'P ].'_TE'E'IE'I:. a L s amweray
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L= = R = I =l = i = R
' ' i ' i i '
1 O LA e lad bl

'
[

(Other Fespomres (Th

« How 15 this a guestioa? Every day.. muple toees for maliple classesali
« 100+

» bafora every lab

« Everyday, several times a day because of the sys admin students

L t"l- .'!.l

» gvary b seciion (momenous fmes per day)

+ Don't keow

3% wser(s) did moft answer

30, About how many computers per practical did we have to reimage prior to Deep
Freeze? L imite sorw ey

-0

= = R R L B~ T~
21 TR LA e L ba e

i
[Ck]

Crther Fespoames (10)

» whole lab ... dur

+ al

# All of them, 1o ensure consistency. So 54

» all compaiers on a bench I net and sy

» Every computer oo each bench in iba lab af least twice. Once for the first half of & clazs and again
for the s=cond half of the class.

« N4

« All of the machimes in the lab, arywhere from 40 w0 &0

» 48 give or taks for netlab

« Every PC in e lab.

« Don't know
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il

A% wser(s) did mok answer

About how many computers per practical did we have to reimage after the

implementation of Deep Freeze? L ibide mavwers;

-0

=T = I =~ T S
- A T

Les]

Oither Fespomes (10)

+ All non-windows

» patlah, [ st of mackines

» Cmly the Moy mackines, 18

= Al compaters on a bench i net and sys

+ Just the licux boxes oo each bench m the lab twice. Oooe for the fst kalf of ihe class and agam for
the second half of the class.

® 1_"-,-_-1|_

» Omly the L machmes, fypicaliy the 18 in Metlab.

« 16

« Cmly the Limws machmes, primarly 18 in Metlab.

» Don't know

A0 wier(s) did mof answer

. How would you improve the current Dieep Freeze implementation? s smwers

= (et bettar machmes m the labs.

e fix ricung dzsues, let smdents disable DF on reboat, once

« In MNeiiab, a location where stadents conld save fles, and hawe the option to delete them or not, if the
machine was restaried.

« Eive everyons admin access

= Mo opinion. STy

= I hawen't been able to think of aoyikiog.

= Allpw the opilon to ovamde Deep Fresze from the student level so that if any miermittent reboods will
not erase all work

« (et Better documentation of it?

« Havea't been able to coms up with anything.

= (&1 nfp working

33, What 1= your overall impression with Deep Freeze? b e



LT - I am zafzzfied with Deep Freaze

3 -1 am perher satisfed nor dissatisfied with Desp Freaza
U - T am dissatizfied with Deep Freezs

38 wser(s) did mot answer

Faculiy/Staff Cmestons

34, Perceptions of Deep Freeze wids sarmers

i

How
benadicial
hias Desp
Freaza been
I your
courses?

Hew
benaficial
hias Desp
Freazs bhesn
m the owerall
fab
environmens”

How has
Digep Freezs
mpactsd
Your
praciicals?

Hew has
Cipep Fresze
mpacted
your

teachms”

How do you
percizva the
stadants
reaction to
Dipep Fresze”

Very
uabeneficial

ot}

Meither

Unbepaficial beneficial
o

LE3 )

(=]

(=]

unbeneficial

Beneficial Very

[ B
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Ha did nat
Beneficial cpmion answer

1 0 47
1 0 47
0 3 47
0 2 47
0 1 47

3%, How haz Deep Freeze neganvely impacted vour courses?  mids mowerss

» Smudents can easily bose their work if pot saved in the proper bocaton (pe dove). Or if they fail to answer

the quastion (comectly) reparding work on the P: domve oo stamt

« Mo really
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= Mo

+ Deep freeze oo laptep is an issue for wirzless cam projecis.

« Beboots and accass.

« network conpeCovity tssues, Joss of data on reboot, no machanism 1o address Mictoseft required
reboors, (AD data s lost on rebeot, mohuding new driver mstalls, esc) Also prevents complets reimazms
of machipes with CD for 0% mstalls. (Yo CAN do this in a VM bat requiring this limets the snudent
access to lssues with full machms OF iotaliatons )

36, What benefits have vou seen from the implementation of Deep Freeze? i oeees

« Easier to start over and ensuze a semi r2liable startins poiot.
« Mot persopally.

« Mons

s+ lmted.

37. What would you like to see in the furure with regards to Deep Freeze? et smers:

e dfconsole {account) oo chewy for TA professors to work, o IF iheir is 2 peed we can Image specific
miachires; particalarly in sy=lab

« Mot sure, etther meplementation improvements or moers fesimg

« Teplace it with a fiull disk imaging suite (Ghost or sopdlar). We are a NETWOFEING depariment and
should ba able to resolve the maging mmaes with some other solution than WOT wang the netwark to
imags the mackices!

38, How did vou dizeover thar Desp Freeze was implemented? weswwers:

« Lab meating | ;aw that it was installed on salect computers prior to installation on all [ computers,
« From oo Bab managsr

« Informed by Labk Macaper

= Testing and theo general ancoumosmani

Copymight © Y8 Bochester Insitute of Techoplpsy. All Rights Fesarved. | Disclampet | Copymishi
Iofrieeement
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Appendix VI — Interview Notes

Note: 515 refers to the Introduction to Routing and Switching class. Also theseneates a
edited for grammatical accuracy in order to preserve the raw data

Start time: 1601, 09 Dec 2008
Stop time: 1611
Interviewee: student, not a labbie, male, year 2, took 515

Location: Net lab Star Trek bench 9

Interviewee knew that Deep Freeze had been implemented in the labs. When askeddimsv the |
were before Deep Freeze he said that it was frustrating because youtdeilldrthe image was
good or not—there was no way of telling if someone had used the computer before and messed
with the settings. He said that Deep Freeze (DF) is nice because no crangpesed and there

is no worry about reimaging. He has had no issue with imaging before or aftert D€ said

that the process to actually image a computer is slow and so it is nice to havedves time. |
asked him how familiar he was with DF and he said that he used it at work. He istpart of
Geek Squad at Best Buy and they use it there on their display computers. Custmmme

in and play with the display computers before buying them---then just reseteovprssttings.

In his job he doesn’t install or configure DF just knows how to remove it so that carspklydi
computer to customer. Best Buy implemented DF because it allows custbenelnsihce to try
before buying a computer, it also prevents issues with software when onearysiays with
computer before selling to another, and saves on labor costs to restore computardb origi
settings before selling. He repeated 6 times through the interview¢hatitary benefit he has
seen in DF is that it saves time. He likes not having to worry about whether or notitigs set

are off and it is nice to be assured that if you reset the computer everyihiogtvioe normal

(i.e. with no prior setting changes). His primary concern with DF is losingrpdvwgemeone
accidentally removes the power cord or you lose power then you lose all ydur M@said that

“DF has a much more positive impact than a negative one” Last quarter he onleHhal and
didn’t have any specific incident when DF helped or hindered his work. He liked that you could
just sit down at a machine and know you are good to go with default settings. He said that
consistency has increased and that DF saves time: both for the students and theHabhlies

liked the peace of mind knowing that he was working with a freshly imaged comysitby |
resetting. The only change he would make to the lab is to get better hardwaneP@srand
current routers.
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Start: 1304, 11 Dec 2008 Stop: 1319
Interviewee: male, Applied Networking and Systems Administration delgtdse

Location: Net lab Star Trek bench 1

“Before DF we needed to image the labs in preparation for every lab andgractudents

were advised to re-image before they began to work in open hours because you nevlee knew
happenings of that computer prior and could start from a clean slate. They res®tthellabs
about 45 minutes before the start of each class lab period and practical in order tiheape.
Now they don’t have to do that anymore they just image the Linux machines before the
practicals. This is probably one of the biggest savings in time both for the students and the
labbies. When asked how the decision to implement DF happened he said that he didn’'t know
but probably 20072 (winter quarter) or 20073 (spring quarter) Ann assigned Silas t@amnstal
test DF for the quarter project. | asked his experience with DF. He said tied hene prior to

it being implemented in the labs but now he was in charge of the imaging infrastract
therefore also in charge of the DF infrastructure (“in a sense”). Hehssiit works well as long

as the students are aware that it is there on the computers. There weraidenis 8tat he

knew who lost work simply because they didn’t know about DF being on the computer. He also
said that now that we have DF it SAVES TIME [emphasis of the interviewgaag from

about 45 min prep for each lab to about 1 min just to reset all the computers= no need to kick
students out early for prep and students can just reboot computers if they want arftesh st
asked about his management of DF. He said that it was pretty easy. There deawbee

you can tell DF to reboot all the computers associated with it so it saves eveimmeqjaon’t

have to go to all the computers and press the reset button—just those that perhaps have new
NICs or didn’t get the message from the console). Students don’t have access todlee cons
(because of fear that they will be malicious and just reset a whole lab) besslalobi They have

a Remote Desktop session to the DF console where they can reset a wholeddédf ne
Teachers do not have access to console because it is the labbies’ job to prep Edxshersl t
shouldn’t have to worry about it. | asked if he had personally seen advantages to 2k He s
that outside his work he hadn’t but that it had really helped him in his work. He does have to
take care of DF now which is an additional responsibility but he said it wasnfiatiatin work

it has helped him because now he just has to worry about reimaging the Linux besgoke

for a moment about DF not working for Linux, | said that I thought it worked for SUS&irime

we don’t use that it didn’t matter) because DF is on the Windows XP boxes. | asked about
disadvantages. He said that he didn’t see any down sides, that there wamarigteork for

him since he now has to take care of DF but a lot less work for everyone else lrecairsg

XP you just press the reset button. He said that as long as students were &kdoeiofy on

the computer they usually didn’t have a problem, they just kept a jump drive handy odemaile
their work to themselves if they wanted to save it. Also if students mess up oaltbant just
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want to start from scratch they can just hit the reset button so there is no negdageaer try

to undo what you just did. | asked about how the students perceived DF. He said that he had
only received one complaint about DF from a student who lost work early in 20081 (fall juarter
and hadn’'t heard any student praise yet (mostly because they hadn’t spoken to himas®ut pr
He said that probably students appreciated the extra 45 minutes of open lab perdab sess
though he thinks that probably doesn’t register with them yet. | asked him abouogthe
complaint he had received. He said it was a student who was working late one nigtdgbn Ne
and came in the next morning looking for some files he’d saved to the desktop of the computer
he was using. The interviewee explained to him about DF and pointed out the postedtkgns at
entrance to each lab. The student was originally upset because he would have to abdarihe |
order to get the packet captures he was looking for but the student understood once DF was
explained to him and wasn’t too upset after that. | asked about the posted signs. I Baid t
20081 they posted 8.5” x 11” signs on the doors of each lab in big font to be noticeable about
DF. [We had a little side bar here. | told him about a student | met last quarter)(2@@3iad

a problem with DF. The student was working in Syslab and there was an issugvgénver to
upload his VM image to and so he was afraid he was going to lose his image. Sslabked
down so he couldn’t manage network sharing (i.e. sharing a folder to another comuiteg a
image was too big for a jump drive. The interviewee told me that they had addresseslithi

by taking away the domain logins that they used last quarter and giving alitstademmon

admin login so that they could now manage network settings (20082)]. | asked hinmain expl
just how DF saved time (because he had said it a couple times during the interveesaid H

that they no longer were closing the labs prior to each class just to re-imeagmriputers. Now
they just re-image the Linux computers in Netlab (18 machines total) whiclyigex image

than XP and “comes down faster” than XP did. He estimates about 20-50 minutesregth “p
time in savings which is “many hours each week in Netlab alone”. He said thextt®eopd

VoIP labs are all XP and so it probably saves an additional 10 minutes in thoseyislab. tigey
didn’t image before and so there was no real savings in that lab.
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Start: 1219, 12 Dec 08 End: 1231

Interviewee: male, year 2, Information Security and Forensics pnogat a labbie, took 515 in
20081

Location: on the phone

| asked how the labs were before DF. He asked for clarification and | saikl $speaifically

about imaging or issues with the lab. He said there has always been a banduedtthisk led

to slow imaging. Sometimes he would have only like 10 minutes in order to image-s-adva

to always reimage the computer before using it because you never knew whatithespre

student did to the computer. He said it was primarily a time issue---it just eekdiimage the
computers and sometimes he didn’t even know which image to use. Usually it took about 7-10
minutes to image when the whole class was there. | asked about his priormeeperta DF.

He said that at his work (Seatow) they use DF in the customer service celisgaftah center).

He is the sysadmin of the systems and has been using DF for 1.5 years at Seat@asorhi

was implemented there was because they had difficulties managing grimigsp&you can

only lock a computer down so much before they find a way around and mess things up”. At his
work DF is beneficial because it reduces downtime. | asked how he found out thatewe we
using DF in our labs. He said that he came back in the fall and they didn’t have to image
anymore and were told to save all their work because of DF. | asked how he hag $ales t
benefit from DF. He said “tremendously” and gave the following reasons:

e When they did practicals they had 2 hours for 40 people to take the test, 20 people at a
time. In between there would be like 5 minutes to re-image the lab and imaging would
take forever. With DF they just reset the machines and they were ready to go.

e Also “the lab is always consistent—you always know what image is on the computer.
You always have a base image”

e He also said that there was no need to figure out which image to use because now there is
just the base XP DF image.

| asked how he personally had been impacted by DF. He said for the most pagieata

because of the time savings. He did share one negative experience becdtsetDiR@whole

drive. He was working on a lab in 515 (Netlab) and the computer blue-screened. He had a
working directory on the desktop where he was saving his log files and hadn’triechsem

off the computer yet. When the computer came back up he had lost all that work and needed to
start over again. He suggested that there be a user partition where studentsveaiheiswork

just in case incidents like this happen or perhaps a network share somewhereudeats san
temporarily save data. This was his only negative experience, other than thatgieat”
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Start: 1259, 12 Dec 08 Stop: 1308
Interviewee: male, Information Security and Forensics degree, year 2y 82681, not a labbie

Location: Net lab Oz bench 9

| asked him what the labs were like before DF and he said that he couldn’t remecalseldse
really didn't use the labs before we were using DF. He said that laghggarould “unfreeze”

DF to make changes and then “refreeze” the computer again but thisgyeahéimged the
password and so students didn’'t have access anymore. | asked if he had prior expihience
DF and he said that he had played with the trial version before but never had a neettifsoit a
hasn't really used it. He worked at a school district and they tested it out butnotvas
implemented. | asked him what benefits he had seen from DF. He said that ititrelests

when you have a limited time because you can set up the machines however youwaat a
set-up for classes is the same. He said there was a problem that he noticqutrddhesetting

up the image had made a problem you can't fix it. He made the example of videq dtaterg
that last quarter there was a computer with messed up video drivers which couldretlbe fi
because it took a reset to properly install the drivers. He liked being abla tifthd+ and then
make changes before “refreezing” the computer and suggested that wetatlewt access to

DF for this purpose. He also recognized this could lead to malicious use but sudgestes t
could educate the students and then open it up to them. | asked how he had personally been
impacted from the implementation of DF. He said that it helps a lot, you justhressEtmputer
and it is back to normal, there is no need to change the IP address or anything bietteuse a
settings are at the default. He commented that he hadn’t really used theesashinuch in the
labs because he was still a fairly new student. | asked if he had seen anyenegsicts of DF.
He said “Overall it is very good software to be in here, it keep machines howeibeymbe, it
keeps them in the same state all the time.” He also said it was also rmusérekeeps students
on task: they can't install “fun toys” because they know that it will be goneyifréset so they
can't play around but must stay on task. He likes to tinker in the lab and DF is nice because it
allows him to have access and install whatever you want. He said the DF is gagkbeca
other students tinker he just needs to reset and have a good image. | asked himDiHether

to increased or decreased consistency in the labs. He said that it inbexzmese it is always

the same when in the labs unless someone pulls down a different image—"you know what to
expect when you come in.” As a side note, this interviewee also knows fairhyhevélist two
interviewees.
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Start time: 1347, 15 Dec 2008
Stop time: 1355
Interviewee: female, grad student, Networking and Systems Admirostiabgram, GA & TA

Location: Net lab Star Trek bench 9

Prior to DF she had to go to every computer and tell it which image to pull down “it tookrforeve
to pull down all the images.” Now that there is DF she just has to hit the reset button and they
are all fresh images. She has had no prior experience with DF. She mentioned foragin
practicals and | asked her to talk specifically about that. She said tha b&fehe 2° group of
students always lost time because they were waiting for the imagesealoam so they could

start clean. For the practicals they usually have 2 groups of students, each in dhe.h36
students/class and only 18 benches). Thgraup was good because usually the lab was
prepared for them by the time the practical started, but'ffgr@up always had to wait before

they could start for the fresh image. After DF was implemented they jush ngloloot the

computer which was much faster than waiting for a new image. She mentionedlithag $b

image the Linux boxes “but yeah, a lot faster.” | asked how the labs whrBmitShe said that

the benefit was that the labs “were a lot smoother and more seamless.t dlbskiewhat that

meant and she said that before DF there was always a question about whiclo insagand

students just didn’t know how to use Ghost. Now they just reboot and have the standard image.
She said, “I personally like the fact that | can just reboot and all my filegoae (in other

words she likes not having to go through and undo all that she did in the lab so the next student
can have a fresh image) so you just reboot and you get a standard image wh&hliasked

about negative impacts of DF and she said she hadn’t heard of any student corhplaghtsihe
could see an issue with students losing power or forgetting to save something ojuke PC
randomly rebooting. She said that actually that was one of her fears that sheongetl tof

save something and then lose it after the reboot “you're just out of luck.” | askedhéd a
particular time when she had personally been helped or hindered by DF and she auide’t t

of any specific stories. | asked if DF decreased or increased the enagiahd she said it

increased because before the labbies were making images and the students didmtidnow
image to pull down because there were too many options but now all the images aretbe sam
there is less confusion. | asked how DF affected the lab prep time and she agitegsitime

now because you don’t have to wait for the image to pull down. | asked her overall opinion and
she said that it was a good thing especially for practicals.

P.S> after the interview | spoke briefly with the lab manager and she said tedbehifits of

DF was that students during open hours would fail to re-image their computers amg tben t
work with another student’s settings or they would have to wait “like 15 minutes” to pull @ow
fresh image. Now they just reset which equates to more useful open hours.
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Appendix VII — Qualitative Analysis

Descriptive Statistics

Response rate: survey invitation sent to 64 former 515 students (33 from 20081 and 31 from
20071), 54 random NSSA students (of the original 60, 6 overlapped with the 515 students data
set), 17 faculty members, and 14 labbies/TAs (unknown overlappage with other student
categories because | didn’t use the distribution list but sent it to the lab manegeent it out
through her distribution list)

Total: 149 (response rate = 51/149 = 34.2%)

By category:
515-20071: 4 responses / 31 invitations = 12.9%
515-20081: 16 response / 33 invitations = 48.5%
Faculty: 6 responses / 17 invitations = 35.3%
Labbies: 13 responses / 14 invitations = 92.9%
Students: 45 responses / 132 invitations = 34.1%

Responses: 45 students (13 labbies, 32 students), 6 faculty members
Labbies: 5 worked both as TA and labbie, 5 just labbies, 3 just TAs
Students: 28 ANSA, 9 ISF, 3 NSA, 2 IT, 3 VNSA
Year: 5 first, 11 second, 12 third, 10 fourth, 4 fifth, 3 graduate
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Qualitative data from survey

Note: the bold, all-caps phrase at the beginning of each statement is sifjcal@sn of the
comment based on what | felt were the main ideas of the response. If a commb&ned more
than one category it was counted for each category. For example if anbtatked about both
ORIG and TIME then it was counted twice, once for each category it containgal. ti& data
is the actual raw data from the survey (except for the coding) so the text may not b
grammatically accurate. This is intentional in order to preserve thal acrvey responses.

ORIG - the comment had something regarding restoring the machine to its original state
or to default configurations

TIME - the comment dealt with reducing time or speeding up imaging

LAZY - the comment addressed the idea that the staff or lab technicians weye simpl
lazy

CONST — means that the person specifically mentioned the idea of a consistent lab

NA — used when the response either indicates a lack of comprehension or no suggested
improvement (i.e. when the person says “I don’'t know” or “I don’'t have a suggestion”)
CHEAT - simply refers to the concept of erasing configurations so that the next pers
who uses the machine cannot utilize the work done by a previous student

WORK - refers to increasing the amount of time that students can actually work as
opposed to having to do machine prep or other administrative tasks

SEC- the comment addressed security concerns

VM — means that the comment had something to do with virtualization

OPEN - indicates that the comment had something to do with allowing more access
EQUIP - refers to the need to adjust some settings, tweak the hardware, or simply a
suggested upgrade in the hardware/software

SPEED- the comment dealt with improving how fast something happens

DATA - indicates that the comment suggested some way of saving data or a complaint
of data loss

PC — shows that the student complained of having to use personal computing devices
(including thumb drives)

RESET — the comment addressed the issue of resets affecting student work

AC — deals with power loss

INST — means that the comment talks about having to restart the computer for installs
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5. What is the purpose of Deep Freeze? In other words, why do you think the NSSA department
implemented Deep Freeze?

ORIG = 34
TIME = 23
LAZY=1
CONST= 2
NA= 2
CHEAT=3
EQUIP=1
WORK= 1
SEC=2

Total responses48(some responses counted more than once in above categories)

e ORIG To restore the computers back to an original state every time they are deboote

e ORIG This gives each student a clean working environment free of issues caused by
prior students.

e TIME In order to reduce the time needed to image the labs, deep freeze was
implemented. All we have to do now is reboot them.

e ORIG So re imaging would not be necessary every time a new student uses a machine.

e ORIG Clean image after each restart.

e ORIG + TIME Deep Freeze simplified the setup process of the lab computers by
ensuring they could be returned to a default state after each restart, elgninaineed
for a lengthy Ghost process each time.

e ORIG Deep Freeze prevented an unnecessary need of reimaging the machines after
every lab. With deep freeze, labs could be prepared just about instantly

e ORIG so that we can have admin access and not have the computer be messed up for the
next student

e ORIG To make sure images are kept standard

e ORIG To not have to manually reset all the configurations after someone has worked on
the computer.

e ORIG + TIME Deep freeze was implemented to reduce lab prep times in between lab
sections and practicals. It provides students the ability to quickly and e
windows systems to make sure they get a clean learning environment withauiethe t
consumption of the imaging process.

e ORIG + TIME So students wouldn't have to waste time reimaging the machines after
someone else possibly messed up the operating system.

e ORIG + TIME once you restart you're back where you started without wasting an hour
reimaging

e LAZY so the labby's can be more lazy at doing their jobs
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e ORIG I think that they implemented Deep Freeze so that after you were finished wit
your lab, all you would have to do to reset all the settings would be to restartdhieena

e ORIG + TIME The NSSA department implemented deep freeze to allow the easy
imaging of machines back to a prior state. Ghost was time consuming when used en
masse.

e ORIG They implemented Deep Freeze in order to provide an effective means of wiping
computers each day so that there is less of a chance for problems to occur.

e ORIG To prevent student changes to machines to prevent having to re-image the
machines for every class

e ORIG + TIME + CONST To compensate for slow imaging, particularly in time critical
situations such as practicals. It allows the XP machines to simply be rebodbeir
original state, instead of having to wait while a new image was pulled from ttes. der
saves time for the lab staff and students, while also allowing for a moreteahkab
environment (not sure if that machine was imaged? just reboot it).

e ORIG General purpose is to keep the computer in a "frozen sate" which can be resorted
with a simple reboot. Regardless of what changes have been made (aside froormgodifyi
Deep Freeze program itself. ie reboot in thawed state etc.

¢ NA I'm not sure what deep freeze is

¢ ORIG Because the entire system is not reimaged and VMs are used, the base
environment can become corrupted or students could make changes that would not be
noticed in the next class. DF allows for the system to easily be rest tckeome point
after reboot.

e TIME Deep Freeze was implemented to save lab workers time. | see veryuitlose
for deep freeze anywhere. If it were to be used it should be used for a vegdfocus
purpose. In a lab testing environment deep freeze should never be used.

e ORIG + TIME The department implemented deep freeze in order to save time with
imaging. Now with deep freeze all one has to do is reboot the machine and they have a
fresh image ready to go. | also think deep freeze was used to help witlotistemts
during practical time.

e CONST To ensure that a consistant machine was provided to students without the need
for constant imaging. With the virtualization and network storage for the VMégp De
Freeze, with the ability to stop it in case of accdental reboot, has no major negative
impact on work.

e TIME To save everyone the time and multiple other inconveniences of imaging
machines between each use.

e ORIG + TIME Deep Freeze just makes it so when the computer is restarted all changes
that were made are no longer there. NSSA labs implemented this because itinagi
computers was taking a lot of time.

e TIME to cut down on imaging time.

e ORIG + TIME + CHEAT To allow faster imaging of the pc's in testlab with vmware.
Deep freeze is needed to quickly wipe out the previous students work which in turn cuts
down on cheating.

e ORIG + EQUIP It will no longer require students to reimage after working on a
machine, they can simply restart it and the image will revert back to itealragate
whiping any configuration changes made. This puts less strain on the computearbardw
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TIME Reduce imaging time

ORIG + TIME To make it faster to set up the labs between open hours and class hours.
And to prevent usage of those machines during open hours interfere with classes. As wel
as the opposite case.

ORIG prevent issues with imaging / damage to base OS

ORIG + CHEAT It allows the computer to be used normally, but allows a student to do

a simple reboot in order to be sure that the work they have done cannot be copied or used
by the next student who logs in.

WORK Deep Freeze was implemented to reduce the need for reimaging the labs befor
labs and practicals and during open hours; this allows the students more working time in
the labs.

TIME Eliminate the delay incurred due to traditional imaging

ORIG + TIME It allows the computers to maintain a clean and stable state when they
are rebooted as opposed to having to re-image the machine over the network (or a whole
lab in some cases) after a lab. This saves at least 15 minutes per maclerggmor
machine if the entire lab were to be imaged all at once.

ORIG + TIME + SEC For security purposes and for the ease of clearing machines of
user date before another class starts, also for the ability to quickly agdeas

multiple operating systems and various settings.

ORIG + SECTo better protect against malicious installations and to prevent the lab PCs
from being cluttered up with files accumulated from many students. Givese@ment

who works at a PC a clean slate to work on.

TIME to shorten imaging time and work with virtual machines.

ORIG It keeps the students from screwing up stuff labbies will have to fix.

ORIG + CHEAT The main reason | feel the department implemented Deep Freeze is
that now labbies do not have to reimage machines to ensure all settings ardseset
students can be confident that their settings and files will be erasedupesetboot.
Furthermore, students do not have to worry about undoing changes that someone using
the equipment made eatrlier.

ORIG + TIME Deep Freeze allows less pre-lab set up time. Also, the lab workers don't
have to worry about deleting everything off the computers because oncéaitedes
everything is clear.

NA No idea

ORIG + TIME Because it is easier to setup labs for studends coming into them. Also if
you screw up a setup or setting and you are totally lost, you can alwaybacitaad

not have to reinstall the OS to get a fresh start.

TIME To ease imaging loads and lab reset times.

ORIG Attempt to address imaging problems without correcting the issues.

TIME to avoid the lag time of reimaging machines all the time

3 people did not respond
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6. If you could improve anything about the imaging of the labs what would it be?
OPEN=,1
VM= 4
SPEED=12
NA= 10
EQUIP=11
STAFF=1
DATA=8
Total responses41(some responses counted more than once in above categories)

e OPEN If you're going to image the lab computers, they need to be OPEN so you can
actually do work on them. Its ridiculous to have such a system in place if you have to
revert to using a VM to actually accomplish anything

VM More vmware!

NA Nothing that | can think of right now.

SPEED Faster speeds

VM Virtualization with the ability to choose any flavor OS would be great.

NA Nothing at all

NA Don't know

SPEED + EQUIPThe imaging system is generally slow and the images are poorly built.

If the images were built specifically for one lab with only the minimal opeyatystem

requirements. The lab infrastructure is not designed with quick imagingth rfihe

infrastructure is running on out dated equipment and the servers are not able to push out
the data required. Additionally the lab manager refused to allow labbies to spend time
making the imaging servers more efficient/effective.

e EQUIP I would check out Windows Steady State, its a Microsoft implementation of
what Deep Freeze is and it's free, where Deep Freeze isn't.

e STAFF labby's

e DATA Preventative measure against data loss (saved captures, screenshot$agis) Pe
a network drive for each student (similiar to syslab perhaps?)

e SPEEDI would improve the time it takes to load the images; sometimes it takes 15
minutes just to re-image a computer.

e SPEEDSpeed. Get multi-cast working.

e DATA + SPEED | believe that even on the machines not in Syslab, having the option to
keep your work after a reboot would be advantageous. In the rare case of an dccidenta
reboot. And then of course the common complaint about speed regardless, but this is
likely due to a lack of funding for the purchase of new servers.

e EQUIP redo all the cabling... a lot of the cabling (cat5/6) are improperly terminated
(very easy for the wires to be pulled out) and can not be depended on for retaining
connectivity to the lab infrastructure.

e SPEEDFaster turn around time
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DATA Deep Freeze may be good, but we set it up poorly. You could not change network
connections, etc. It should be possible to allow us to do anything, change the,registry
still have it reimage after a reboot.

EQUIP I would go back to the ghosting network that was previously set up. If possible |
would implement Altiris solutions. | did not have a problem using the Norton Ghost
setup that we previously had. | am more than willing to wait 5 minutes for mgitoag
load.

EQUIP + VM VMware images that students need to use for labs should already be on
the deep freeze image instead of students having to go to the server and pull down the
vmware image. | believe however, that this was something that was gdegstarted

this quarter.

SPEEDMake it faster.

EQUIP Figure out why some of the NICs dont work until you run a wireshark capture.
the ability to still image the computers if we need to.

SPEEDfaster upload

SPEEDMake it fiber. Gig ports are still pretty slow when the whole class igimya

EQUIP For the networking lab, | would prefer to have the monitors at keyboard level,
and put the towers on the top shelf. | sometimes get stiff necks looking up.

NA Besides deep freeze, i do not have other answers.

DATA add some place to save data if the system needs to be rebooted.

DATA implement better FTP / "thaw zone" to save work

NA Nothing, it works fine.

NA They pay me to answer this question, | haven't come up with anything new yet.
EQUIP + VM | would have images that were more comprehensively equipped with
software for EVERY class that uses them. Some classes | took wherk #sé&éa us to

use a piece of software, it wouldn't be included on the machine OR the VMWare image,
you guys should work on reviewing all the lab-necessary software and inicingeur

base images/VMWare virtual machines

DATA + EQUIP | dont know if the wireless carts are included in this, but PLEASE take
it off, it was very difficult to use them when it erased your data on a reboot orecqui
restart to finalize some sort of driver installation for needed materiats<ki>Over all

it seems 0.k, there are some occasional snags that | have forgotten at thmt. mome
DATA + EQUIP Disable the notifications for auto-updates for every program that is on
the PCs. In particular the web browsers and windows update.<br><br>Also, make the
Public directory the default directory to save files in to help prevent lost files

NA | don't know

NA None that | can currently think of.

NA | haven't done enough work behind the scenes with the actual imaging to be able to
say.

NA don't know

SPEED + EQUIPHave 64bit computers? The network can be flaky at times but that is
more or less due to old network equipment, then any negligence.

SPEED Speed and availability of images.

SPEED Implement full disk imaging in a usable timeframe.
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e DATA shared public folder that doesnt get deleted if you reboot, just like the sys admin
lab has.
e 10 people did not respond
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7. What problems have you encountered as a result of the implementation of Deep Freeze
PC=1
NA= 19
RESET=11
DATA=18
INST=4
TIME=1
AC=2
OPEN=2
EQUIP=1
Total responses49(some responses counted more than once in above categories)

e PC No problems per se, just inconveniences. | end up using my laptop or home
computer.

e NA None.

e RESET Random restarts on students' machines during practicals? Yeah...it happens.

e NA none

e NA None.

e DATA + RESET The systems automatically restart after a timeout period which on
many occasions resulted in a loss of ALL lab data not yet backed up (which was
impossible in cases of long screen logs and cases with 40+ screen shotep®r syst

e NA It was properly explained to us that due to deep freeze we should save all our work to
usb flash drives or other media, no real issues

e NA none

e DATA + RESET I lose my shit when it reboots spontaneously

¢ NA none so far, all my labs from 515 have worked well with the new deep freeze
implementation

e RESET The primary issue that | have noticed is the forced restart time that 'should’ be

the middle of the night; except this forced reboot happens in the middle of the day or

early evening while classes are in session

NA None.

INST can't restart when software has to install services

TIME waiting on labs because the linux box is not imaged correctly

RESET + INST In some cases windows forces the user to restart after changing specific

settings, this causes all the settings to be wiped out regardless ofowlu.y

DATA + RESET I've lost data as a result of a host unexpectedly restarting.

e See above.

e DATA+ RESET + INST Rebooting for drivers causes data to be lost. Rebooting during
practical because time is out of sync and machine thought it was 3 am.

e NA Personally | have encountered none.
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e DATA Students forget that Deep Freeze has been implemented and restart in &m effort
fix a problem but end up losing their work instead.

e NA haven't worked with it yet

e OPEN No real problems, just frustration with changing some "admin” only settings.
assume the belief was that if we could be admin, we might for some reason dispble dee
freeze.

e DATA There are several times where we need to set up servers and networks for an
entire quarter. Having deep freeze on a machine and having that machine turned off
wipes all the work you have put into setting up your servers.

e NA + AC | personally have not encountered any problems with deep freeze. | can

imagine however, if there was ever a power glitch that there would beassproblem

-)
¢ NA | have not encountered nay problems.
e NA None.

e NA + DATA None for myself. | have heard that people have forgeten to take there data
off the computer before restarting lossing all of their lab in the process.

e DATA | had captures saved to the desktop and a pc crashed resulting in data loss upon
reboot.

e DATA lost files

e DATA If i forget to turn off the pc correctly my data is still there.

NA None this year. | heard there were a few problems last year when itstéging

implemented, but | have never experienced any.

NA Not really

NA | personally never came across any issues with the system.

DATA + RESET hardware caused periodic resets that wiped all work due to deep freeze

NA Non.e

DATA In the first few weeks of 20081, some students who missed the numerous

warnings on the subject lost work when machines rebooted. | haven't heard of this

happening in a couple of months, however.

e DATA Sometimes students forget to save data before resetting. Otherwise imas be
smooth transition.

¢ NA No issues, since | always remember to move my files if | used/typeayumeahe
machine before rebooting.

e EQUIP Some settings could use improvement. The first that comes to mind was from my
old 515 class, in which the NIC commonly used was always turned off by default, yet (i
think) the virtual port was enabled (or what ever it is for the network boot)<br><br>At
the moment my experience in the lab is somewhat limited so | have been unalije to ful
explore the various features and different operating systems offered laip.the

e DATA Accidentally forgetting to save my work before restarting.

e DATA + RESET Deep freeze on laptop is a problem. Students lose data due to some
laptop randomly self-reboot.

e |t can exacerbate simple computer issues and make them more compliceted to f

e RESET Having Deep Freeze installed on the laptops of the Wireless Carts and when the
UPS and battery dies, so does all of the installed programs. In the case ofeJaad,tw
get in range of an actual AP to install Java, which sucked.
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DATA | haven't done it yet, but restarting the computer before saving work or putting on
a jump drive could be a problem.

NA none

AC If the computer is old or the power issue in some of the labs, all the work will be
gone if the computer suffers a brown out.

OPEN + INST Deepfreeze locks you out of some parameters like the system clock. In
addition, should you need to install something that requires a reboot, you're out of luck.
DATA Issues with network device responses, loss of student data, etc.

DATA + RESET accidental file deletion if a station reboots due to inactivity

2 people did not respond
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8. What benefits do you see from Deep Freeze?

ORIG=19
TIME= 26
CONST=2
EQUIP=3
SEC=2
WORK= 3
NA= 2
CHEAT=3
OTHER=3

Total responses46 (some responses counted more than once in above categories)

*interesting: compare question 5 to question 8 notice that time is Ie$n 5 and more in 8

ORIG Restoring to an original state

ORIG Other people don't mess up anything for my labs.

TIME Not having to spend a TON of time imaging before / between practicals.

TIME No waiting for re imaging

ORIG Clean, quick image.

ORIG + TIME Simplified, quicker imaging. If something gets messed up, the computer
simply needs to be rebooted.

ORIG Virtually no reason to ever re-install Windows once you have it set up properly
and people can not really mess with your machine once it is in place.

ORIG you can restart and get a fresh machine

ORIG + CONST Images are kept standard.

ORIG + TIME Less time is spent imaging which means students can get to work faster.
They can also reset the windows systems quickly.

EQUIP + TIME The time not waisted imaging. Also you could attribute less work on
the hard drives that have the OS images; allowing for a longer life spandrivibe

ORIG + TIME quicker start-overs

TIME less labor hours

EQUIP + TIME It is less resource intensive than doing a full re-image of the machine,
and takes less time to complete.

TIME Much faster than deep freeze when an entire lab needs reimaging.

ORIG + SECIt allows me to have a generally safe OS each and every time | use the
labs, which ensures me that my data will not be corrupted or incorrect.

TIME Saving time

TIME + WORK Faster imaging (or image restoration) which really helps when I'm
trying to find a bench to do work on, or arriving for my lab section.

TIME Easier to prepare for each lab class (simple restart)

NA n/a



Deep Freeze Evaluation 91

CHEAT + TIME VMs are a definite improvement over ghost. The linked clones are
quicker and easier, though this process still nees to be improved (smaller vms with
useless services like CUPS disabled). It was nice to know that any brawswogk | did
could be erased simply by rebooting, and that someone else would not come in and be
able to "easily" get this information.

ORIG In a lab testing environment | do not see any benefits from deep freeze. Deep
freeze is an easy way out to have the machines be able to start from tiaésetup.

ORIG + CHEAT I think deep freeze is beautiful. Imaging and getting a fresh image is
such a breeze and so easy to do. | like that | can erase or clear my webldyng and
not have to go through the steps of starting a new image with Ghost.

TIME Speed of use.

ORIG + TIME It is quicker than imaging the computers every lab and if you are having
an issue just restarting should fix it.

ORIG + TIME | can easily reset a pc by just rebooting it.

CHEAT + ORIG It makes sure my data is gone if | shut down properly.

EQUIP + TIME It will preserve the lifetime of the hardware in the labs, cut down on
imaging time, and reduce the imaging network strain.

TIME Save the time to image the labs

WORK I'm not kicked out of any of the open labs 30mins before a class. | have more
time in open hours to work.

TIME Quicker access/imaging

TIME Makes things faster and simpler.

TIME The time needed to prepare the labs for classes and other activities has been
reduced dramatically.

See the purpose of deep freeze

ORIG I have implemented this system for a school district, it is quite helpful in
maintaining a clean machine state and even some remote control over the n{échines
properly seeded/installed you can remotely restart/shutdown and changgs $ettdeep
freeze clients). It appears you have done a good job making the install ctynplete
transparent (no tray icons etc) and it does its job.

ORIG + CONST easy setup and cleanup of machines. <br>Uniform platform for labs
that ensures that your settings will be uniform no matter what machine yawuseed

to worry about what students may have done that were in the lab before you.

Easier to navigate around the PC and clutter does not build up on the PC over time.
TIME shorten imaging time

ORIG It keeps students from screwing up the base images too much.

ORIG Just reboot a machine, and all of your personal work is gone and all settings reset
guaranteed.<br><br>| don't have to troubleshoot issues on the machines that someone
before me changed without having to reimage all the time.

TIME Less time spent on seemingly needless, time-consuming tasks.

NA don't know

WORK + SEC + TIME In certain enviorments it can greatly increase productivity and
save time without the risk of security concerns or downtime reseting thmutem

TIME Lab reset time.
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It is getting us thru this tough time but doesn't appear to be a good long telionsolut
the sysadmin / netadmin curriculum.

e TIME speeds up imaging over ghosting

e 5 people did not respond
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25. (Labbies) In what ways has the implementation of Deep Freeze impactadoyk@r

Deep freeze has made it easier to image the labs. HOWEVER, whencthieasare

not imaged correctly in the FIRST place (IE all 3 pcs being xpdf or xp xp netligp..de
freeze or not; it doesn't make any difference.

You can't restart the computer...

Saved time having to image everything

It no longer takes 30 minutes or more to image a lab for a class. We just need to image
the linux machines, which takes closer to 10 minutes.

in net lab it seems that there were some things that | couldn't change om#ubsees

that | wanted to for the students, or that some bad settings were saved, elsep fre
seemed to create problems that did not exsit before, syslab, voip, projects | did not see
problems.

| don't have to go around to every computer and image them anymore. | actually don't do
any imaging at all now. | think that it's great imaging can be done difeatlythe cage

It simplifies things and speeds them up.

It has provided me with a second infrastructure to administer in addition to gnagin
However, it has improved day to day operations by requiring me to take less time and
spend less energy preparing labs for incoming classes.

So far for 20082, there have been little issue with imaging

It made imaging for practicales much easier. Using Deep Freezesfab $y the only
arguable sometimes, just depending on the time its easier to use VMs arichethiest
better to use VMs. Eitherway it really doesn't deal with DF.

5 labbies did not respond

32. (Labbies) How would you improve the current Deep Freeze implementation?

Get better machines in the labs.

fix timing issues. let students disable DF on reboot, once

In Netlab, a location where students could save files, and have the option to delete them
or not, if the machine was restarted.

give everyone admin access

No opinion. Sorry

| haven't been able to think of anything.

Allow the option to override Deep Freeze from the student level so that if any
intermittent reboots will not erase all work.

Get better documentation of it?

7 labbies did not respond
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35. (Faculty or staff) How has Deep Freeze negatively impacted your cdurses

e Students can easily lose their work if not saved in the proper location (p: drive). Or if
they fail to answer the question (correctly) regarding work on the P: drivarbn st

No really

No

Deep freeze on laptop is an issue for wireless cart projects.

Reboots and access.

network connectivity issues, loss of data on reboot, no mechanism to address Microsoft
required reboots. (All data is lost on reboot, including new driver installs, etc) Also
prevents complete reimaging of machines with CD for OS installs. (You CANsImtai
VM but requiring this limits the student access to issues with full machine OS
intallations.)

36. (Faculty or staff) What benefits have you seen from the implementatiorepffdeeze?

Easier to start over and ensure a semi reliable starting point.
Not personally.

None

limited.

2 did not respond

37. (Faculty or staff) What would you like to see in the future with regards to DeepefRr

e dfconsole (account) on chewy for TA/professors to work, so IF their is a need we can
image specific machines; particularly in syslab.

e Not sure, either implementation improvements or more testing.

e replace it with a full disk imaging suite (Ghost or similar). We are aWBRKING
department and should be able to resolve the imaging issues with some other solution
than NOT using the network to image the machines!

e 3 did not respond

38. (Faculty or staff) How did you discover that Deep Freeze was impledfent

e Lab meeting / saw that it was installed on select computers prior tddtistabn all lab
computers.

From our lab manager

Informed by Lab Manager

Testing and then general announcement.

2 did not respond
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Appendix VIII — One-page Summar

This report can be a bit dauntieg here is a very brief summary of sorf the most important finding

Survey Responses Year in School Degree Programs

Graduate
T

B VNSA - Applied Networking
and Systems Administration
[B.5.)

W VMSF — Information Security
and Forensics [B.5.)

W WVMNSM - Metworking and
Systems Administration [M.5.)

B VKSF - Information
Technology (B.5.)
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Times per week Syslab needs to be re-imaged Times per week Syslab needs to be re-imaged

e Sevenlabbies said that they ¢ not need to re-image Syslab after Deep Fresgzendication
about how this program is saving til

How often did issues with imaging hinder your How often did issues with imaging hinder your
productivity in the labs BEFORE Deep Freeze? productivity in the labs AFTER Deep Freeze?

Always
0%

Usually
2%
Half the time
11%

¢ Those whd'Usually” had imaging problems hinder their s dropped by 20%ihose whc
“Never” had this hindrance went up by 2, an indication of effect ooonsistenc in the labs.

Number of imaging issues per Number of imaging issues per
practical BEFORE Deep Freeze? practical AFTER Deep Freeze?
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e Labbies indicated that the number of imaging ispeegractical dropped after Deep Fre
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Conclusions:

Every person interviewed said that Deep Freeze saved time and helpeadekie¢pcomputers at a
standard configuration.

The time-savings came not only because the labbies spent lessttiaéy goulling down an
image but also because they had to re-image less frequently.

The students saw time-savings because they could make better use of opemthedebiand
there was limited need to re-image a computer before they could actuatiymeling.

The implementation of Deep Freeze brought a peace of mind to the students who modedde
worry about other students using their work or using another student’s condigsyain
unexpected finding of this study.

Its effect on practicals: no longer must the second set of studenfewmihiir computers to re-
image before beginning the practical and there are fewer imagingmgider practical.

Limitations:

The labbies who are only part-time employees and students must now maintain another
infrastructure in support of Deep Freeze.

There is some additional work when building images: you must worry abouézinfyghe image,
making changes, and then re-freezing the image, and if there are mistdkes thés process
then those mistakes are harder to fix.

All students who utilize the labs must now use some sort of removable metdigettheir data
and have to remember to save frequently in order to prevent data loss.

You cannot restart the computer after an install. This is especiallyepratit when installing
drivers (i.e. video drivers) that require a reboot in order to operdge ful

Recommendations:

One professor was very adamant about taking Deep Freeze off of the laptbpsareless carts:
0 The carts run on Uninterrupted Power Supplies: at any time the battedybeoekhausted
and the computers shut down which would cause data loss with Deep Freeze.
o0 There is a frequent need to install devices which require reboots.
Create a thawed partition or a network share where students can téyparv& log files, screen
captures, or other files necessary for proof of completing the lalia.|d3a prevention was the
most common comment when asked about how to improve the current implementation.
Also create a more comprehensive Deep Freeze image: in other wolalsties should perform
a more thorough investigation of what each lab might need and instEfiig would take a
concerted effort on both the part of the labbies and the professorstifyittensoftware needs but
it would be worthwhile to allow students a more meaningful lab experience.
One common comment of the labbies was that they still had to worry about the Linsxsbmee
the version of Linux used in the labs is incompatible with Deep Freezgyhtrofithese
comments | would suggest looking into using a version of Linux in the labs which istddmpa
that there was an even more reduced need to image computers.
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