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Abstract

Remote virtual laboratories had been implemented using different appsoa
Universities have adopted such model mostly for the distance igaFugthermore, such
systems have been implemented internally and used in conjunctionheitiphysical
hands-on labs. Nevertheless, the introduction of Cloud Computing and the virtua
platform environment offered by it can serves for the creatiomewf type of services.
This thesis aims to use this new technology and develop a remotd \aboratory that

can be used by students for doing their hands-on lab in the networkinggeairs
PUCMM.

For this purpose the services used were the Amazon Elastic Go@fmutd (Amazon
EC2) as an infrastructure provider and the VMLogix Lab Managehesntinagement

software for the use of the laboratory.

The paper includes the development and deployment of two labs onedowgi and the
other in Linux. Furthermore, the problems encountered and the outconuesaneented
to serve as a base implementation guide for future laboratomesthe Amazon Cloud

Computing platform.
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The Development and Deployment of a Remote Virtizdl based on Amazon Cloud for Networking Courses.

1. Introduction

Universities have successfully implemented hands-on labs for yesarg especially in
their IT related courses. These physical labs had proven to prawdanecessary
laboratory experience that those students have required. Nevesthble physical labs
have limitations in terms of availability, performance and c&tsckpole). Furthermore,

a physical lab is useless when doing distance learning courses.

Different approaches have been successfully implemented to ovetbesgelimitations
and provide to the students a laboratory experience using remote iatiga|Border;
Leitner and Cane; Lahoud and Tang). Moreover, the use of a remotentabiisited to
distance learning students but also can be used by local studhectiscan benefits from
the availability and performance of this type of system. Ewerinese methods require
space, some costs (not as expensive as physical labs) and support personéhito i

physical servers.

In recent years a new environment and services have beegeenteffer virtualization
as a service. This environment is called Cloud Computing which delinenotely

accessible Virtual computers through the Internet.

One of the Cloud Computing providers is Amazon Web Services (AWS) which developed
a product called Amazon Elastic Compute Cloud (Amazon EC2), which fjiseadrue
virtual computing environment, allowing you to use web service intexfewdaunch
instances with a variety of operating systems, load them yeitin custom application
environment, manage your network’s access permissions, and run y@# usiag as

many or few systems as you desire” (Amazon Web Services).

The Amazon EC2 service offers a platform infrastructure fotuair computers

(instances) that can be easily deployed and manage. Also, théstinfture is
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complemented by a robust product called Amazon Simple Storagee&gwnazon S3),
which provides storage as a web service that is available frgmvha@re at any time
(Amazon Web Services). This serves as a storage foundation torttred computers
infrastructure within Amazon EC2.

All these technologies are complemented by the use of produad ¢éUéogix Lab
Manager Cloud Edition. This product offers a lab management soluticghgdCloud.
Moreover, allows the management of users and creation of mukiplednfigurations

easily accessible (VMLogix).

This thesis created the foundation for the development and deploymanReMmote
Virtual Laboratory environment based on Amazon Web Services and \ViMlah

Manager for the use in the networking labs at PUCMM.

2. Thesis Statement

This thesis developed and deployed a Remote Virtual Lab, based aaoAnwWeb
Services and VMLogix to provide hands-on laboratories for the NkimgCourses at
PUCMM.

3. Related Work

Border (2007) in his paper, “The Development and Deployment of a-Msgtr, Remote
Access Virtualization System for Networking, Security, andt&y Administration
Classes” presented the development and implementation of their &kémiobratory
Emulation System (RLES). The main idea behind this thesighwasreation of Virtual
Labs for distance students. For this purpose they developed auseltienvironment
consisting of Terminal Services to provide the remote access lidave Workstation

to create virtual machines that were used by the students fabihe They proved that
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this method was very useful for distance learning but also theyfthat local students
were taking distance classes instead of local courses bechitise convenience for

accommodating their time for work and study.

This thesis provided a remote laboratory using Cloud Computing bagedamnon EC2

and VMLogix Lab Manager Cloud Edition. Furthermore, the system wesied by

students from the Data Switching Lab Course at PUCMM. Moreadverstudents were
satisfied by using such system because of the advantages it presejts (Dia

According to Corter et al (2007) in their “Constructing RealAyStudy of Remote,
Hands-on and Simulated Laboratories” they made a large sadle tst determine not
only the student preferences but also their learning outcomes. ffuotiee they created
labs for hands-on, simulated and remote laboratories to assessdéets learning in
each case and their understanding of the subject. Moreover, theégdceeaveys to

determine the level of satisfaction and the preference of the students.

The results from the Corter research showed the importante eémote labs thus the
lab created in the Cloud Computing not only delivered the same expeiie students

but also with added advantages in terms of management and cost.

The use of a remote virtual laboratory not only provide access tonssudghout time

restrictions but also permits in the case of PUCMM to provideersomplex and real
like environment for the students. According to Lawson and Stackpole (20Q6¢ir

“Does a Virtual Networking Laboratory Result in Similar Stidéchievement and
Satisfaction?” they conducted a research using two groups of studghta mix of

experience using physical labs and virtualization to measurevbedf satisfaction and
achievement of students. They found that there was not big differeribe student’s
achievement and the issues related to the use of technology likalization does not
significantly affect the student’s satisfaction.
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This achievement and satisfaction result was not altereldebyse of the Remote Virtual
lab developed and according to Diaz (2010) research the studentsatisfredsusing the
cloud virtual laboratory.

Another important aspect with the use of virtualized environmenteipassibilities of
exploring new pedagogies methods that professors can explore tcertha students
learning, Gaspar, Langevin (2008). In their research Gaspar expire the new
possibilities that the use of virtualization can provide to the prafessurthermore, they
research was more a qualitative approach to research the bprafitted to instructors
with the use of new technologies like virtualization. In this netethe more important
aspect was the ability of the students to work with this Cloud Enveohrwhile

successfully doing their regular labs and reports. Neverthelesglatform offers more
possibilities for instructors to develop more complex and richerebgierience to

students.

According to Krichen and Lahoud (2008) in their “Remote Labs in thein®nl
Environment: Indicators for Success” made a study of the prefes of students using
remote labs or simulated labs. Their study investigates how these methods cae ionpr
maintain the same level of satisfaction and outcomes to studéetsniix students with
different experience related to the use of simulation in at @@ course or previous
experience with remote labs. They found that depending on the expeviestalents

they prefer one or another.

One key factor in this research was the actual experienseidénts at PUCMM. They
have never used a virtual lab or remote lab before. While they hadlsmwéedge of
virtualization technology they only perform physical labs and sitedldabs in the
campus. Nevertheless, the important part of the study was ¢taluct the students to
new alternatives in the lab environment that could allow the useooé momplex

environments.
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4. Technology overview

Amazon Web Services (AWS) provided IT Infrastructure like compoteep, storage
and databases on demand (Amazon Web Services). These servibesacabommodated
depending on the business needs. This makes sense for the use df Ddbsian
Universities. Furthermore, these services are paid in acca&rdaith the use. For
example, a lab could take two hours to be completed by each studdset.ndimber of
students is twenty, they will use forty hours of the service hatlstthe base cost the

university will incur.

Among the services offered by AWS is the Amazon Elastic iioenCloud (Amazon
EC2) which provides the creation and use of virtual computers (AmazsinSAtvices).

A virtual computer is called an instance in the EC2 service.

Amazon EC2 offers different type of instances to accommodatelitfezent CPU,
memory and storage requirements. The instance type is seldéctkd #aime of the
creation. Also, the image that will be executed inside therniosthas to be selected. This
image is called an Amazon Machine Image (AMI) and is bdgi@l image of an
Operating System pre-configured to execute in the EC2 environ®eatappendix A for

instance type and images details.

Another service provided by AWS is the Amazon Simple StoragewW8®h provides
storage accessible through web services allowing the storafrdormation (Amazon
Web Services). This service allowed the creation and storagestaimized AMIs for the
virtual labs providing a simple but robust storage subsystem forlath@ratories.
Furthermore, this storage can be used for the creation of snapsiatsial computers
thus made possible for students to pause and continue their work later on.

The services offered by AWS are the infrastructure for &s®urces required by the

student’s labs. Nevertheless, they still need an easy dieessm to interact with all
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these services. This limitation was overcome by the use ofumMab manager product,
called VMLogix Lab Manager Cloud Edition which was created rasnatance within
Amazon EC2. This product provided a web environment to access the lab anitepler
the management of the Amazon EC2 platform as a virtual laboratory (VMLoQgix).

Among the features provided by VMLogix Lab Manager is the clexdch user

management which allows the professors to assign resourcasglémtst Furthermore,
these resources can be just the images in the form of temiadiesused in the lab but
also a complete virtual lab configured with specific resourcesirfonediate use.
Moreover, VMLogix use the AWS services platform to allow ¢heation of customized
templates of AMI's which are stored in the Amazon S3 and théi@neaf snapshots so
students can stop their work and continue later on. See Appendix Bdanete list of

features.

All these technologies working together provided an ideal environmeritearé¢ation of
Virtual Laboratories for students working remotely.

4.1 Network Connections in the Cloud

For the interaction with this technology in the cloud two web intedagere used. The
first one was provided by Amazon EC2 to manage the instancesiniénface was not
appropriate for the use of students but offers some advantages iredierciof the
images for the laboratories. The other interface was providethdywMLogix Lab
Manager which allowed the use of the EC2 service for doing d&drogs. This Lab
Manager software was running in a Windows instance within EC2.atbess to the
interface was through a secure SSL connection. See image below.
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Amazon Elastic Compute Cloud (EC2)

Student Computer

Figure 1 - HTTPS Access to VMLogix Lab Manager

Another important aspect was the network connection of the instanites &C2. The
instances are connected through a Network Address Translation) (B&€ess that
makes the environment more secure. Furthermore, the instancesssigeed two
addresses one internal private address and one external public .atdiegermitted the
use of an Access Control Lists (ACL) with security rulealtow access to the instances.
See image below for a network connections diagram.

Amazon Elastic Compute Cloud (EC2)

internal 1P |
—_— —d
v
\

\ Windows-Server
\ Instance

\
4

Internal Comunication
Using Private IP
—— - N\ Assigned by the Cloud

Windows-Client /
Instance

NAT Process |

i) i Tl

Figure 2 - Network Connections of the Instances ithe Cloud
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5. Proof of Concept

The creation of the remote virtual lab, using Amazon Web SendndsVMLogix,
required several steps. The first step was the accountoeredtich served to register the
services we wanted to use. After registering with AW8 getting the account then we
registered the EC2 and S3 services for the use with the lab. €hef uke services
required that the account has credits. These credits were prowided'S to the account
for one complete year because it was for educational purposds.tiWitaccount, the
services and the credit in the AWS system the next step hveasegistration for the
VMLogix Lab Manager. They provided one year of evaluation because far
educational purpose. See Appendix C for details of AWS Account creation process.

When the process was completed VMLogix created an instandge2nrEorder to install
their Lab Manager solution. Furthermore, they provided the web address Rehote
Desktop connection to access the server instance. VMLogix taksal ghat this instance
cannot be terminated or shutdown, because the termination of arcengtaBC2 will
erase all the configurations that were in it. Neverthel@sscan restart the server in a

case that the Lab Manager services were not working properly.

The setup of the AWS and the VMLogix took around two weeks to be ctadple
because the university email used was with problems and tiesdiee the AWS didn’t
get through it. Nevertheless, with all services activated waitkd enough credit the
infrastructure was in place for the creation of the Labs.

The first step was to create an instance using the AWS eoiméetface to test how this
environment works. This provided a sense of how big the AWS Infrasteuatas and
the amount of images offered to create virtual servers. Furthermast of the images
publically available were already customized with differeppli@ations or services.
Moreover, this result in the first issue to consider which image tve base one to be

used. In the case of the Linux Lab several options were availaldeseléction included
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CentOS, Fedora, Ubuntu, among others. See Appendix D for InstanceoCaethils
using AWS Console

The use of the AWS console for the initial test required the kngwled private key
certificates and others concepts this made the console a complernenent for
students to make the Labs. Furthermore, the console was only blecésspugh the
account created which gives full access to the environment. Thosereemidn’t allow
the use of the console for the Labs. Nevertheless, the admimestcatitrol provided and
the simple steps required to create Windows Images madédié@rnenvironment for the
development of the Lab images. See Appendix E for images crdhtomgh AWS

Console.

The VMLogix environment was tested and proved more suitable for stidivg. This
one offered more control over student’s access. The students warated by groups in
the Lab Manager thus each student had access to different itins thie system.
Furthermore, this access control feature provided the abiliéyiaav access to selected
images to each group. For example, a group of students could be worKatgs dased
on Windows Server 2003 and only has access to that image. This providedriys

layer that doesn’t allowed the students to run Virtual Machines with othersmage

Nevertheless, the Lab Manager environment uses different termiesldgan AWS
which resulted with some misunderstandings when was used fdirshdime. For
example, the environment used the word templates for referring tintges (AMI).
Furthermore, a lab environment was created by making Confignsat These
Configurations had Roles; each role represented an Instance in BU@2vét, the
templates resulted into a simple form for students make thesr bacause they only

provided imported AMI's from AWS EC2. Moreover, it was easierdimdents to find

! Instance Creation can also be made using EC2 éhwnd line tools (Amazon EC2 API Tools)
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the image to be used for a lab in the templates than havewsdthousands of images

in EC2 repository.

6. Remote Virtual Lab: Development of Laboratories

The idea behind the labs were that as simple as possible providad/iasnment for
students to learn something from real world network server apphsati-or this purpose
the labs created were used by students of the Data Switchingourse at PUCMM.
This provides a real user environment to test the labs. Furthermerelass consisted in
sixteen students with some knowledge of networking and operating system
previous courses. Nevertheless, this was the first time thedenss at PUCMM were

exposed to a remote virtual lab.

The use of modern operating systems and services like FTP aeln&G®vver provided an
introduction for students into enterprise server application environrest.first lab
created was based in Linux more specifically CentOS 5.3 to pranid@ P Server and a
Web Server. The selection of CentOS was made because of thprisatéwcus that it
have. This OS uses the same free sources as other Enter@risel®@ market (CentOS
Project) making this Linux Distribution very stable. In this envirenmthe students
installed and configured VSFTP for the FTP Server and Apache for the Wel. Serve

The second lab environment was created using Windows Server 2003. Bios vess
the only Windows Server image available when the lab was develofesl students

installed and configured 1IS for providing Web and FTP services.

2 More recently, AWS had made available the Windo@mrver 2008 image for use within EC2. Check
http://aws.amazon.com/ec2/#ws OS and software images availability within EC2
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One important part of the labs was the Student’s Guide to VMUagixManager which
provided the steps required by the students to login and successful worthevLab
Environment. See below for the translated Student's Guide; foorigenal Spanish
version check appendix F.

6.1 Student's Guide to VMLogix Lab Manager

This guide will show step by step how to manage the Virtualfbalising the Virtual
Machines configurations already created by the Professor/Admiarstra

1- Login into the Lab Manager through the Web.
- We have to go to the main web page of the Lab Manager.
The address isittps://ec2-174-129-125-107.compute-1.amazonaws.com:8443

- In this page we have to enter our username and password. Both wedegoyi
the profesor at the begining of the course. After enteringoiie bnd password
we have to click in the Login button. (See image)

Login:

Password:

Login

Figure 3 - Login box for VMLogix Lab Manager

2- Show the current available Configurations.

- After entering into the Lab Manager select the option Configurafrom the left

menu pane in the web page. ( See image)
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Overview

™ Home

=2 Workspace
:| Configurations
[Z=] My Profile

Figure 4 - Accessing Configurations Menu within LabManager

- Alist of Virtual Machines configurations will be displayed. Thighe list of the
current configurations that we have access. We need to deploprifiguration
that is specified in the lab guide. For this we have to put the nomese¢he name
and select the Deploy with defaults option. Take in consideration thieat

deployment of a configuration could take a few minutes. (See image)

| Configurations

ID . Name ~ Roles

& Cent0s b (2} Deploy with defaults

Linux 05 fo

Linux-Server

Figure 5 - Deploy a Lab Configuration

3- Accessing the Deployed/Saved Configurations.

- When we deploy the configuration it can be accessed through the Waek3pe
Workspace is the area where the active configurations thatepieyed can be
accessed. Furthermore, Saved and pending configurations can alse$sedcc
The Workspace can be accessed through the Overview panel afttbé the
page. See image below.
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Overview

@Hume

.~ Workspace
j Configurations
[Z£] My Profile

Figure 6 - Accessing the Workspace

- For accessing the a specific Virtual Machine from thewcfiobs we only need
to click in the name of the configuration or in the small squamyéamof the
console near the name. See image below.

=) Active Jobs

ID ~ Consoles

23

{7

Linux-Serw

v

!

M o4 1-1of1 |

Role: Linux-Server
Host: 1960-6476-21558U5-East

Figure 7 - Accessing Active Jobs

- After getting inside of the selected Virtual Machine consolecas access the
Console Methods to get the options available to connect to the consdie of t

Virtual Machine. For example, SSH Console and Guest-VNC app. sagei
below.
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Bl Role: Linux-Server

milp2 70 @

2| H-E?.; = | Console Methods

Console Methods k

s/ |
[
-

==H Console
Guest-WNC Appi™*.Imwv)

Figure 8 - Console Methods

- If we select the SSH Console method to access the Virtuahingthen a Java
Terminal SSH console is displayed.

- If we select the VNC or the RDP method we have to downloalé &fi making
the connection to the console. In the case of the VNC the fdm&®n is an .Imv
with the address for connection. The RDP method uses an .rdp filethvat
address for the connection. See image below.

I Role Consolei | Role Detai|s| | Role Operations I

H| Role: Windows-2003

Hilpr2 agds | =228 O

RDP Remote Machine Console

Download * rdp file
Useful Tips:

® Use any Remote Desktop Connection Application (like Microsoft RDP Client available in WindowsXP and above). Use of Terminal Services Client 6.1 is recommended.
® M\ake sure to associate * rdp with the application so that * rdp files are launched automatically in the browser.

Figure 9 - Accessing an instance with Remote Deskto

- For accessing the Virtual Machine we should have the appropliete installed.
The VNC requires the use of UltraVNC for Windows or we canarse other
VNC client. For the RDP there is a client installed in Windamsl we can
download a RDP client for Linux.

4- Saving or Undeploying a Configuration

- We can save the state of the Configuration just by moving the nomesethe

configuration name and a small window will show different options weacan
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do. One option is the Save & Continue which allow us to save a snapshet of t
Configuration Virtual Machines and we can continue our work. The second
option is the Save & Undeploy which allow us to save the statehef t
Configuration Virtual Machines and Undeploy the Configuration. Theolpon
allows the Undeploy and Discard the Virtual Machines in the Cordtgpn. See

image below.
=5 Active Jobs Mode: Admin (I
D~ Consoles Mame Networking

1503 Cent0S Lab b | sn

Save & Continue...

=3 Save & Undeploy...

@ Undeploy & Discard...

Cent05

d 4 1-1af1 p M &~ Edit Lease & Job Settings...
I b

Figure 10 - Active Jobs Undeploy options

6.2 The Development of the Linux Laboratory

The development of the Linux Lab required the use of an AMI with the basix OS
without any Web or FTP service. Furthermore, in the EC2 imaigéogawere so many
different images of the same OS modified by different congsata include their own
services or applications available to the public. Neverthelbsse twere some base
images of different OS including a base version of CentOS 5.8.iflaige was imported

into the Templates of the Lab Manager and used as a test environment for the Lab.

The image was tested and successfully provided the Lab enviroregeired for doing
the lab. Moreover, this was a real base image without any FT¥rebrservice installed
just the OS with minimal services. Also, with this image add and tested within the

Lab Manager the process of creating the Lab Guide for the students wasorbadint

The first step was to decide the type of guide for the useudEsts; as a result the

development of a step by step guide with some task that requiret/éstigation of the
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students was chosen. The first part of the Linux Lab was thallaigin and
configuration of the FTP server based on VSFTPD. This requiredutiergs’ to first
install the FTP Service using the Yum package installer. Funthre, the instance in
AWS had full Internet connection thus allowed the students to downloagaukage

that they needed to complete the lab.

It was required for the students to download, install and start tR& RIS daemon in the
lab. Also, they had to configure the service using the .conf filehefapplication to
allow anonymous access to the FTP and made use of the servigpldading and
downloading files. Those steps were among others like the investigdtthe difference

between active and passive mode in a FTP connection.

The second part of the Lab was the installation and configuratidheoWeb Server
using Apache. The Apache web server is the most used servelmtettmet according to

Netcraft. This made it an ideal Web server application for the studentsrtori¢he Lab.

This required the students to download and install it using the Yukagamstaller and
check the content of the .conf file of the HTTPD daemon. Furthertt@etudents had
to start the service and created an html file that regléve default website that came
with Apache. Moreover, they were required to create a virtuattdmgthat used the port
8330. Below is the translated Linux Lab Guide, for the original Sparession see

appendix G.
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6.2.1 Trandlated Linux Laboratory Guide

PONTIFICIA UNIVERSIDAD CATOLICA MADRE Y MAESTRA
FACULTAD DE CIENCIAS DE LA INGENIERIA
DEPARTAMENTO DE INGENIERIA TELEMATICA

Course: ITT-427 — Data Switching Laboratory
Title: Web and FTP Services in a Linux Server

Time Required: 2 Hours

Report:

Submit the report next week. Show screenshots of the lab steps.

In this lab the students will install and configure a Web and [EfHces. These services
are essentials in todays’ enterprise network. The servéraie installed a CentOS
Linux Distribution. Furthermore, the FTP services will use VSPHRAd the Web server
will use APACHE.

Read the Students’ Guide to VMLogix Lab Manager to access ithe IlLab Virtual

Machines

PART I:

A. Configure an FTP Server using VSFTPD in Linux (CentOS)
1. Connect to the console of the Linux Virtual Machine using SSH
2. Verify if vsftpd is installed
= which vsftpd
3. For installingvsftpd execute the following command:

= yum install vsftpd
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4. Verify the configuration file of thesftpd and allow anonymous access to
the FTP server
= Edit the file /etc/vsftpd/vsftpd.conf
5. Start the FTP Service using the following command:
= service vsftpd start
6. Verify that the FTP server is working
= Check the IP Address of the server runnirigohfig”
= ftp (IP Address of the Server)
» Use the username “anonymous” password: “Your email address”
7. Connect to the console of the Windows Server 2003 Virtual Machine
using Remote Desktop (RDP)
= Use the following credentials
= UsernameAdministrator
» Passwordnetsys
8. Open a command console
= start 2 run 2 cmd
9. Connect to the FTP Server
= ftp (IP Address of the Server)
» Use the username “anonymous” and password: “your email

address”

B. Research and answer the following

Put a Welcome Banner in the FTP Server

Create a user that can have Write permission in the FTP Server
Create a user that have Read Only permission in the FTP Server
Upload a file to the FTP Server

Download a file from the FTP Server

o a0k~ w N PE

Explain the difference between the ASCII mode and the Binary mode for
FTP file transfers.
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7. Explain the difference between the Active and Passive mode FTP. ¢ What
is the advantage of using Passive Mode?
PART II:

A. Configure a Web Server using Apache in Linux (CentOS)

1. Connect to the Linux Virtual Machine console via SSH.

2. Verify if Apacheis installed
= which httpd

3. For installingApache execute the following command:
» yum install httpd

4. Verify the configuration file of the Web Server
= Edit the file/etc/httpd/conf/httpd.conf

5. Start the Web Server using the following command:
= service httpd start

6. Verify that the Web Server is working
= Check the IP Address of the server runnirigohfig”
= Connect to the Windows Server 2003 console via RPD
= Open a browser and access the addrgpd/IP Address of the

Server

B. Research and answer the following
1. Change the default Webpage of the Server
2. Configure the Web server to use a different port than the default port 80
3. Create a virtual directory that use the port 8330
4. Explain the different methods available to host multiple websites in the

same Web Server.
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6.2.2 Linux Laboratory in Action

The Linux lab was tested after the development. This test vade to ensure that the
guide and the lab configuration worked. The network connection to tivealainade by
accessing the Web interface of the Lab Manager. Furtherntmestéps stated in the
Student’s Guide were followed to deploy and access the virtual cersprgtquired to

make the lab. Below is a network diagram of the connections.

Amazon Elastic Compute Cloud (EC2)

— —_

- T
~~ Windows-Client Linux-Sarver B
/ Instance N
Instance
| _____ -

~ —
SSH Connection |

) I through the Web
— — — — | Interface of the Lab |

- | Manager using a |

I_sza SSH Console |

RDP Connection to L
Windows-Client Instance

VM Logix Lab Manager
Instance

Student Computer

Figure 11 - Network Diagram of the Linux Lab Network Connections

The connections showed in the figure represent how the studemsorarected to the
lab. The first connection that needs to be made is an HTTPS caméatihe Lab
Manager Web Interface. The web interface required a usernaine @assword to allow
students to login. See image below of the logon page.

Page 20



The Development and Deployment of a Remote Virtadl based on Amazon Cloud for Networking Courses.
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File Edit View History Bookmarks Tools Help

p I .
- S hitps://ec2-174-129-125-107.compute-1.amazonaws.comB443/login.cst ~| [2f- Google r 'E&

(X LabManager : Home

Server: ip-DAFS424F

\mLOgiX £ Simplify Your Software Lifecycle

LﬂbMdndgel’CE Sign In

VMLogix LabManager promises to improve software development
cycle times, increase product reliability, ensure accurate test :
environment setup and enhance your team's productivity. Login:

1f you need assistance using LabManager, here are some useful password:
documents:

« Installation Guide Login
Release Notes

= Ral
» Known Issues

For corporate queries & support please visit www.vmlogix.com

© 2006-2009 YMLogix, Inc

Dene

Figure 12 - VMLogix Lab Manager Login Screen (LinuxLab)

After entering the Lab Manager the main screen appears shdwarngine page of the
user. This page shows the statistics of the server and the sfactive jobs of the user.
Furthermore, a menu panel is displayed in the left with the coafigns option from
where the students deployed the lab. See images below.

@ LabManager : Home - Milla Fefox I A aaa I T S I E=SoR ]

File Edit View History Bookmarks Tools

hittps://ec2-174-129-125-107 .compute-1 8443 /home.cst 77 | |28 Google b L}
(& LabManager : Home: B
»
me%,“ Wwarning
£\ You have a LabManager Evaluation license. Please upgrade to a LabManager Enterprise license.
Workspace
5 To upload a new license file click here.
Home
™ Home
b
workspace || your workspace performance v Documentation & Support
Active Jobs Job Stats Documentation
Cenfigs T o Active 0 Installation Guide html  pdf
. Saved 0 Release Notes himl  pdf g
st a2 Pending 0 User & Admin Guide btml  pdf
My Profile Saved Jobs Completed 120 API Reference btml  pdf
e — . Video Tutorials view
Heposcoos No saved jobs Available Hosts ~ 1/1 Support
— Free Shots 1019/ 1024 Online Support
= VMLogix Website
Templates My Resources
Configurations 8
b Machine Templates 33
Software Packages 6
@ User Scripts 2
e User Quota Usage
RAM (MB): 0/ No Limit
=
) 2VMs: 0/ No Limit
Storage
Unread Notifications (view)
Mora Saved Job 0
Job 407
Storage 0 =
Done

Figure 13 - Lab Manager Main Screen (Linux Lab)
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: Windows-Servar Windows-Client
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Templates
Lab
)
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Hosts
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© YMLogix, Inc
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Figure 14 - Lab Configurations (Linux Lab)

The deployment of a lab configuration took from ten to fifteen mindtethis time the
Lab Manager requested the creation of the two instances féatiite the EC2 system.
Moreover, this time appeared to be very long for the deploymemva Instances.
Nevertheless, the creation of those instances required the imsagafs stored in S3 that
need to be moved to the resources allocated dynamically fanstences. See below

some images of the deployment phase.

8 LabManager : Activ Jobs - Mozl Firefox (NN h N B TR . =

File Edit View Higtory Bookmarks Tools Hel

B caE

(D LabManager : Active Jobs

Jil httpsi//ec2-174-129-125-107. te-1. ¥ st7lobld=17: -1 (28~ Googie o 5

= User: Administrator  Server: ip-OAFS5424F @ Halp
2 \Logix e
LobManogerCt | [z Active \ [ saved \ [ &) Pending |\ [ History
Workspace () yob #1732: Lab_Linux_ITT427 (¢
Ll
Home 1
L= Initiakizing Initiskzing
5 EN
|
Workspace
Al Aoles LiowscFTo-Web  Windova-2003
=] Job Details |  All C Job Networking
Conhgs
on
= Lab_Linux_ITT427
My Profile 1732
Lab. Linux FTP - Web - [TT427
Resources
O Active
) @ < 1 min
Template: 4 hrs left (out of 4 hrs of Lease)
Lab
S Role: Linux-FTP-Web
< Technology: Amazon EC2
ot Initializing Host:
2 Public DNS :
= Private DNS:
Shorsge inux-FTB-Wab
s Load Virtual Disk Image ‘cents3-base_am-centoss.3-base’
Waitng for machina ta respond back
Done

Figure 15 - Begin Job Deployment (Linux Lab)
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(@ LabManager : Active Jobs - Meila Firefox E _—_ 5 i N A o [E=SroN )
File Edit View Higtory Bookmarks Tooks Help
@ B 2 DEEET el  viewer,cstTlobld=17: 1[4~ Googic sl B
[EY LabManager : Active Jobs -
El 30b Details | | Al Consoles| [ 0b networking
Configs
% Job Information
= N Lab_Linux_ITT427
My Profile 1732
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Resources
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2
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& Role: Windows-2003
Technology: Amazon EC2
Hest: EC2-Host [1960-6476-2155@US-East]
Public DNS .
Private DNS: e
Windova-2003
00 #* Load Virtual Disk Image ‘itt427.w2003.basic_itt427-image-w2003-basic'
oL
© ymMisan, Ine,
Dene S3iox
Figure 16 - Job Deployment (Linux Lab)
2
Host
Stor:
Mor
3-bast
Done s3rax

Figure 17 - Job Deployment Steps (Linux Lab)

When the configuration was deployed the Linux instance was accessgfthe Lab
Manager SSH interface to begin doing the laboratory. The firstopahe lab required
the installation of the VSFTPD ftp service. Furthermore, thedommand used from the
lab guide was to verify that the service was not alreadylledtaAfter this verification

the installation and the configuration were performed. See images below.
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@ LabManager : Active Jobs - Mozilla Firefox

P ———— — -~ = o &R
File Edit View History Bookmarks Iools Help
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(X LabManager : Active Jobs -+ -
Werkspace | () Job #1732: Lab_Linux_ITT427
=
Home ] N
ii ~
S ~—
Workspace _
All Roles Linux-FTP-Web Windows-2003
= Role Console | | Role Details | | Role Operations
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= ] b2 Bada % 8 O ErEmm
My Profile
[™] s$H: root@ecz-67-20.
Resources
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Templates I
Lab
)
s
Hosts
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More =
Done S3rox
Figure 18 - Access to Linux Server through SSH Jav@onsole (Linux Lab)

Bl Role: Linux-FTP-Web

= 2| @ = = @ ®E [ ssH console

=] SSH: root@ec2-67-202-22-8.compute-1.3Mazonaws.com

Figure 19 - Checking for VSFTPD (Linux Lab)
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5 Role: Linux-FTP-Web
] b2 @ == % & [ ssH console =

140 k

Figure 20 - Getting VSFTPD package

Bl Role: Linux-FTP-Web

[~ 2| @ = % & [ ssHconsole =

| SSH: root@ec2-67-202-22-8.compute-1.amazonaws.com

Figure 21 - Installing VSFTPD
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After successfully installed the VSFTPD service the nesp & the lab guide was the

verification of the anonymous access in the config file of the service. Sge inelow.

E Role: Linux-FTP-Web

o] b2 @ = = % ® [0 ssH console

] ssH: root@ec2-67-202-22-8.compute-1.amazonaws.com
le config file / tpd/vsftpd

Figure 22 - Verifying Anonymous Access (Linux Lab)

The next step after the verification of the anonymous accesshedest of the service.
Furthermore, a local test was made first then a remotdroestthe Windows Instance.

Both test required the use of the internal IP address of the lLmstance. See images
below.

E Role: Linux-FTP-Web

™ b 2| @ = = % ® [ ssH console

=] sSH: root@ec2-67-202-22-8.compute-1.aMazonaws.com
1fi

Figure 23 - Internal IP Address of the Linux Server
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E Role: Linux-FTP-Web

| b2 @ = = % % [0 ssHconsole =

[] sSH: root@ec2-67-202-22-8.compute-1.amazonaws.com
h-3.2# ftp 10.244.1

Figure 24 - Local Test of the FTP Service (Linux Lh)

The second test was made from the Windows Instance and requisgddésts to logon
into the Windows Server 2003 via Remote Desktop (RDP). Within thisncestan FTP

session was initiated to the internal IP address of the Linux Server. Sgsibedow.

(@) LabManager: Active Jobs - Mozilla Firefox R I e e — v o | ) )
File Edit View History Bookmarks Tcols Help
@ = C 7y AEDEREEIERRETN htips://ec2-174-129-125-107.compute-1.amazonaws.com:8443/job,_viewer.cstobld=173222564 ~ | {29~ Googie IR <

(XD LabManager : Active Jobs
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” User: Administrator Server: ip-DAF5424F

7\ Logix
LabMaonager Active I Saved Pending History
Workspace .
- Job #1732: Lab_Linux_ITT427
Ll
{ome )
1
;E
-
Waorkspace
All Roles Linux-FTP-Web w 200
= Role Console | | Role Details| | Role Operations
Configs
I Role: Windows-2003
= - P2 @ % B O [GuestRoP App(-rdpl=]

My Profile
RDP Remote Machine Console

Resources

Download * rdp file

Templates WL BE
® Use any Remote Desktop Connection Application (ke Microsoft RDP Client available in WindowsXP and above). Use of Temminal Services Client 6.1 is recommended
P ® Make sure to associate * rdp with the application so that * rdp files are launched automatically in the browser
Host:
Storage

ore
cv In
Done S3rax

Figure 25 - Accesssing Windows Client through RDAL{nux Lab)
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= — — — B
b ec2-67-202-22-2 - ec2-67-202-22-2 compute-1.amazonaws.com:3389 - Remaote Desktop Connection g ‘ l E@Q

Log On bo Windows
f Wicrosaft:

; J Windows Se

W DatacenterEdition

Copyright © 2005 Microsoft Carporation

User name: I Administrator

Password; I sssssal

2K I options »>

Figure 26 - Logon into Windows-Client (Linux Lab)

- —
% ec2-67-202-22-2 - ec2-67-202-22-2 compute-1.amazonaws.com:3389 - Remote Desktop Connecticn : “ - Elﬁu

i ——

nmand Prompt - ftp 10.244.127.69

Microsoft Windows [Version 5.2.37901
{C> Copyright 1985-2803 Microsoft Corp.

C:~Documents and Settings“Administratowr>ftp 18.244.127.69
Connected to 10.244.127.69.

228 (uvsFTPd 2.08.5>

Uzer (10.244_127_6%9:(none)X: anonymous

331 Please specify the password.

Password:

238 Login successful.

ftp> o

m

Figure 27 - Testing FTP Service through Windows-Cént (Linux Lab)
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The second part consisted in the installation and configuration of TH€ Bl service.
The first command used was to verify if the service was dyrasstalled in the system.
After this verification the installation and configuration was @enied. See images

below.

El Role: Linux-FTP-Web

i b "3;") E = = ?}3 = D S5H Console -

oot@ec2-67-202-22-8.compute-1.amazonaws.com
{ h ht

Figure 28 - Checking for HTTPD Service (Linux Lab)

E Role: Linux-FTP-Web

feos] b2 @ = = % E [ ssH console -

=] $SH: root@ec2-67-202-22-8.compute-1.amazonaws.com

set to be updated

Figure 29 - Getting HTTPD package (Linux Lab)
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Bl Role: Linux-FTP-Web

i > @ W = = =] f‘z = 55H Console -

S5H: root@ec2-67-202-22-8.compute-1.amazonaws.com

Figure 30 - Installing HTTPD Package (Linux Lab)

The next step after completing the installation was the uskeeofMindows instance to
test the HTTPD service. For this purpose a Remote Desktop cmmeets made to the

Windows instance and then the Internet Explorer browser was aseavigate to the
Linux server. See images below.

— - - - .
B ec2-67-202-22-2 - ec2-67-202-22-2.compute-Lamazonaws.com:3389 - Remote Desktop Connection ~ BT

Log On to Windows:
‘ Migrozaft:
I indows
l Datacenter Edition

Copyright © 3005 Micrasof Carporation

User name: [ dmiristrator

Password:

oK I Cancel Options =

Figure 31 - Login to Windows-Client to Test HTTP Sever (Linux Lab)
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Figure 32 - Accessing HTTP Server through InterneExplorer (Linux Lab)

The last step was the un-deployment of the lab configuration Eraseeof the resources
in use. This was performed from the workspace in the Lab Manager. See images below.
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1733 Submitted: 2 hrs 25 mins 2go "é
-~ : ministrator
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Windows-Server Windows-Client Expires: 35 mins
= 1732 O Lab. Linux ITT427 b [ save o Continue.. Submitted: 2 hrs 29 mins ago
=l Lab. Linux FTP - Web - IT tyGroup-0 Administrator
(& Save & Undeploy. Deployed: 2 hrs 28 mins 3go (Brivate)
@ Undeploy & Discard Duration: 2 hrs 29 mins
My Profile Linux-FTP-Web Windows-2003 Expires: 1 hr31 mins
M 41-20f2 p B &7 Edit Lease & Job Settings... Page 1 of 1
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Templates
Lab
Hosts
Storage
More »
® VMLogix, Inc.
https:/fec2-174-129-125-107 .compute-1.amazonaws.com:8443/undeploy_discard_job.cst?ID=17328Action=Terminate&redirectld=1732 & s3Fox

Figure 33 - Undeploying Linux Lab from the Workspae
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6.3 The Development of the Windows Laboratory

This Lab required the use of Windows Server 2003 base image so stundierasted

with the OS as if it was recently installed. Furthermore giiheslopment of the Windows

lab required a different approach than the Linux lab. For example, inLithe
environment installing an application to a server that has Intaguoetss is very simple
because the package manager searches for the application installer Internet
repositories. Nevertheless, with Windows if we are going toalingt Windows
Component that comes with the OS, like the IIS, we need the Windows installation discs
Furthermore, in the EC2 environment there is a snapshot of the Wirewsr 2003
installation discs that was available from EC2 (Amazon Web &=s)ybut not from the

Lab Manager. This complicated the Lab development so the base waageodified

within EC2 to include the Windows installation discs in the image.

The creation of the image of Windows Server 2003 was made using/ige @onsole
which provided the tools needed. Firstly, an Instance was credtethe basic image of
Windows Server 2003 and then an EBBlastic Block Storage) was created using the
snapshot of the Windows Installation discs. Furthermore, with thentrestainning the
EBS was attached to it thus making the storage device availabtBet Instance.
Moreover, within the Instance the installation files were cofoeal folder in the C: drive
and also changed the Administrator passwontketsys At that point, the Instance had all
the necessary software and configurations for the Lab and th®crefthe image was
possible. This was made through the AWS console using the “Create Bundle” function.

The bundle was actually the creation of an AMI (Amazon Machingénbased on the

Instance that was running.

% EBS is a storage block device available to the EGfances. This storage device can be attachetstances while
running.
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The last step, after the creation of the bundle, was the reggst of the image. This
process was necessary because the image was stored in SBevt@reate Bundle” had

finished but the image was not visible to any account because it was not eégister

The new AMI was tested, within AWS Console, with the creaticanadinstance to check
the availability of the Windows Installers and the change irathministrator password.
Furthermore, the Instance worked with tfetsygpassword and the installation files were
available in the C: drive. Moreover, the 1IS was installed suftdgsand tested with the

default web page. See appendix E for Windows Image Creation process details

The inclusion of the image into the Lab Manager was simple. Nmwlests, the image
was not available in the imports function of the templates immedgiat took about six
hours to be available. According to VMLogix the image was suppasée tavailable
immediately. A bug report was created to VMLogix so they ctwiher investigate the

problem.

The lab guide was developed to make the students install and configurdSt
Furthermore, the students were requested to change the defauttagge and the web
server port. Moreover, they had to investigate how the 1IS could host multipléegebs

The second part of the lab the students were required to add theeRvi¢e to the 1IS.
Also, they had to check the service status and how the serageamfigured by default.
Moreover, students had to test the service uploading and downloadsgSie below
the translated Windows Lab Guide, for the original Spanish version see Appendix H.
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6.3.1 Translated Windows Laboratory Guide

PONTIFICIA UNIVERSIDAD CATOLICA MADRE Y MAESTRA
FACULTAD DE CIENCIAS DE LA INGENIERIA
DEPARTAMENTO DE INGENIERIA TELEMATICA

Course: ITT-427 — Data Switching Laboratory
Title: Web and FTP services in a Windows Server

Time Required: 2 Hours

REPORT:

Submit the report next week. Show screenshots of the lab steps.

In this lab the students will install and configure a Web and [EfHces. These services
are essentials in todays’ enterprise network. This servemasé installed a Windows
Server 2003. Furthermore, the Web and FTP service will be providtalling and

configuring IIS.

PART I:

A. Installing IIS in Windows Server 2003

1. Connect to the console of the Windows Virtual Machine via Remote
Desktop.
= Username: Administrator
» Password: netsys
2. For installing 1IS do the following:

= start -> Manage Your Server
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= Add Role -> Next
= Select Application Server (IIS, ASP .NET) -> Next
= Use the default parameters click next until the installation begins.
= When the installation ask for the Windows Installers click Brewse
> My Computer -> Local Disk (C:) -> Win2003 Sources -> Discl
-> 386 -> Open -> OK
» This last step must be repeated for each time the Installation ask
for the Windows Installer files.
= At the end just click Finish.
3. Open the IIS console to verify that it was installed
= Click Manage this Application Server
= Open IIS Manager
» Local Computer -> Web Sites -> Default Web Site
4. Verify the configuration information of the default Web Site
= Right Click on Default Web Site -> Properties
= |[dentify the port number of the WebSite, check the Home Directory
and the default documents.
5. Verify that the Web Server is working
= Obtain the IP Address of the server by opening a command
consoleCmd -> “ipconfig”
= Connect to the second Windows Virtual Machine and open a Web
Browser
» Go to: http://IP Address of the ServéFhe default web page
should open)

B. Research and answer the following
1. Creates a Website that uses the port 8330 and put a web page in it.
2. Explain the different methods that exist to have multiple websitéise
same webserver using IIS. (Explain how to configure them)
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PART II:

A. Install the FTP service in 1IS
1. Connect to the console of the Windows Virtual Machine via Remote
Desktop.
= Username: Administrator
» Password: netsys
2. Addthe FTP Service to IS
= Start -> Control Panel -> Add or Remove Programs
= Add or Remove Windows Components
= SelectApplication Server and clickDetails
» Select nternet Information Services (11S) and clickDetails
» SelectFile Transfer Protocol (FTP) Service and clickOK, OK,
Next
= When the installation ask for the Windows Installers click Brewse
> My Computer -> Local Disk (C:) -> Win2003 Sources -> Discl
-> 386 -> Open -> OK
= At the end just clickinish
3. Verify that the FTP server was installed
= Start -> Administrative Tools -> Internet Information Services
(IIS) Manager
» FTP Sites
» Check the state of the FTP Service.

4. Check the Configuration information of the FTP
» ExpandFTP Sites and Right Click irDefault FTP Site
= |dentify the Port Number, Check the Home Directory and Verify
the security configuration of the FTP

5. Verify that the FTP server is working
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» Obtain the IP Address of the server by opening a command
consolestart = run - cmd -> “ipconfig”

= Connect to the second Windows Virtual Machwna Remote
Desktop (RDP)

= Open a command console

= start 2 run 2 cmd

= Connect to the FTP Server

= ftp (IP address of the server)

= Username “anonymous” password: “Your email address”

B. Research and answer the following

Change the Welcome Banner of the FTP Server

Create a user that can Write to the FTP Server

Create a user with Read Only access to the FTP Server.
Upload a file to the FTP Server

Download a file from the FTP Server

S T o

¢ What we have to do to execute multiple FTP Servers in the same host?

6.3.2 Windows Laboratory in Action

The Windows Lab required some effort to make the configuration. Nelessheafter
completing the lab configuration the lab was tested to check tlie guid the proper
functioning of it. The students were required to connect to the Laialyer to deploy the
Lab Configuration. After successfully deploying the lab, a BtenDesktop access was
available to connect to the Virtual Instances. See below aorletdiagram of the
connections to the Windows Lab.
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Amazon Elastic Compute Cloud (EC2)
- B
-~ ~~
Ve Windows-Server  Windows-Client .
/ Instance Instance

RDP Connection to
Windows-Server Instance

VMLogix Lab Manager

Student Computer

Figure 34 - Network Diagram of Windows Lab NetworkConnections

The first step was the connection to the Lab Manager and loginhatavéb page.
Furthermore, inside the Lab Manager the lab configuration was yéepleo the lab
virtual instances were created. See images below.

\#2A\Logix : simplify Your Software Lifecy

ycle

LabManagerCE

Sign In

VMLogix LabManager promises to improve software development
cycle times, increase product reliability, ensure accurate test

environment setup and enhance your team'’s productivity. Login:
1f you need assistance using LabManager, here are some useful Password:
documents:

« Installation Guide
+ Release Notes

* Known Issues

o License

Login

For corporate queries & support please visit www.vmlogix.com

© 2006-2009 ¥MLogix, Inc,

Figure 35 - Logon to VMLogix Lab Manager (Windows Lab)
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Figure 36 - VMLogix main screen (Windows Lab)
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Figure 37 - Deploying the Windows Lab in the Configrations screen
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Figure 38 - Deployment process of Windows Lab

After deploying the lab configuration the guide was followed tarbtdge laboratory. The
first part of the lab was the configuration of the Web Serv&) this was accomplished
by accessing the Windows-Server instance using Remote De$kiip).(See images

below.

All Roles Windows-Server Windows-Client

| Role Consulel ‘ Role Details| | Role Dperations‘

Bl Role: Windows-Server

i " % (= = B =) ﬁ‘; Eu Console Methods -

RDP Remote Machine Console

Download *.rdp file
Useful Tips:

® Use any Remote Desktop Connection Application (like Microsoft EDP Client available in WindowsXP and above).
® Nake sure to associate * rdp with the application so that * rdp files are launched automatically in the browser.

Figure 39 - Accessing Windows-Server through RDP (#Wdows Lab)
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Log On to Windows

f Miarosaft

I Windows Sel

! W Datacenter Edition

Capyright @ 2005 Microsafl Carporation

User name: I Administrator

Password: I sessns

oK I Zancel | Options >>|

Figure 40 - Login to Windows-Server (Windows Lab)

Adminisirator

! Manage Your Server

»
M Command Prompt E’ Contral Panel

=
% Administrative Tools 3

E% Printers and Faxes

@ Motepad @) Help and Support
I? WordPad p Search

=7 Bun...

e
|/ Windows Explorer
_..\{f P

Ec2Service Setting

F
"-j Windows Security

All PBrograms  #

Log OFf EJ] Shut Dawn

[#/start | [ & |

Figure 41 - Accessing the Manage Your Server (Windes Lab)
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Manage Your Server
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Adding roles ko your server lets it perform specific tasks, For
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Computer and Domain Mame
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Internset Explorer Enhanced
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®  Attach all necessary cables, See Also
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Microsoft TechMet
Deployment and Resource Kits

» Turn on all peripherals, such as printers and external drives,
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Figure 42 - Adding a Role Wizard (Windows Lab)
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Mail server (POP3, SMTP)

Terminal server

Remots access [ WPH server
Domain Controller (Active Directory)
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Figure 43 - Selecting Application Server Role forristallation (Windows Lab)
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Figure 45 - Summary of Selection before installind\pplication Server (Windows Lab)
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Figure 46 - Installing and Configuring IIS (Windows Lab)

The installation of the IIS required the installation discs ohdivs Server 2003 that
were copied in the image C: drive so can be accessed to t@shgtallation process.
See images below.
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Figure 47 - Asking for the Windows Installation Diss (Windows Lab)
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Figure 49 - Browsing for the Installation Discs (Wihdows Lab)
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Figure 48 - Selecting Windows Installation Discs fder (Windows Lab)
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Figure 50 - Completing Installation of IIS (WindowsLab)
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Figure 51 - Finish Installation of Application Sener (Windows Lab)
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After the installation of IIS was finished, the next step wascheck the default

configuration of the Web Server. See images below.
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Figure 52 - Access the Manage Application Server (iWdows Lab)
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Figure 53 - Accessing the Default Web Site Propegs (Windows Lab)

8 ec2-184-73-87-124 - ec2-184-73-87-124.compute-1.amazonaws.com:3388 - lx Desktop Connection [E=EE
el Default Web Site Properties EH
File  Ackic

Directary Security I HTTP Headers I Cuskarn Erraors I A5P.MET I
Weh Sike | Performance I I54P Filkers I Horne Directory I Documents

—'Weh site identification

and Updates

El-4g Interne Description:

- e 7
= 1‘5 1P address: (&)l Unassigned) j Advanced. .. | istrative Taols

ICP part: | 80 I 55L port: I Tools

ws |pdate
- —Canneckions uter and Domain Name

@ -ompor Connection timeout: I 120  seconds ation

" et Explorer Enhanced
¥ Enable HTTP Keep-alives by Configuration

m

¥ Enable logging

Active log Format: Also

IWSC Extended Log File Format j Properties. .. | nd Suppart

[ oft Techhet ==
ment and Resource Kiks
Comman Administrative

ws Server Communities

I ok I Cancel | Apply Help i o e

qgic Technology Protection

| T T Bm |
Figure 54 - Default Web Site port (Windows Lab)
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Figure 56 - Home Directory of the Default Web Sit§Windows Lab)
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Figure 55 - Default Documents of the Default Web & (Windows Lab)
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After checking the default configuration the Web Server was realyg tested. This task
was accomplished by login into the Windows-Client instance and comgpéctthe Web

Server internal IP address with the Internet Explorer web browsem@ges below.

et |Select Command Prompt

Microsoft Windows [Version 5.2.37981
(C» Copyright 1985-2883 Microszoft Corp.

C:\Documents and Settings“Administrator>ipconfig

Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix . : ec2.internal
IP Address. . . . - . - . - . . . W.194.250.134
Subnet Mask 2585,255.2%4.8
Default Gateway : 18.194.258.1

C:“Documents and Settings“Administratorr_

Figure 57 - Windows-Sever Internal IP Address (Windws Lab)

.
& ec2-184-73-103-109 - ec2-184-73-103-109.compute-1.amazonaws.com:3389 - Remote Desktop Connection E@Iﬂ
i—

f r W

| )
I W Datacenter Edition

Capyright @ 2005 Microsoft Carparalion

User name: I Administrator

Password: I sasnne

0K I Cancel Qptions ==

Figure 58 - Login to Windows-Client (Windows Lab)
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G e — 1 B
B ec2-184-73-103-109 - ec2-184-73-103-109.compute-1.amazonaws.com:3389 - Remate Desktop Connecticn -[-:" o= ﬂ
{f'Under Construction - Windows Internet Explorer [ _[O] -

m— | |
@.‘ )~ |&] http:j10.134.250.134 =l [#2 ] % | |Live Search 2=
e ol (& Under Construction | | 9 v B - =0 v |:hPage v (CF Tooks v i |

&)

@ Under Construction
|
The site you are trying to view does not currently have a |

default page. It may be in the process of being upgraded and
configured.

Please try this site again later. If you still experience the g |
problem, try contacting the Web site administrator, =

If you are the Weh site administrator and feel you have
received this message in error, please see "Enabling and
Disabling Dynamic Content” in 1IS Help.

To access IIS Help

1. Click Start, and then click Run.

2. Inthe Open test box, type inetmgr. 1IS Manager
appears.

3. From the Help menu, click Help Topics.

4. Click Internet Information Services.

=
|D0ne I_ ’_ ’_ ’_ ’_ m |@ Inkernet F100% - 4~

e [l b

Figure 59 - Using Internet Explorer to access the HTP Server (Windows Lab)

The second part of the lab required the installation of an Fiversm 11S. This was
made by modifying the default installation of IIS to add the KEPver. This also
required the installation discs of Windows Server 2003 available i€ tfdrive of the

instance. See images below.
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Figure 60 - Accessing the Add/Remove Programs (Wigvs Lab)
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p p
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Y'ou can add or remove components of ‘Windows,
Charge | Remove |

Size 175.00MB
To add or remove a component, click the checkbox. & shaded box means that only

part of the component will be installed. To zee what's included in a component, click Size  28.20MB
Detailz. .
Size 1.34ME

LComponents:

Accessories and Utilities 4.9 MB ﬂ e HSEHIE
[ <7 Active Directory Services 16.7 MB Size 2.64MB
B Application ] 34.4 MB

[ [88 Certificate Services 1.8 MB

[T % Miistribusted File Sustem nnkR j

Description:  Includes 5P.NET, Intemet Information Services (I15], and the

Application Server Console.
Total disk space required: 0.0ME
Space available on digk: 5930.7 ME

< Back | Mest » | Cancel | Help |

Figure 61 — Add/Remove Windows Components - Appli¢eon Server (Windows Lab)
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[ §g45PNET of the camponent will be installed, To see what's included in a camponent, click Details.
(B Enabie network COM access Subgomponents of Intemnet Information Services (I15)
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Figure 62 - Adding FTP Service (Windows Lab)

After installing the FTP service the default configuration whscked. This was made
from the IIS Manager which can manage both, the Web serveharféllP server. See
images below.

" — — - .
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Figure 63 - Accessing IIS Manager (Windows Lab)
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Figure 64 - Default FTP Site State (Windows Lab)
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Figure 65 - FTP Site default port (Windows Lab)
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Figure 67 - Access Security of the Default FTP Sit@Vindows Lab)
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Figure 68 - Access Restrictions of the Default FTBite (Windows Lab)

The last step of the second part was to test the FTP deoverthe Windows-Client
instance. Furthermore, the command tool “ftp” was used to tesETReserver. See
images below.

% ec2-184-73-103-109 - ec2-184-73-103-109.compute-1.amazenaws.com:3389 - Remote Desktop anectin_@_‘ﬂlg

Log On to Windows

," 7 Windows Server 2003 r2 E
. ODatacenter Edition

Capyright © 2005 Microsaft Corporation

User name: | Administrator

Password: I"“"|

ok I Cancel Dptians ==

< T 3

Figure 69 - Logon to Windows-Client (Windows Lab)
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B ec2-184-73-103-109 - ec2-184-73-103-109.compute-1.amazenaws.com:3389 - Remote Desktop Connec.,.l. =0 &J

mmand Prompt - ftp 10.194.250.134

Microsoft Windows [Uersion 5.2.37981]
(C> Copyright 1985-2083 Microsoft Corp.

C=“Documents and SettingzsAdministrator>ftp 10.194_25%50_134

Connected to 18.194.2508.134.

228 Microsoft FTFP Service

Uzer (10.194_258.134:<{nonel?: anonymous

331 Anonymous access allowed. send identity (e—mail name?> as password.
Password:

238 Anonymous user logged in.

ftp>

m

a4 L »

b

Figure 70 - Testing FTP Server (Windows Lab)

7. Laboratories Experiences

The Amazon EC2 platform and the tools provided by it permitted th&tion of the
virtual lab infrastructure. Furthermore, the use of VMLogix Mdmnager as the interface
for managing the labs provided a simple interface for the stutteatscess their remote
virtual laboratories. Nevertheless, the creation of the labs eshjomore knowledge of the
technologies involved. For example, the windows lab required the crediteomimage
with the installation discs in a folder. This image was eckating the tools provided by

Amazon EC2 and it was necesarry to follow several steps.

The Linux lab was easier to develop than the Windows because ovagccesary to
make any modifications to the image. Nevertheless, studentssatréhe SSH console
was more difficult due to some incompatibilities with the Jawasole. Also, The access
was problematic where sometimes after the deployment it didaitide the SSH as a
console method and the students had to go back to the workspace and getobidek

active job again to have access to the SSH console.

Page 56



The Development and Deployment of a Remote Virtizdl based on Amazon Cloud for Networking Courses.

Also, according to Diaz in his “Students’ Satisfaction When Uaifitgmote Virtual Lab
based on Amazon EC2 for Networking Courses at PUCMM”, students’ falvahtages
in the use of this laboratory environment. For example, the avdyaifithe lab was one
of the advantages that students like most. This was because tlieyhaskb from

anywhere and at their most convinient time.

Another advantage that students’ found was that they don’t have to vbout @hysical

connections that required time and effort.

The students were able to complete their lab assigment througkdlsf VMLogix Lab
Manager and Amazon EC2. Furthermore, the issues found didn't stop students t

complete their lab work.

8. Some Costs Considerations

The use of the Lab Manager consumes resources in the Cloud. The siosebaurce
that consumes EC2 Instances was the Lab Manager serverTitsglgerver was actually

a Windows Instance powered on 24/7. The server was installed inldrstance which
cost US$ 0.12 per hour. Furthermore, running only the Lab Manager seager w
consuming US$ 2.88 per day that's made a US$ 86.4 a month (AmazorhBORillitbe

divided by all users.

This only provides the interface for using the system. We havadtb the space
consumed in S3 for storing the images needed for the labs and alsageeof instances
by the students to made the lab. Furthermore, there are chardles flata in and out of
the AWS Cloud. Also, VMLogix provided their Lab Manager without c@std when

asked for the price they didn’t want to give it. AWS also providedits for the use of
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the EC2 and S3 services. Those credits provided the ability to mvgueerand test with
the Cloud for a complete year (AWS in Education).

The Linux lab requires the students to use a small Instance anchabesquired an
image stored in our S3 account. Instead a publicly available imagge used.
Furthermore, the amount of time required was estimated in four Bowstdents could

take screenshots to presents in their reports.

The Linux Lab Costs:

Number of | Number of | Estimated Rate per Instance Total per
Total
Students Instances Hours per Hour Instance
1 2 4 USS 0.085 USS 0.34 USS 0.68

However, the windows labs costs were more expensive becauseqwasd¢o create an
image with the Windows Installers included that was stored in B8.windows image
took 3.5 GB of storage in S3 with a cost of US$ 0.10 per GB per month abfds up
US$ 0.40 (Amazon S3). Nevertheless, this image was accessedtly students that
participated in the lab.

The Windows Lab Costs:

Number of | Number of | Estimated Rate per Instance Total per
Total
Students Instances Hours per Hour Instance
1 2 4 USS 0.12 USS 0.48 USS$ 0.96

If we assume that regular laboratory for PUCMM could haveldba and the labs are

mixed half using Linux and half using Windows.
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The five Linux Lab Costs:

Number of | Estimated Rate per
Number Total per Total
Instances | Hours per | Instance per ,
of Labs Lab (Five Labs)
per Lab Lab Hour
5 2 4 US$ 0.085 US$0.68 US$3.4
The five Windows Lab Costs:
Number Number of | Estimated Rate per Total per Total
Instances | Hours per | Instance per :
of Labs Lab (Five Labs)
per Lab Lab Hour
5 2 4 US$0.12 US$0.96 US$4.8

This means that all ten labs per student could cost an estfr dollars per semester
per student.

These estimates don’t take in consideration the expenses for thegiMnstance and
the storage used by the images required for the labs. See Appdadidetails of the
AWS Statements while students were using the labs.

9. Future Works

While the Cloud environment represent a great advantage for unisisitterms of
costs and the computational power available in minutes. Furthermore, a@teermore
networking applications labs that can be implemented in the cloudDN& service,
Active Directory, Terminal Services, Email Server, Mixednvieonments

(Windows/Linux) among others. Moreover, there are other areas thtaksaadvantage
of the Cloud platform provided by AWS like the software developmemt.eikample,

students could create complex enterprise environments withealiervers and develop

their application to use those resources.
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10. Conclusions

The AWS Cloud is very responsive and robust providing a great viatiain
environment for almost all needs. Their systems were up 100% afievhile working
in the development of the labs and when the students were doingvértiNgess, it
required some time to understand the technology and terminology thdyfarstheir
environment. Furthermore, the platform is not oriented for doing labis thlay the use
of a third party software like VMLogix Lab Manager Cloud Ed viahis a lab manager

for the Amazon’s virtual environment was necessary.

VMLogix provided all the tools for use the AWS as a lab for stugleNevertheless,
there were some small issues that students had like alrgir@eblem when working with
Linux instances or problems for deployment of the labs. However, groaé issues

didn’t stop the students for successfully worked in their labs.

The advantage of using this remote system was the flexitiibtgtudents had in terms of
the time they needed and the resources for accessing it. Fwthestudents worked
most of their time from their homes and at night. This representadjor improvement
so students didn’t have to reserve a computer resource inside thesidyifice doing the

labs during the day.

The use of the AWS platform with the VMLogix software couhdprove the labs
experience of the students. Nevertheless, this environment edugalevelopment of

each lab carefully so the images and the student’s guide are thoroutgdy tes

Improving the practical experience of students through the use db{oanlabs that
simulates business configurations can led to more prepared swofds in the future.
The use of technologies and the platform provided by AWS seems & bdeal
environment for students to experiment and acquire the required expenieeded in

today’s business.
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12. Appendix A — Instance Types and OS in EC2

Instance Types(Amazon Web Services)
Standard Instances
Instances of this family are well suited for most applications.

Small Instance (Default) 1.7 GB of memory, 1 EC2 Compute Unitr{Galicore
with 1 EC2 Compute Unit), 160 GB of local instance storage, 32-bit platform
Large Instance 7.5 GB of memory, 4 EC2 Compute Units (2 virtuat coite 2

EC2 Compute Units each), 850 GB of local instance storage, 64-bit platform
Extra Large Instance 15 GB of memory, 8 EC2 Compute Unitgridal cores
with 2 EC2 Compute Units each), 1690 GB of local instance storaget 64-bi
platform

High-Memory Instances
Instances of this family offer large memory sizes forhhigroughput applications,

including database and memory caching applications.

High-Memory Double Extra Large Instance 34.2 GB of memory, @ E
Compute Units (4 virtual cores with 3.25 EC2 Compute Units each), 8506f GB
local instance storage, 64-bit platform

High-Memory Quadruple Extra Large Instance 68.4 GB of memoryEQg
Compute Units (8 virtual cores with 3.25 EC2 Compute Units each), 1696f GB
local instance storage, 64-bit platform

High-CPU Instances
Instances of this family have proportionally more CPU resoutt@s memory (RAM)

and are well suited for compute-intensive applications.

High-CPU Medium Instance 1.7 GB of memory, 5 EC2 Compute Unigt{2al
cores with 2.5 EC2 Compute Units each), 350 GB of local instance st8tabé
platform

High-CPU Extra Large Instance 7 GB of memory, 20 EC2 Compuiés 8
virtual cores with 2.5 EC2 Compute Units each), 1690 GB of local irestanc
storage, 64-bit platform

Appendix A - Instance Types and OS in EC2 Page 63



The Development and Deployment of a Remote Virtizdl based on Amazon Cloud for Networking Courses.

EC2 Compute Unit (ECU) — One EC2 Compute Unit (ECU) provides the equivalent CPU
capacity of a 1.0-1.2 GHz 2007 Opteron or 2007 Xeon processor.

Operating Systems

Below is the list of OS currently supported by EC2 (Amazon Web Services):

Red Hat Enterprise Linux, Windows Server 2003/2008, Oracle Enterprise Linux
OpenSolaris, openSUSE Linux, Ubuntu Linux

Fedora, Gentoo Linux, Debian
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13. Appendix B — VMLogix Lab Manager Features

VMLogix Lab Manager Features (VMLogix)

Web Portal for Self Service
Self Service Web Management Console

Distributed development teams can easily create, manage, share, and deploy
multi-machine configurations on the public cloud based on self-service policies,
guotas, leases and user permissions. Users have transparent access tolthe virtua
machine console from within the browser without needing to work through the
Amazon key specifications.

Synchronized Multi-Machine Deployments

Deploy and synchronize multi-machine test scenarios without user intervention.
Launch, capture, snapshot, revert, reset and shutdown these deployments as a
single encapsulated unit.

Advanced Automation

Automate construction of production-like environments with end-to-end
configuration of operating systems and applications. Use guestiogesgstem
operations and pre-packaged integrations with source code, build and test

management tools to further reduce manual user effort.

Centralized lab management over a public infrastructure as aservice

provider Cloud Support
Create a virtual lab on Amazon Web Services (Amazon public cloud
infrastructure)

Manage Multi-Machine Configurations
Build and re-build multi-machine test configurations on-demand without manual

user intervention.

Shared Snapshots and Lab Artefacts
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Capture and share (with scoped permissions) multi-machine configurations from
the configuration library. Allow other users to share lab artefacts — through
view/edit/delete permissions.

e Advanced Job Scheduling
VMLogix LabManagerCE offers several options to manage multi-machine

configuration deployments. Users can specify the priority of the job, gpbeif
number of times a job is to be deployed, lease duration for a job and schedule a
wait in the job deployment (i.e., a time after which the deployment is to occur)

e Image Builder
Build and rebuild multi-machine test configurations on-demand without manual

user intervention.

e Software and ISO Library
Use a central repository of operating systems and software to provision virtua

machines.

e License Management
Monitor and enforce compliance of software and operating system license usage

on build and test machines.

e Global Collaboration
e User and Persona Management

Define personas to control product functionality available to individuals and
teams.

e Global Multi-Site Development Support

Share configuration libraries and lab resources for users accessingubklait
in the cloud from many global locations. Use fine- grained access controls to
scope resource ownership by user, team, business unit, or company.

e Remote Multi-Machine Console Viewers
View and interact with multi-machine test environments using VNC in a single

browser window or Microsoft Remote Desktop.
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e Security Controls and Audit Trails
Ensure system integrity with strict authentication, role-based acoessland

comprehensive audit trails.

e LabLink
Share a saved configuration from the library with other lab users adawsgiy

URL, which other users can use to deploy the configuration.

e Integration and Extensibility

e Build and Test Automation
Automate build and test execution by leveraging advanced configuration of
software, tools, scripts and data at the guest operating system level.

e Automation APIs

Integration of LabManager-Cloud Edition with existing tools and
programmatically controls all operations using XML/RPC.
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14. Appendix C — AWS Account Creation Process

The first step in the creation of an AWS Account is entering their web page at:

http://aws.amazon.comahd click in the buttoSign Up Now. See image below.

wAmaznnWehSewicﬁ— 0 Firefo
File Edit View History Bookmarks Tools Help

= C - P Q& | http://aws.amazen.com/ i '| "‘" Google
1 Amazon Web Services ITE
_ _APnp =l Sign in to the AWS Management Console # Create an AWS Account
amazon
7 webservices"
AWS ° Products Developers s Community Support Account
A : i i for a fi
Introducing Amazon Relational Database Service D T A

Amazon RDS makes it easier to set up, operate, and scale ~
relational databases in the cloud. [ =
= =

» Learn More...

The Sign Up Now led us to an account sign up page were we can use our existing

Amazon account or we can create a new account for AWS. See image below.

{8 Amazon.com Sign In - Mozilla =T
File Edit View History Bookmarks Tools Help

@ - o Ay @ (@ BB httos://wvw.amazon.com/ap/signintopenid. ns=http AR iFspecs.open 17 - | |- Gosgle P
I |
| =

| @ Amazon.com Sign In |-+

“ui- amazon
webservices™ Create an Amazon Web Services Account

SIGN IN

Amazon Web Services Sign In

You may sign in using your existing Amazon account or you can create a new account by selecting "I am a
new user.”

My e-mail address is:

@ Iam anew user.

- Iam a returning user
and my password is:

_Sign in using our secure server )

Eorgot your password?
Has your e-mail address changed?

Learn more about Amazon Web Services Multi-Factor
Authentication, an optional security feature for your
AWS Account.

Done & @ szrox
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After we enter our email address we proceed to the account infonmeand the AWS

Cutomer Agreement that we have to accept. See image below.

@ Aon Web erces - i e oo

File Edit View History Bookmarks Tools Help

@_. c Ay b (RN nitps//aws-portal.amazon.com/gpsaws/developer/registration/indexhtmifar 17 - | [# - Google Pl

| || Amazon Web Services |

‘amazon

webservices™ Create an Amazon Web Services Account

ACCOUNT INFO
Welcome | NotYou?

Please enter your contact information and confirm your acceptance of the AWS Customer Agreement.
Contact Information

n

(Select a different address )
Company or Web Site Name:
Web Site URL:
AWS Customer Agreement
Printer Friendly Version

Amazon Web Services™ Customer Agreement =]

Updated December 22, 2009

PLEASE NOTE, TERMS AND CONDITIONS GOVERNING USE OF THE AMAZON
ASSOCIATES WEB SERVICE™ ARE NOW LOCATED AT: htpi/affiliate-
program.amazon.com/gp/advertising/api/detail/agreement html

PLEASE READ CAREFULLY - THIS IS ABINDING CONTRACT
THIS AWS CUSTOMER AGREEMENT ("TAGREEMENT™ OR "AMAZON WEB SERVICES ~ ~

Check here to indicate that you have read and agree to the terms of the Amazon Web
Services Customer Agreement.

Dane

& @ sarox

When the creation of the account finished we have to sign up foethiees we wanted
to use. The first service was the Elastic Compute Cloud (B@R2) we registered the
Simple Storage Service (S3).

w Amazon Web Services De A
File Edit View History Bookmarks Tools Help

| 7% Amazon Web Services Developer Co... | = |

- o8 hitp://developer.amazonwebservices.com/connect/kbcategory jspaZresult Offset=158« [ 77 - | | #~ Google

| Sign in to the AWS Management Console i Create an AWS Account

“famazon
webservices”

AWS

Products D lopers C ity

Support

Account

Amazon Elastic Compute Cloud (EC2)
Amazon Elastic MapReduce

Amazon CloudFront

Amazon SimpleDB

Amazon Relational Database Service
(RDS)

Amazon Fulfillment Web Service (FWS)

Amazon Simple Queue Service (SQS)

Amazon CloudWatch

Amazon Virtual Private Cloud (VPC)
Elastic Load Balancing

Auto Scaling

Amazon Flexible Payments Service (FPS)
Amazon DevPay

Amazon Simple Storage Service (S3)
Amazon Elastic Block Storage (EBS)

AWS Import/Export

AWS Premium Support

Alexa Web Information Service
Alexa Top Sites

Amazon Mechanical Turk

close %
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Amazon Elastic Co

4 @ 0 httpy/ewsamazon.com/ect/ ¥ | |28~ Google
| 171 Amazon Elestic Compute Cloud (Ama... | = |
B _ﬁ N JEl Sign in to the AWS Management Console K@ Create an AWS Account
i257 amazon
%% webservices~
=~ AWS * Products ~ Developers ~ Community * Support ~ Account

__ eoaisasenics - | Amazon Elastic Compute Cloud (Amazon EC2)
Amazon EC2 Details Amazon Elastic Compute Cloud (Amazon EC2) is a web service that

provides resizable compute capacity in the cloud. It is designed to make

EC2 Overview web-scale computing easier for developers.

SE0s) Amazon EC2’'s simple web service interface allows yvou to obtain and

Amazon EC2 SLA configure capacity with minimal friction. It provides you with complete
control of your computing resources and lets you run on Amazon's

EC2 Instance Types proven computing environment. Amazon EC2 reduces the time required
to obtain and boot new server instances to minutes, allowing you to

EC2 Instance Purchasing

Options quickly scale capacity, both up and down, as your computing
reguirements change. Amazon EC2 changes the economics of computing

Reserved Instances by allowing you to pay only for capacity that you actually use. Amazon

EC2 provides developers the tools to build failure resilient applications
and isolate themselves from common failure scenarios.

Spot Instances

(#) Amazon Web Services
File Edit View History Bookmarks Iools Help

@ - = A b (L EREERERN rttps/aws-portal.amezon.com/ gp/aws/ developer/subscription/indexhtmite 17~ | [$~ Google

|| Amazon Web Services |-+

Sign Up For Amazon Elastic Compute Cloud

Welcome | Mot You?

You already have access to this web service
You may use this web service at any time.

Start Exploring Amazon Elastic Compute Cloud

Resource Center
Browse the resource center for code samples, documentation, release notes, and more information to help you
build innovative applications. Subscribe to RSS feeds or set up e-mail watches to be alerted of the latest
developments for this service.

AWS Management Console
A web-based, point-and-click, graphical user interface that makes it even easier to access and manage AWS
Infrastructure Web Services.

Auto Scaling, Amazon Cloud Watch, Elastic Load Balancing
Check out additional EC2 features for building more resilient Web apps.

WSDL
Developer Forums
FAQs
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15. Appendix D — Instance Creation in AWS Console

The instance in EC2 can be created either by using the EC2 CGuirinme Tools or by
using the AWS Management Console. Nevertheless, the Managenmsal€was easier
to use and simple because was graphical. The first step was to login into the.consol

] a a Sign in to the AWS Management Console § Create an AWS Account
webservices"
AWS Products " Developers Community Support - Account

Your Account

AWS Management Console

Account Activity Personal Information

Security Credentials

Amazon EC2 -

[ save this as your default console

close |

After the login we got to the main dashboard page of the console. thremain page
we clicked Launch Instance to begin the Instance creation process.

Amazon Elastic Amazon

Amazon EC2 || MapReduce || CloudFront

avigatio

Region: B 5paq -

Getting Started =

> EC2 Dashboard

To start using Amazon EC2 you will want to
launch a wvirtual server, known as an Amazon
» Instances ECZ instance.

INSTANCES

> Spot Requests

Launch Instance

IMAGES
> AMIs : Note: Your instances will launch in the US East
> Bundle Tasks (Virginia) region.
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The Instances Wizard showed up and asked for the AMI to be used ftwsthace
creation. This was an image of already stored in S3. In thisachasic Windows Server

2008 was select for test purpose.

Request Instances Wizard Cancel [

CHOOSE AN AMI

Choose an Amazon Machine Image (AMI) from one of the tabbed lists below by dicking its Select button.

| Quick Start | My AMIS Community AMIS
5} Basic Fedora Core 8 (AMI Id: ami-84db3%ed) P
fedora Minimal Fedora Core 8, 32-bit architecture, and Amazon EC2 AMI Tools. L

o Basic 64-bit Fedora Core 8 (AMI Id: ami-86db38ef)

fedora Fedora Core 8, 64-bit architecture, and Amazon ECZ AMI tools. Selecs
Getting Started on Microsoft Windows Server 2008 (AMI Id:
ami-69c32f00)

£ windows Microsoft Windows Server 2008 R1 SP2 Datacenter edition, 32-bit Select
architecture, Microsoft SQLServer 2008 Express, Internet Information
Services 7, ASP.NET 3.5.

B e Basic Microsoft Windows Server 2008 (AMI Id: ami-45c22e2c) e
ndoW Microsoft Windows 2008 R1 SP2 Datacenter edition and 32-bit architecture. ele E
B g Basic 64-bit Microsoft Windows Server 2008 (AMI Id: ami-cdc22ead) =i
g Microsoft Windows 2008 R1 SP2 Datacenter edition and 64-bit architecture. gie
Microsoft SQLServer 2005 on Windows Server 2008 (AMI Id:
(] ami-2bc32f42)
& Windows' Select

Microsoft Windows Server 2008 R1 SP2 Datacenter edition, 64-bit
architecture, and Microsoft SQLServer 2008 Standard. =

The next step in the Instance creation process was the @eledtithe number of
instances and type. The selection of the type of instanceim@mrtant because it

determines how powerful the instance will be.

Request Instances Wizard Cancel [X

O
INSTANCE DETAILS

Provide the details for your instance(s). You may also decide whether you want to launch your instances as "on-demand” or
"spot” instances.

Number of Instances: 1 Availability Zone: Mo Preference -
Instance Type: Small (m1.small, 1.7 GB) -

® Launch Instances

EC2 Instances let you pay for compute capacity by the hour with no long term commitments. This transforms what are
commonly large fixed costs into much smaller variable costs.

© Request Spot Instances
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Furthermore, EC2 provided more advance options for the instance citbati@ne aimed

to help with compatibility issues that may arise with some operating ss/stem

Request Instances Wizard Cancel [

INSTANCE DETAILS

Number of Instances: 1

Availability Zone: No Preference

Advanced Instance Options

Here you can choose a specific kernel or RAM disk to use with your instances. You can also choose to enable CloudWatch
Monitoring or enter data that will be available from your instances once they launch.

Kernel ID: Use Default =
RAM Disk ID:  |Jse Default

Monitoring: [7] Enable Cloudwatch Monitoring for this instance
(additional charges will apply)

User Data:

[ bases4 encoded

The next step was the selection or creation of Key Pairs.KByePairs allowed the

connection with the instance we had created.

Request Instances Wizard Cancel [%
O
CREATE KEY PAIR
Public/private key pairs allow you to securely connect to your instance after it launches. To create a key pair, enter a name and

click Create & Download your Key Pair. You will then be prompted to save the private key to your computer. Note, you only
need to generate a key pair once - not each time you want to deploy an Amazon EC2 instance.

@ Choose from your existing Key Pairs

Your existing Key Pairs*: | abManager Key i

@ Create a new Key Pair

© Proceed without a Key Pair
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Finally, the creation of the firewall rules that defined the pavisilable for connection

from the Internet was required to complete the configuration of the lestanc

Request Instances Wizard Cancel [x

Security groups determine whether a network port is open or blocked on your instances. You may use an existing security group,
or we can help you create a new security group to allow access to your instances using the suggested ports below. Add
addional ports now or update your security group anytime using the Security Groups page. All changes take effect immediately.

@ Choose one or more of your existing Security Groups

@ Create a new Security Group

1. Name your Security Group LabManager

2. Describe your Security Group Lab Manager RDP Access|

3. Define allowed Connections

Application Transport Port Source Network (IPv4 CIDR) Actions

RDP tcp 3389 All Internst

Select - - - All Internet Change

The last step was the review of all the setting alresdigcted. When the Launch button
was clicked the instance was deployed. The process took arowash fiftinutes to have

the Instance available for connection.

Request Instances Wizard Cancel (%

Please review the infarmation below, then click Launch.

oy
AMI: 47 windows AMI 1D ami-45c22e2c (i386)
Name: Basic Microsoft Windows Server 2008

Microsoft Windows 2008 R1 SP2 Datacenter edition and 32-bit

Description: architecture. Edit AML

Number of Instances: 1
Availability Zone: No Preference
Monitoring: Disabled
Instance Type: Small {(m1l.small)
Instance Class: On Demand Edit Instance Details

Kernel ID: Use Default
Ramdisk ID: Use Default

User Data: Edit Advanced Details
Key Pair Name: Labmanager Edit Key Pair
Security Group(s): LabManager Edit Firewall
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Launch Instance Wizard Cancel %

Your instances are now launching.
Note: Your instances may take a few minutes to launch, depending on the software you are running.

> View your instances on the Instances page

Other EC2 Features

Volumes Elastic IPs

EBS Volumes provide off-instance storage that persists Elastic IP addresses allow you to remap a public IP address
independently of the life of an instance. Add a persistent to any instance in your account. Elastic IPs also enable you
storage device to an instance using the Elastic Block Store to engineer around problems by quickly remapping your
(EBS) Volumes page. Elastic IP address to a replacement instance.

» Go to the Volumes Page *» Go to the Elastic IPs Page

Close

Appendix D — Instance Creation in AWS Console Page 75



The Development and Deployment of a Remote Virtadl based on Amazon Cloud for Networking Courses.

16. Appendix E - Windows Image Creation with AWS Console

An instance in EC2 can be customized and configured with the dgglieations or
services to meet specific needs of a lab. Furthermore, thisnmzation requires the
creation of a new image so the changes became permanent. The Wiradovesjuired
the use of the Windows Installation Discs to be available to thenices. According to
AWS the installation discs of Windows Server 2003 were availabla Snapshot that
could be used to create a Volume to attach to the Indtance

The first step was the creation of the Volume. According to AW Snapshot was
calledsnap-bb10f6d2=rom AWS Console Navigation Pane -> select Volumes -> Create

Volume. See image below.

Region: B sEast v %% Create Volume

Viewing: All Volumes -
» EC2 Dashboard st

Volume ID Capacity Snapshot Created Zone Status

INSTANCES

] # vol-6a3dcb03 10 GiB - 2009-09-09 01:42 GMT-0400  us-east-1c @ available
> Instances
> Spot Requests | # vol-69f03500 30 GiB snap-2b8f1342 = 2009-12-18 10:15 GMT-0400  us-east-1c | (D in-use

] # vol-dbeb31b2 1TiB - 2010-03-19 10:57 GMT-0400 = us-east-1c @ available
IMAGES
. AMIs | @ # vol-48738021 2GiB snap-bb10f6d2 = 2009-09-28 00:32 GMT-0400  us-east-1c = @ available
> Bundle Tasks
ELASTIC BLOCK STORE
> Volumes! 0 Elastic Block Store Volumes selected
> Snapshots Select an EBS volume above to view information about it here

Create Volume Cancel [%
Size: 2 GiB -
Availability Zone: | s.east-1c -

Snapshot: :spap-bb10f6d2 — Windows 2003 R2 Installation Media [ =

4 Configuring Windows Components in EC2.
http://developer.amazonwebservices.com/connecydefiault.jspa?categorylD=174&externallD=1802&froabc
hPage=true
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With the Volume created the Instance to be modified must be fidémtits ID to attach
the Volume. First go to AWS Console Navigation Pane, select Irestaamzl take note of
the Instance name. In the image below it was i-5d7bd136.

E;?; Launch Instance Instance Actions | - Reserved Instances | -
viewing: All Instances - All Instance Types -

Instance AMI 1D Root Device Type Type Status o
i# i-5d7bd136  ami-dcf714b5 instance-store mi.small ) running

With the Instance name go back to Volumes and select the Volume.SEhect Attach
Volume. See image below.

i m_ ii{:‘ﬁ_
Region: B= | SEast v %% create voume | 3 Delete a\i Attach Volume T3 create Snapshot
ing: All Volumes -
» EC2 Dashboard i
Volume 1D Capacity Snapshot Created Zone Status
INSTANCES
B . vol-6a3dcb03 10 GiB - 2009-09-09 01:42 GMT-0400 us-east-1c @ available
> Instances
> Spot Requests B @ vol-69f03500 30 GiB snap-2b8f1342  2008-12-18 10:15 GMT-0400 us-east-1c () in-use
B . vol-dbeb31b2 1TiB - 2010-03-19 10:57 GMT-0400 us-east-1c | @ available
IMAGES
. AMIs A & vol-48738021 2GiB snap-bb10f6d2 = 2009-09-28 00:32 GMT-0400 us-east-1c @ available
» Bundle Tasks
ELASTIC BLOCK STORE
» Volumes 1 Elastic Block Store Volume selected

Attach Volume

Cancel | X
Volume: wvol-48738021 in us-east-1c
Instances: 1i-5d7bd136, v in us-east-1c

Device: xudf

Windows Devices: xvdf through xvdp
Linux Devices: /dev/sdf through /dev/sdp

The Instances can be customized by adding the Windows indti@éeimside it. Select

the Instance and connect to it using Remote Desktop. See image below.
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E_{’;, Launch Instance

Viewing: All Instances
Instance

i i-5d7bd136

[ i i-99fcaaft

[ i3 i-6d6dcT06

Instance Actions |«

Reserved Instances |

= All Instance Types -

AMI ID Root Device Type Type Status £
ami-dcfi14b5 Instance Management small () running
ami-be22c0d] ! Connect large ) running
ami-ba?2c0d3 K?Et SVSFE'”” '—09 n small () terminated

Bundle Instance (53 AMI)

Get Windows Password

Launch Mare Like This

From the Desktop go to My Computer and look inside the E: Drive (#dth/olume) to

check the installation discs. See image below.

! My Computer !E[ E

File Edit Miew Favorites Tools  Help ‘ 1','
- Y - | @ o
e Back i \J,l l'ﬁ‘ /7 Search Folders
Address I v_v} My Computer j o
4 | Name | Tvpe | Total Size | Free Space |
System Tasks S Hard Disk Drives
Wiews system infarmation e Local Disk 9,95 GB 5.84 GB
(L) Add or remove g#Local Disk (D) Lacal Disk 149 GB 147 GE
D . S Enterprise-86 (E:)  Local Disk 1.99 GB 1,25 GB
B‘- Change a setting

File Edit Wiew Favorites

o= =]

Tools

Help

| &

@Back - \_;J - l? | /'_-.‘l Search - Folders ‘-

Address qup E:l

jGD

File and Folder Tasks S

j Make & new Folder

@ Publish this folder to the
‘'eb

|7 Share this folder

| Size | Tvpe | Date Modified
File Folder 10/20/2005 11
[ChDisc2 File Folder 10/20/2008 11
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The next step is to copy the files from the E: drive to thdri®e of the Instance. This is
the only drive that is saved by the image creation process, &dsigning a password to
the administrator requires the modification of the config.xml fitee disable the

EC2Password setting which will set a new password everythmémage is deployed.

See image below

& C:\Program Files' Amazon',Ec2ConfigSetup

File Edit Wiew Faworibes Tools  Help

eﬁack - -\_;J - L.‘ﬁ;

Address ILf," Ci\Program Files\amazoniEc2ConfigSetup

v

@
P Search i Folders

Ficand foldes ke = File Edit Wiew Insert Formak Help
IEI[I Rename this file Dlﬁ'lnl gl&l Ml 3’!':||E||ﬂ| %l
@ Move this File
D Copy this file <?xml wersion="1.0" zstandalone="yes"2>
) i <Flugins>
@ Publish this File to the Web <Plugin>
f,'j E-rnail this file U= E 2 Set Pasavo r olRtgn =i =
¥ Delete this file <GtaterDisabled</3tate>
</Flugin>

The last step is the image creation within AWS Console. Thiepsos called “Bundle
Instance” within EC2. Access the AWS Console and Select thanbestthen Right
Clicked to see the menu and select “Bundle Instance”. This prodésake some time
depending in the amount of data in the Instance but can be monitored in the Bundle Tasks

screen available in the Navigation Pane. See image below.

Viewing: All BundleTasks ~

Bundle ID Instance ID Status Started Progress
@ bun-d509edbe i-5d7bd136 bundling 2010-03-19 12:16 GMT-0400  NEEER 50%

5 The file is located in the “C:\Program Files\Ama¥6c2ConfigSetup” and the State needs to be chafrged
“Enable” to “Disabled”
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When the bundle process finishes the only process needed to make gjeisiradable is
the registration of the image. This can be done in the Bundles Batecting the bundle
and then clicking the “Register as an AMI” button.

Register Bundle as an AMI Cancel %

AMI Manifest Path:
http://s3.amazonaws.com/itt427/itt427 . Windows.test.manifest.xml

Register Bundle as an AMI Cancel |

A bundle has been registered as ami-0f17f866.

Close
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17. Appendix F - Guia de Estudiantes para VMLogix Lab Manager

Esta guia pretende ensefar, en breves pasos, como manipular ebrli@bereual
utilizando las maquinas virtuales necesarias las cuales fueraarpente ingresadas por
el profesor/administrador del laboratorio virtual.

Paso 1: Ingresar al manejador del Laboratorio via Web.

- Se debe ingresar a la pagina web del manejador del laboratorawéa tle su
pagina welhttps://ec2-174-129-125-107.compute-1.amazonaws.com:8443

- Esta péagina nos solicitara un usuario (login) y una contrasefe,dés fueron
provistas por el profesor al inicio de clases. Estos deberamtssiucidos y
luego se procederd a presionar el botén “Login” para ingresar. (Ver imagen)

Login:

Password:

‘. Login ‘
Paso 2: Desplegar las Configuraciones/Maquinas Existentes.

- Luego de ingresar al manejador del laboratorio, se deberalar @pcion
“Configurations” ubicada en el menu del lado izquierdo de la pageia (Wer

imagen)

Overview

M Home

iy Workspace

:] Configurations
(=] My Profile
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- Dentro de esta opcion “Configurations” se encuentran las maquinadegrtjue
fueron creadas y compartidas por el Administrador/Profesor pardadoratorio.
Luego de ver las maquinas existentes, se deberan despleganatpiinas
necesarias para realizar este laboratorio. Para desplegalascesario sefalar
con el puntero del mouse el nombre de la maquina que deseamos degplegar
luego se debera elegir la opcién “Deploy with defaults” queeapsa (esta

operacion puede tardar varios minutos). (Ver imagen).

| Configurations

1D Name = Roles

6 CentOs p 3 DEPIEW with defaults

Linux 05 fo

Linux-Server

Paso 3: Ingresar las Configuraciones/Maquinas Desplegadas y/o Salvadas.

- Una vez desplegadas las maquinas virtuales, podran ser acezaassadel
espacio de trabajo a donde fueron trasladados estos despliegue® &spasio
de trabajo, es en donde se encuentra todas las maquinas activagddasplg
salvadas por el usuario. Para acezar el espacio de trabajies@ eééegir la
opcion “Workspace” ubicada en el menu del lado izquierdo de la pagibha w

(Ver imagen)

Overview

8 Home

= Workspace
:| Configurations
[Z£] My Profile
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- Luego de ingresar al espacio de trabajo, para acezar unanmadriual en

especifico, se debera hacer clic en el nombre de la misma. (Ver imagen)

=) Active Jobs

ID ~ Consoles

{7

Linux-Serw

23

v

!

M o4 1-1of1 |

Role: Linux-Server
Host: 1960-6476-21558U5-East

- Al hacer clic en la maquina virtual deseada, estamos entraderdl de acezo a
la misma. Aqui encontraremos dos métodos de consola para acezasaéa m
SSH y VNC. (Ver imagen)

Bl Role: Linux-Server

| 2 28 il = = 1 & g | Console Methods k

Console Methods
==H Console
Guest-WNC App(*.mwv)

- Si elegimos el método de consola SSH, tendremos acceso a unaltatenia

maquina virtual.

- Si elegimos el método de consola VNC nos presentara un aviso indicando que
debemos descargar un cliente VNC (puede ser RealVNC, entrgyottescargar
un archivo .Imv el cual contiene un certificado con las credengial@gcciones

gue nos permitirdn acezar a la maquina virtual. (Ver imagen)
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| Role Console | | Role Details | | Role Operations |

B Role: Linux-S*ruer

| b2 S0 @ =g @ $ F O Guest-ync appl*imy =]

VINC Fermote Machine Console

Dowrtnload * e file
Usefid Tips:

Use UltraVNC Launcher Application to open woe console from browser without saving it.

Download TlraVHNC Windows Installer.

Download UltraVHC Lavncher Application Installer Windows Installer.

Make sure to associate * v with the UltraVNC Launcher application so that * v files are lavnched automatically in the browser,

.
L

- Para poder ingresa la m&uina debemos cargarle el archivo .Imv descargh
cliente VNC que instalemc

Paso 4: Salvar o Terminar un Estado de una Config@acion

- Para salvar un estado de umaquinavirtual activa, debemos ir a la opci

“Workspace”, ubicada en el menu del lado izquietdda pagina we

- Luego de ingresar al espacio de trabajo, pararsalvastado de urmaquina
virtual en especifico, se debera hacer clic erosibre de la mma. Al hacer clic
sobre el nombre apareceran dos opciones. La prirfgaae and Continue”, nc
salva el estado de maquinay nos deja continuar trabajando en la misma
segunda opcion, “Save and Undeploy”, nos salvatade de limaquini virtual y

manda a desactivar la misma. (Ver ima

<o, Active Jobs Mode: Admin (C|
ID ~ Consoles Name Networking
1503 | ' QO Cent0s_Lab b

=, Save & Continue...
. Save & Undeploy..

—— @ Undeploy & Discard...
CentOS

M 4 1-10f1 p B &~ Edit Lease & Job Settings..

- Para ingresar a un estado salvado de determmaquinavirtual, ver Paso .
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18. Appendix G — Guia de Laboratorio de Linux

PONTIFICIA UNIVERSIDAD CATOLICA MADRE Y MAESTRA
FACULTAD DE CIENCIAS DE LA INGENIERIA
DEPARTAMENTO DE INGENIERIA TELEMATICA

Materia: ITT-427 — Lab. Conmutacion de Datos
Titulo practica: Servicios de Infrastructura basados en Linux Server
Tiempo aprox. elaboracion 2 Horas

REPORTE:
Entregar reporte la siguiente semana. Mostrar con capturpantigla los pasos dados

para realizar la préactica.

En esta practica se pondran a funcionar los servicios de FTP y Web los cualegcesn béas
en cualquier infraestructura empresarial hoy en dia. Estasguationes seran
realizadas en un servidor basado en CentOS 5 en el cual aramstaconfiguraran los
servicios antes mencionados. Para el FTP utilizaran el VSETEOal provee servicios
FTP en Linux y es muy versatil. El servicio Web seré provisttAB&CHE el cual es el

servidor web mas utilizado en el mundo.

PARTE I:

A. Configurar servidor FTP (VSFTP) en Linux (CentOS)
1. Conectese a la consola de la maquina virtual de Linux via SSH.
2. Verifique sivsftpd esta instalado
= which vsftpd
3. Para instalavsftpd ejecute el siguiente comando:
= yum install vsftpd
4. Verificar la informacién de configuracién para permitir el acceso anénimo

al servidor FTP.
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= Editar el archivdetc/vsftpd/vsftpd.conf
5. Iniciar el servicio de FTP con el siguiente comando:
= service vsftpd start
6. Verificar que el servicio de FTP esté funcionando
= ver IP Address servidoiftonfig”
= ftp (IP servidor)
= usar usuario “anonymous” password: “un correo electrénico”
7. Conectese a la consola de la maquina con Windows 2003 via Remote
Desktop (RDP)
8. Abrir un command console
= start 2 run 2 cmd
9. conectarse al servidor FTP
= ftp (IP Servidor)

= usar usuario “anonymous” password: “un correo electronico”

B. Investigue y Realice

Poner un Banner al FTP Server

Crear un usuario para FTP que pueda escribir al FTP Server
Crear un usuario para el FTP que tenga solo permiso de Lectura.
Hacer upload de un archivo al FTP Server

Hacer un Download de un archivo desde el FTP Server

S i o

Explicar la diferencia entre el modo ASCII y el modo Binario para
transferencias en FTP.
7. Explicar la diferencia entre Active Mode y Passive Mode. ¢ Qué ventaja

tiene usar Passive Mode?
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PARTE II:

C. Configurar Servidor Web (Apache) en Linux (CentOS)
1. Conectese a la consola de la maquina virtual de Linux via SSH.
2. Verifique siApache esta instalado
= which httpd
3. Para instalaApache ejecute el siguiente comando:
= yum install httpd
4. Verificar la informacion de configuracion del servidor Web
» Editar el archivdetc/httpd/conf/httpd.conf
5. Iniciar el servicio Web con el siguiente comando:
= service httpd start
6. Verificar que el servicio Web esté funcionando
= ver IP Address servidoiftonfig”
= En el equipo con Windows 2003 abrir un browser y dirigirse a :
= http://IP servidor

D. Investigue y Realice
1. Poner una pagina en el Website del Server
2. Configurar el Web server para que utilice un puerto diferente del 80
3. Crear un virtual directory que se pueda acceder por el puerto 8330.
4. Explique los métodos que existen para poder tener multiples Websites en

un solo web server.
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19. Appendix H — Guia de Laboratorio de Windows

PONTIFICIA UNIVERSIDAD CATOLICA MADRE Y MAESTRA
FACULTAD DE CIENCIAS DE LA INGENIERIA
DEPARTAMENTO DE INGENIERIA TELEMATICA

Materia: ITT-427 — Lab. Conmutacion de Datos
Titulo préactica: Servicios de Infraestructura basados en Windows Server
Tiempo aprox. elaboracion 2 Horas

REPORTE:
Entregar reporte la siguiente semana. Mostrar con capturpantigla los pasos dados

para realizar la practica.

En esta practica se pondran a funcionar los servicios de FTP y Web los cualescesn basi
en cualquier infraestructura empresarial hoy en dia. Estasguationes seran
realizadas en un servidor basado en Windows 2003 en el cual se instalaraguyraa@mfi

los servicios antes mencionados. El servicio Web y el FTP seran provistdS.por Il

PARTE I

A. Instalar 1IS en Windows Server 2003
1. Conectese a la consola de la maquina virtual de Windows-Server via
Remote Desktop.

= Usuario: Administrator
» Password: netsys

2. Parainstalar IIS ir a:
= start -> Manage Your Server
= Add Role -> Next
= Select Application Server (IS, ASP .NET) -> Next
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» Dejar los parametros por defecto y darle Next hasta que inicie la
instalacion.
» En la pantalla donde pide la ubicacion de los archivos de
Windows darle Browse -> My Computer -> Local Disk (C:) ->
Win2003 Sources -> Discl -> 1386 -> Open -> OK
» Este ultimo paso debe repetirse cada vez que Windows pregunte
por algun archivo para la instalacion.
= Finish
3. Entrar a la consola de IIS para verificar que esté instalado
» Darle a Manage this Application Server
= Open IIS Manager
» Local Computer -> Web Sites -> Default Web Site
4. Verificar la informacion de configuracion del Web Site por defecto
= Right Click en Default Web Site
= [dentificar el Puerto del WebSite, ver cuél es el Home Directory y
cuales son los tipos de documentos por defecto.
5. Verificar que el servicio Web esté funcionando
= ver IP Address servidoigconfig”
= En el equipo con Windows-client abrir un browser y dirigirse a :
= http://IP servidor

B. Investigue y Realice
1. Crear un Website en el puerto 8330 y ponerle una pagina en el Server
2. Explique los métodos que existen para poder tener multiples Websites en

un solo web server usando IIS. (Explique cémo se configuran en IIS)
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PARTE II:

C. Instalar el servicio de FTP en IIS
1. Conectese a la consola de la maquina virtual de Windows-Server via
Remote Desktop.
= Usuario: Administrator
» Password: netsys
2. Agregar el servicio FTP a lIS
= Start -> Control Panel -> Add or Remove Programs
» Add or Remove Windows Components
= SeleccionaApplication Server y luego darleDetails
= Seleccionatnternet Information Services (11S) y luego darle
Details
» SeleccionaFile Transfer Protocol (FTP) Servicey luego darle
OK, OK, Next
» En la pantalla donde pide la ubicacion de los archivos de
Windows darle Browse -> My Computer -> Local Disk (C:) ->
Win2003 Sources -> Discl -> 1386 -> Open -> OK
= Finish
3. Verificar que el FTP este instalado
= Start -> Administrative Tools -> Internet Information Services
(IIS) Manager

» FTP Sites
= Ver el estado del servicio (State).
4. Verificar la informacion de configuracion.
» ExpandirFTP Sitesy Right Click erDefault FTP Site ->
Properties
= |[dentificar el Puerto, ver cual es el Home Directory y cual es la
configuracion de seguridad del FTP.

5. Verificar que el servicio de FTP esté funcionando

= ver I[P Address servidoigconfig”
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» Conectese a la consola de la maquina con Windows-client via
Remote Desktop (RDP)

= Abrir un command console

= start 2 run 2 cmd

= conectarse al servidor FTP

ftp (IP Servidor)

= usar usuario “anonymous” password: “un correo electrénico”

D. Investigue y Realice

Poner un Banner al FTP Server

Crear un usuario para FTP que pueda escribir al FTP Server
Crear un usuario para el FTP gque tenga solo permiso de Lectura.
Hacer upload de un archivo al FTP Server

Hacer un Download de un archivo desde el FTP Server

o a0k w NP

¢, COmo se pueden tener varios servicios de FTP activos al mismo tiempo?
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20. Appendix | — Amazon Web Services Statements

Octuber Usage Costs

Billing Statement: November 1, 2009
The billing cycle for this report is October 1 - October 31, 2009 .

Expand All Services | Collapse All Services Printer Friendly Version

Totals

& Amazon Elastic Compute Cloud

Wiew/Edit Service

Nunezcourses Credit -390.13
-390.13
US-East (Northern Virginia) Region
Amazon EC2 running Linux/UNIX

£0.10 per Small Instance (mi.small)

1,095 Hrs 109.50
instance-hour (or partial hour)
£0.40 per Large Instance (mi.large)
95 Hrs 38.00
instance-hour (or partial hour)
Amazon EC2 running Windows
£0.125 per Small Windows Instance (mi.small)
1,874 Hrs 234.25
instance-hour {or partial hour)
£0.30 per Large Windows Instance (m1i.large)
9 Hrs 4.50
instance-hour (or partial hour)
£0.30 per High-CPU Medium Windows Instance
2 Hrs 0.60
(ci.medium) instance-hour (or partial hour)
Amazon EC2 Bandwidth
%£0.100 per GB Internet Data Transfer - all data
3.457 GB 0.35
transfer into Amazon EC2
£0.170 per GB Internet Data Transfer - first 10
4.489 GB 0.76
TB / month data transfer out of Amazon EC2
£0.010 per GB Regional Data Transfer - infout
/between AZs or when using public or Elastic IPs  0.413 GB 0.01
or Elastic Load Balancing
Amazon EC2 EBS
£0.10 per GB-month of provisioned storage 11.973 GB-Mo 1.20
%0.10 per 1 million I/O requests 9,478,553 10s 0.95
£0.01 per 10,000 gets (when loading a
314 Reguests 0.01
snapshot)
390.13
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= Amazon Simple Storage Service
Wiew/Edit Service
Nunezcourses Credit -11.73
-11.73
US Standard Region

$0.150 per GB - first 50 TB / month of storage

76.683 GB-Mo 11.50
used
$0.170 per GB - first 10 TB / month data
0.007 GB 0.01
transfer out
$0.01 per 1,000 PUT, COPY, POST, or LIST
20,861 Requests 0.21
requests
$0.01 per 10,000 GET and all other requests 5,091 Requests 0.01
11.73
Download Usage Report = 0.00
Taxes
0.00
Total Charges due on November 1, 2009 $-0.00
Payment received November 1, 2009 -0.00
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November Usage Costs

Billing Statement: December 1, 2009
The billing cycle for this report i1s November 1 - Movember 30, 2009 .

Expand All Services | Collapse All Services Printer Friendly Version

Totals

& Amazon Elastic Compute Cloud

View/Edit Service

Nunezcourses Credit -445.25
-445.25
US-East (Northern Virginia) Region
Amazon EC2 running Linux/UNIX

£0.085 per Small Instance (mi.small)

1,774 Hrs 150.79
instance-hour (or partial hour)
£0.34 per Large Instance (m1.large)
78 Hrs 26.52
instance-hour [or partial hour)
Amazon EC2 running Windows
%0.12 per Small Windows Instance (mi.small)
2,141 Hrs 236.92
instance-hour (or partial hour)
£0.48 per Large Windows Instance (mi.large)
1 Hrs 0.48
instance-hour (or partial hour)
Amazon EC2 Bandwidth
£0.100 per GB Internet Data Transfer - all data
0.791 GB 0.08
transfer into Amazon EC2
£0.170 per GB Internet Data Transfer - first 10
6.110 GB 1.04
TB / month data transfer out of Amazon EC2
%£0.010 per GB Regional Data Transfer - infout
/between AZs or when using public or Elastic IPs  0.021 GB 0.01
or Elastic Load Balancing
Amazon EC2 EBS
%£0.10 per GB-month of provisioned storage 11.908 GB-Mo 1.19
%£0.10 per 1 million I/O requests 9,290,609 IOs 0.93
Elastic IP Addresses
£0.01 per non-attached Elastic IP address per
F27 Hrs 7.27
complete hour
$0.00 per Elastic IP address remap - first 100
& Count 0.00
remaps / month
Amazon CloudWatch
%$0.015 per monitored instance-hour (or partial
1 Hrs 0.0z
hour)
445.25
Download Usage Report = -0.00

Appendix | — Amazon Web Services Statements Page 94



The Development and Deployment of a Remote Virtadl based on Amazon Cloud for Networking Courses.

= Amazon Simple Storage Service
Wiew/Edit Service
Nunezcourses Credit -22.74
-22.74
US Standard Region

$0.150 per GB - first 50 TB / month of storage

130.20% GB-Mo 22.55
used
$0.100 per GB - all data transfer in 0.00006% GB 0.01
%$0.170 per GB - first 10 TB / month data
0.000116 GB 0.01
transfer out
$0.01 per 1,000 PUT, COPY, POST, or LIST
16,076 Requests 0.16
requests
£0.01 per 10,000 GET and all other requests 5,704 Requests 001
22.74
Download Usage Report » 0.00
Taxes
0.00
Total Charges due on December 1, 2009 $-0.00
Payment received December 1, 2009 -0.00
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