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Abstract

The resources and services offered by cloud computing platforresolean opening new
alternatives of expansion to several research areas. The cloud icgmplatform
applications to the educative area have been creating interasiffarent educative
organizations. This thesis proposes the use of the Amazon EC2 clopdtoagrplatform
to build networking laboratories for the computational and networkthgative areas.
Within this paper, several options are evaluated in order to fllilldbjective. The final
proposed design introduces a practical scenario for networking fabesa Future

enhancements of the final design are proposed.
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1 Introduction

The infrastructure of real networking and information technologlyoratories is
supported on advanced equipment, and therefore getting an accessibleftwudgeh
purposes could be a difficult task. With the advent of virtual machawbsologies, new
possibilities are being created for the purpose of establisi@wgearning methodologies

that will contribute to a more deep rooted education in this subject.

The use of this technology for educative reasons has its limitagiochslisadvantages.
Some of those reasons are based on lack of familiarity byndsidiee lack of resources
that support this technology, as well as other obstacles that difficalt the final

implementation of this educational tool.

With the widespread use of Cloud Computing and the use of a reliabl&hanager on
this environment, the limitation of resources could be easily solwé€tlaud Computing
environment can offer countless different machine images eachwihedifferent

resources.

Regarding investment issues, we need to visualize each scenamier to recognize the
impact of the cloud computing platform. The physical platform isdasesoftware and
hardware equipment for each student; this implies that each studstd tweinteract
physically with a real scenario; therefore there will leimvestment on computers,
switches, routers and software licensing for each student. Fudhe the space

requirements of a networking laboratory need to be considerad asportant aspect,
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because this kind of laboratory requires an assigned space for enstiiplents at the
same time. As an example, for the implementation of a simpleorieenvironment of
two interconnected nodes through a router, it would be necessary to imvest PCs
and one router for each student; which could employ investment oreasusrplatform
to acquire and maintain, also the space requirements couldHenguantity of students
inside the laboratory. In the same way, a physical laboraterybeaused only by one
group of students on a specified schedule, so the availability ofthedald be limited
by the time assigned to each group. Furthermore, the hardware caorngpoha physical
laboratory have a limited lifespan and resource availabilityausse the technology
advance fast, the resources needs to be increased with the tithe @ogipment would

fail, so it is important to update periodically the hardware platform of thedtdya@s.

On the other hand, the virtualization of the laboratories using a grbgervers to
accomplish the function of a physical platform relieves some phrthe issues.
Nevertheless, the virtualization scheme implies the investment toaghaperformance
computing server farm, which could include high memory, processing povwikespace
requirements that should support several Virtual Machines laurathtatie. Moreover,
resources availability is tied to the funds invested in thees@nfrastructure. In the same
way, this type of platform requires the periodical renew ofhtaslware components,
since these equipments would be affected by the aging, and alsodédep to future
enhancements to expand the resources as the requirements go upewithet These
variables could lead to an expensive platform investment thdut mag be reachable for

every educational entity.
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In contrast, the cloud computing platform could accomplish the objeaivaghysical
scenario, but reducing or eliminating the investment for new haejwaftware licenses,
space requirements and power considerations. The cost impact ofatfosnplcould be
minimal, because this platform is based on a “pay per use” sclame/ resource will
pay a quota per hour, which means that we would be paying dynamicalthe
resources used every hour. This is an important factor to considaydeewe will not
need to invest on a local expensive server farm nor individual hardwdreoftware,
since we will be investing on a dynamic payment option. Moreover,niawv platform
could be implemented by both, low resources educational entity anbighsealthy
educational institution, because it offers a shared resourcesmaneint that is available
through the internet; also, the low resources educational institwtidirisgave the chance
to work in the same way as the big wealthy educational inetisjt being capable to
expand their laboratories resources to the cloud computing environmentaimag a

limited and dynamic budget.

As a result, given the vast opportunities that the Cloud Computingmpaf{CCP) offers
to the educative environment, the creation of virtual laboratorieprapwsed using the
virtual machines technologies based on the CCP, in conjunction with e¢dbakmote
administration, for the implementation of a modern and efficient édecsystem. Our
goal in this Thesis is to evaluate the viability of designimtual networking labs (VNL)

in a CCP.
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2 Literature Review

There are many works in the area that are related withréla¢éians of laboratories on a

virtual environment. These works can be categorized in three main areas.

2.1 Virtual Laboratories

On the virtual laboratories area, many researchers [1] [Z#]3]Jave developed different
studies that are focused on the analysis and implementation otfual \aboratory

infrastructure for both distance learning and local campus students.

Bullers Jr, W. I. and Stephen, B (2006), conducted a qualitative resdayahthe use of
a virtual platform (based on VMware workstation software) anddahehing experience
in network administration, information security and database admtiostraourses
using this virtual platform. Similarly, Border, C. (2007) introducedrtual laboratory
solution for the RIT networking and System Administration clssamed Remote
Laboratory Emulation System (RLES). This solution was based oconéigation of
different software technologies of remote management and thefude VMware
Workstation virtual platform. His goal was to develop a remote &boyr in which the
students could deploy several services in order to construct dgohadctirtual network.
In the same way, but in a broad topic, a virtual laboratory are toieboe developed;

however, it is focused on a different platform.

Page 4



Correspondingly, Stackpole, B. (2008), analyzed the current path of labesatori
virtualization process emphasizing the actual cost of a physidshstructure
environment. Within this paper, the virtual platform implementatiocoimpared to the
physical infrastructure implementation, and the laboratorie®mesince as well as the
student satisfaction was evaluated to measure the level of adeevef this virtual
solution. Moreover, Stackpole, B. et al. (2008) conducted a qualitativgsanaf the
VMware based laboratory platform that are used in the RIT, ichwthiey review the
technology and variables that are related with this platformwever, both papers
evaluate a virtual infrastructure that is based on a physical virtiiatizaatform, but this
Thesis evaluates a different virtualization approach that itsecel® Cloud Computing

environment.

2.2 Cloud Computing

The cloud computing area has been increasing it research scopesddtis area has
been offering a high computational resources at a reduced costatingtthe study of
new developments in the educational area. Many researchers [5, #h@ 98 have done

studies related to the cloud computing platform.

Deelman, E. et al. (2008), conducted a cost research in the cloud congretingvhere
they were analyzing the economic impact of this platform kbpgusin astronomic
application. They concluded that the cloud computing environment (like AntaZaip

offers a cost-effective solution for intensive CPU applicationsthermore, Hazelhurst,

S (2008) studied the scientific uses of the Cloud Computing Amazon &@Gercial

Page 5



environment, in which they concluded that this platform provides a cestig# to the
scientific areas. These papers are focused on the cloud commititigns for scientific

and astronomical areas, but this Thesis is focused on an educational objective.

3 Problem statement

Seeing the early stages of the networking educational ptetfdhe development of the
laboratories has been focused on physical infrastructureitcilitat implied investment
on equipments and software that could represent additional costs toticathlca
institutions. For this situation local virtualization technologiesewmplemented in order
to reduce the impact of future investments; this type of techndhagyappeared to
expand the educational platforms, which are related to inf@natsystems. Platforms
have appeared that offer virtualization resources in the cloud, whiplbg®s a challenge
to the development of the educational platforms as regards netgdakiaratories. In
order to develop virtual laboratories on the CCP, it is necessatgfine processes and
schemes for the construction of those laboratories, which presdrdllange for the
proposed goal. Besides that, the CCP showed several limitatiocenpéctivity and
handling of the virtual devices that could be used to establish thetiedatplatforms.

Another problem could be that the platform might turn out to be not friendly to the user.
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4 Significance and Benefits

e There would be a reduction in the operation and maintenance of a hysatg or
virtual infrastructure for educational purposes, since these gmeEemight be
implemented inside of a centralized cloud computing platform.

e The educational entities would not have to invest in the acquisitiogugfraent nor
hardware update needed for the implementation of an educational platform.

e There would be an optimization of the resources usages, because theoohpuding

platform is supported over a shared resources environment.

5 Methodology

For the methodology used in the evaluation of the viability of desigrirtgal
networking labs in a Cloud computing environment it was tried anemmghtation in

multiple phases.

A network is a group of interconnected points that allow multipleesiad exchange
information through different communications media or gateways. Ircdisis, a network
may allow several hosts to intercommunicate among themsehresgh a predefined
communication path; in contrast, a single node alone could not be abkehange
information with other endpoints, which definitely does not comply withd#fmition of

a network. A virtual network on the cloud should allow testing from phydo the

application layer of the TCP/IP Protocol Stack; in the samg, washould allow

simulating a basic routing environment.
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For this Thesis the primary goal was the simulation of anme&Vorking environment, in
which it could replicate two or more machines that were conneogethier, being
isolated from other VM on the network in order to be able to testonkitvg operations
and exchange of packets between them. This platform must dwartangement of
several machines with multiple network interfaces to reproducedaquate routing
environment. It was a required feature, because it was used aa¥M router, and a
router should be capable of interconnect several network, so this ¥iddshad more

than one routing interface in order to act as a real router.

In the first phase of the Thesis, Amazon EC2 Cloud Computing pladiodWvMLogix
Lab Manager are used to set a Remote Virtual Laboratoryigiéutest scenarios were
implemented in this laboratory to test our proposition. These soenaere focused on
the implementation of basic network communications, basic routing dabtsclient-

server networking labs.

At the second phase, in which the evaluation of the platform featndespions were
done, design of different scenarios was the main goal. This phaséowsed on an
ample analysis of the platform that could allow covering all teasarrelated to the use
of the infrastructure. Subsequently, an exhaustively impleatientof the tests in each
scenario was done. These scenarios evaluate the ability platf@m to permit routing

protocols to run.
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On the first scenario, two virtual machines are being configasedouters. The main
purpose of this scenario was to develop a virtual tunnel between those VMs and axecute
static routing, as well as the RIP protocol to test the dynamiting features of this
platform. With this scenario there was developed a virtual nktaund these VMs;

therefore exchange of packets was done directly among the VMs.

On the second scenario, four virtual machines are configured; twbimea as desktop
OS and the other two are used as routers. The idea behind thisssessato expand the
network from just two routers of the first scenario; consequently it couldameect two
host machines using those routers. Dynamic routing protocols weatenuges scenario
to advertise the networks behind each router. This configuration esMith the

concept of a network, because it could exchange information around these virtual paths

The resources of VMLogix as well as the resources and toolsnatén EC2 to generate
virtual machines and OS images were used in the design of shecenarios. The
resources provided by VMLogix are User management, Images Maindoul
Networking configuration (Security Groups between VMs) and virtuathimes control.
Those resources are used from Amazon EC2, because VMLogix raahagesources

of Amazon with a structured way and focused on an educational platform.

For the implementation of each test scenarios, there was usddnthe distribution
named Watta, which offer several features and options thed de used to construct a

routing environment. Moreover, it could use several OS images that infCkrmeOS or
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Windows 2003 OS Virtual Machines, which are part of the networkmgronment in
each test scenario. Those images (as well as other Linwesniag Ubuntu and VWatta)
are the only options available for doing a network configuration, andetis®n is that
Amazon only have license for Windows 2003 Images but does not have fotypie of

windows OS at this time.

Finally, in the last phase, the results obtained in the previouse phare analyzed in

order to verify if the Virtual platform could be used for the pursued objective.

6 Test Environment

The idea to create a virtual networking laboratory base on thefussources in the
cloud was developed searching for a reduction on the actual costpt#menting a

physical networking laboratory. To consolidate this idea it wasssacy to create a work
agenda in order to reach our objectives. That agenda consist on sésesalwhich are

broken down as follow:

6.1 Platform description

Amazon Elastic Computing 2 (Amazon EC2) it is a CCP, which offersputational
resources services through the internet. This platform requiresacaount in
Amazon.com; this account needs to have assigned funds to allow @acttesprocessing
resources in the cloud.
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Once the account is created, the limkp://aws.amazon.com/ed8 used to access the

main page of Amazon EC2 CCP.

aws.amazon.com AWS | Products | Developers | Community | Support | Account Welcome, Settings gn Out
Amazon Elastic Amazon
Amazon EC2 MapReduce CloudFront
[ Navigatic  amazo
Region: B UsEast v
Getting Started = My Resources =
> EC2 Dashboard
R You are using the following Amazon EC2 resources in the > hefresh
NSTANCES To start using Amazon EC2 you will want to launch a virtual server, US East (Virginia) region: < Refres
s known as an Amazon EC2 instance.
> Instances

i@ 5 Running Instances @ 0 ElasticPs

% 32 EBS Volumes
IMAGES

{& 1EBS Snapshot
Note: Your instances will launch in the US East (Virginia) region. 10 Key Pairs 9 Security Groups
> AMIs q’ Y ) v .
> Bundle Tasks

¥ 0 Load Balancers

Service Health =
ELASTIC BLOCK STORE .
Related Links =
> Volumes Current Status Details
> Snapshots

& Amazon EC2 (US East - N. Virginia) Service is operating normally > Documentation
NETWORKING & SECURITY iew complete service health details > All EC2 Resources

> Elastic IPs > Forums
» Security Groups > Feedback
» Key Pairs

> Report an Issue
» Load Balancers

Fig. 1 - Amazon EC2 Initial Page

Amazon EC2 allows creating instances and manipulating the inodggerative systems
that have already been created. Also, Amazon EC2 has toolsti@te used to capture

OS images, which allow storing the data for future uses or farrdabvering in case of

failures.

At the same time, Amazon EC2 allows having private storage spaceigh Amazon S3
(Amazon Storage 3). These private storage spaces can be utsme &pscific data that
belongs to the deployed OS images. In order to have this storatgbbe/in Amazon

EC2 it is necessary to create virtual disks through the EBfSt{c Book Store), which is
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an option that is managed by the EC2 administration console. Cma® éstablished the
access to the private storage spaces, there are many appéichtit can benefit from this
option. Among these applications can be found databases storage usagepnage
configuration, backup storage systems, and other applications thah mekdst storage
platform could also be benefit because in other circumstances wolddpeasive to

maintain.

Amazon EC2 and Amazon S3 are managed by VMLogix Cloud Editianjdla virtual
manager for remote laboratories. It uses the same resoumaded by Amazon EC2
and Amazon S3 to take the necessary steps that allow the ugeaceass to these
resources. In this case, this software could be used to créséehang platform in the
cloud that can be used to impart laboratory classes related to the areapofation and
information technology. In this particular case this platform coulddszl as a support

for the networking laboratories.

VMLogix is a fundamental piece for this Thesis, since it provtdesnecessary tools that
are needed to establish an effective platform in the educational fiefdsdfhivare allows
adequate access to the resources of Amazon EC2 CCP, as amelbaganized and less

complicated way to use this platform, which is favorable to the educational goals.
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5 User: Sarver: ip-DAFS424F

7 Logix

LobManager: osning
/N You have a LabManager Evaluation license. Please upgrade to a LabManager Enterprise license.
Workspace
) ) To upload a new license file dick here.
Home
5 ™ Home
ey
Workspace .
Your Workspace Performance Summary Documentation & Support
| Active Jobs Job Stats Documentation
Confi
& Active 0 Installation Guide btml  pdf
Consoles Name
Saved 1 Release Notes html  pdf
= No active jobs Pending 0 User & Admin Guide html  pdf
My Profil Saved Jobs Completed 9 API Reference html  pdf
Video Tutorials view
F—— Consoles Name Lab Stats
Support
Vivatia test 2 Stores. Avalgble Hosts 171
= rern Free Slots 1022 / 1024 Online Support
Templat VMLogix Website
My Resources
Configurations 4
Lab
Machine Templates 7
Software Packages 0
.1J User Scripts 0
Hosts
User Quota Usage
2 RAM (MB): 0/ No Limit
Storage #VMs: 0/ No Limit
Unread Notifications (visw)
Mol
Saved Job 0
Job 44
Storage 0
Quick Tasks

Create New Configuratiol

Fig. 2 - VMLogix Cloud Edition initial page
In order to have access to this software an appropriate liagenseeded, which is
provided by the VMLogix organization. In this case was used tavaid license for

educational purposes.

6.2 Platform capability Tests

For the evaluation of the networking capabilities of this platform a focusakas on the
configuration details of virtual machines. The objective of thieueation is to verify if
this platform allows the possibility of creating virtual networkiognfigurations, in
which it could simulate real life networks. Since real lifewgeks allow point-to-point
and multipoint connections between real life machines it should bdabie the same

with this new platform.

Page 13



|| New Configuration )

# Roles:2 #1 =2
) o
L N
fedora, =4
=8 o
All Roles MachineRole-1 MachineRole-2
Role Detailsl Role Operations
Role Name:
Description:

Hide on Job Launch:

= Select Machine Template:

Instance Type:

Security Groups:

Pre-Boot Delay:

= Deploy On Machine:

Select Machine Groups:

Machine-A : Delete Machine Rale

Examples: 'Webserver', 'TestClient'.

L]

Hide this role by default till user has the persona access to sae all hidden roles.

Microsoft Windews Server 2k3 with Auth Ser wit[+] *
The Machine Template to install for this role. You can request a specific amount of RAM.

Default

Amazon EC? Instance Type to apply for the instance. To know more about Instance Types go to Amazon EC? Instance Types

# Group: [1[+] Group 1: [LMEC2SecurityGroup-0[=] Group 2: [ LMEC2SecurityGroup-0 Group 3: [ LMEC2SecurityGroup-0 Group
4: [ LMEC2SecurityGroup-0

|0 mins

Any Compatible Machine
Which machine or bype of machine to use for this role.

Available Machine Groups Selectad Machine Groups

-

Fig. 3 - New Configuration on VMLogix

VMLogix offers multiple VM configurations, which can be defineg the OS to use, as

well as the details of software configuration that these Wdsld use. One option to

emphasize is the one related to Security groups that each \@vigseio when they are

launched by VMLogix.

Description:

Allowed Connections

Connection Method
RDP
WNC
S5H

#5 EC2 Security Group Template: Default EC2 Security Group Template [
EC2 Security Group Template Information

EC2 Security Group Template Name:

Protocol From Port To Port Source IP
tcp 3389 3389 0.0.0.0/0
tcp 5900 5900 0.0.0.0/0
tcp 22 22 0.0.0.0/0

Default EC2 Security Group Template
Allows RDP, SSH, VNC on Port 3389, 22, 5900 from everywhere

According to the

Fig. 4 — VMLogix Security Configuration

test ran, these groups of security are relgitéd external access

regulations of the VMs. These groups define the ports that are fgpigige access to
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users for the VM control from a remote location in the internety tii2 way, the
machines created within the same group have total access ahwngthrough the

transport protocols TCP, UDP and ICMP.

Job Defaults

Job Deployment Lease Time:

D 3 Hour{s) El

Default imeout for a new job.

Job Deployment Max Lease Time:

D |4 Day(s) =]
Maximum lease timeout for a new job. Specifying '0' would mean 'No Max Timeout'.
Action on Job Deployment Lease Time: Terminate Job

What should LabManager do if job gets timed-out.

Job Deployment Lease Notification Time:

I T Hour(s) [=]
Default time for a job lease notification.
Saved Job Lease Time: 1 weekis]  [=]

Default timeout for a saved job.
Saved Job Lease Notification Time: . Day(sl =]
Default time for saved job lease notification.
Ask 'description’ while deploying with defaults: B Ask the user for a ‘description’
Whather the user should be asked to enter 2 'description’ while deploying = configuration with defaults.
RAM threshold for load balancing: o %
— i
RAM threshold value in percentage to parform lozd balancing across hosts.
Slot threshold for load balancing: o o
Slot threshold value in percentage to perform load balancing across hosts.
'Sync Machines' Timeout: 30 minutes *
Default timeout for the 'Synchronize Machines' operation,
Default RAM for Role: 1024 MB *
Default RAM for roles when default RAM role policy is 'Server Default'.

Default RAM Policy for Role: @ Template Default ' Server Default

Default RAM for a role will be picked by default from the option selected sbove.

IPZone: [7] Enabled
Default IP Zone Selection.

Default Network Policy: 1:N NAT - Qutbound traffic allowed

Choose network policy for IP Zones. For policy with 1:1 NAT, public IP pool must be configured on server to use

Auto Release When Guest OS Not Active: Enabled

When selected, roles resources will be automstically released once that role’s guest machine is not active for sometime i.e. VM is
powered off in case of VMAgents

Wait time for auto release after Guest 0S is 300

! seconds *
not active:

Mumber of seconds LabManager should wait before releasing role resources, if guest OS is not active

Add 'Change Host Name' Operation:

(&
Fig. 5 - VMLogix Administration Options — Job Defauts

VMLogix have several administrative options that focus in the coofrtie definitions
of the virtual configurations. Between the modifiable options ther¢hareonfiguration
run time, the amount of memory assigned to each VM, synchronizag@ergaces, and
other options related with the access of the VMs from exter@aborks. It should be
noted that it has been verified that some of the options do not exbeuteay they

should; this is because this version of VMLogix was adapted fresrson that is not
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related to CCP.

Remote Access Settings

Remote LAN Access:
Remote WAN Access:

WAN Repeater IP:
WAN Repeater Port:

Amazon EC2 Managed Hosts:

Guest Operating System Remote Options:

Global NX Remote Proxy Settings:

Fig. 6 — VMLogix Administration Options — Remote Access Settings

@ Enable Disable
Show'hide all remote access links for LAN access.

Enable @) Disable

Shovwhide all remote access links for WAN access. The port forwarder utility must be running on the server.

The IP to use for constructing the WAN VNC link. Using Ultra¥NC Viewer, See help for details.

5901
The WAN Repester Port to use for WAN VNC link. Using UltraVNC Viewer. See help for details.

¥|Enable Guest Operating System Remote Options

Y| RDP Console Browser Plugin (IE Only)

Y| RDP Application Client (launched using *.rdp file)
¥|55H Console Browser Java Applet

¥| LabManager VNC Console Browser Plugin (IE only)
Ylunc Application Client (launched using *.vne file)

MNX Remote Proxy Web Companion (launched using a Java applet, JRE should be installed and Java should be enabled in the

browser)
Y| nx remote Proxy Application Client (launched using *.nxs file)

NX Remote Proxy Server Hostname/IP: Port: |22
¥| Enable encryption of NX Remote Proxy traffic

In reference to the access configuration, VMLogix offers difieaccess mediums to the

VM, which consist in access through SSH, RDP and VNC. To achieve atiuiiyeto

VM, multiple plug-in of access can be used, as well as daemtss through third party

software (like VNCviewer, PUTTY and Microsoft Remote Desktop).

6.3 Platform’s limitations and issues for development

‘2 Deploy Job: Basic Machine Network

Basic Information

Job Run Mame:

Description:

User Notes:

Job Deployment Lease Time:

gk Advanced Options

Basic Machine Networlk]

Enter a name for the Job Run.

Enter the description.

Enter any notes for the user. You may enter HTML.
DEFAULT Default Timeout [3 Hour(s)]

Job vill be automatically undeployed if it is active for longer than the specified lease time.
MNote: Entering '0' would mean 'No Timeout'.

Fig. 7 — VMLogix Configuration Deployment

To run connectivity tests between VMs a configuration was creaithdtwo VMs, by

which are established the platform limitations.
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Machine Role: Machine-A
o Select Machine Template: Microsoft Windows Server 2k3 with Auth Ser witf v

Choose the Machine Template to install for this role. You can also request a machine with specific smount of RAM and other options.
=p Deploy On Machine: Any Compatible Machine

You can specify a specific machine or a labeled group of machines to run this rolz on.

Machine Role: Machine-B

o Select Machine Template: Microsoft Windows Server 2k3 with Auth Ser witf v
Choose the Machine Template to install for this role. ¥ou can also request a machine with specific amount of RAM and other options.
=p Deploy On Machine: Any Compatible Machine

You can specify a specific machine or a labeled group of machines to run this role on.

Fig. 8 - Deployed Configuration

For this task the Microsoft Windows 2003 OS was selected, being used in both VMs.

LAsp) Active Jobs Mode: User (Change to Admin) Filter: Show All

D~ Consoles N

1997 QO Basic M

Metworking

achine Network B

Submitted: 12 mins 2go
LMEC2SecurityGroup-0 Deployed: 13 mins ago

Duration: 12 mins
Machine-A Machine-B

Md41-10f1p

Espires: 2 hrs 48 mins

Fig. 9 - Basic Machine Network Job

Bl Role: Machine-A

Technalogy: Amazon EC2
Host: EC2-Host [1960-6476-2155@US-East]
Public DNS : ec2-174-129-72-119.compute-1.amazonaws.com
Private DNS: ip-10-194-250-229.ec2.internal
Machine-A

Bl Role: Machine-B
Technology: Amazon EC2
Host: EC2-Host [1960-6476-2155@US-East]
Public DNS : ec2-184-73-96-67.compute-1.amazonaws.com
Private DNS: ip-10-194-249-219,.ec2.internal

Machine-B

Fig. 10 - VM #1 and VM #2 information
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Log On to Windows

Microsaft:

,’ 7 Windows Server2003 R2

. Enterprise Edition

Copyright © 2005 Microsoft Carporation

User name: I administrator

Password: I |

oK I Cancel Options ==

Fig. 11 - Win2k3 VM, RDP Console

INDDWS system3 2, cmd.exe

Mindows IP Gonfiguration

Host Mame . . . . . . . . ip—PAFLGGAT1
Primary Dns Suffix . . .
Mode Type . . . . . . . .
IF Routing Enabled. . . .
WINS Proxy Enabled. . . .
DNS Suffix Search List. . ec2.internal
Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix ec2.internal
Description - . . - . . . . . RedHat PU HIC Driver
Phy=zical Address. - . 12-31-3B-96-F9-17
DHCP Enabled. . . . . . . Yes
Autoconfiguration Enahled
IP Addres=s. . . . . . .
Subnet Mask . .
Default Gateway
DHCF Server . .
DNE Servers . .
Lease Obtained.
Leaze Expires .

Yes

. 1A.194_258.229

. 255.255.254.@

. 1@.194_258.1

. 169.254.1.8

. 172 16.8.23

. Thursday, April 81, 28108 9:12:88 PH
. Friday, April B2, 2018 9:12:88 PH

C-“Documents and Settings“Administratorr_

Fig. 12 - ipconfig command results — VM #1
According to this data the assigned IPs to each VM arendieied by the usage of a
DHCP server, therefore it can be assumed that it is not possibksign specific fixed

addressed to these VMs.
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i | L WINDOWS  system32h cnd. exe
Windows IP Configuration

Host Mame . - - - - - - - - - . . : ip-BAFGGATL _J
Primary Dns Suffix . . . . . . . =

Made Type . . - . - . - . - . - . & lUnknown
IP Routing Enabled. . . . . . . . : HNo
WINS Proxy Enabled. . - . . . . . : Ho

DNE Suffix Seawrch List. . . . . . =

Ethernet adapter Local Area Connection:

Connection—specific DMS Suffix . @ ec2.internal

Description . . . . . . . . . . . : RedHat PU NIC Driver

Physical Address. - . - . - . . . & 12-31-3B-86-FA-11

DHCP Enabhled. . . . . . . . . . . & Yes

Autoconf iguration Enabled . . . . : Yes

IP fAddress. . . . - . « . o - - . = 18.194.249_.219

Subnet Mask . . . . . . . . . . . = 255.255_255.9

Default Gateway . - . . . . . . . © 18.194.24%9 .1

DHCPF Sewrver . . . . . . . . . . . = 16%7.254.1.8

DNE Servers . . . . . . . . . . . =2 172.16.8.23

Lease Obtained. . . . . . . . . . & Thursday, April @1, 2018 2:18:41 PH

Lease Expires . . . . . . . . - . & Friday, April 82, 2618 9:18:41 PH

C=~Documentz and Settings“Administrator>_

Fig. 13 - ipconfig command output — VM #2

To each VM different subnets are assigned, as well as diffgegeways. This creates a
link between both VM through virtual routers or virtual nodes, forctviiti was no access

to establish routing tests.

The CCP of Amazon, which is managed through VMLogix, does noivahe specific
manipulation of each VM, because the control of these machimemésthrough the IP
protocol. In the same way, the true control of the VMs is doneniitgrby the Amazon

EC2 platform.

). Group Name: LM-Job-1997-LMEC2SecurityGroup-0-11ea9cas05519948f818889e831d1fcg
Description: LabManager Security Group

Allowed Connections:

Connection Method  Protocol From Port « To Port Source (IP or group) Actions

All icmp -1 -1 LM-Job-1897-LMEC2SecurityGroup-0-11ea9ca505519948f516889e831d1fcd group
All tep ] 65535 LM-Job-1997-LMEC2SecurityGroup-0-11ea9ca505519948f516889e831d1fcd group
All udp ] 65535 LM-Job-1997-LMEC2SecurityGroup-0-11ea9cab05519948f516589e831d1fcd group
RDP tcp 3389 3389 0.0.0.0/0
Custom... - - - :

Fig. 14 - Amazon EC2’s Security Configuration Tab
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Through the Amazon EC2 console it was able to evaluate the aooeBguration
assigned to the launched VMs. By the use of this console it cootlify the access
restrictions of the VMs, and also it can be noted that the peomiassignment can be

done to the TCP, UDP and ICMP transport protocols only.

6.4 Platform’s alternatives

Seeing the previously exposed limitations it could be stated hbaCCP platform of
Amazon does not allow changing the configurations related to theofidach VM
through the layer 2 nor the layer 3 of the TCP/IP protocol stgkit is necessary to

develop alternatives that could allow passing over those limitations.

In order to be able to create point to point network configuratiorvgeleet nodes, data
encapsulation could be used. This type of encapsulation is relatethevitise of virtual

tunnels between VMs. Actually there are several ways to make thessd:

e [P over IP Tunneling

e General Routing Encapsulation (GRE) Tunneling

e OpenVPN Tunneling
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t———————— +

| Tunnel Headers |
Fm— + t———————— +
| IP Header | | Inner IP Header |
Fm— + === e +
I | | I
| IF Pavyload | | IF Payload |
I | | I
Fm— + t———————— +

Fig. 15 - IP over IP encapsulation diagram [12]
IP to over IP is a data encapsulation method, in which the Paylaadsdaasked within
two IP headers; specifically, an IP header is added torip@al IP header being able to
encapsulate the data and thus transport it through multiple netwohaitatffecting the
traffic between the communicated endpoints. Since this transpoocpl works on level
3 of the TCP/IP protocol stack, it does not fulfill the requiremetd security
configuration of CCP Amazon EC2. Therefore, this encapsulation prosogot allowed

to pass through this platform, which prevents its function.

Fig. 16 - GRE encapsulation diagram [13]
GRE is an encapsulation protocol that does the same function of IRF)\8#nce this

protocol transport the payload through several network nodes. Howevepradhigsol
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uses a different header than the IP over IP protocol and it endagstila data using a
header that operates on the same layer as the TCP, UDP and tli@a¥imeans that this

protocol would be prevented to function in the Amazon EC2 platform.

The two first alternatives require the use of transport protatfésent from TCP/UDP,
which is the reason why they are automatically discarded.iF dige to the limitations in

the communication between VMs imposed by the CCP Amazon EC2.

The other alternative is OpenVPN, which is a tool for sitetéoiisterconnection based in

the implementation of protocol TLS/SSL as well as pre-shared Réwes operation of
OpenVPN is done over the transport layer of the TCP/IP protocol stack, which means that
this tool could manage encapsulation process through the TCP/UDP proiditblthis

tool it could create several tunnels to interconnect different entpoi the CCP Amazon

EC2.

6.5 Solution Development

For the development of the OpenVPN based solution a virtual laboxaitbrywo Vyatta
virtual routers was created. By using these routers it wast@alverify the viability of the

OpenVPN solution.
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2 Deploy Job: Vyatta Tunneling Lab
Basic Information

Job Run Name: Vyatta Tunneling Lab *
Enter a name for the Job Run.

Description: yatta Tunneling Laboratory
Entsr the description.

User Notes:

Enter any notes for the user. You may enter HTML.

Job Deployment Lease Time: DEFAULT Default Timeout [3 Hour(s)] -

Job will be automatically undeployed if it is active for longer than the specified lease time.
Mote: Entering '0' would mean 'No Timeout'.

db Advanced Options

Fig. 17 - VMLogix Watta Lab 1

Machine Role: Routerl

op Select Machine Template: [ wyatta_vyatta-VC5.0.0.0-ec2.img

Choose the Machine Template to install for this role. You can also request @ machine with spedific amount of RAM and other options.

&k Deploy On Machine: | any Compatible Machine

¥ou can specify = specific machine or a labeled group of machines to run this rol= on.

Machine Role: Router2

dp Select Machine Template: [ wyatta_vyatta-vC5.0.0.0-ec2.img

Choose the Machine Templats to install for this role. You can also request a machine with specific smount of RAM and other options.

&k Deploy On Machine: [ Any Compatible Machine

You can specify = specific machine or a labeled group of machines to run this role on.

Fig. 18 - Watta Lab 1 — OS selection

Hl Role: Routerl

Technology: Amazon EC2
Hast: EC2-Host [1960-6476-2155@US-East]
Fublic DNS ec2-75-101-215-63.compute-1.amazonaws.com
Private DNS: ip-10-243-119-131.ec2.internal
Routerl

Bl Role: Router?2
Technology: Amazon EC2
Hast: EC2-Host [1960-6476-2155@US-East]
Fublic DNS ec2-174-129-75-216.compute-1.amazonaws.com
Private DNS: ip-10-243-118-224.ec2.internal

Router2

Fig. 19 - Lab 1 Deployed Configuration

In this step, the testing VMs were using pre-shared keyseasdy to simplify the use of

OpenVPN. With this key there was able to establish a commigmcatk. This is the
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simplest way to connect, since only one shared key for both rogterseded to be

created.

root@ec2-T75-101-215-63 . compute-1.amazonaws.com's password:

Linux vyvatta 2.6.27-1%-xen #1 SMP Tue Jan 20 15:5%:22 UTC 2009 ie&8e
Welcome to Vyatta.

Thi=s system is open-source software. The exact distribution term= for
each module comprising the full system are described in the individual
files in /usr/share/doc/*/copvright.

Last login: Sun Apr 4 03:21:15 2010 from €4.32.91.248

vyatta:~#¥ openvpn --genkey —-secret /Sroot/secret

vyatta:~#% I

Fig. 20 - Pre-shared key generation
The first step consists in the creation of the shared-kepgube “openvpn —genkey —
secret” console command it was created the key that willskee to establish the link

between both routers.

After that there was needed to copy that key in the otherrrand for that there was

used the SCP command:

vyatta:~#% scp /root/secret rooc@ip-10-243-118-224.ec2.internal:/root/.
root@ip-10-243-118-224.ec2.internal's password:

secret 100% B&36 0.6EB/= 00:00
vyatta:~% I

Fig. 21 - Key sharing
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Then, the OpenVPN tunnel configuration was continued in router #1:

[edit]
root@vyattaf set
[edit]
root@vyattaf set
[edit]
root@vyattaf set
[edit]
root@vyatta® set
[edit]
root@vyattai set
rnal

[edit]
root@vyattag set
[edit]

[edit]
root@vyatca# I

vyatta:~¥ configure

interfaces

interfaces

interfaces

interfaces

interfaces

interfaces

root@vyatta$ commit

openvpn

openvpn

openvpn

openvon

openvpn

openvpn

viun0

vtund

vtund

vtund

vound

vtund

local-address 192.168.100.1

mode site-to-site

remote—address 192.168.100.2

remote-host ip-10-243-118-224.ec2.inte

shared-secret-key-file /root/secret

Fig. 22 - Router #1 Configuration

After that, the same procedure was performed with the second, ranteto proof the

concept Loopback interfaces were added. In the same way, staée wete added to

reach the second router’s IP segment, and vice versa.

rooti@vyatta® set interfaces loopback lo address 192.168.102.1/24

[edit]

root@vyatta$ set protocols static rout

route routed
[edit]

rootl@vyatta$ Zet protocols static route 192.168.101.0/24 next-hop 192.168.100.2

Pl 1

Fig. 23 - Loopback interface configuration
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For the scheme verification, a connectivity test was performed hetvadle routers:

a4
a4
a4
a4
a4
64

PFING 182.

bytes
bytes
bytes
bytes
bytes
bytes

from
from
from
from
from
from

152.
152.
152.
152.
152.
132.

1192.168

168.
168.
168.
168.
168.
le8.

101.
101.
101.
101.
101.
101.

el

~C

a4
a4
a4
a4
a4
a4
a4
a4
a4
~C

BING 192.

bytes=
bytes=
bytes=
bytes=
bytes=
bytes=
bytes=
bytes=
bytes=

-—— 152.168.101.1

from
from
from
from
from
from
from
from
from

rtt minfavg/max/mdev =
[edit]
root@vyatta# I

root@vyatta® ping 152.165.101.1
168.101.1

101.1)y 5&6(84) bytes of data.

icmp seg=l
icmp seg=2
icmp seg=3
icmp seg=4
icmp =seg=5
icmp seqg=6

tcl=64 time=0.435
tcl=64 time=0.521
tcl=64 time=0.672
tcl=64 time=0.877

BEEER

ttl=64 time=2.55 m=s
ttl=64 time=1.395 m=

ping statistics ——-
& packets transmitted, & received, 0% packet loss,
0.439/1.186/2.556/0.794 ms

Fig. 24 - Ping from Router#1 to Router#2’s loopback

19z,
19z,
19z,
19z,
19z,
19z,
19z,
19z2.
19z2.

-——— 152.168.102.1
9 packets transmitted, 9 received, 0% packet loss,
rtt min/avg/max/mdev = 0.524/3.116/12.773/4.222 ms=
[edit]
root@vyatta# I

¢192.1EB

1la8.
1la8.
1la8.
1la8.
1la8.
1la8.
1la8.
la8.
la8.

102.
102.
102.
102.
102.
102.
102.
102.
102.

o e e el

root@vyatta® ping 152.168.102.1
leg.102.1

102.1) 56(84) byte=s of data.

icmp seg=l
icmp seg=2
icmp seg=3
icmp seg=4
icmp seg=3
icmp seg=6
icmp seg=T
icmp seg=8
icmp seg=3

ping statistics —-—-

ttl=64
ttl=64
ttl=64
ttl=64
ttl=64
ttl=64
ttl=64
ttl=64
ttl=64

time=2.54 ms
time=0.684 ms=
time=8.68 ms
time=0.524 ms=
time=0.659 ms=
time=12.7 ms
time=0.639 ms=
time=0.629 ms=
time=0.909 ms=

Fig. 25 - Ping from Router#2 to Router#1’s loopback

time S014m=

time B033m=
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6.6 Final Test

10 Vyatta Tunneling Lab2 b LMEC2SecurityGroup-0
2 Routers + 2 Endpoint Machines

TestMachinel Routerl Router2

TestMachine2
Fig. 26 - Final Test’s configuration
For the implementation of the final test it was using a Ydds configuration, which was
including two Watta routers, and two Windows 2003 as endpoints. Withs thi

configuration it was using pre-shared keys and the TLS/SShqmioto interconnect the

Windows VM with each router.

(") Job #2119: Vyatta Tunneling Lab2 [}

-

All Roles TestMachinel Routeri Routerz TestMachinez

|Juh Detai|5| |MI Cunsnles‘ ‘Juh Networking

i73 Job Information

MName: fyatta Tunneling Lab2

1d: 2119

Description: 2 Routers + 2 Endpoint Machines
User Notes:

Status: (O Active

Duration: ) <1 min

Job Deployment Lease Time: 12 hrs left (out of 12 hrs of Lease)

gp Advanced Options

Fig. 27 - Final Test Deployed configuration
The TLS/SSL requires the creation of several securityficates that are used on the
client-server transaction, therefore there are some steparéhaeeded in order to begin
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the creation of the certificates, and these steps can be found anathepage of
OpenVPN organization [14].

Bl Role: TestMachinel

Technalogy: Amazon EC2
Host: EC2-Host [1960-6476-2155@5-East]
Public DNS : ec2-75-101-170-20.compute-1.amazonaws.com
Private DNS: ip-10-244-151-196.ec2.internal
TestMachinel

Hl Role: Routerl
Technology: Amazon EC2
Host: EC2-Host [1960-6476-2155@U5-East
Public DNS : ec2-174-129-93-141.compute-1.amazonaws.com
Private DNS: ip-10-212-90-47.ecZ.internal

Routerl

Bl Role: Router2
Technology: Amazon EC2
Host: EC2-Host [1960-6476-2155@U5-East]
Public DNS : ec2-174-129-111-80.compute-1.amazonaws.com
Private DNS: ip-10-212-89-128.ec2.internal

Routerz2

H| Role: TestMachine2

Technology: Amazon EC2

Host: EC2-Host [1960-6476-2155@U5-East]

Fublic DNS ec2-75-101-220-51.compute-1.amazonaws.com
Private DNS: ip-10-194-66-160.ec2.internal

TestMachine2

Fig. 28 - Lab2 VMs information
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interfaces {

ethernet ethl {
address=s dhcp

H

loopback lo {
addres=s 192.168.110.1/30

H

openvpn voun0 {
mode server

zerver {
subnet 152.168.100.0/24

¥
tl=s {

ca-cert-file /root/ca.crt
cert-file froot/server.crt

crl-file /root/crl.pem

dh-file /root/dhl0Z24.pem
key-file /root/server.key

H

openvpn vtunz {
local-address 172.17.0.1
local-port 1185
mode =ite-to-site
remote—address 172.17.0.2
remote-host ip-10-212-89-128.ecZ.internal
remote-port 11355
shared-secret-key-file /root/secret

}
protocols {
rip {

interface wvtunz
network 172.17.0.0/30

network 152.168.0.0/16

Fig. 29 - Router#l Configuration

root@Routerl# route -n
Eernel IP routing table

Destination Gateway Genmask
172.17.0.2 0.0.0.0 255.255.
1%92.168.110.0 0.0.0.0 255.255.
1592.168.111.0 172.17.0.2 255,255,
1%92.168.100.0 0.0.0.0 255,255,
192.168.101.0 172.17.0.2 255,255,
10.212.90.0 0.0.0.0 255,255,
127.0.0.0 0.0.0.0 255.0.0.
0.0.0.0 10.212.90.1 0.0.0.0
[edit]

root@Routerl# I

233,
233,
255.
255.
255.
254.

235
252
252

=]

Flags Metric Ref
UH [} 0

1)
jele
1)
oG
u
u
oG

Do oo ho
=T I I e e o s

Fig. 30 - Router#1 routing table

Use Iface
wvtunz
1o

wvtunz
wvtund
wvtunz
etho
1o

ethi

[ e T O e T e Y
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On the routing table, it is able to find the router#1 directly connected routesl] as we

the routes that belong to router#2 interfaces.

rooc@Router?2§ route -n
Eernel IP routing table

Destination Gateway Genmask Flags Metric Ref U=se Iface
172.17.0.1 0.0.0.0 255.255.255.255 UH 0 4] 0 wvtunl
192.168.110.0 172.17.0.1 255.255.255.252 UG 2 4] 0 wvtunl
192.168.111.0 0.0.0.0 255.255.255.252 O 0 0 0 lo
192.168.100.0 172.17.0.1 255.255.255.0 oG 2 4] 0 wvtunl
192.168.101.0 0.0.0.0 255.255.255.0 o) 0 0 0 wvtund
10.212.8%9.0 0.0.0.0 255.255.255.0 o) 0 0 0 ethid
127.0.0.0 0.0.0.0 255.0.0.0 ) 0 4] 0 1o
0D.0.0.0 10.212.89.1 0.0.0.0 oG 0 0 0 etho
[edit]

root@Routexr2$ I

Fig. 31 - Router#2 routing table

This is the second routing table; here it can be appreciateththabuting information

matches the other router’s routing table.

il openvPn 2.1.1 Setup

wWelcome to the OpenVPN 2.1.1
Setup Wizard

This wizard will guide vou through the installation of
OpenyPr, an Open Source YRR package by James Yonan,

Moke that the windows version of OpenyPR will only run on
Win 2000, XP, or higher,

Cancel

Fig. 32 - Installing OpenVPN client on Windows 200¥M

In order to interconnect endpoints machines, it was necessaryat @senVPN client

software, as well as the adequate certificates on the OpenVPN sdftildare
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& C:',Program Files',0pen¥PN'config

File Edit Wew Favorites Tools  Help

aBack d - ?‘ | ' Search |~ Folders | -
Address I_) C:\Program Files\OpentPMiconfig

-

Mame = | Size | Type | Dake Modifie
File and Folder Tasks S Edeaort ZKB  Security Certificate 1/26fz2010 7
R his fil Eldlient1.crt 4 KB Security Certificate 1126f2010 7
=]} Rename this fl [ clientt key 1KB KEY File 1/26/20107
[y Move this file [ mvcanfig.ovpn 1KE OWPN File 414(2010 12
) Copy this file README, bxt 1KB Text Document 4/4i2010 12
€ Publish this file to the Web
E', myConfig.ovpn - Notepad
File Edit Format Yiew Help
tls—client
client
dev tun
proto udp
remote p-10-212-90-47.ec2.internal # vyatta Router
#Float #
resolv-retry infinite
nokdnd

persist-key
persist-tun

ca ca.crt

cert <lientl.crt
key clientl. key
werh 4

Fig. 33 - OpenVPN configuration file — Client side

S AWINDDWSh system32h crnd.exe

Ethernet adapter Local Area Connection:

ec?2.internal
RedHat PU HIC Driver
12-31-3D-B8—90-36

Connection—specific DNS Suffix
Description . . . - . . . . .
Phyzical Address. . . . .

DHCP Enabled. . . . . . . . . . . & Yes

Autoconf iguration Enabled . . . . : Yes

IP Address. . . . - . - - - - - . = 18.244.151.1%6

Subnet Mask . . . . . « - - - = 255.255.254.8

Default Gateway . . . . . . . . . = 18.244_158.1

DHCP Server . . . . . . . . . . . & 167.2%4.1.8

DHE Servers . . . . . . . . . . . 2 172.16.8.23

Lease Obtained. . . . . . . . . . : Sunday. April A4. 2610 4:48:28 PH
Lease Expires . . . . . . . . . . & Monday, April A5, 2A10 4:48:28 PMH

Ethernet adapter Local Area Connection 2:

Connection—specific DNS Suffix
Description . . . - . . . . .

TAP-Win32 Adapter U9
Physical Address. . . . .

AA-FF-A8-12-FE1-B5

Lease Obtained.
Lease Expires .

Sunday. April 84, 2018 12:36:85 PM
Monday. April 84. 2811 12:36:85 FM

DHCP Enabled. . . . . . . . . . Yes
Autoconf iguration Enabled . . . Yes
IP Address. . . . - . . . . . . 192.168.1088 .2
Subnet Mask . . - e e . 255.255.255.8
Default Gateway P e e

- e e . 192.168.1808_ 254

DHCP Gewrver . . .

C:~\Documents and Settings“Administratorl_
Fig. 34 - ipconfig /all command output

This image shows the second local network adapter, which belonie tOpenVPN
tunnel. It can be appreciated that the second interface acquirdtvaithin the Watta

router#1 subnet.
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" WINDDWS' system32h cmd.exe

Microzoft Windows [Uersion 5.2_.37981
GC» Copyright 1?785-20M3 Microsoft Corp.

C:=“Documents and Settings“Administratorripconfig

Vindows IF Configuration

Ethernet adapter Local Area Connection:

ec2.internal
1A.174.66.168
255.255 2548
1A.194.66.1

Connection—specific DNS Suffix
IPF Address. . . - . - . . . . .
Subnet Mask . . . . . . . . . .
Default Gateway - - . . . . . .

Ethernet adapter Local Area Connection 2:

Connection—specific DNS Suffix
IP Address. . . . - - . . . . .
Subnet Mask . . - . . . . - . .
Default Gateway . . . . . . . .

192.168.1681.2
255.255.255.8

C:~Documents and SettingssAdministrator>_

Fig. 35 - Windows 2003 second VM — ipconfig output
On this image there is confirmed that second Windows VM acquiredauter#2 IP

segment address.

=sDocuments and SettingsSsAdministrator>route add —p 192.168.181 .8 mask 255.255. .
255.8 192 _168_188._1 -J

C:=“\Documents and Settings“Administrator>route print

IFPud Houte Tahle

MS TCP Loopback interface
RedHat PU NIC Driver
TAP-Win32 Adapter U9

Bx10083 ...12 31 3d 88 78 36
Ax18884 ...88 ff a8 12 el b

Active Routes:

Default Gateway:

255.255.255.255
18.244.158.1

Hetwork Destination Metmaszk Gateway Interface Metric
8.8.08.8 8.8.0.8 18.244.158.1 18.244_151 196 18
10.244.158.8 255.255.254.A 10.244.151.196 10.244.151.1%6 18
1A.244.4151.196 255.255_255.255 127.8.8.1 27.8.8.1 18
18.255.255.255 255.255_255.255 18.244.151.1%6 18.244.151 .1%6 18
127.9.8.8 255.9.8.8 127.8.8.1 127.8.8.1 i
192.168.1088.8 255.255.255.08 192.168.188.2 192.168.188.2 38
192.168.188.2 255.255.255.255 127.8.8.1 127.8.8.1 38
192 _.168.18@8_255 255_255_255_255 192 _.168.108_2 192 _168.108.2 30
192.168.101.8 255.255.255.8 192.168.1808.1 192.168.108.2 1
224.2.8.8 248.9.0.0 10.244.151.196 18.244.151 .196 18
224.9.8.8 248.8.8.A 192.168.188.2 192.168.188.2 38
255.255.255.255 255.255.255.255 10.244.151.1%6 18.244.151.1%6 i
255.255.255.2585 192.168.188.2 192.168.188.2 1

Persistent Routes:
Hetwork Address
192.168.181 .4

Hetmask
255.255.255.8

Gateway Address
192.168.188.1

Fig. 36 - Adding the second segment route on Wind®a2003 first VM
A second router segment was added manually, because the tunnel katl raoty route

pointing to it.
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e | CAHAWINDOWS' system32hcmd.exe

C:»\Documents and Settings“Administrator>route add —p 122.168.100.8 mask 255.255.
255.8 192.168.101 .1

[Fvd Route Tahle

C=sDocumentsz and Settingsz“Administrator>route print

Driver
t ug

ME TCP Loopback interface
... RedHat PFU HNIC
TAP-Win32 Ad

Metwork Destination Metmask Gateway Interface Metric
A.8.8.8 a.8.8.8 18.194.66.1 18.194.66.160 18
18.194.66.8 255.255.254.8 18.194.66.1608 18.194.66.168 i@
1@.194.66.168 255.255.255.255 127.8.8.1 127.8.8.1 i@
1@.255.255.255 255.255_255.255 18.194.66.1608 18.194.66.168 18
127.8.8.8 255.8.8.8 127.8.8.1 127.8.8.1 i
192.168.188.8 255.255.255.8 192.168.181 .1 192.168.1681 .2 i
192.168.1981 .98 255.255.255.8 192.168.181.2 192.168.181 .2 38
192.168.1891.2 255.255.255.255 127.8.8.1 127.8.8.1 38
192.168.1981 255 255.255.255.255 192.168.1981.2 192.168.1081 .2 30
224.8.8.8 248.8.8.8 iA.194.66.1608 18.194.66.1608 i@
224.8.8.8 248.8.8.8 192.168.1981.2 192.168.1081 .2 30
255.255.255.255 255.255.255.255 1iA.194.66.1608 1A.194.66.1608 i
255.255.255.255 255.255.255.255 192.168.181.2 192.168.1681 .2 i
Default Gateway: 18.194.66.1
Persistent Routes:
Metwork Address Metmazk Gateway Address Metric

192.168.1068.8 255.255.255.8 192.168.1681.1

Fig. 37 - Adding the first segment route on Window2003 second VM

Then, routing tests were done to verify the connections between each node.

SAWINDOWS' system 32 cmd.exe

C:~\Documents and Settings“Administratorrping 192.168.1681.2
Pinging 192.168.181.2 with 32 bhytes of data:

eply from 192.168.101._.2: bytes=32 time=4ms TTL=12Z6
eply from 192.168.101.2: hytes=32 time=2ms TTL=12Z26
eply from 192 _168.181_2: bytes=32 time=2ms TTL=126
eply from 192.168.1081_2: bytes=32 time=2ms TTL=12Z26
Ping statistics for 192.168.191.2:
Packetsz: Sent = 4, Heceived = 4, Lost = @ (Bx
Approximate round trip times in milli-seconds:
Minimum = 2ms. Maximum = 4ns,. Average = 2ms

loss>.

C:“\Documents and Settings“Administrator>tracert —-d 192.168.181.2

Tracing route to 192.168.1081.2 over a maximum of 38 hops

i 4 ms <1 ms <1 ms 192.168.188.1
2 1 m= <1 m= <1 mse 172.17.8.2
3 2 ms 1 ms 1 ms 192.168.101.2

Trace complete.

C:“\Documents and Settings“Administrator>_

Fig. 38 - Testing connection between endpoint#1 amshdpoint#2
In this image, ping and tracert commands were executed frofrsh&Vindows 2003
VM to the second Windows VM. As it could seen here, both VMs weremeoritating

among them, passing through the tunnel connections of the two VWyatta Routers.
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S WINDOWS  system32hcmd.exe

C:“Documents and Settings“~Administratorping 172_168.100.2
Pinging 172.168.188.2 with 32 bhytes of data:

Reply from 192.168.1808.2: bytesz=32 time=2ms TTL=126
Reply from 192.168.1808.2: bytesz=32 time=3ms TTL=126
Reply from 192.168.1808.2: bytesz=32 time=2ms TTL=126
Reply from 192.168.188.2: bytes=32 time=2ms TTL=126

Ping statistics for 192.168.100.2:

Packetz: Sent = 4, Received = 4, Lost = 8 (Bx loss),
Approximate round trip times in milli—seconds:

Minimum = 2Zms,. Maximum = 3ms. Average = 2Zms

C:“Documents and Settings“AdminisztratorXtracert —d 192_168.1808._.2
Tracing route to 192_168.180.2 over a maxinum of 38 hops

i <1 ms <1 ms <1 ms 192_168.161.1

2 1 ms <1 ms 1 ms 172.17.8.1

3 2 ms 1 ms 1ms 192.168.184.2

Trace complete.

Fig. 39 - Testing connection between endpoint#1 amshdpoint#2
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7 Results and Conclusion

The Thesis has successfully completed a networking laboratorgnecfidne results of
this Thesis could be extracted from the test environment sectidininvihis Thesis the
CCP Amazon EC2 was analyzed and there was found that this plaitfesents several
limitations that do not allow users to construct network laboratevig®ut the use of
other tools. The main goal of this Thesis was to develop a solutibnntitades the
configuration of the VMs, analysis of the accessible tools imtheket, and the use of

those tools to be capable to develop a networking laboratory scheme.

The first configuration scheme was based on the use of twoa@iters as proof of
concept for the development of the laboratory. With this configuratiopussued to test
the OpenVPN solution to determine if we were going to be ablatéoconnect those
routers. For the second configuration, it was used an expansionfo§tle®nfiguration
with the inclusion of two end points. Also, a dynamic routing protdRt®) was used to
test the routing capabilities of this solution. This configuratimeluded the

authentication of the Windows clients with SSL certificates.

With the use of OpenVPN, as well as the TLS/SSL protocols, th#i@olwas able to
interconnect through a series of tunnels, two endpoints (Windows VAidihermore, by
using static and dynamic protocols it was able to exchange roofmgnation between
two Watta Routers. Although, the use of OpenVPN+Tunneling increhseatifficulty of

the laboratory scheme, this solution could be reduced in complexfiytiva use of pre-

made configurations, where the VM might be configured alreadyetpn with this
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implementation easily.

Finally the CCP Amazon EC2 could be used with the help of VMLagok OpenVPN to

develop several network configuration schemes, which could helpe caeaticcessful

educational platform in the Networking area.
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8 Future work

The objective of this Thesis was to develop a virtual networkibgratory with the use
of the CCP Amazon EC2. During the Thesis development several esstaelre
encountered that made complex the process to complete this taskndlhsolution
involved the use of OpenVPN tunneling which increase the time andthelexity of
the laboratory. This Laboratory would be difficult to build by studahes;efore, it would
be helpful to improve the construction way of this laboratory bygupredefined VM
images to reduce the complexity and made easy the developméme foral user. Also,
the complexity could be reduced by the use of the VMLogix scrifiptgpns. Another
future work related to this Thesis would be the use of dynamic roptatgcols different

from RIP.

On the other hand, by the time of this Thesis development, Amazon introduced -in beta
format on one data center- its new cloud computing product named Amazon Virtual
Private Cloud (Amazon VPC), which is based on the Amazon EC2 platform. This
software introduces the use of the customer’s isolated AWS resources, lintiehic

owner of the private cloud could assign its own private subnets, as well as a VPIN tunne

to the private user’s facilities.

Page 37



Customer's isolated
AWS resources

Subnets

Secure VEN
Connection over
the intermnet

~__ Customer's
" Network

Fig. 40 - Amazon Virtual Private Cloud (VPC)

The Amazon VPC could be used in conjunction of VMLogix to develop a Virtual
Laboratory, which could be designed to be accessed only for the authorized campus
connections. It would be useful to use private subnets with the VMLogix, because th
networking laboratories would be developed easily. Actually VMLogix doesffetthe
required options to control the IP subnet assignment of the virtual configurations. The
VMLogix Lab Manager needs to be redesigned to allow the VPC features tonitbik i

tool.
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10 Appendix

/7 Logix

LabManaderCE

5¢ Settings |% Services ._‘%Admm Tasks '_‘D Labels " ‘E Custom Fields ' |? Filters "

Overview
® Home

(& Workspace
:] Configurations
[&] My Profile

¢ Server Settings 1)
LM Settings

Allow Custom Fields:
Allow Users Modify Job Operation Results:
Resources
[} Machine Templates
[[3 Software Packages
[] user seripts
[@] Licenses

LabManager Documentation URL:
Temp Directory Cleanup:

Low Disk Space Threshold:
Pending Job Time Limit:

Job Launcher Batch Size:

Lab

(2 Hosts

) storage
#5 Networking

Display Settings

Display items per page (Views without
thumbnail):

Display items per page (Views with

Manage thumbnail):

@) Server Information Session Cookie:
¢ Administration

& User Management

User Session Timeout:

Login Confirmation Screen Timeout:

T Installers Show Errors Inline:
_.] Reports Workspace tabs page refresh rate:
& Support

Remote Access Settings
Less «

Remote LAN Access:

Remote WAN Access:

WAN Repeater IP:

WAN Repeater Port:

Amazon ECZ Managed Hosts:

Enable Guest Operating System Remote
Options:

Global NX Remote Proxy Settings:

Disabled

Enabled
http://docs.vmlogix.com/Im-3.8.0/
24 hours

2048 MB

7 days

10 jobs

Persistent
1440 minutes
0 miliseconds
Enabled

5 Minute(s)

Enabled
Disabled

5801
+# Enable Guest Operations System Options

+ RDP Console Browser Plugin (IE Only)

+# RDP Application Client

+# 55H Console Browser Java Applet

+# LabManager VNC Console Browser Plugin (IE Only)
+# VNC Application Client

© NX Remote Proxy Web Companion

+# NX Remote Proxy Application Client

NX Remote Proxy Hostname/IP: :22
« Enable encryption of NX Remote Proxy traffic

Fig. 41 - VMLogix Administration window

/7 Logix
LaqunagerCE %5 EC2 Security Groups

werview

% EC2 Security Group Templates [}

Mode: Admin (Change to Uzer]  Filter: | Show All

£

B Home
& Workspace Name ~ Owner
] Cenfigurations

Default EC2 Security Group Template b 2 Administrator
E] My Profile Allows RDP, SSH, VNC on Port 3389, 22, 5900 from everywhere (all Users)

isesectl b & Administrator
e allowing access in some ports (All User:
7 Machine Templates W 4 1-20f2p W Page 1 of 1

3 Software Packages
] User Scripts

Fig. 42 - VMLogix Security options
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/7 Logix
LabManagder
Overview
@ Home
{3 Workspace
[T configurations
My Profile

Resources
() Machine Templates
[ Software Packages
[£] user Scripts

[&] Licenses

Lab

3 Hosts

12 storage
% Networking

Manage

@ Server Information
9 Administration

() User Management
& rstallers

[+4] Reports

@ Support

Less «

\/7\Logix
LabManader:
Overview
@ Home
& Workspace
[T configurations
[&] My Profile

Resources
[} Machine Templates
[ Software Packages
[£] user Scripts

[&] Licenses

Lab

2 Hosts

1) storage
#% Networking

Manage
@y server Information
9¢ Administration

B User Management
& installers

[+¢] Reports

@ Support

«

4 i Users \ |3 Teams | (& Roles '\ | (i Personas ‘ £ Auth Servers
1) Users () Mode: Admin (Changs te User)  Filter: | Show All = |
Login = Full Name Server E-mail User Role User Persona
20978t p Internal LabManager Authentication Server User Standard
230555t b Internal LabManager Authentication Server User Standard
3305590 b Internal LabManager Auth server User standard
a31136s b Internal LabManager Auth Server User Standard
» Internal LabManager Auth Server. Admin Expert
ae0571p b Internal LabManager Auth Server User Standard
ah0792p b Internal LabManager Authentication Server User Standard
ai1382n b Internal LabManager Auth Server User Standard
aldo b Internal LabManager Auth server Admin standard
Internal LabManager Auth Server User Standar
aro! Internal LabManager Auth Server. User. Standard
bji234d p Internal LabManager Auth Server User Standard
bji234t b Internal LabManager Authentication Server User Standard
bm0067s b Internal LabManager Auth, Server Standard
Internal LabManager Auth Server
Internal LabManager Auth Server Standard
£a001sp b Internal LabManager Auth Server Standar
caz2244p p Internal LabManager Auth Server Standard
celi62d p Internal LabManager Authentication Server Standard
cell62s p Internal LabManager Auth, Server Standard
cfoszad p Internal LabManager Auth Server Standard
cj2154d p Internal LabManager Auth Server.
cla » Internal LabManager Auth Server
cletojose b Internal LabManager Authentication Server Standard
cp0i3sp b Internal LabManager Authentication Server Standard
Fig. 43 - VMLogix user management window
) Machine Templates [} Mode: Admin (Changa to User)  Filter: | Shaw All

Name -

64-bit MS Windows Server
2

Basic 64-bit M5 Win Server
2003 with Authentication
Server, with VMLogix GA
installed.

64-bit MS Windows Server
D) A b

Basic 64-bit MS Windows
Server 2003, with VMLogix
GA installed.

928-linux-machine-isc-lab-
neat b
GuestAgent: Not Installed

This Machine Template was
captured from job 328.

928-windows-machil

Folder Name

_Im-build-23june_LM-Image-
715778e1-60a2-11de-bcas-

123138026473

_Im-build-23june_LM-Image-
d717f940-60a0-11de-bc64-

123138026473

928-linux-machine-isc-lab-

ncat

inc

Storage

EC2-Storage

EC2-Storage

EC2-Storage

Location on Storage:

lab-neat b
GuestAgent: Not Installed
This Machine Template was
captured from job 928.

973-linux-machine-isc-lab-
ncat-20060258 b
GuestAgent: Not Installed
This Machine Template was
captured from job 973.
973-wind h
Iab-ncat-20060258 b
GuestAgent: Not Installed
This Machine Template was
captured from job 973.

ale -
20090804

lab-ncat

973-linux-machine-isc-lab-

ncat-20060259

973-windows-machine-isc-  E
lab-ncat-20060259

alestic-64_ubuntu-8.10-
trepi 64-20090804

4. b
intrepid-b

»

GuestAgent: Not Installed
amazon_getting-started-
¥ »

GuestAgent: Not Installed

M 41-80fa7 p P

Fig. 44 - VMLogix machine templates window

intrepid-b

amazon_getting-started-

with-ebs-boot

EC2-Storage

Location on Storage:

EC2-Storage

Location on Storage:

rage

Location on Storage:

EC2-Storage

Location on Storage:

Location on Storage:

Location on Storage:

E rage
Location on Storage:

ami-79a54410

ami-65a35440c

ami-bsfélade

ami-87fslace

ami-befi1ddo

ami-bdf11dda

ami-5f46a736

ami-b232d0db

Template Type

Amazon EC2
Architecture:
Bit

Amazon EC2
Architecture:
Bit

Amazon EC2
Architecture:
Bit

Amazon EC2
Architecture:
Bit

Amazon EC2
Architecture:
Bit

Amazon EC2
Architecture:
Bit

Amazon EC2
Architecture:
Bit

Amazon EC2
Architecture:
Bit

Size

A
64-

A
64-

A
32-

A
32-

A
32-

A
32-

/A
64~

A
32-

Owner
P

Administrator
(Private)

-

Administrator
(Private)

# IGNACIO
ANTONIO
ABREU ORTLZ
(Brivate)

@ IGNACIO

(Private]

@ JUNIOR
CATALINO
RODRIG
VELETE
(Private)

-

VELETE
(Private)

’.‘
Administrater
(Frivate

-

Administrator
(@Al Users)
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o Active

=

) Saved

=3 Pending -5 History

-/ Job #1405: Vyatta Tunneling Lab

i

All Roles

Job Details | | All Consoles

H Role: Routerl

milp =2

Routerl

Router2

Job Networking

% % [ ssn console

[=]

El Role: Router2

HIlp2

o o=

0 from

% & [ ssH console

=]

M coun cnnsamnns 404 72 28 7 anmmirta 4 amazanaum nam

Fig. 45 - Deployed Configuration

1
—Lab 1

m
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Labl Router 1 Configuration file:

i nterfaces {
et hernet ethO {
addr ess dhcp
dupl ex auto
speed auto
}
| oopback 10 {
address 192. 168. 102. 1/ 24
}

}

openvpn vtun0 {
| ocal - address 192.168.100. 1
node site-to-site
renot e- address 192. 168. 100. 2
renote-host y.y.y.y
shared-secret-key-file /root/secret

}
}
protocol s {
static {
route 192.168.101.0/24 {
next - hop 192. 168. 100. 2 {
}
}
}
service {
ssh {
all ow-root true
port 22
pr ot ocol -version v2
}
}
system {
host - name Routerl
[ ogin {
user root {
aut hentication {
encrypt ed- password $1$$Ht 7gBYnx| 1xCdQ' JOnodh.
}
| evel admn
}
user vyatta {
aut hentication {
encrypt ed- password $1$$Ht 7gBYnx| 1xCdQ' JOnodh
}
| evel admn
}
}
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nt p-server 69.59. 150. 135
package {
auto-sync 1
repository comunity {
conmponents main
di stribution stable
password ""
url http://packages.vyatta.confvyatta
user nane ""
}
}

ti me-zone GMI

/* Warning: Do not renove the following line. */

/* === vyatta-config-version

"nat @: i psec@: quagga@l: wanl oadbal ance@l: dhcp-

relay@.: vrrp@: cluster@L: firewal | @: webgui @.: dhcp-server @" ===
*/

/* Rel ease version: VC5.0.2 */

Labl Router 2 Configuration file:

i nterfaces {
et hernet ethO {
addr ess dhcp
dupl ex auto
speed auto

}

| oopback 10 {

address 192.168.101.1/24
}
}

openvpn vtunO {
| ocal - address 192. 168. 100. 2
nmode site-to-site
renot e- address 192. 168. 100. 1
renot e- host X. X. X. X
shared-secret-key-file /root/secret

}
}
protocols {
static {
route 192.168.102.0/24 {
next - hop 192. 168. 100. 1 {
}
}
}
service {
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ssh {
al l owroot true
port 22
pr ot ocol -version v2

}
}
system {
host - name Rout er 2
login {
user root {
aut hentication {
encrypt ed- password $1$$Ht 7gBYnx| 1xCdQ' JOnodh
}
| evel admn
}
user vyatta {
aut hentication {
encrypt ed- password $1$$H 7gBYnx| 1xCdQ JOnodh.
}
| evel admn
}
}
nt p-server 69.59. 150. 135
package {
aut o-sync 1
repository community {
components main
distribution stable
password ""
url http://packages.vyatta.conlvyatta
username ""
}
}
ti me-zone GVII
}

/* Warning: Do not renove the following line. */

/* === vyatta-config-version

"nat @: i psec@: quagga@l: wanl oadbal ance@L: dhcp-

relay@: vrrp@:cluster@:firewal | @: webgui @: dhcp-server @" ===
*/

/* Rel ease version: VC5.0.2 */
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Lab 2 Router 1 Configuration file:

i nterfaces {
et hernet ethO {

}

addr ess dhcp
dupl ex auto
speed auto

| oopback 1o {

}

address 192.168.110. 1/ 30

openvpn vtunO {

}

node server
server {
subnet 192. 168. 100. 0/ 24

}

tls {
ca-cert-file /root/ca.crt
cert-file /root/server.crt
crl-file /root/crl.pem
dh-file /root/dhl1024. pem
key-file /root/server.key

}

openvpn vtun2 {

}
}
pr ot ocol
rip
}
b
service
ssh
}
}
system {

| ocal -address 172.17.0.1

| ocal -port 1195

node site-to-site

renot e- address 172.17.0. 2
renote-host y.y.y.y

renote-port 1195

shar ed-secret-key-file /root/secret

s {

{

interface vtun2
network 172.17.0.0/30
network 192.168.0.0/16

{

{

all ow-root true
port 22

pr ot ocol -version v2

host - nanme Routerl
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l ogin {
user root {
aut hentication {
encrypt ed- password $1$$Ht 7gBYnx| 1xCdQ' JOnodh
}

| evel adm n
}
user vyatta {
aut hentication {
encrypt ed- password $1$$Ht 7gBYnx| 1xCdQ' JOnodh.

}
| evel adm n
}
}
nt p-server 69.59. 150. 135
package {
aut o-sync 1
repository community {
conmponents main
di stribution stable
password ""
url http://packages.vyatta.conlvyatta
user nane ""
}
}

ti ne-zone GMI

/* Warning: Do not renove the following line. */

/* === vyatta-config-version

"nat @: i psec@: quagga@l: wanl oadbal ance@l: dhcp-

relay@.: vrrp@: cluster@L: firewal | @: webgui @.: dhcp-server @" ===
*/

/* Rel ease version: VC5.0.2 */
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Lab 2 Router 2 Configuration file:

i nterfaces {
et hernet ethO {

}

addr ess dhcp
dupl ex auto
speed auto

| oopback 10 {

}

address 192.168.111.1/30

openvpn vtunO {

}

node server
server {
subnet 192. 168. 101. 0/ 24

}

tls {
ca-cert-file /root/ca.crt
cert-file /root/server.crt
crl-file /root/crl.pem
dh-file /root/dh1024. pem
key-file /root/server. key

}

openvpn vtunl {

}
}
pr ot ocol
rip
}
b
service
ssh
}
}
system {

| ocal -address 172.17.0.2

| ocal -port 1195

node site-to-site

renot e-address 172.17.0.1
renot e- host X. X. X. X

renote-port 1195

shar ed-secret-key-file /root/secret

s {

{

interface vtunl
network 172.17.0.0/30
network 192.168.0.0/16

{

{

all ow-root true
port 22

pr ot ocol -version v2

host - nanme Rout er 2

Page 49



l ogin {
user root {
aut hentication {
encrypt ed- password $1$$Ht 7gBYnx| 1xCdQ' JOnodh
}

| evel adm n
}
user vyatta {
aut hentication {
encrypt ed- password $1$$Ht 7gBYnx| 1xCdQ' JOnodh.

}
| evel adm n
}
}
nt p-server 69.59. 150. 135
package {
aut o-sync 1
repository community {
conmponents main
di stribution stable
password ""
url http://packages.vyatta.conlvyatta
user nane ""
}
}

ti ne-zone GMI

/* Warning: Do not renove the following line. */

/* === vyatta-config-version

"nat @: i psec@: quagga@l: wanl oadbal ance@l: dhcp-

relay@.: vrrp@: cluster@L: firewal | @: webgui @.: dhcp-server @" ===
*/

/* Rel ease version: VC5.0.2 */
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