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The Performance of Group Diffie-Hellman
Paradigms:
A Software Framework and Scalability Analysis

Abstract

A mobile computing environment typically involves groups of small, low-power de-
vices interconnected through a mobile and dynamic network. Attempts to secure
communication over these “ad-hoc” networks must be scalable to conserve the min-
imal resources of mobile devices as network sizes grow. In this project, the scala-
bility of differing Group Diffie-Hellman security key generation implementations is
examined. In theory, the implementation utilizing a data structure with the lowest
theoretical run-time complexity for building the Diffie-Hellman group should prove
the most scalable experimentally. A common modular framework was implemented
to support generic Group Diffie-Hellman key agreement implementations abstracted
from the underlying data structure and traversal mechanism. For comparison, lin-
ear, tree-based, and hypercubic Group Diffie-Hellman topologies were implemented
and tested. Studies were conducted upon the results to compare the experimental
scalability of each implementation to the other implementations as well as the the-
oretic predictions. The results indicate that the benefits of implementations with
low theoretic-complexity are rarely experienced in smaller networks (less than 100
nodes,) and conversely implementations with high theoretic-complexities become un-
suitable in larger networks (more than 100 nodes.) These experimental results match
the theoretical predictions based on the mathematical properties of each implemen-
tation. Since mobile ad-hoc networks are typically small, less efficient, less complex
implementations of Group Diffie-Hellman key agreement will suit most needs, how-
ever larger networks will require more efficient implementations.
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1 Introduction

1.1 Problem Description

Today small, mobile computing devices such as PDA’s, laptops, tablet PC’s, cellu-
lar phones, etc. are being utilized as much as their larger stationary counterparts.
This has sparked the desire from end-users to experience the same functionality from
these mobile devices without compromised security. Mobile devices are typically bat-
tery powered and designed with energy-efficient hardware (memory, processor, stor-
age, peripherals, etc.) to conserve energy. Network media is typically wireless in
these environments, communicating within a given physical broadcast range. These
networks of devices are generally called “ad-hoc” networks due to their dynamic na-
ture. This is clearly a new environment where scalability is necessary to preserve
energy and compensate for the increased complexity of mobile network topology and
security algorithms. As protocols used for maintaining mobile ad-hoc networks are
mainly broadcast-based, the classical problems of point-to-point network computing
evolve from two-party problems into arbitrary-party problems.

Data security has three main facets: confidentiality, integrity, and authenticity,
typically accomplished through encryption, signatures, and hashing respectively. These
algorithms typically utilize security keys as input, forcing security key generation al-
gorithms to be addressed before the security algorithms themselves can proceed. In
ad-hoc networks, a shared security key is required between all “trusted” devices in the
network to secure broadcast transmissions. In addition, each device in an ad-hoc net-
work is not required to be within the transmission range of every other device in the
network (fore more info, see [Obraczka et all [2001]). In this scenario, security keys
should change whenever the network topology changes, as well as on a regular basis
to force forward and backward security. This high quantity of key agreement itera-
tions combined with minimized computing resources further bolsters the requirement
for scalability of implementation.

One classical solution to shared-key agreement is the Diffie-Hellman algorithm
extended to groups. Diffie-Hellman itself is generically an algorithm between two
parties who desire to establish a security key. The Diffie-Hellman algorithm can be
extended using multiple iterations, where the parameters of each iteration are gov-
erned by an underlying data structure which maps the network onto an organized
topology. The following sub-sections describe the notation used herein, the Diffie-
Hellman algorithm and network topology variants implemented, and finally the ex-
pected theoretical results for each paradigm.



1.2 Background
1.2.1 Mathematical Notation

Note: Information in this section is summarized from the contents of Trappe and Washington
[2002, pp63-103]
Groups, Rings, and Fields:

¢ Groups

- A binary operation on a set S is an operation that maps a pair (a,b) € S x S
to a value a € S.

- A group G is a 2-tuple, (5, %) where S is a set and x is a binary operation
upon that set. The group must fulfill three specific properties:

1. The group must be associative over the set S, i.e., a x (b c¢) = (a*b) x c
for all a,b,c € S.
2. The group must define an identity element i such that a xi = ixa = a
foralla € S.
3. The group must define an inverse element o~ *such that axa™ = a ™ '*a =
lforalla e S
—Ifaxb =>bxafor all a,b € 5, a group G is considered a commutative or
abelian group.
— A group is considered finite if |G| is finite. |G| denotes the order of G.
— A group G is denoted a cyclic group if there exists a ¢ € GG such that for all

b € G there exists an integer value i where b = ¢'. Such a value g is denoted
a generator of the group G.

- Every finite group of a prime order is cyclic.
* Rings

- A ring is a 3-tuple (5, +, x) where:
1. Sis aset.
2. + and x are binary operations denoted “addition” and “multiplication”
respectively.
3. (S,+) is a commutative group with additive identity O

-

The operation x is associative over the set S.
5. There exists a multiplicative identity of 1 where 1 x a = a x 1 = a for all
a€s.
6. The operation x is distributive over +,1i.e. a X (b+¢) = (a x b) + (a X ¢)
for all a,b,c € S.
- A ring is commutative if a x b is commutative over S.

- An element r of a ring R is denoted an invertible element if there exists an
s € R such that r x s = 1, where s is denoted the inverse of r.



¢ Fields

- A field is a commutative ring R where all elements {i € R,: # 0} are invert-
ible elements.

- F, denotes a finite field of order q, where |F| = g and ¢ is finite.

— The elements {r € F,,r # 0} form a group over multiplication denoted F;,
the multiplicative group of F,.

— A generator of the group F; is known as a primitive element of F.
Exponentiation and the Logarithm
¢ Exponentiation in R

- Exponentiation defined over the real numbers “R” is a function mapping
elements of R x R to R, denoted:
a="0%{a,b,c € R}.

— The logarithm function is defined over the real numbers as the inverse function of
exponentiation, denoted:
logy(a) = ¢, {a,b,c € R},
read “c is the logarithm root b of a.”

¢ Exponentiation in Z

— Mathematical functions defined over the integers “Z” belong to a class of
functions known as discrete functions. Discrete functions often utilize the
“congruence modulo” relation (or the remainder of integer division) over
equality, a discrete function that maps elements of ZxZ to elements in Z.

- Congruence modulo a prime n generates a finite field of order (n — 1). The
generator ¢ of such a field is denoted a primitve root modulo n.

— Modular exponentiation is the discrete equivalent of exponentiation over
the real numbers, denoted:
a =b°(modn), {a,b,c,n € Z}

— The discrete logarithm function is defined over the integers as the inverse
function of modular exponentiation, denoted:
Lp,(a) = c(modn), {a,b,c,n € Z}
read “c is congruent to the discrete logarithm root b of a, modulo n”.

— If the modulus n of a discrete logarithm is prime, then there exists at least

one generator g of the cyclic group order (n — 1), and the discrete logarithm
root g is therefore defined for all values {i e N;1 <i < (n—1)}.



1.2.2 Two-Party Diffie-Hellman Extended To Groups

® The Two-Party Diffie-Hellman Protocol

In 1976, W. Diffie and M.E. Hellman published “New Directions in Cryptogra-
phy,” introducing their two-party key-agreement protocol. The protocol was intended
to exchange a secret key over an insecure medium, and is based upon the difficulty of

computing the discrete logarithm in a finite field. The exchange protocol proceeds as
follows (from Trappe and Washington [2002, pp210-211] ):

Precondition:

root modulo p.)

Two Parties, “Alice” and “Bob”, share public values p (a large prime,) and ¢ (a primitive

Alice
1.) Alice generates a random private value
24, and computes the public value:

Py = g™ (modp)

2.) Alice sends p;, and receives py,.
3.) Alice computes shared key k:
k= pg(modp) = (g™)*™(modp) =
g**™* (mod p)

Bob
1.) Bob generates a random private value
2y, and computes the public value:

Py = 9" (mod p)

2.) Bob sends p;, and receives py, .
3.) Bob computes shared key k:
k= pg(modp) = (g")™(modp) =
g**™ (mod p)

Table 1

® The Security of Diffie-Hellman

In the Diffie-Hellman protocol, the shared key % is mathematically the result of
exponentiation modulo p. If the values g, p, p;,, and p;,, are public, an attacker would
need to determine the value of z,1;, by computing the discrete logarithm root ¢
modulo p of both p;,and p;,. Knowing only the public values of the protocol, this is
considered mathematically infeasible, provided p is chosen as a “significantly large”
prime and g is truly a primitive root modulo p. Considering the relation of
congruence modulo n maps elements of the natural numbers to a finite field of order
(p — 1), many exponents of g can produce the public keys p;, and py,, since g is a

generator of the cyclic group of order (p — 1) .

If p is sufficiently large, then an

exhaustive search through all the (p — 1) possible exponents of g to determine the set
S of possible values for z, and x; is computationally infeasible. Furthermore, all
values of z, € S and z;, € S would need to be exhausted to determine the values of

Lalyp.

In an environment where an eavesdropper “Eve” may be intercepting
communication between Alice and Bob, Diffie-Hellman key agreement is vulnerable
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to a “man-in-the-middle” attack. In this attack, Eve intercepts p;,from Alice and
sends the public key pj, to Bob. Eve then intercepts p;,from Bob and sends p;,, to
Alice. At this point, Alice and Eve have established key k;and Eve and Bob key k.
Eve can now intercept messages from Alice, modify and inspect the message
contents, and transmit to Bob. Eve can also intercept messages from Bob and
transmit to Alice maliciously. This attack is possible since no authentication of Alice
or Bob is done during the protocol exchange. Solutions to this form of attack
classically include digital signatures and certificates based upon public/private
key-pairs obtained prior to a run of the Diffie-Hellman protocol. More recently,
modified protocols certify Diffie-Hellman based public-keys before two parties
exchange them.

¢ Extending Diffie-Hellman

The generic two-party Diffie-Hellman algorithm can be extended to groups as fol-
lows (from Steiner et all [1996]) :

Precondition:
Two Parties, Alice and Bob, have computed a Diffie-Hellman key k; ;
and a third party wishes to secure group communication

Alice | Bob Charlie

1.) Alice and Bob use the key from the
prior iteration (%; ;) for the generated
private value z,and computes the public
value:

Dra, = g7t (mod p)
2.) Either Alice or Bob (or both) send py,, .
Both receive py,.
3.) Alice and Bob compute shared key k.:

Kabe = pj* (mod p) = (g”¢)***(mod p) =

1.) Charlie generates a random private
value z. and computes the public value:

Pr. = g (modp)
2.) Charlie sends p;, and receives py,, .

3.) Charlie computes shared key k.:
kabe = pic, (modp) = (g"»)*(modp) =

g*ave(mod p) g*ave(mod p)

Table 2

In general, to extend the Diffie-Hellman algorithm to a third party using the orig-
inal two-party (Alice and Bob) algorithm (call the third party “Charlie”), Alice and
Bob first perform the typical Diffie-Hellman exchange. The key value from a prior
exchange denoted k., is then used by the Alice and Bob as the private contribu-
tion to a second Diffie-Hellman exchange with Charlie. Charlie broadcasts his pub-
lic keyp,,and thus both Alice and Bob are able to compute the second-round Diffie-
Hellman key as can charlie after receiving public key p; ,. This process can be re-
peated as needed for a naive implementation of Group Diffie-Hellman without involv-
ing an underlying structure. To improve upon things, the nodes can also be abstracted
to have a notion of structure such that key generation is done in an organized and
predetermined fashion to take advantages of what parallelism is available.
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In general, Diffie-Hellman key agreement is a function over Z: that maps {[z,, z}] €
Zy x 7y} to {k € Z;} if p and g are constant (Trappe and Washingtonl [2002, pp210-
211]). To extend this notion to groups, the notion of a group itself must be clearly
defined. In cryptography and data networking, groups and networks are typically
synonymous in syntax and semantics, and in formal definition. In this work, a net-
work or group is formally defined as a collection of two or more nodes arranged in a
defined topology with a defined interconnection mechanism between the nodes. The
Diffie-Hellman algorithm may be custom-tailored iteratively or recursively to tra-
verse a given topology in a manner dependent upon the interconnection mechanism.

The following sections illustrate the linear, tree-based, and interconnection mech-
anisms for extending Diffie-Hellman to groups. These three connection mechanisms
were chosen following research of the works /Amir et all[2001] and |Amir et al! [2002]because
the communication and computational cost for each is predictable based on the data
structure of the implementation and as such the implementation should approximate
our theoretical predictions. In each algorithm definition, we assume an underlying
vector for the storage of nodes, with each node at a position p; in the storage vector.
That vector and the mathematical definition of the interconnection network are the
sole means by which each topology is interpreted from a data vector into a visual
structure. This interpretation, as opposed to an object-oriented view of a tree, hy-
percube, or array, supports a generic framework implementable in any programming
language supporting arrays and broadcast networking.
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1.2.3 Linear Group Diffie-Hellman
* Topology and Interconnection Mechanism

Consider a group of n nodes arranged in a vector or list at indices 0 through n — 1,
with an interconnection mechanism as follows:

Images by Kieran 5. Hagzan. No Unauthorized Duplication

E—0® | —0—=©6

® 0 0, ®

® ® O, ® ©

Nodes are appended to the last position in the storage vector upon addition to the array.

Figure 1

In the case of Linear Group Diffie-Hellman, we define the interconnection network
as two connections for each node at position p; , the “left” connection to the node at
position p;_; and the “right” connection to the node at p;,; as shown in Figure 1. There
exists no connection on the left of node p, nor to the right of node p,,_;.

¢ Topology Maintenance

1. Network Sponsorship
The node at the highest index n — 1 in the storage vector is designated
the network sponsor. The sponsor is responsible for maintaining any alter-
ations that occur to the topology.

2. Addition
Upon addition to the array, nodes are inserted at the nth position in

the storage vector, and network sponsorship and connectivity are updated
accordingly.

3. Removal
Upon removal from the array, a node in position p; is deleted from
the storage vector, the positions of all nodes with index greater than p; are
decremented, and network sponsorship and connectivity are updated ac-
cordingly.

13



4. Merging/Partitioning

To merge two arrays ay and a;, the storage vector representing a, is
concatenated to the vector representing a,, then network sponsorship and
connectivity are updated accordingly. Partitioning a set of nodes s out of an

array a occurs by performing a removal operation of each element in the set
s on the array a.

¢ Linear Diffie-Hellman Propagation

Images by Kieran 5. Hagzan. No Unauthorized Duplication

o oo

Nodes p, and p, perform a typical two-party Diffie-Hellman exchange to generate key ko,

@

&)
Q

p, uses k,, as the value of x in a typical two-party exchange with p,to generate key k ,

The process iterates until k is generated.

(n-2),(n-1)

Figure 2

In the case of Linear Group Diffie-Hellman, the extending the typical two-party
algorithm to groups amounts to applying the algorithm iteratively across the storage

14



vector of nodes from lowest index to highest based on the methods in section(T.2.2).
The notion of Linear GDH was extruded from the CLIQUES protocol of Steiner et al.
[1998]. Shown in Figure 2, initially the nodes at position p, and p; perform a two-
party Diffie-Hellman exchange, using privately generated contributions of x5 and z;
to compute the public keys p;, and py,, swapping them to computing key £ ;. Node p,
then uses the computed value of k;; as the private contribution z,; in an exchange
with node ps. p» uses privately generated contribution xsto compute public key p;, and
pigenerates a new “combined” public key py, , from z,; (which again, is the computed
key ko1 from the last round). The process is repeated up to node p,_1, i.e. node p;
contributes k;_, ; in a two party exchange with node p;,; to generate combined public
key py,_,, (for all i > 0) and node p;,, uses contribution z;,, to generate public key
Priy, until i +1 = n — 1. When a key exchange occurs between the nodes at indices
n — 2 and n — 1, the node at index n — 1 is aware of the “plain” public keys py and p,_;
as well as “combined” public keys p;,_, , for 0 < i < n — 1. The keys are then broadcast
to the remaining nodes p; for 0 < i < n — 1, who must compute all keys £, ;,,for all
i < n — 2 (the rightmost node computes the group key in its first and only exchange).
Mathematically the group key k,,_>,_is computed as:

ko1 = (¢%°)* (modp) = g** (modp)

ki,i+1 (gkifl,i)xﬂrl (modp) — g(kifl,i)(xi+l) (modp)
kn—2,n—1 — (gknffi,n72)xnfl<m0dp) — g(kn*3,n*2)(xn*1)(m0dp)

15



1.2.4 Tree-Based Group Diffie-Hellman

¢ Topology and Interconnection Mechanism

Consider a group of n nodes arranged in a list or array representing the leaves of
a binary tree, with an interconnection network as follows:

—_ Images by Kieran S, Hagzan./ No Unauthorized Duplication

Two nodes join to an
intermediary root.

To add a third, we append
the full tree to a new root.

The former node P, and a fourth node are made
children of a new subtree at p,

(

>

{Q/

rpo/\

N~
=
~N —
D)

The former node p,and a sixth node are made

After a fifth addition, we append the full tree to a new root. children of a new subtree at p,

Figure 3

Tree-based Group Diffie-Hellman is implemented based upon the work of [Kim et al.
[2002]. In the case of TGDH, an interconnection network is defined as three connec-
tions for each node at position p; in the storage vector. The “parent” connection to
a node is at position [(p; — 1)/2], the “left child” connection of a node is at position
[2p; + 11, and the “right child” of a node is at position [2(p; 4+ 1)] in the storage vector.
There exists no parent connection for the root node at position 0 in the storage vector,
and no “offspring” connections to children of leaf nodes, by definition. A binary tree
is considered “complete” if the number of leaf nodes in the tree is an even power of
2, and “incomplete” otherwise. The leftmost shallow node of a tree is the leftmost leaf
node whose depth is less than the total depth of the tree.
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* Topology Maintenance

The Tree-Based Group Diffie-Hellman protocol assumes that the binary
tree is maintained such that all true computing “devices” are at the leaves of
the binary tree. All non-leaf nodes are denoted intermediary nodes, intended
as “place-holders” during key agreement and key computation. In the above
diagrams, nodes with dashed borders are intermediary nodes, filled nodes with
solid borders are actual computing devices.

1. Network Sponsorship

The rightmost leaf-node in the topology is designated the network spon-
sor. The sponsor is responsible for maintaining any alterations that occur
to the topology.

2. Addition

Addition to the tree occurs in a manner dependent on the tree’s com-
pletion. If the tree is complete, then the existing tree is appended as the
left subtree of a new intermediary root node, and the joining node is added
as its right sibling. If the tree is complete, the leftmost-shallow node is
appended as the left child of a new subtree rooted at the leftmost-shallow
position, and the joining node is added as its sibling (see Figure 3.)

3. Removal

It is possible to decrease the depth of the tree and preserve left-to-right
filling upon removal from a tree, dependent on the type (intermediary or
actual) of the sibling of the node considered (p;) for removal.

If the sibling of p; is a leaf node:

If the sibling of the node to be deleted is a leaf node (node p, in the top-right
illustration of Figure 3) then the sibling of p; is stored in a temporary lo-
cation and the subtree rooted at p;’s “uncle” (parent’s sibling) is “promoted”
to be p;’s parent. The original sibling of p; is then returned from temporary
storage via normal addition to the tree.

If the sibling of p; is an intermediary node:

If the sibling of the node to be deleted is an intermediary node (node p,in the
bottom-left illustration of Figure 3) then the subtree rooted at p;’s sibling is
promoted to be its parent.

1. Merging/Partitioning

Merging two trees t; and ¢, occurs by “pruning” or collecting the leaf nodes
of t; and performing a single addition for each to ¢;. Partitioning a set of nodes
from a tree occurs by performing a single removal operations for each node in
the set to be partitioned from the tree.

17



¢ Tree-Based Diffie-Hellman Propagation

= Images by Kieran S, Hagzan. No Unauthorized Duplication

— {Fa/\

All leaf nodes that are left-children initiate exchanges with their right siblings. The process repeats at a higher level of the tree. Again, left children
After the exchange, right children assume the role of their parent. initiate the exchages where right children assume the role of their parent thereafter.

Eventually, a right-child will assume the role of the root node and all nodes are able to compute the group key.

Figure 4

In the case of Tree-Based Group Diffie-Hellman, extending the typical two-
party algorithm to groups requires applying the algorithm recursively in a depth-
first, upward propagation through the topology. The general algorithm proceeds by
computing keys for all non-leaf nodes in the topology, using the contributions xg...x,_;
propagated toward the root from the leaves. To initiate the exchange protocol, the
sponsor (rightmost leaf node) broadcasts a message indicating the update request.
The formal algorithm continues as follows:

1. All nodes p;, repeat until the public keys for all nodes between p; and the root
node p, are known:
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(a) All leaf nodes check the current topology to determine first if the node is
the left or right child of its parent, and secondly if its sibling is a leaf or
intermediary node.

(b) If the node represents a left child:

i. It will initialize a two-party exchange with:
A. Either the sibling directly if the sibling is a leaf

B. Or the node “representing” the sibling (the rightmost leaf node of
the subtree rooted at the sibling) if the sibling is an intermediary.

and then listen for public key broadcasts. Otherwise,
(c) If the node represents a right child:

i. The node will wait until either:
A. Its sibling directly, or
B. The node representing its sibling

initializes an exchange with it. After a two-party key is computed and
public-keys are broadcast, this right sibling then assumes the role (becomes
“representative”) of its parent.

In this algorithm, key generation begins in the leaf nodes and proceeds toward the
root with Diffie-Hellman exchanges taking place between sibling nodes at the same
depth. After an exchange, if a node is a left child of its parent, it simply waits for
the broadcast of the public-key tree. Mathematically, a key between siblings k;, is
computed as follows for any right child r using private contribution z, and sibling [
who has public key p,:

ki = (g*7)P (mod p) = ¢ (mod p)

After the computation of £, if the parent of the siblings is not the root, the right
sibling will then promote itself to be the parent, and use the value of k;, as a private
contribution to compute the “combined” public key p;, . and the left sibling waits for a
broadcast of all public keys in the tree. If the parent is the root, the right node broad-
casts the tree of all public keys (plain at the leaves and combined for the internal
nodes), at which point all nodes can compute the keys for nodes between themselves
and the root, eventually computing the group key at the root. In the top center il-
lustration of Figure 3, the group key k,, at node p, is computed from an exchange
between nodes p; and p, as follows:

1. The private contribution of node p, (denoted k,,) is computed by a Diffie-Hellman
exchange between p; and p,:
For node ps, the value ofk,, = (¢%*)Pk (mod p) = g**P* (mod p)
For node p,, the value of k,, = (g%*)P*s (mod p) = g"***s (mod p)

2. The node p, promotes itself to be the active node p,, using k,, as private contri-
bution z; to generate public key py, .
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3. An exchange is then performed between p, and sibling node p,. p, uses public
key px, from its privately generated contribution x, as follows:
For node p,, the value of k,, is
kpy = (gm )PkQ (modp) = 1Pk (modp) — g($4pk;;)Pk2 (modp) — g(x3pk4)m2 (modp)
which follows from step 1 and for node p, the value of %, is
kp, = (g"2)P*1 (mod p) = g"*"*1 (mod p)

Following the progression of steps to see the computation of key k£,,, we can see that
the key at the root of the tree is truly a contributory key comprised of contributions
from each node in the tree.
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1.2.5 Hypercubic Group Diffie-Hellman

¢ Topology and Interconnection Mechanism

Consider a group of n nodes arranged in a list or array representing a hypercube,
with an interconnection network as follows:

Complete hypercube of degree 1 | Complete hypercube of degree 2

Incomplete hypercube of degree 2 Incomplete hypercube of degree 3 Incomplete hypercube of degree 4

Figure 5

Hypercubic Group Diffie-Hellman is based upon the “Octopus Protocol” described
by Becker and Wille [1998]. The notion of the octopus protocol is minimizing the total
number of Diffie-Hellman exchanges in the overall group. The other advantage of
the hypercube is that using our Gray Code mapping the structure fits into an array
perfectly with no wasted space as in the tree-based model, allowing for a minimum
data transfer when the group changes to re-key (McGrew and Sherman [1998]). In
the case of Hypercubic Group Diffie-Hellman, an interconnection network is defined
for each node based upon the degree, or dimension of the hypercube. The degree
of the hypercube is defined as the number of bits required to represent the highest
index(n — 1) of the storage vector holding the nodes of the hypercube. For instance,
if the hypercube contains 8 nodes, {p...p7}, the hypercube is of degree 3, since 3 bits
are required in binary to encode the decimal index 7. If the hypercube contains 23
nodes, the hypercube is of degree 5 since 5 bits are required to represent the decimal
integer 22 (10110 in binary). Connections to other nodes for any particular node p;
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are determined by “flipping” the the bits representing index 7 from most significant
bit to least. Flipping bits in this order guarantees that any tenticular nodes perform
their exchange with an inner node first to minimize synchronization issues later. For
example:

If the hypercube is of degree 4 containing up to 15 nodes, the node at in-
dex py, would represent its index as 0000. Therefore, node py would have
connections to nodes with indices at {1000, 0100, 0010, 0001} in binary,
or {ps,ps,p2,p1}. Node p; would represent its index as 0001 and have
connections with {1001, 0101, 0011, 0000} in binary, or {pg, ps, p3,p0}. If
the degree of the hypercube were 5, node p; would have connections with
{p16, Ps, P4, P2, p1} and node p; would have connections with {pi7, po, ps, p3, Po},
etc.

A hypercube is considered complete if the number of nodes contained is a even power
of 2. When a hypercube is complete, the interconnection network is as described
above. If the hypercube is incomplete (the number of nodes contained is not an exact
power of 2), those nodes with an index whose most significant bit is set to 1 are con-
sidered tenticular nodes. Tenticular nodes posses only a single connection to the node
whose index bitmask is that of the current node with the most significant bit flipped
to 0. In the diagram above, ps, py, p1o, p11 are tenticular nodes within the incomplete
hypercube of degree 4 and size 12. Note that ps whose index is 1000 in binary has
only a connection to 0000, or py, 1001 to 0001, 1010 to 0010, and 1100 to 0100 in this
case. A hypercube node is fully connected within its dimension if the node is either a
member of a complete hypercube, or is not a member of the outermost dimension of
an incomplete hypercube.

¢ Topology Maintenance

1. Network Sponsorship

The node at the last position n — 1 in the storage vector is designated
the network sponsor. The sponsor is responsible for maintaining any alter-
ations that occur to the topology.

2. Addition

Upon addition to the hypercube, nodes are inserted at a new (n + 1)st
position in the storage vector, then network sponsorship and connectivity
are updated accordingly.

3. Removal

Upon removal from the hypercube, a node in position p is deleted from
the storage vector, the positions of all nodes with index greater than p is
decremented, then network sponsorship and connectivity are updated ac-
cordingly.

4. Merging/Partitioning
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To merge two hypercubes h,; and h,, the storage vector representing
hs is concatenated to the vector representing h;, then network sponsorship
and connectivity are updated accordingly. Partitioning a set of nodes from a
hypercube occurs by performing a single removal operations for each node
in the set to be partitioned from the hypercube.
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* Hypercubic Diffie-Hellman Propagation

Images by Kieran 5. Hagzan. No Unarthorized Duplication

Initially, nodes exchange from Nodes proceed to lower dimensions if a connection to
the highest dimension to the lowest a node in that dimension exists

Nodes proceed to a lower dimension if a connection Nodes have computed the group key when the final
to a node in that dimension exists exchange is done along dimension 0

Figure 6

In the case of Hypercubic Group Diffie-Hellman, extending the typical two-
party algorithm to groups requires for each node p;, collapsing the hypercube based
upon the index i from greatest dimension to dimension 1. A hypercube of dimension
1 is formally two nodes with a bi-directional connection between them, where the
typical two-party algorithm is applied. For a node at position p; in the storage vector
of a hypercube of dimension d, the formal algorithm proceeds as follows:

k=d
While £ > 1:
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1. Determine the index of node p;, , the result of flipping the value of bit % in the
binary representation of the index i:

(a) If the node p;, exists, perform an exchange with the node

(b) If the node p;, does not exist, do nothing (this only happens when the outer
dimension of the hypercube is incomplete.)

2. k=k—-1

When k& = 1, then the sponsor node at array index 0 will broadcast the hypercube
of public keys to all nodes such that any tenticular nodes in an incomplete outer
dimension can generate the group key. In the bottom center illustration of Figure 3,
the nodes p, and p5 would compute the group key as follows:

1. The highest dimension nodes of the hypercube (in this example p, and ps5) will
exchange with their counterpart nodes found by flipping the most significant bit
of their index. In this example:
ps has index 4 with binary representation 100 which will exchange with index
000 or node pyto compute key k4
kao = (g™*)P* (mod p) = g**"*o (mod p)
pshas index 5 with binary representation 101 which will exchange with index
001 or node p; to compute key ks 1
ks1 = (g% )P¥1 (mod p) = g™*P¥1 (mod p)

2. The outer dimension nodes p, and ps will now “freeze” and wait for the broadcast
of public keys subsequently by nodes p, and p; respectively. The inner dimen-
sion nodes will continue on to collapse on the dimensions of the structure, in this
example:
p2 with binary representation 010 will exchange with node p, with represen-
tation 000 to compute key ksyo. In this exchange p, will use the value of k£,
computed in the outer dimension as its private contribution to compute public
key Dryg- .
koo = (g70)P2 (mod p) = (g"0)Pk2 (mod p) = gla™ " 0P, (mod p)

p; with binary representation 001 will exchange with node p; with binary rep-
resentation 011 to compute ks;. In this exchange, p; will use the value of k;;
computed in the outer dimension as its private contribution to compute public
key pis ;-

ks1 = (g% )Pk (mod p) = (g¥s1)Pks (mod p) = 9(915pk1)17k3(m0dp)

3. A final exchange is computed along the innermost dimension:
p1with representation 001 will flip its least significant bit to exchange with pg
with binary representation 000 to compute the final key:

(z4)(Pryy)
p3 with representation 011 will flip its least significant bit to exchange with p
with binary representation 010 to compute the final key:

)pk2)pk1
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(gu‘s)(pkl)

k372 g (gxl%)pkg (modp) — g(kJ,l)(pk2)<mOdp) — g(g

)pk3)pk2
. Node py will send the public keys used in the exchanges with first p, and secondly
p1 to node p,. At the time of the exchange with node p;, node p, used the value of
k40 to generate public key py, ,, so p4 can also generate p;, , and compute first k;
as node p, did in step 2 and then repeat step 3 exactly to produce key %, ;. Node
p1 will also send the public keys used in the exchanges with first p; and secondly
po to node ps;. At the time of the exchange with node p;, p; used the value of £; ;
to generate the public key py,,, so ps can now also generate p;,, and compute
first k3, as p; did in step 2 and then repeat step 3 exactly to produce key £ ;.
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1.2.6 Hypothesis

From [Lee et al. [2002], heoretical bounds on the running times of each Group Diffie-
Hellman protocol are based upon the number of two-party Diffie-Hellman computa-
tions performed by each node which in turn is based upon group size. Theoretical
bounds on network data transfer for each algorithm are based upon the count and
number of public-key broadcasts needed which is also based upon group size . This
section presents the predicted theoretical results of running time and data transfer
for the three paradigms. In each of the three cases, the data plotted is a represen-
tation of the complexity bound of the algorithm. When complexities are plotted, the
notion of an additive and multiplicative constant are allowed to compensate for envi-
ronmental factors. Therefore, the graphs that follow are meant to illustrate the rate
of change in experimental timing data expected as group size grows, not necessarily
meant to predict the experimental timing data for any given group size.

In general, when plotting a complexity of n for linear Group Diffie Hellman, this
actually implies the general plot of ¢cn + d where ¢ and d are constants, when plot-
ting 2(n — 1) for tree based Group Diffie-Hellman, this implies the general formula of
2¢(n — 1) + d where ¢ and d are constants. The same follows for all graphs presented
here for theoretical timing models. Finding such constants ¢ and d for all of the ex-
perimental data such that a model can be mapped to predict running time for large
groups using LGDH, TGDH, and HGDH is quite possible using numerical analysis
methods such as LeGendre polynomials and Taylor Expansion, however such compu-
tation is beyond the scope of this work. The goal is to make a comparative analysis
between the three protocols to examine if experimental data follows the theoretical
trends mentioned in these hypotheses, and to make a conjecture about any deviation
found in the experimental data.
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1.2.6.1 Linear Group Diffie-Hellman (LGDH) During an instance of the LGDH
protocol, each of the n nodes in the storage array could perform at most 2 exchanges,
one with their left partner, and one with their right. The node at position p, has no left
partner and the node at p,_; has no right partner, so the worst-case scenario occurs
for the node at position 0, who must perform n two-party computations.

Network data transfer consists of each node broadcasting at most 2 public keys,
the public key used in the exchange with their right partner, and the public key used
in the exchange with their left partner. The node at position p, has no left partner and
the node at p,,_; has no right partner, so the total number of public keys broadcast to
determine the key for a group of size n is 2(n — 1) + ¢ where ¢ is a constant. LGDH
is an algorithm where at most two nodes at any given time are “active,” or currently
performing a two-party exchange.

Theoretical Running Time vs. Group Size

Linear Group Diffie-Hellman
n T | T | T | T | T 1

Theoretical Running Time (Unquantified)

0“ | | | | | | | | | | | u
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Group Size (# of Nodes)

Figure 7

The Theoretical Running Time of LGDH
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Theoretical Data Transfer vs. Group Size
Linear Group Diffie-Hellman
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1.2.6.2 Tree-Based Group Diffie-Hellman (TGDH) During an instance of the
TGDH protocol, the number of exchanges is proportional to the number of exchanges
per node multiplied by the node count. The number of exchanges per node is propor-
tional to the height of the tree at hand. The height of the tree at hand is proportional
to the mathematical ceiling of the logarithm base 2 of the number of leaves in the
tree. For instance, a tree containing 7 nodes has a height of 3, therefore, each node
could perform at most three exchanges before computing the root key. Since there are
7 nodes, a total of 21 exchanges are performed in total. In general, for a tree of size n,
there are ceiling(logs(n)) exchanges performed per node.

Network data transfer consists of two public-key broadcasts for all two-party ex-
changes. The number of two-party exchanges in total is equal to n * ceiling(logs(n)),
and the number of key-broadcasts is therefore 2n * ceiling(logz(n)). TGDH is an algo-
rithm that is moderately parallelized; initially all leaf nodes are actively performing
two-party exchanges at the same time, then leaves who are left children cease and
those who are right children continue to compute, etc.

Theoretical Running Time vs. Group Size

Tree-Based Group Diffie-Hellman
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Figure 8

The Theoretical Running Time of TGDH
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Theoretical Data Transfer (Public Keys Broadcast)

Theoretical Data Transfer vs. Group Size

Tree-Based Group Diffie-Hellman
2500m . I T

2000 —

— 2n*log2(n)

1500 —

500 —

E
0 50 100
Group Size (# of Nodes)

Theoretical Data Transfer Quantities for TGDH
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1.2.6.3 Hypercubic Group Diffie-Hellman (HGDH) During an instance of the
HGDH protocol, the number of exchanges is proportional to the number of exchanges
per node. The number of exchanges per node is proportional to the dimension of the
hypercube at hand. The dimension of the hypercube is proportional to the mathe-
matical ceiling of the logarithm base 2 of the number of nodes. For instance, a cube
containing 7 nodes is of dimension 3, therefore, each node could perform at most
three exchanges before computing the root key. Since there are 7 nodes, a total
of 21 exchanges are performed in total. In general, for a cube of size n, there are
ceiling(logz(n)) exchanges performed per node.

Network data transfer consists of two public-key broadcasts for each two-party ex-
change performed. Therefore, the number of public keys broadcast is nxceiling(logz(n)).
HGDH is a fully parallelized algorithm, i.e., no node is inactive at any point during a
key computation.

Theoretical Running Time vs. Group Size

Hypercubic Group Diffie-Hellman
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Figure 9

The Theoretical Running Time of HGDH
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4. Discussion of Hypothesis

Of the three group Diffie-Hellman algorithms presented, two algorithms (TGDH,
HGDH) have logarithmic running times, and LGDH has a linear running-time. TGDH
and HGDH are also parallelized algorithms, where as LGDH exhibits no parallelism
whatsoever. Considering data-transfer quantities needed to generate a group Kkey,
all have quantities that are linearly proportional to the group size. Of these, LGDH
experiences the fewest broadcast messages, HGDH the second least, and TGDH the
greatest. Given these data, it is reasonable to assume that LGDH will perform the
worst in large groups, HGDH the best, and TGDH somewhere in between. Envi-
ronmental influences that will greatly effect key generation time are both network
latency and the average processing ability of the devices at hand. In general, we can
expect the theoretical results to be somewhat related to the number of Diffie-Hellman
computations and network broadcasts in any given key exchange topology for a group
of size n based on the works by|Amir et, al! [2003], Becker and Wille [1998], Amir et al.
[2001], and |Amir et. al. [2002].
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2 Methods

2.1 Software Design Model
2.1.1 Internal I/O Handling

To properly simulate a broadcast ad-hoc network environment within a wired net-
work, network packets are addressed to the network’s broadcast address. Typically,
the broadcast address for a network is the network portion of the network IP address
group masked with the network’s subnet mask (combine the IP and subnet mask with
the logical AND operation). Sending packets to this address allows for each node to
send exactly one packet which is theoretically received by all other hosts listening to
the broadcast address. Due to our broadcast addressing schema, UDP transport is
used over TCP transport, introducing packet-loss and forcing the robustness of the
underlying design. Efforts have been made bylAdamson et all [2000]to create reliable
multicast in this same fashion.

Introduced in the Java programming language version 1.4 was the notion of the
standard “select()” system call to perform I/O multiplexing, along with non-blocking
I/0. Typically, this technique is used to reduce CPU overhead by polling the native
network hardware to determine if there is any I/O to perform. If so, data is read to be
processed, a response is generated and sent, finally the CPU will return back to the
“select()” system call. If no I/O is ready, the CPU will either sit idle, or do some other
work that is lying around. This is accomplished by a multithreaded, event-driven
“reactor” pattern often used with large-scale and high-demand network programs.
One main thread will hand each event-request off to a child thread, who will then
do some work and die-off. Since the tasks performed by the child-threads are often
long-lived, the benefits of multithreading outweigh the overhead of thread-creation
and startup and is beneficial overall.

Network messages are split into three categories of handlers: topology control,
key agreement, and user-space handlers. Each category is dependent on all others, so
there is heavy state-synchronization that occurs between threads handling requests.
The category of any particular message is encoded in the first byte of the message.
The general design pattern is noted in the figure below.
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Data Flow in the Reactor

By Kieran 5. Hagzan
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2.1.2 Topology Maintenance Abstraction

In order to standardize the topology management handler of the system, the op-
erations on the topology were generalized into four distinct operations: join, leave,
merge, and partition. The bulk operations of merge and partition are often expressed
as multiple applications of join and leave. Depending on the topology however, the
bulk operations can occasionally be accomplished by a single operation. Regardless of
implementation, all Diffie-Hellman based key agreement strategies should be able to
support these three operations, under the following preconditions and postconditions:

Join:

Precondition: One or more nodes exist in a group to join.

Postcondition: The joining node is added to the topology representative of the key
agreement strategy at hand. The topology is distributed to all members, and the
key-agreement layer is notified to update the key collaboratively, ensuring forward
security.

Leave:

Precondition: One or more nodes desires to leave an existing group.

Postcondition: The leaving node is removed from the topology representative of the
key agreement strategy at hand. The topology is distributed to all members, and the
key-agreement layer is notified to update the key collaboratively, ensuring backward-
security.

Merge:

Precondition: Two or more groups of nodes exist that wish to merge.

Postcondition: The merging groups are combined into one larger group. The merged
topology is distributed to all members of both groups, and the key-agreement layer is
notified to update the key collaboratively, ensuring forward-security.

Partition:

Precondition: A group of nodes wishes to leave the group at once.

Postcondition: The leaving group is removed from the topology representative of
the key agreement strategy at hand. The topology is distributed to all members,
and the key-agreement layer is notified to update the key collaboratively, ensuring
backward-security.

Another assumption of this model is that any topology can be represented and
stored as an array or list. The tree for TGDH is no more than clever iteration through
a list, and the hypercube for HGDH is little more than a clever way to index the
vertices of a cube (as a Gray Code mapping vertices onto an array named after Frank
Gray). Implementing these structures with an array or list backing the underlying
storage allows for polymorphism in the choice of structure, as any structure that can
be mapped to a list will work in this setting.
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2.1.3 Linear Group Diffie-Hellman Optimizations

Each exchange in the two-party GDH algorithm requires two broadcast messages,
one sent by a distinct party denoted A and received by another distinct party denoted
B, and a second message sent by party B and received by party A, In the LGDH proto-
col, the manner in which this bi-directional communication occurs is not specified. In
this implementation key propagation occurs from left-to-right exclusively beginning
with nodes py and p; and repeating until nodes p,_; and nodes p,,_» compute the final
key. When the key reaches node p,,_; then all public keys used in the key computation
have been collected and the node at positionn — 1 sends a broadcast message with the
public keys.

At this point the subkey £, .2 for all nodes k; is computed with the public keys
from the broadcast message and this process is repeated for k;.2,.3 all the way to
kn—2n,-1. Forcing a directional key propagation eliminates half of the synchronous
communication (backward propagation) that occurs within the LGDH protocol, im-
proving performance within small groups dramatically. Also, the structure is a com-
plete structure with no wasted space (every array element represents one actual de-
vice in the topology) and is therefore space-efficient. Finally, the protocol is a fully
event-driven protocol, meaning is is a “push” protocol and no node needs to poll any
other to determine if that node is ready to perform an exchange. When a leftmost
node initiates an exchange with its right neighbor, that neighbor is guaranteed to
be awaiting the request and should act immediately if that node is still alive. This
means synchronization latency from parallelism is 0.

2.1.4 Tree-Based Group Diffie-Hellman

To represent the binary tree as an array, the simple rule is that the children of
parent ; are at index 2i + 1 and 2(i + 1) for the left and right child respectively. A
depth-first search technique is used to find and traverse nodes in the tree, since leaf-
nodes are guaranteed to be mostly at the end of the tree’s storage array. Backward
propagation is again reduced by each right-child collecting the “blind-key” subtree of
their left sibling, and sending it to their parent’s right sibling if the parent is not the
root. If the parent is the root, the rightmost child broadcasts the “blind-key” tree, and
all nodes compute the shared key using the blind-keys on the path from themselves
to the root. Since the structure is partially-parallelized , there exists a substantial
amount of opportunity for synchronization latency, since right nodes that promote to
their parents must poll their right sibling to ensure the tree is synchronized. Other-
wise, the right sibling may not have computed the key from its leaves to its current
index, and both the left and right subtrees would determine different shared keys.
The protocol is also not space-efficient, since there could be as many as 2"~ nodes in
a tree with n leaves, each having an m-bit shared key associated with it. Neither the
LGDH or HGDH protocols are this theoretically inefficient.
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2.1.5 Hypercubic Group Diffie-Hellman

The hypercubic structure is a method often used to manage work-sharing and
distribution among a set of processors. Since the formation of a contributory key is
not much more than this, it is reasonable to apply the hypercubic notion to solve the
Diffie-Hellman shared-key problem. If the nodes of a hypercube are arranged using
a Gray Code mapping, then the cube maps perfectly onto an array structure. A Gray
Code is a binary position mapping where no two successive elements differ in only
one digit. Translated to our hypercube, in our notation two adjacent nodes in the
hypercube differ in only one dimension (one bit of their underlying positional index in
the storage vector). Furthermore, each node flipping the bits of their index from MSB
to LSB maps the traversal of the structure in linear time.

The traversal of the hypercube structure ¢ an be fully parallelized, such that dur-
ing any given computation in the process at most half of the nodes could be waiting
and fully-blocked for their current exchange partners to synchronize. In practice,
HGDH could work well except for synchronization issues hampering the fully paral-
lel nature of the hypercube. In practice one node could finish an exchange and move
on to initiate with the partner in the next dimension and that partner has not finished
exchanging from the previous dimension. This introduces a small amount of latency
for each parallel key exchange needed to recompute the group key.
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2.2 Result Testbed
2.2.1 Testbed Hardware Platform

The computing platform used for the testbed included 137 Sun SPARC-II machines
running between 440 and 650 MHz, containing between 256 and 512 MB. of memory.
The nodes are interconnected via a 100Mbps, fully-switched Ethernet which spans
one subnet. The testbed is a public-domain computing platform, so results were taken
over a 1 week period to get an average-load sample. The devices were assumed to
be fault-tolerant, thus no checks are performed to ensure that the device has not
experienced an error or has left the topology maliciously. Such data sets (when they
did occur) were discarded. Each node shared a common-filesystem via NF'S, therefore
each node used a specific output file mutually-exclusive of all other nodes and stored
on each machine’s local filesystem to avoid synchronization and file-locking issues.
When the test-runs are complete, the output files are placed into the NFS directory
tree.

2.2.2 Result Collection

The results collected are in the form of transcripts for each node during each test
run. The transcripts are a log of the changes in group size, and the time needed to
compute the group key after the change. Each node went through different stages
of joining and merging until all available nodes were joined a group and computed
the group key, making each transcript a distinct data set. The transcripts were then
merged into one final result set by averaging the group size and time pairs to deter-
mine average cost per node. The testbed was then repeated 100 times over the course
of 1 week, and the final result sets of each test-run were averaged. This double-
averaging technique was done to eliminate erroneous data points automatically by
increasing the degree-of-freedom present for all data sets.

2.2.3 Result Normalization

Finally, the results were normalized via Taylor expansion about the final averaged
data sets. A Taylor expansion is a tool of numerical analysis used to approximate the
formula of a curve matching an arbitrary data set. The LeGendre polynomial could
also have been used to determine the best representation of the data. Expansions
were taken for degrees two up to eight, and the best fit expansion is chosen by visual
inspection. The regression and expansion capabilities of the open-source graphing
tool XMGrace was used to determine the final results and produce the graphs seen in
the next section.
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3 Results

3.1 Raw Results
3.1.1 LGDH

L.GDH Key Agreement Time vs. Group Size
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3.1.2 TGDH

TGDH Key Agreement Time vs. Group Size
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3.1.3 HGDH

HGDH Key Agreement Time vs. Group Size

Average of 100 Runs

—— Experimental Data

—
h

Elapsed Time (Seconds)

0.5

0“ 1 | 1 | 1
0 50 100

Group Size (# of Nodes)

Raw Hypercubic Results

43



3.1.4 Raw Combined Results

Key Agreement Time vs. Group Size
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3.2 Normalized Results

3.2.1 LGDH
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3.2.2 TGDH

TGDH Key Agreement Time vs. Group Size
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3.2.3 HGDH

HGDH Key Agreement Time vs. Group Size
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Normalized Hypercubic Results
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3.2.4 Normalized Combined Results

Key Agreement Time vs. Group Size
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4 Discussion

4.1 Variations Between Theory and Practice

When the theoretical performance of software is considered, there are many physi-
cal and environmental circumstances that are ignored in theory but in practice cause
the performance of the solution to be less than optimal. In this particular case, the
largest hindrance that can be considered a static quantity for each node that partici-
pated in the tests is the NF'S overhead. As mentioned earlier, the use of machine-local
files was incorporated to prevent this latency and the files were moved to NFS after
the timing-studies were taken.

When the results are analyzed, it is apparent that LGDH performed remarkably
better than expected, and HGDH performed remarkable worse than expected. The
theoretical bounds on HGDH are computationally the best, however of the parallel al-
gorithms, it performed worst. LGDH has a very poor theoretic computational bound,
but performs far better than its parallel counterparts up to 75 nodes. Since each
algorithm is optimized for its topology and traversal, a common I/O framework was
utilized for these purposes, and the results normalized over many iterations taken
during a 1 week span, these results can be considered a fair sample.

4.2 Causes of Variation

The real difference between the paradigms that causes the most latency is surely
the synchronization overhead of parallelism. The non-parallel paradigm (LGDH) out-
performed the parallel paradigms regardless of their ability to eliminate backward
propagation up to a reasonable size closed-network. Of the parallel paradigms, the
one that was “less paralle]” (TGDH) outperformed the fully parallelized algorithm
(HGDH), even though TGDH uses a far larger memory footprint and computation per
node. Since there were no other measurable quantities of HGDH that could cause it to
perform more poorly than TGDH, the conclusion left is parallel latency. This latency
can also be used to explain the high-value at which the parallel algorithm benefits the
situation, since at that point the computational complexity of LGDH has rendered it
unusable in practice.

As mentioned, the memory footprint of TGDH and the “intermediary” nodes it
utilizes may become prohibitive for huge ad-hoc networks, at which time HGDH is
a feasible option. Regardless, LGDH is meant for ad-hoc networks of 100 devices or
less, at which point a new solution is needed.

4.3 Improvements / Future Work
4.3.1 Key Sequencing

Currently, user-space messages are sent at a “best-effort” basis. Therefore, they
may be encrypted with a security that, by the time the encryption is complete, is old
and void. There are two distinct solutions, the first being to attach a key sequence
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number to each key, and therefore each encrypted message, telling the nodes which
key was used to encrypt each message. Security is not harmed since the sequence
numbers and keys are completely unrelated, and having the sequence number would
do nothing for an attacker. The second (and naive) solution would be to try all old
prior keys and perform syntactic and semantic-analysis on the result, choosing the
best match.

4.3.2 Failure Detection

As mentioned, this protocol (in its current state) does no form of failure detection.
That is, if a node were to leave unexpectedly or maliciously, the protocol could break.
It is designed to deal with lost packets, but identified nodes are expected to remain
healthy for the duration of the tests. The solution here is some form of heartbeat
mechanism that occurs in the same manner the protocol is traversed. When a node
finds an exchange-partner non-existent, broadcast this fact to all other nodes, each
check for their respective partner, and notify the “sponsor” accordingly, choosing a
new sponsor if necessary. At least this way, the solution to the heartbeat scheme
is guaranteed to follow the general complexity bound of the topology traversal and
key-agreement paradigm.

4.3.3 Final End-User Interface

In essence, this software product is intended to mimic most of the functional-
ity available in Java sockets proper, but with no user-accessible form of addressing.
The user-space queuing is largely prototyped, but somewhat unimplemented. The
queues and locking scheme needs to be synchronized for threading and son-of-data
message encapsulation done to transform client-space messages into network-ready
form. Also, any key-sequencing needs to be brought into the prototype. Other Diffie-
Hellman variants could be added, hybrids, octopus, etc..
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5 Appendices
5.1 Result Data

5.1.1 LGDH
‘ Group Size ‘ Key Agreement Time (Seconds) ‘ ‘ Group Size | Key Agreement Time (Seconds)
2 0.40723045522018764 37 0.7015202702702689
3 0.34250968456004405 38 0.7154745916515424
4 0.3092227592267134 39 0.7673273001508291
5 0.3263413407821234 40 0.7943701923076912
6 0.3270269905533071 41 0.733338282078473
7 0.32522067957617856 42 0.786077996715928
8 0.3608326480263161 43 0.8549651162790696
9 0.3613916773916764 44 0.8175520527859237
10 0.39727102803738246 45 0.753864102564103
11 0.37408369408369435 46 0.7705660225442829
12 0.3708730842911878 47 0.7762434292866087
13 0.4356628029504741 48 0.8565748106060609
14 0.48649070847851394 49 0.7716288265306105
15 0.4547672514619889 50 0.8168199999999993
16 0.45891850490196107 51 0.7931813725490192
17 0.48103305322128764 52 0.8950631868131861
18 0.5820204342273307 53 1.015793103448276
19 0.48977214377406914 54 1.0134197530864213
20 0.5345782608695653 55 0.9571431235431243
21 0.580240327380954 56 0.8914556451612897
22 0.6025606060606067 57 0.8793170890188425
23 0.5706601449275366 58 1.0394618226600993
24 0.5660621468926555 59 0.9640423728813559
25 0.7177409523809528 60 0.8899770114942528
26 0.6885369230769207 61 0.8674650273224054
27 0.6354879629629642 62 0.9150758661887705
28 0.5807598214285723 63 0.867526077097505
29 0.6197308429118765 64 0.9768168402777783
30 0.6376942857142865 65 0.9596043076923079
31 0.6497195340501792 66 1.040556818181819
32 0.6472229729729739 67 0.9749534328358215
33 0.6894715909090905 68 0.9996176470588236
34 0.6490316742081447 69 1.0357506038647342
35 0.7446600985221671 70 0.9650771428571445
36 0.6031785714285723 72 1.090581275720166
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LGDH (Continued)

‘ Group Size ‘ Key Agreement Time (Seconds) ‘ ‘ Group Size | Key Agreement Time (Seconds)
73 1.0698862418106039 109 1.8714352701325156
74 1.064197212837838 110 2.6396809090909104
75 1.1822757575757565 111 1.959039745627977
76 1.1501273684210518 112 1.8388794642857142
77 1.1236996047430823 113 1.6187866273352995
78 1.1441995192307675 114 1.7726303258145362
79 1.2176772151898716 115 2.17086086956522
80 1.1569484374999985 116 1.8271243842364537
81 1.29274797786292 117 1.986003418803417
82 1.43955081300813 118 1.8640310734463272
83 1.1959508032128516 119 1.9709651860744293
84 1.2128286564625848 120 1.930039999999998
85 1.28389 121 2.0976847697756797
86 1.2455799999999981 122 1.9662817622950828
87 1.3406449553001278 123 2.2712800361336902
88 1.42193899521531 124 2.15082741935484
89 1.393021535580528 125 2.1175771428571446
90 1.30839312169312 126 1.9417248677248689
91 1.3566505494505507 127 2.3120062992125976
92 1.3976064311594214 128 1.684317187499999
93 1.5525178494623681 129 2.0054819121447056
94 1.44853244680851 130 2.2133169230769227
95 1.6711382775119628 131 2.1724599236641224
96 1.6446921874999962 132 1.945685606060605
97 1.6861196772747646 133 2.2963834586466167
98 1.4961938775510175 134 2.3093253731343273
99 1.8552816627816644 135 2.5658799999999986
100 1.773338846153844 136 2.5057242647058824
101 1.9004873009040033 137 2.3802706019253215
102 1.719240896358539
103 1.7228957928802566
104 1.7000725524475537
105 1.9086184873949599
106 1.7579456159822406
107 1.6360116822429922
108 2.053222993827158
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5.1.2 TGDH

‘ Group Size ‘ Key Agreement Time (Seconds) ‘ ‘ Group Size | Key Agreement Time (Seconds)
2 0.3393288174221315 38 0.9487675840978586
3 0.19456511669339024 39 0.910510096575944
4 0.3090830970556164 40 0.8856251808972505
5 0.302947270800212 41 0.9711081967213115
6 0.3498852931752653 42 0.9328260283209703
7 0.4118754221388373 43 1.0754116891457912
8 0.5533706268221569 44 1.00420012911556
9 0.56361854808057775 45 1.0852970085470093
10 0.47172351121423123 46 1.0135115562403711
11 0.5630044733631558 47 1.1616616314199384
12 0.5671471449487568 48 1.0764867060561332
13 0.5662866015971627 49 1.0228870858688315
14 0.6160350591112931 50 1.0413378378378377
15 0.7178017241379314 51 0.9943060708263064
16 0.7989032674118639 52 1.1835985691573916
17 0.728303380782918 53 1.094862978723402
18 0.6728504716981102 54 1.2227247706422038
19 0.7160832102412589 55 1.180409793814433
20 0.752962525667352 56 1.0941158493248004
21 0.7021309699655357 57 1.2431661129568097
22 0.7253411016949167 58 1.137993991416312
23 0.8786529411764705 59 1.278579310344825
24 0.866923406279732 60 1.282385534173852
25 0.8002461701003681 61 1.237747008547008
26 0.8531194029850748 62 1.2353914141414168
27 0.8002145270270278 63 1.3696938356164385
28 0.9585946097697923 64 1.296024271844659
29 1.128984757505773 65 1.381977595628416
30 0.940890318970341 66 1.3062031344183307
31 1.0007456852791863 68 1.1964671532846756
32 1.1614331328088852 70 1.4166080870917586
33 1.1054333151878075 72 0.9779756944444442
34 1.0746897983392636 73 1.308095703125001
36 1.0784567307692308 74 1.2013392857142857
37 0.9263843098311826 75 1.4577491694352154
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TGDH (Continued)

‘ Group Size ‘ Key Agreement Time (Seconds) ‘ ‘ Group Size | Key Agreement Time (Seconds)
76 1.2600213523131696 113 1.4570110619469017
77 1.169613390928725 114 1.4702882096069874
78 1.4338664122137454 115 1.251
79 1.334944055944058 116 1.222339055793991
80 1.2618336283185825 117 1.7483697478991598
81 1.370316923076922 118 1.7242711864406781
82 1.199572580645162 119 1.5069201680672248
83 1.3108476027397262 120 1.238208333333333
84 1.2085167652859958 121 1.1644508196721313
85 1.3874309133489442 122 1.2867950819672136
86 1.402337962962966 123 1.7603008130081297
87 1.3722058449809402 124 1.2439435483870958
88 1.5232015065913398 125 1.4038293333333332
89 1.1749632587859462 126 1.5440312500000006
90 1.2161789667896663 127 1.7226850393700783
91 1.1510899122807035 128 1.7461322957198493
92 1.4709999999999994 129 1.5690775193798443
93 0.9986541554959771 130 1.3234086294416234
94 1.5524366197183086 132 1.3592989949748735
95 1.2244631578947356 134 1.7298272058823532
96 1.3688385416666697 136 1.90771428571429
97 1.514179028132992
98 2.5830134228187887
100 1.3815776397515613
101 1.5033061056105563
102 1.66192105263158
103 1.1885
104 1.1836555023923439
105 1.3628384798099769
106 1.3812065727699527
107 1.2581100917431194
108 1.5246451612903216
109 1.4608628048780483
111 1.285567567567568
112 1.243026785714284
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5.1.3 HGDH

‘ Group Size ‘ Key Agreement Time (Seconds) ‘ ‘ Group Size | Key Agreement Time (Seconds)
2 0.28241318537859045 36 1.2909710884353756
3 0.16426388115134605 37 1.1407085320614752
4 0.3605236042692944 38 1.1490126705653037
5 0.20211922639362961 39 1.1843880341880342
6 0.46999611801242214 40 1.1516774390243916
7 0.5158127373648852 41 1.15390779298037
8 0.6250615717821795 42 1.0923051378446116
9 0.5191505167958665 43 1.0865651162790686
10 0.5472925795052997 44 1.1550735294117627
11 0.577521846370684 45 1.0814035087719298
12 0.7729729080932788 46 1.2383723702664786
13 0.6830138461538469 47 1.2434536921151453
14 0.7628346833578799 48 1.403363095238094
15 0.8613180467091324 49 1.269581065759637
16 0.953971337579619 50 1.3498415384615383
17 0.8301150708458563 51 1.3318553921568637
18 0.8560633169934652 52 1.2396602564102561
19 0.84255427631579 53 1.2984581132075474
20 0.8476279999999989 54 1.3753789173789168
21 0.8013449163449142 55 1.3087207272727261
22 0.8207713358070522 56 1.4827729591836734
23 0.8866375183194912 57 1.3421122807017527
24 1.0612067307692297 58 1.3585905172413784
25 0.9197626666666674 59 1.3585819209039556
26 0.9166907484407476 60 1.4861280701754407
27 0.926797078768912 61 1.399721967213113
28 1.097555194805193 62 1.5494442815249256
29 1.0507347480106097 63 1.6646227824463118
30 1.1847744791666666 64 1.710591517857143
31 1.21003444505194 65 1.6887222672064792
32 1.2674879032258093 66 1.5952282828282816
33 1.1785078201368517 67 1.59594328358209
34 1.1834582967515335 68 1.679159663865544
35 1.1762461904761912 69 1.42491304347826
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HGDH (Continued)

‘ Group Size ‘ Key Agreement Time (Seconds) ‘ ‘ Group Size | Key Agreement Time (Seconds)
70 1.5019010989010995 104 1.7363870192307698
71 1.5193556338028154 105 1.730518095238095
72 1.7482881944444417 106 1.7064834905660387
73 1.6742054794520524 107 1.974740654205609
74 1.7305094594594579 108 1.3250138888888887
75 1.554417777777778 109 1.59025871559633
76 1.4805358851674626 110 1.7458681818181818
77 1.5589831168831174 111 1.864258258258257
78 1.5991816239316232 112 1.5508720238095224
79 1.4246592015579356 113 1.6166039823008838
80 1.541034166666667 114 1.8226198830409357
81 1.7560617283950601 115 1.4358376811594218
82 1.4971940133037687 116 1.486968965517241
83 1.4411084337349387 117 1.7492948717948722
84 1.5155627705627692 118 1.6485367231638406
85 1.3172941176470585 119 1.7885462184873897
86 1.405808139534883 120 1.8919041666666654
87 1.627236781609195 121 1.7315444214876012
88 1.5541803977272723 122 1.8016946721311498
89 1.4874337078651696 123 1.8900325203252033
90 1.594038888888886 124 1.6470935483870959
91 1.4310500610500598 125 1.8608559999999983
92 1.7307468944099387 126 1.9986095238095225
93 1.6408620071684588 127 1.8609448818897614
94 1.4879528875379933 128 1.8778339843750007
95 1.4911431578947372 129 1.8224916201117285
96 1.6453708333333326 130 1.9958846153846153
97 1.7568188512518397 131 2.066882103477522
98 1.720155612244898 132 2.0679393939393926
99 1.7690883838383833 133 2.062862990810359
100 1.806557499999999 134 1.9922926439232425
101 1.5450544554455443 135 1.9311148148148147
102 1.4065392156862757 136 2.0374488636363646
103 1.6264514563106791 137 2.062498015110766
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5.2 Source Code
5.2.1 v2/topo/tgdhTopology.java

package t opo;
import utils.x*;

inmport java.util.Vector;
i mport java. ni o. ByteBuffer;
inmport java.util.StringTokeni zer;

public class tgdhTopol ogy i npl enments Topol ogy{

[ *x

A vector holding the tree itself.
*/
private Vector NODES;

/**
A string-representation of the tree, for the printSi deways net hod.
DO NOT USE!!'!

*/

private String TREE STR = "";

publ i c Topol ogy newl nstance(){
tgdhTopol ogy t = new t gdhTopol ogy();
t. NODES = new Vector();
return t;

}

publ i c Topol ogy new nstance(Vector v){
tgdhTopol ogy t = new t gdhTopol ogy();
t. NODES = v;
return t;

}

publ i c Topol ogy newl nstance(byte[] bytes){
java. nio.ByteBuffer in = java.nio.ByteBuffer.allocate(bytes.|ength);
in.put (bytes);
in.position(0);
Vector v = new Vector();
while(in.position() <in.limt()){
byte nul = in.get();
if(nul !'= (byte)-1){

/1 Construct the node as it was destructed to acconpdate
/'l The space saving hack. ...
Node n;
if(in.get() == (byte)-1){
n = new Node();
n.id(-1);
int len = in.getlnt();
byte[] pk = new byte[len];
in.get(pk);
n. PUBLI C_KEY = new j ava. nat h. Bi gl nt eger ( pk) ;
v. add(n);

el se{
n = new Node();
long id = in.getLong();

n.id(id);

int len = in.getlnt();
byte[] pk = new byte[len];
in.get(pk);

n. PUBLI C_KEY = new j ava. mat h. Bi gl nt eger ( pk) ;
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v. add(n);

el se v.add(null);

}

return newl nstance(v);
}
[ *
*/

publ i c bool ean add( Node o) {
bool ean retval = false;
synchr oni zed( NODES) {
o.internediary(false);

/1 Prepare a new internediary node, it is nost likely needed...
Node inter = new Node();
inter.internediary(true);

int |owest = | owest(0);

/1 1f the tree array was full, we need to insert at the next avail able
// array slot...

i f(lowest == Integer. MAX VALUE) | owest = NODES. si ze();

/Il OGherwise, if the lowest is 0, the tree is enpty, so just insert...
if(lowest == 0){

NODES. add( o) ;
}

/! Else, determine if the depth of the tree is to be increased,
/1 if so, insert at the root...we know this when the tree is fully
/1 bal anced, or the follow ng equation holds...
else if(// The index must be one the edge
| owest == ((int)Math. pow(2, depth(lowest)))-1 &&
//and greater than the current size
| owest > NODES. size()-1
)
Vector tenp = new Vector();
tenp. add(0, inter);
addSubt ree( NCDES, tenmp, 0, 1);
addNode(o, tenp, 2);
NCDES = tenp;
}

/1 1f the depth is not to be increased, but we need to add anot her | eaf,
/1 then we need to pronpbte and rearrange
el se{

/!l Create a new tenporary tree...

Vector tenp = (Vector)NODES. cl one();

/1 1f the point of insertion’s parent is even indexed,
/1 Sinmply make this node a right-sibling of it and repl ace
/1 it's former location with an internedi ate
if(parentOf (I onest) %R == 0){
bj ect parent = NODES. el enent At (parent O (| owest));
addNode(inter, tenp, parentOf (| owest));
addNode( parent, tenp, |owest);
addNode(o, tenp, |owest+1);
}

/1l Otherwi se we have to nove the first "outernopst" subtree
/! to a new internediary nodes left child, and
/1 insert this node at the internediary’ s right sibling
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el se{
i f(lowest > NODES. size()-1)({
/1 This is the point to insert at, see nethod trinPoint();
int tp = trinPoint(lowest);
int untrim= leftChildO(tp);
int insertPoint = rightChildO(tp);
kill Subtree(tenp, tp);
addNode(inter, tenp, tp);
addSubt ree(NODES, tenp, tp, untrim;
addNode(o, tenp, insertPoint);
}
el se{
if(lowest < NODES. size() -1 &% NODES. el ement At (1 owest) == null){
/'l Replace parent with new internediary and make parent sibling of added node
Node n = new Node();
n.intermediary(true);
bj ect parent = NODES. el enent At (parent O (1 owest));
tenp. set (parent O (1 owest), n);
tenp. set (| owest, 0);
tenp. set (rightChil dOf (parent Of (1 owest)), parent);

}
}
}
NCDES = tenp;
}
}
return true;
}
[ *x
Adds the specified node to the specified index in the specified vector.
Roomis made in the Vector if it is not big enough to hold the added
el ement .
@aram o The object to add to this tree.
@aramyv The vector holding the tree.
@aram index The index in the vector of the node to add to the tree.
*/

private voi d addNode(Obj ect o, Vector v, int index){
if(index >= v.size())v.setSize(index+1);
v.set (i ndex, 0);

}

[ **
Appends a subtree of the source tree to the destination tree at the given indices
by calling itself recursively.
@aram src A vector containing the source subtree.
@aram dest A vector containing the destination subtree.
@aram srclndex The index in the source vector of the root of the subtree to add.
@ar am dest I ndex The index in the destination where the root of the added subtree
shoul d be appended.

*/

private void addSubtree(Vector src, Vector dest, int srclndex, int destlndex){
if(srclndex >= src.size())return;
el se{
addNode(src. el enent At (srcl ndex), dest, destlndex);
addSubtree(src, dest, leftChildO (srclndex), |eftChildO (destlndex));
addSubtree(src, dest, rightChildO (srclndex), rightChildO (destlndex));

}

publ i c bool ean merge(Topol ogy t){
Vector v = t.getVector();
bool ean retval = fal se;
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synchr oni zed( NODES) {
Vector tenp = new Vector();
tenp = collect(v, tenp, 0);

for(int i =0; i < tenp.size(); i++){
add((Node)tenp. el ement At (i));

}

retval =true;
}
return retval;

}

public Vector nergeKeyTrees(Vector left, Vector right, Vector dest)({
dest. set Si ze(1);
dest.set (0, new Node());
addSubtree(l eft, dest, 0, 1);
addSubtree(right, dest, 0, 2);
return dest;

}
publ i c bool ean renmpve(Node n){
bool ean retval = fal se;
return retval;
}
publ i c bool ean partition(Vector v){
bool ean retval = fal se;
return retval;
}

public byte[] getBytes(){
synchroni zed ( NODES) {
int length = 0;
java. ni 0. ByteBuffer out = java.nio.ByteBuffer.allocate(EnvironnentVariables.getMU());
for(int i = 0; i < NODES.size(); i++){
Node n = (Node) NODES. el enent At (i);
if(n == null){
out.put((byte)-1);

| engt h++;
}
el se{
out. put ((byte)l);
| engt h++;
out. put (n.getBytes());
| engt h+=(n. si zel nBytes());
}
}
byte[] retval = new byte[length];
out . position(0);
out.get(retval);
return retval;
}

}

public Vector getVector(){
synchr oni zed( NODES) {

return NODES;
}

}

public int size(){
int count = O;
if(NODES != null){

for(int i = 0; i < NODES.size(); i++){
Node n = ((Node) NODES. el ement At (i));
if (n!=null & n.id() !'=-11){

count ++;
}

}
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}

return count;

}

public Vector getG oupMenbers(){
Vect or nodes = new Vector();
Vector retval = new Vector();
i f(NODES != null && NODES. size() > 0){
col | ect (NODES, nodes, 0);

for(int i =0; i < nodes.size(); i++){

Node n = (Node)nodes. el ement At (i);
retval . add(new Long(n.id()));

}
}

Systemout. println("Returning "+retval.size()+" elenents,

return retval;

}

[ *x

Returns a copy of this tree as a human-readabl e String.
@eturn A copy of this tree as a human-readabl e String.

*/
public String toString(){
String retval = "";

retval += "Array View\n----------- \n|";

for(int i = 0; i < NODES.size(); i++){
bj ect o = NODES. el ement At (i) ;

String id = ((o==null) ? "X" : ((Node)o).internediary() ? "

retval += (id+"|");

}

retval += "\n\n"+"Tree View \n----------

return retval;

}

public Long sponsorl D(){
return get Sponsor | D( NODES, 0);

public Long sponsorl| D(Vector v){
return get SponsorlD(v, 0);
}

public Long get Sponsor| D(Vector v,
int rightChild = rightChildO (index);
int leftChild = |eftChildO(index);

if(rightChild < v.size() && v.elenmentAt(rightChild)

return get SponsorlD(v, rightChild);

}
else if(leftChild < v.size() & v.elenentAt(leftChild)

return get SponsorlD(v, leftChild);

}
el se{

return new Long(((Node)v. el ement At (i ndex)).id());
}

}

private Vector collect(Vector src,
/1 Vector src = t.getVector();
if(index > src.size()-1)return dest;

if(src.elenmentAt(index) instanceof Node){
Node n = (Node)src. el ement At (i ndex) ;

if(!'n.intermediary()){
dest . add(n);

}

dest = collect(src, dest, leftChildO(index));
dest = collect(src, dest, rightChildO(index));

return dest;

Vect or dest,

\n"+(this.filter())+"\n";

size is "+size());

((Node)o).toString());



}

public Vector getSubtree(Vector dest, int index){
i f(index >= NODES. size())return dest;
Node n = (Node) NODES. el enent At (i ndex) ;
dest. add(n);
dest = get Subtree(dest, |eftChildO (index));
dest = get Subtree(dest, rightChildO (index));
return dest;

}
[ *x

Prints the tree in human-readabl e ascii fornmat.

@eturn A String representing a human-readabl e ascii-version of the current tree.
*/

private String printTree(){

String retval ="";

retval += ("\n\nTree:\n----- \n");

/+* Since printSideways(...) is recursive, we need this little global
vari abl | e hack. ..

*/

TREE_STR="",;

print Si deways(0, 7, 0);

return TREE_STR,

}

[ **
A recursive method to print the tree rotated 90+« counter-clockwi se. One nore pass
through flip() and the tree is human-readabl e. These two passes are proven through
graphics theory to be the minimal nunber of passes needed to acconplish this task.
@ar am node The node in the tree to begin with during traversal.
@ar am space The space to use around a particular |level’s el enents.
@araminc The increnent total of spaces to be added around a depth level’'s el enents per
iteration.

*/

private void printSideways(int node, int inc, int space){
if(node < 0 || node >= NCDES. size() || NODES. el enent At (node) == null){return;}
print Si deways(right Chil dOf (node), inc, space+inc);

for(int i=0; i < space; i++)

TREE_STR += " _
Node n = (Node) NODES. el emrent At (node) ;
if(n.internediary()) TREE_STR += " __/X\\__\n";
el se{

String s = n.toString();
while(s.length() < 7){s = "0"+s;}
s +="\n";
TREE_STR#=s;
}
print Si deways( | eft Chi | dOf (node), inc, space+inc);

[ *x
Converts it’'s argunent to a String[], of whomall entries
are padded with whitespace to the same length. (I.E , make
Java version of a a C-Style char[][] (character matrix) that
is regular.
@aramtree A tree-representation fromthe print-tree nethod.
*/
private String[] arrayize(String tree){
StringTokeni zer toker = new StringTokenizer(tree, "\n"
String [] out = new String[toker.countTokens()];
int count = O;
int maxLength = -1;
whi | e(t oker. hasMoreTokens()) {
String s = toker.nextToken();
if(s.length() > maxLength)maxLength = s.length();
out [ count ++] = s;

, false);
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}

/1 Pad to the max | ength

for(int i =0; i < out.length; i++){
String s = out[i];
whi | e(s.length() < maxLength) {

s +=" "

out[i] = s;

return out;

}

[ *x
Flips it’s argunment 90+ cl ockwi se. The argunent nust be an array’ized tree
representation fromarrayi ze() and printTree respectively, or the output
will be goook.
@aramtree A String[] fromthe arrayize nethod.
*/
private String flip(String[] tree){
String retval ="";
if(tree.length == 0)throw new ||| egal Argunent Excepti on("Tree size nust be greater than zero!");
for(int i =0; i <tree[0].length(); i+=7){
for(int j = tree.length-1; j >=0; j--){
String substring = tree[j].substring(i, i+7);
retval += substring;

}

retval += "\n";

}
return retval;
}
[ *x
Returns a "graphically filtered" (ASCI1) version of the tree (nore readable).
@eturn A "graphically filtered" (ASCI1) version of the tree (nore readable).
*/

private String filter(){
String retval = "";
String[] a = this.arrayize(this.flip(this.arrayize(this.printTree())));
for(int i =0; i < a.length-1; i++){
String current = afi];
bool ean underscore = fal se;
for(int j = 0; j <current.length(); j+=7){
String chunk = current.substring(j, j+7);
String underchunk = a[i+1].substring(j, j+7);
/1 The follow ng cases exhaust all possibilities of input passed to us
/1 This suffices for debuggi ng purposes until a better algorithmis
/1 found...
i f(!underscore && underchunk. equal s("__/X\\_")){
under score = true;
retval +=" "

el se if(chunk. equal s("
retval +="

el se if(chunk. equal s("
retval +="

}

el se if(chunk.equal s("__/X\\__")){
underscore = true;
retval += "__/X\\__";

el se if (underscore && underchunk.equal s("__/X\\__")){
underscore = fal se;
retval +=" "

el se if (chunk. equal s(
retval +="

"NA
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else if ( java.util.regex.Pattern.matches("[0-9]+", chunk) ){
retval += chunk;

else if ( chunk.equal s(" ") & java.util.regex. Pattern. matches("[0-9]+", underchunk)){

retval +="
}
el se{
/1 This shoul d never happen here...
}
}
retval += "\n";
}

retval += a[a.length-1]+"\n";
return retval;

}

[ **
Returns the point at which a current conputation involving pronotion and rearrangenet
to an odd-index val ued node should trimthe subtree to rearrange.
@eturn The point at which a current conputation involving pronotion and rearrangenet
to an odd-index val ued node should trimthe subtree to rearrange.
@aram i ndex The index of the node to conpute on.

*/

private int trinPoint(int index){

int retval = index;

/1 Ahh a beautiful mathematical property fulfilled again....

/1 Keep iterating through "lineage" (parent() method) until

/1 the index of that parent satisfies the follow ng equation,

Il representative of the fact that we at a node in the "rightnost”
/1 branch fromthe root.

while(retval !'= (int)(Mth.pow(2, depth(retval)+1)-2)){
retval = parentOf (retval);

}

return retval;
}
[ **

Returns the current depth of the tree.
@eturn The current depth of the tree.
*/
private int depth(){
return dept h( NODES. si ze());

[ *x
Breadth-first leftnost search for this tree to deternmine optinmal insertion point.
*/
private int |owest(int index)({
i f(index >= NODES. size())return |Integer. MVAX_VALUE;
el se i f (NODES. el enent At (i ndex) == null)return index;
el se{
int left = lowest(leftChildO(index));
int right = lowest(rightChildO(index));
if(right > left)return left;else return right;

}
}
[ **
Returns the current depth of the specified index in the vector holding the tree.
@eturn The current depth of the specified index in the vector holding the tree.
@aram i ndex The index of the node to conpute on.
*/

private int depth(int index){return (int)(Mth.ceil ((Math.log(index+2)/Math.log(2))-1));}
[ **

"Kills," or nullifies elenents in the tree contained in the specified vector
begi nni ng at the specified index recursively.
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@aram src The source vector holding the tree.
@aram index The index in the vector of the root of the subtree to nullify.

*
/
private void kill Subtree(Vector src, int index){
if(index >= src.size() || src.elementAt(index) == null)return;
el se{

addNode(nul |, src, index);
kill Subtree(src, leftChildOf (index));
kill Subtree(src, rightChildO (index));

[ **

Returns the left child index of the specified index in the vector holding the tree.
@eturn The left child index of the specified index in the vector holding the tree.

@aram i ndex The index of the node to conpute on.
*/
public int leftChildO (int index){return (2+index)+1;}

[ *x

Returns the right child i ndex of the specified index in the vector holding the tree.
@eturn The right child index of the specified index in the vector holding the tree.

@aram i ndex The index of the node to conpute on.
*/
public int rightChildO(int index){return 2+(index+1);}

[ *x
Returns the parent index of the specified index in the vector holding the tree.
@eturn The parent index of the specified index in the vector holding the tree.
@aram i ndex The index of the node to conpute on.
*/
public int parentOf (int index){
if(index <= O)return -1;
return (index-1)/2;

}
public int indexOf(Long id){
for(int i = NODES.size()-1; i >=0; i--){

Node n = (Node) NODES. el emrent At (i) ;
if(n!=null){
if(new Long(n.id()).equals(id)) return i;
}
Systemout.println("[Tree] Meef?2?2?2");
Systemexit(-1);
return -1;

5.2.2 v2/topo/lgdhTopology.java

package t opo;

inmport utils.»*;

inmport java.util.Vector;

public class | gdhTopol ogy i npl ements Topol ogy{
private Vector NODES;

publ i c Topol ogy newl nstance(){
| gdhTopol ogy topo = new | gdhTopol ogy();
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t opo. NODES = new Vector ();
return topo;

}

publ i c Topol ogy newl nstance(Vector v){
| gdhTopol ogy topo = new | gdhTopol ogy();
t opo. NODES = v;
return topo;

}

publ i c Topol ogy newl nstance(byte[] nodes){
| gdhTopol ogy topo = new | gdhTopol ogy();
t opo. NODES = new Vector ();
int count = O;
java. ni o. ByteBuffer bb = java.nio.ByteBuffer.all ocate(nodes.!|ength);
bb. put (nodes);
bb. posi ti on(0);
while (bb.position() < bb.limt()){
int len = (int)bb.get();
byte[] node = new byte[len];
bb. get (node) ;
Node n = new Node(node);
t opo. NODES. add(n);
}
return topo;

}

publ i c bool ean add( Node n){
synchr oni zed( NODES) {

NODES. add( 0, n);

return true;

}

publ i c bool ean nmerge(Topol ogy t){
synchr oni zed( NODES) {
return NODES. addAl | (t.getVector());

}
}
publ i c bool ean renmpve(Node n){
bool ean retval = fal se;
return retval;
}
publ i c bool ean partition(Vector v){
bool ean retval = fal se;
return retval;

}

public byte[] getBytes(){

synchr oni zed( NODES) {
java. ni 0. ByteBuffer out = java.nio.ByteBuffer.allocate(EnvironnentVariables.getMWU));
int count = O;

for(int i = 0; i < NODES.size(); i++){
byte[] a = ((Node)(NODES. el ement At (i))).getBytes();
out. put ((byte)a.l ength);

out. put(a);
count += a.length+1;
}
byte[] retval = new byte[count];

out . position(0);
out.get(retval);
return retval ;

}
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public Vector getVector(){
synchr oni zed( NODES) {

return NODES;
}

}

public int size(){
synchr oni zed( NODES) {

return NODES. si ze();
}

}

public Vector getG oupMenbers(){
Vector retval = new Vector();
synchr oni zed( NODES) {

for(int i = 0; i < NODES.size(); i++){
Node n = (Node) NODES. el ement At (i) ;
retval . add(new Long(n.id()));

}

}

return retval;
}

public String toString(){
String retval ="";
synchr oni zed( NODES) {

int a = NODES. si ze();

if(a ==0){
retval = "Enpty Set";
}
el se{
for(int i =0; i < a; i++){

String id = new Long(((Node) NODES. el enent At (i)).id()).toString();
retval +="["+id+"]";
if(i '=(a-1)){

retval +=("\n");
}

}
}

}

return retval;

}

public Long sponsorl D(){
return new Long(((Node) ( NODES. el enent At (( NODES. si ze()-1)))).id());
}

public Long sponsorl| D(Vector v){
return new Long(((Node) (v.elementAt((v.size()-1)))).id());
}

public int indexOf(Long id){
int index = -1,
for(int i = 0; i < NODES.size(); i++){
Node n = (Node) ( NCDES. el enent At (i));
i f(new Long(n.id()).equals(id)){
index = i;
}
}
return index;

}
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5.2.3 v2/topo/hgdhTopology.java

package topo;

inmport java.util.Vector;

public class hgdhTopol ogy i npl ements Topol ogy{
private Vector CUBE;

publ i c Topol ogy newl nstance(){
hgdhTopol ogy h = new hgdhTopol ogy();
h. CUBE = new Vector();
return h;

}

publ i c Topol ogy newl nstance(Vector v){
hgdhTopol ogy h = new hgdhTopol ogy();
h. CUBE = v;
return h;

}

publ i c Topol ogy newl nstance(byte[] nodes){
hgdhTopol ogy h = new hgdhTopol ogy();
h. CUBE = new Vector();
int count = O;
java. ni o. ByteBuffer bb = java.nio.ByteBuffer.all ocate(nodes.!|ength);
bb. put (nodes) ;
bb. posi ti on(0);
while (bb.position() < bb.limt()){
int len = (char)bb. get Char();
byte[] node = new byte[len];
bb. get (node) ;
Node n = new Node(node);
h. CUBE. add(n);
}

return h;

}

publ i c bool ean add(Node n){
synchr oni zed( CUBE) {

CUBE. add(n);

return true;

}

publ i c bool ean nerge(Topol ogy ot hers){
synchr oni zed( CUBE) {

CUBE. addAl | (ot hers. get Vector());

return true;

}
}
publ i c bool ean renpbve(Node n){
bool ean retval = fal se;
return retval;
}
publ i c bool ean partition(Vector v){
bool ean retval = fal se;
return retval;
}

public byte[] getBytes(){
synchr oni zed( CUBE) {
/1 A node nust be far |less than 64 bytes
java. ni 0. ByteBuffer out = java.nio.ByteBuffer.allocate(40xCUBE. size());
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int count 0;

for(int i 0; i < CUBE.size(); i++){
byte[] a = ((Node) (CUBE. el enent At (i))).getBytes();
out . put Char ((char)a.l ength);

out. put(a);
count += a.length+2;
}
byte[] retval = new byte[count];

out . position(0);
out.get(retval);
return retval ;

}

public Vector getVector(){
synchr oni zed( CUBE) {

return CUBE;
}

}

public int size(){
return CUBE. si ze();

}

public Vector getG oupMenbers(){
Vector retval = new Vector();
synchr oni zed( CUBE) {

for(int i = 0; i < CUBE.size(); i++){
Node n = (Node) CUBE. el ement At (i);
retval . add(new Long(n.id()));

}

}

return retval;
}

public String toString(){
String retval ="";
synchr oni zed( CUBE) {
int a = CUBE. si ze();
if(a == 0){
retval = "--------- \nEmpty Set\n--------- "
}
el se{
retval += "-----oo i \n";
for(int i =0; i < a; i++){
String id = new Long(((Node) CUBE. el ement At(i)).id()).toString();
retval += "[ " + pad(Integer.toString(i, 2)) +" | " +id + " ]" +"\n";
}

retval += "-----ooii \n";
}

}

return retval;

}

private String pad(String s){
String retval = new String(s);
int maxl en = new java. mat h. Bi gl nteger (I nteger.toStri ng(CUBE. si ze()-1)).bitLength();
int slen = s.length();
int its = maxl en-slen;

for(int i =0; i <its; i++){
retval ="0"+retval;

}

return retval;
}

public Long sponsorl D(){
return new Long(((Node) ( CUBE. el enent At ((CUBE. si ze()-1)))).id());
}
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public Long sponsorl| D(Vector v){
return new Long(((Node) ( CUBE. el enent At ((CUBE. si ze()-1)))).id());
}

public int indexOf(Long id){
int index = -1,
for(int i =0; i < CUBE. size(); i++){
Node n = (Node) (CUBE. el ement At (i));
i f(new Long(n.id()).equals(id)){
index = 1i;
}
}
return index;

}

5.2.4 v2/topo/Node.java

package topo;
i nport java. math. Bi gl nt eger;
public class Node{

private long |ID

private byte | NTERMVEDI ARY;

/1 Each node in the tree generates a public key through a diffie-hell man exchange.
public Bi gl nteger PUBLI C KEY;

publ i c Node(){
PUBLI C_KEY = new Bi gl nteger("-1");
ID=-1;

}

publ i c Node(byte[] b){
java. nio.ByteBuffer bb = java.nio.ByteBuffer.allocate(b.length);
bb. put (b);
bb. position(0);

if(bb.get() == -1){
ID = -1;

}

el se{

I D = bb. getLong();
}

int length = bb.getInt();
byte[] shareval = new byte[length];
bb. get (shareval );

PUBLI C_KEY = new Bi gl nt eger (shareval);
}

public byte[] getBytes(){
java. ni o. ByteBuffer out = java.nio.ByteBuffer.allocate(sizelnBytes());

/1 Hack to save space!!!

if(ID==-1){

out . put ((byte)-1);
}
el se{

out. put ((byte)l);
out . put Long(1D);
}
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byte[] a = PUBLI C_KEY.toByteArray();

out. putlnt(a.length);
out.put(a);

byte[] retval = new byte[sizelnBytes()];
out . position(0);
out.get(retval);

return retval;

}

public long id(){
return I D

}

public void id(long id)({
ID=id;

}

publ i c bool ean internediary(){
return (1D == -1)?true:fal se;

}

public void internediary(bool ean val ue){
| NTERVEDI ARY = ((val ue==true)?(byte)-1:(byte)l);
}

public String toString(){

String s = new Long(ID).toString();

return s.substring(((s.length()-7)>=0)?(s.length()-7):0, s.length());
}

/1 1 byte internediate flag

/'l Possible 8 byte ID

/1 16/ 17 byte public key

public int sizelnBytes(){
int pkl = PUBLI C_KEY.toByteArray().length;
return (1D == -1)?(pkl +5): (pkl +13);

}

5.2.5 v2/topo/Topology.java

package topo;
inmport java.util.Vector;
public interface Topol ogy{

[ *x
Adds a node to this <code>Topol ogy</ code>.
@aramn The node to add to this <code>Topol ogy</code>.
@eturn <code>true</code> - If the operation was a success, OR<br>
<code>f al se</code> - |If the operation fail ed.
*/
publ i c bool ean add(Node n);

[ **
Renpbves a node fromthis <code>Topol ogy</ code>.
@aramn The node to add to this <code>Topol ogy</ code>.
@eturn <code>true</code> - If the operation was a success, OR<br>
<code>f al se</code> - |If the operation fail ed.
*/
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publ i c bool ean renove(Node n);

[ *x
Merges a given <code>Topol ogy</code> into this <code>Topol ogy</ code>.
@aramt The topology to nerge into this <code>Topol ogy</code>.
@eturn <code>true</code> - If the operation was a success, OR<br>
<code>fal se</code> - |If the operation fail ed.
* [
publ i c bool ean nerge(Topol ogy t);

[ **
Partitions a given <code>Vector </ code> of <code>Node</code>s fromthis <code>Topol ogy</code>.
@aram v A <code>Vect or </ code> of <code>Node</code>s to partition fromthis <code>Topol ogy</code>.
@eturn <code>true</code> - |If the operation was a success, OR<br>
<code>f al se</code> - |If the operation fail ed.
*/
publ i c bool ean partition(Vector v);

/**Ret urns the size (the nunber of <b>actual </b> devices) currently in this <code>Topol ogy</ code>.
@eturn The nunber of actual devices in this <code>Topol ogy</ code>.

p:iﬂ ic int size();

public Vector getG oupMenbers();

public byte[] getBytes();

public Vector getVector();

public Long sponsorlD();

public Long sponsorl D(Vector v);

publ i c Topol ogy newi nstance();

publ i c Topol ogy newl nstance(Vector v);

publ i c Topol ogy newl nstance(byte[] bytes);

public int indexCOf(Long id);

5.2.6 v2/bin/Jumpstarter.java

package bin;

This code is Copyright Kieran S. Hagzan. NO unauthorized duplication w thout permni ssion.

public class Junpstarter{
public static void main(String[] args){

bool ean | ocal ;

if(args.length > 0 & args[0].indexOr("local") >= 0){
local = true;

el se | ocal =f al se;

try{
j ava. ni o. channel s. Dat agr anChannel c¢ = java. ni 0. channel s. Dat agr antChannel . open();
c.socket (). set ReuseAddress(true);
c.socket (). setBroadcast(true);
c.socket (). bi nd(new j ava. net. | net Socket Address("0.0.0.0", 12333));
java. ni 0. ByteBuffer out = java.nio.ByteBuffer.allocateDirect(18);
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out. putlnt(0);
out.putlnt(Oxffffffff);
out . put Char (net. Prot ocol Const ant s. JUVMPSTART) ;

out . position(0);
j ava. net. | net Socket Addr ess out A;

if(local){

Systemout.printin("Yelling locally...");

out A = new j ava. net. | net Socket Address("l ocal host", 12333);
}
el se{

out A = new j ava. net. | net Socket Addr ess( " 255. 255. 255. 255", 12333);

}
c.send(out, outAh);
c.close();

cat ch(Exception e){
e.printStackTrace();
Systemexit(-1);

}

}
}

5.2.7 v2/utils/EnvironmentVariables.java

package utils;
public class Environnent Vari abl es{

[ *x
Fi nds the debug | evel on the system
*/
public static int getDebugLevel (){
String DEBUG = System get Property("DEBUG");
if (DEBUG != null && java.util.regex.Pattern.matches("[0-9]+", DEBUG ){
return |Integer. parsel nt (DEBUG) ;

}
el se{

return O;
}

}

[ **

Finds the MIU variable on the system
*/
public static int get MTU(){
String MIU = System get Property("MIU");
if (MIU!= null && java.util.regex.Pattern. matches("[0-9]+", MIU)){
i f (get DebugLevel () > 2)
Systemout.println("Setting network MU to be "+MIU+"...");
return Integer. parselnt(MIU);

}
el se{
return 65535;
}
}
[ *x
Fi nds the PORT variable on the system
*/

public static int getPort(){

String PORT = System get Property("PORT");

if (PORT !'=null && java.util.regex.Pattern.matches("[0-9]+", PORT)){
i f (get DebugLevel () > 2)

Systemout. println("Using port "+PORT+"...");
return | nteger. parsel nt (PORT);
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el se{
return 12333;
}

}

[ *x
Fi nds the | NTERFACE vari abl e on the system
*/
public static String getlnterface(){
String | NTERFACE = System get Property("| NTERFACE") ;
if (INTERFACE != null && !I NTERFACE. equal s("")){
i f (get DebugLevel () > 2)
Systemout.println("Trying interface "+l NTERFACE+"...");
return | NTERFACE;

}
el se{

return null;
}

}

[ **

Finds the TOPOLOGY variable on the system

*/

public static String get Topol ogy(){
String TOPOLOGY = System get Property(" TOPOLOGY");
if (TOPOLOGY != null && ! TOPOLOGY. equal s("")){

i f (get DebugLevel () > 2)
Systemout.println("\nTrying to use "+TOPOLOGY+"...");

return TOPOLOGY,;

}
el se{

return null;
}

}

[ *x

Fi nds the JUVWPSTART variabl e on the system
*
/
public static bool ean getJunpstart(){
String JUMPSTART = System get Property(" JUVPSTART") ;
if (JUMPSTART != null && ! JUMPSTART. equal s("")){
return true;

}
el se{
return fal se;
}
}
[ **
Finds the | PA variable on the system
*/

public static String getl PAddress(){
String | PA = System get Property("I1PA");
if (IPA!=null && !'lPA equals("")){

/1 Check which representati on we were given...

if (java.util.regex. Pattern. matches("-{0,1}[0-9]+", I PA)){
i f (get DebugLevel () > 2)

Systemout.printIn("Using | P address of "+l PA+"....");
return | PA;

}
else if (java.util.regex.Pattern. matches("((([0-91{1,3})\\.){3})([0-9]{1,3})",

i f (get DebugLevel () > 2)
Systemout.println("Using | P address of "+l PA+"....");
return | PA;

}

el se return null;
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el se{
return null;
}

}

5.2.8 v2/utils/AddressConversion.java

package utils;

import java.net. | net Address;
import java.io.lCException;

public class AddressConversi on{

public static Long getBroadcast Address(){
return new Long(Oxffffffff00000000l);
}

public static void main(String [] args){
try{
int ip = addrTol nt (I net Addr ess. get ByNane("255. 254. 253. 252"));
System out . println("255.254.253.252 -> "+ip);
int vmd = 12345678;
System out. println("Using VM D of:"+vm d);
Long id = createl D(ip, vmd);
Systemout.printIn("Created ID:"+id);
ip = getlP(id);
Systemout.printIn("Stripped out IP:"+ip);
System out. printIn("IP:"+i nt ToAddr (ip));
vmd = get VM D(i d);
Systemout.printIn("Stripped out VM D: " +vm d);
}
cat ch(Exception e){
e.printStackTrace();
Systemexit(-1);

}
}
[ **
Converts an <code>l net Address</code> into a 32-bit integer.
@eturn An integer representation of the given <code>l net Address</code>.
@aramia The <code>l net Addr ess</ code> to convert.
*/
public static int addrTolnt(lnetAddress ia){
if (ia==null) return -1;

java. ni o. ByteBuffer buffer = java.nio.ByteBuffer.allocate(4);
buf fer. put (i a. get Address());

buf fer. position(0);

return buffer.getlint();

}

[ **
Converts a 32-bit integer to an <code>l| net Addr ess</ code>.
@aramina An integer representati on of an <code>l net Addr ess</ code>.
@eturn The <code>l net Addr ess</ code> representati on of the integer.

*/

public static InetAddress intToAddr(int ina) throws |OException{
String s ="";
/1 Don't forget the damm sign bit in java, hence the >>>

int part0 = (ina & Oxff000000) >>> 24;
int partl = (ina & 0x00ff0000) >> 16;
int part2 = (ina & 0x0000ff00) >> 8 ;
int part3 = (ina & 0x000000ff);

s = (partO+"."+part1+"."+part2+"."+part3);
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return | net Addr ess. get ByNane(s);
}

public static Long createlD(int ip, int vmd){
java. ni o. ByteBuffer bb = java.nio.ByteBuffer.allocate(8);
bb. put I nt (i p);
bb. putlnt(vmd);
byte[] a = new byte[8];
bb. posi ti on(0);

bb. get (a);
java. mat h. Bi gl nteger bi = new java. nat h. Bi gl nteger (a);
return new Long(bi.longVal ue());
}
public static int getlP(Long I){
long t = 1.longVal ue();

t =t & Oxffffffff00000000I ;
t =t >>> 32;
return (int)t;

}

public static int getVM D(Long 1){
long t = 1.longVal ue();
t =t & O0x00000000ffffffffl;
return (int)t;

}
}
5.2.9 v2/utils/BlockingFIFOQueue.java

package utils;

inmport java.util.Vector;

public class Bl ocki ngFl FOQueue{
private Vector ELEMENTS;

publ i c Bl ocki ngFl FOQueue() {
ELEMENTS = new Vector (0);

}

publ i c bool ean put (Object 0){
synchr oni zed( ELEMENTS) {

bool ean b = ELEMENTS. add(0) ;

ELEMENTS. noti fy();

return b;

}

public Object take(){
synchr oni zed( ELEMENTS) {

/1 1f there is nothing, wait until there is sonething...

i f (ELEMENTS. si ze() == 0){
try{
ELEMENTS. wai t () ;

catch(I nterruptedException e){
e.printStackTrace();

}
}
/1l W have awoken, hence, there is sonething...
return ELEMENTS. r enove(0);

}

}
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5.2.10 v2/utils/FIFOQueue.java

package utils;

inmport java.util.Vector;

public class Fl FOQueue{
private Vector ELEMENTS;
public FlI FOQueue()

ELEMENTS = new Vector (0);
}

publ i c bool ean put (Object 0){
synchr oni zed( ELEMENTS) {

bool ean b = ELEMENTS. add( o) ;

return b;

}

public Object take()({
synchr oni zed( ELEMENTS) {
/1 1f there is nothing, wait until there is sonething...
if (ELEMENTS.size() == O)return null;
/1l W have awoken, hence, there is sonething...
return ELEMENTS. r enpve(0);

}

5.2.11 v2/ka/KeyAgreement.java

package ka;

i nport net. G oupManager;

i mport topo.*;

i nport java. math. Bi gl nt eger;

import java.util.Vector;

public interface KeyAgreement {
publ i c bool ean updat eKey( GroupManager manager, Topol ogy topo, Long ID, Biglnteger p, Biglnteger g);
public Biglnteger getG oupKey();
public Biglnteger getPrivateKey();

public Vector getConstants();

/1 The source of the nessage, the public key to use in TH' S exchange, and the key structure to pass on..
public void diffieHell manSt agel(Long source, Biglnteger puk, Vector v);

public void diffieHell manSt age2(Long source, Biglnteger puk, Vector v);
public void diffieHell manWait(Long source);

public void fini shKeyRefresh(Long source, Vector v);
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5.2.12 v2/ka/hgdhKeyAgreement.java

package ka;

inmport utils.x*;
i nport net. G oupManager;
i mport net. Protocol Constants;

i mport topo. Node;
i nport topo. Topol ogy;
i mport topo. hgdhTopol ogy;

i mport java. ni o. ByteBuffer;
import java.util.Random
inmport java.util.Vector;

i mport java. math. Bi gl nt eger;

public class hgdhKeyAgreenent inplenents KeyAgreenent{
/1 The keys used for encryption.....

/1l The group key used for broadcast/nulticast/unicast nessages
private Biglnteger GROUP_KEY;

/1 This particular node's original public and private keys
private Biglnteger PRI VATE_KEY;
private Biglnteger PUBLIC_KEY;

private Biglnteger CONTRI BUTI ON;
private Vector KEY_VECTOR;

private hgdhTopol ogy TOPO
private Biglnteger P;

private Biglnteger G

private Long ID;

private G oupManager MANAGER;

private int CURRENT_DI M
private int MAX DI M

private i nt PARTNER_ | NDEX;
private Biglnteger MY_| NDEX;

private DiffieHell manExchange CURRENT_EXCHANGE;

private bool ean COLLECT_PKS;
private bool ean | N_EXCHANGE;

publ i c bool ean updat eKey( GroupManager m Topol ogy topo, Long id, Biglnteger p, Biglnteger g){
if(! (topo instanceof hgdhTopol ogy)){

System out. println("Topol ogy not HGEDH !'! Bailing!");

Systemexit(-1);

return fal se;

el se{
TOPO = (hgdhTopol ogy) t opo;
MANAGER=mM
| D=id;
P=p;
G=g;

CONTRI BUTI ON = new Bi gl nteger (128, 100, new Random());
GROUP_KEY = CONTRI BUTI ON;

COLLECT_PKS =
I N_EXCHANGE = fal se;

/1 The maxi mum di nension is the m ni mum nunber of bits required to represent the highest
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/1 node index, i.e., Vector.size()-1;
MAX_DI M = new Bi gl nt eger (new | nt eger (TOPO. get Vector ().size()-1).toString()).bitLength();
CURRENT_DI M = MAX_DI M

MY_I NDEX = new Bi gl nt eger (new I nteger (TOPQO. i ndexOf (1D)).toString());
PARTNER | NDEX = MY_I NDEX. f i pBi t (CURRENT_DI M 1) . i nt Val ue();

KEY_VECTOR = new Vector();

i f (PARTNER_I NDEX >= 0 && PARTNER_I NDEX < TOPOQ. get Vector ().size() && !perfectCube()){
COLLECT_PKS = true;
}

/1 1 initiate this exchange if ny bit is not set in the current dinmension
i f(! MY_INDEX.testBit(CURRENT DI M 1)){
ini tDH();
}
el se{
/1 System out.println(M_I NDEX+" awaiting stagel from "+PARTNER | NDEX) ;
}

return true;

}

private bool ean perfect Cube(){
return (new Bi gl nteger(new I nteger(TOPO. get Vector().size()).toString()).bitCount() == 1);

}

private void initDH(){
i f (PARTNER_| NDEX >= 0 && PARTNER_I NDEX < TOPO get Vector (). size()){
try{
CURRENT_EXCHANGE = new Di ffi eHel | manExchange( P, G GROUP_KEY) ;
byte[] apk = CURRENT_EXCHANGE. PK_ALI| CE. t oByt eArray();
Byt eBuf fer out = ByteBuffer.allocate(apk.!|ength+8);
out . put Char ( Pr ot ocol Const ants. DH_STAGE 1) ;
out . put Char ((char)0);
out . put Char ((char) apk. | ength);
out . put (apk);
out . put Char ((char)0);
out . position(0);
byte[] outa = new byte[apk.|ength+8];
out.get(outa);
Node n = ((Node) TOPO. get Vect or (). el enment At (PARTNER_| NDEX) ) ;
MANAGER. SOCKET. rawwW ite(outa, new Long(n.id()));
/1 System out. println(MY_I NDEX+" sent stagel to "+PARTNER | NDEX);
/1 Hang around for the stage-2
}
cat ch(Exception e){
e.printStackTrace();

}
}
el se{
/! Drop down a level if possible....
CURRENT DI M - ;
i f (CURRENT_DI M == 0){
finalizeDH();
}
el se{

PARTNER_| NDEX = MY_I NDEX. f | i pBi t (CURRENT_DI M 1) . i nt Val ue();

if(! MY_INDEX testBit(CURRENT_DI M 1)){
/1 System out. println(MY_I NDEX+" sending stagel to "+PARTNER | NDEX) ;
initDH();

el se{
/1 Systemout. println(MY_I NDEX+" waiting on stagel from "+PARTNER | NDEX) ;
}
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}
}

public void diffieHell manSt age2(Long source, Biglnteger pk, Vector pks){
if(
TOPO. i ndexOf (source) == PARTNER_| NDEX
)
/'l Finish off the exchange...
CURRENT_EXCHANCE. set BobsPK( pk) ;
CROUP_KEY = CURRENT_EXCHANGE. ENCRYPT_KEY;

i f(
COLLECT_PKS &&
CURRENT DI M ! = MAX_DI M

KEY_VECTOR. add( pk) ;
}

/1 Proceed onward. ...
CURRENT_DI M - ;

i f (CURRENT_DI M == 0){
finalizeDH();
I N_EXCHANGE = fal se;
}
el se{
PARTNER | NDEX = MY_I NDEX. f | i pBi t (CURRENT_DI M 1) . i nt Val ue();
if(! MY_INDEX testBit(CURRENT_DI M 1)) {
/1 System out. println(MY_I NDEX+" sending stagel to "+PARTNER | NDEX);

initDH();
}
el se{
/1 Systemout.println(MY_I NDEX+" waiting on stagel from "+PARTNER | NDEX) ;
}
}
}
el se{
/] System out. println(MY_I NDEX+" REJECTI NG stage2 fromindex "+TOPO. i ndexCf (source)+" with ID:"+source);
}

}

public void diffieHell manSt agel(Long source, Biglnteger pk, Vector pks){
if(
TOPQO. i ndexOF (source) ! = PARTNER_| NDEX &&
TOPO. i ndexOf (source) >= 0
)
/1l Send a DH WAI T
/1 Systemout. println(MY_I NDEX+" forcing "+TOPQO. i ndexCf (source)+" to wait.\nln Exchange Wth:"+PARTNER | NDEX) ;
Byt eBuf fer out = ByteBuffer.allocate(2);
out . put Char ( Pr ot ocol Constants. DH WAIT) ;
out . position(0);
byte[] outb = new byte[2];
out . get (outb);
try{
MANAGER. SOCKET. rawwW it e(outb, source);

}
catch(Exception e){e.printStackTrace();}
return;

}

else if(
TOPO. i ndexOF (sour ce) == PARTNER_| NDEX
)

/1 Systemout. println(MY_I NDEX+" received stagel from " +PARTNER | NDEX);

CURRENT_EXCHANGE = new Di ffi eHel | manExchange( P, G, GROUP_KEY, pk);
CROUP_KEY = CURRENT_EXCHANGE. ENCRYPT_KEY;
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i f(
COLLECT_PKS &&
CURRENT DI M ! = MAX_DI M

KEY_VECTOR. add( pk) ;
}

/1 Send a DH_STAGE 2

try{
byte[] outa = CURRENT_EXCHANGE. PK_BOB. t oByt eArray();
Byt eBuf fer out = ByteBuffer.allocate(outa.length+6);
byte[] outb = new byte[outa.length+6];

out . put Char ( Pr ot ocol Const ants. DH_STAGE_2) ;

out . put Char ((char)outa.l ength);

out . put (outa);

out . put Char ((char)0);

out . position(0);

out . get (outb);

MANAGER. SOCKET. rawwW it e(out b, source);

/1 Systemout. println(MY_I NDEX+" sent stage2 to "+PARTNER_| NDEX) ;

catch(Exception e){e.printStackTrace();}
/1 Proceed onward. ...

/1 1f it is not a perfect cube, we will die here, since we
/1 must have been a straggler in the outernost dinension...
if(
I perfectCube() &&
MY_I NDEX. t est Bi t (MAX_DI M 1)
)
/1 Systemout.println(MY_I NDEX+" awaiting final vector from "+PARTNER | NDEX);
return;

}
CURRENT_DI M -;

i f (CURRENT_DI M == 0) {
finalizeDH();
}
el se{
PARTNER | NDEX = MY_I NDEX. f | i pBi t (CURRENT DI M 1) . i nt Val ue();
i f(! MY_INDEX. testBit(CURRENT DI M 1)){
/1 System out. println(MY_I NDEX+" sending stagel to "+PARTNER | NDEX);

initDH();
}
el se{
/1 Systemout.println(MY_I NDEX+" waiting on stagel from "+PARTNER | NDEX) ;
}
}
}
el se{
/] System out. println(MY_I NDEX+" REJECTI NG stagel fromindex "+TOPO. i ndexCf (source)+" with ID:"+source);
//Systemout.println("Current Partner I|s:"+PARTNER_I NDEX) ;
//Systemout.println("Current Size |s:"+TOPQO getVector().size());
}

}

public void diffieHell manWit(Long source){
i f(TOPO. i ndexOf (source) == PARTNER_| NDEX) {

try{
/1 Systemout.println(MY_I NDEX+" retrying exchange w th "+PARTNER_I NDEX) ;

Thread. current Thread() . sl eep(500);

byte[] outa = CURRENT_EXCHANGE. PK_ALI CE. toByteArray();
Byt eBuf fer out = ByteBuffer.allocate(outa.length+8);
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out . put Char ( Pr ot ocol Const ants. DH_STAGE 1) ;
out . put Char ((char)0);

out . put Char ((char)outa.l ength);

out. put(outa);

out . put Char ((char)0);

byte[] outb = new byte[outa.length+8];
out . position(0);

out . get (outh);

MANAGER. SOCKET. rawwW i te(outb, source);

}
cat ch(Exception e){
e.printStackTrace();
}
}
}
public void finishkeyRefresh(Long source, Vector v){
i f(TOPO i ndexOf (source) == PARTNER_| NDEX) {
for(int i =0; i <v.size(); i++){
Bi gl nteger puk = (Biglnteger)v.elenmentAt(i);
GROUP_KEY = puk. nodPow( GROUP_KEY, P);

}
MANAGER. i dl ei ze();

}

private void finalizeDH(){
i f (COLLECT_PKS) {
try{
Bi gl nteger | NI TI AL_PARTNER = MY_| NDEX. f | i pBit ( MAX_DI M 1);
Long source = new Long(((Node) TOPO. get Vector ().element At (I NI TI AL_PARTNER. i ntValue())).id());

/1 count the bytes...

int count = O;

for(int i =0; i < KEY_VECTOR size(); i++){
Bi gl nteger bi = ((Biglnteger)KEY_VECTOR el ement At (i));
byte[] b = bi.toByteArray();
count += b. Il ength+2;

}

Byt eBuf fer out = ByteBuffer.allocate(count+6);

out . put Char ( Pr ot ocol Const ant s. PK_STRUCT) ;
out . put Char ((char)0);
out . put Char ((char) KEY_VECTOR. si ze());
for(int i = 0; i < KEY_VECTOR size(); i++){
Bi gl nteger bi = ((Biglnteger)KEY_VECTOR el ement At (i));
byte[] b = bi.toByteArray();
out . put Char ((char)b. 1 ength);
out . put (b);
}
byte[] outb = new byte[count +6] ;
out . position(0);
out . get (outb);
MANAGER. SOCKET. rawwW it e(outb, source);
/1 Systemout. println(MY_I NDEX+" sent vector to "+ N Tl AL_PARTNER);

}
cat ch(Exception e){

e.printStackTrace();
}

MANACER. i dl ei ze() ;

public Vector getConstants(){
Random GENERATOR = new Randon{();
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/! Reset the public values, p, g, and our share...
Bi gl nteger p = new Bi gl nteger (128, 100, GENERATOR);
Bi gl nteger g = new Bi gl nteger (128, GENERATOR);
Vector out = new Vector();

out . add(p);

out . add(g);

return out;

}

public Biglnteger get G oupKey(){
return GROUP_KEY;

}

public Biglnteger getPrivateKey(){
return CONTRI BUTI ON,

}

5.2.13 v2/ka/lgdhKeyAgreement.java

package ka;

inmport utils.x*;

i mport net. G oupManager;

i mport net.Protocol Constants;
i mport topo. Node;

i mport topo. Topol ogy;

i mport topo. | gdhTopol ogy;

i mport java. ni o. ByteBuffer;
i nport java. math. Bi gl nt eger;
inmport java.util.Vector;
inmport java.util.Random

public class | gdhKeyAgreenent inplenents KeyAgreenent{
/1 The keys used for encryption.....

/1 The group key used for broadcast/multicast/uni cast nessage encryption
private Biglnteger GROUP_KEY;

/1 This particular node’'s public and private keys

/1 to be used for authentication

/1 The personal public-key

private Biglnteger PUBLI C _KEY;

/1 The private key corresponding to the above public key
private Biglnteger PRI VATE_KEY;

/1 This node's personal contribution to the group key
/1 and part of the public/private key pair....
private Biglnteger CONTRI BUTI ON;

/] Qur current partner’s index
private i nt PARTNER_ | NDEX;
private Vector KEY_VECTOR;

private Long ID;

private | gdhTopol ogy TOPO
private Biglnteger P;
private Biglnteger G

private G oupManager MANAGER;
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publ i c bool ean updat eKey( G oupManager manager, Topol ogy topo,

MANAGER=manager ;

| D=i d;

P=p;

G=g;

CONTRI BUTI ON = new Bi gl nt eger (128, 100, new Randon{));

bool ean retval = fal se;

if(! (topo instanceof |gdhTopol ogy)){
System out. println("Topol ogy not LGDH !! Bailing!");
Systemexit(-1);
return retval ;

}

el se{
retval = true;

i f (Envi ronment Vari abl es. get DebugLevel () > 3){
System out. println("Updating Encryption Key:");
Systemout.println("Current P:"+P);
Systemout.println("Current G"+Q;
Systemout. println("Current Contribution:"+CONTRI BUTI ON);
}

TOPO = (| gdhTopol ogy) t opo;
/] Determ ne our index
int index = TOPO. i ndexOf (I D);

/'l Determ ne our current partner
Node n;

i f(index == 0){
PARTNER_| NDEX = 1,
i ni t DHExchange( PARTNER_|I NDEX, CONTRI BUTI ON) ;

el se{
PARTNER | NDEX = i ndex-1;
}
return retval;
}
}

public void finishKeyRefresh(Long source, Vector v){

Long id,

Bi gl nt eger p,

Bi gl nt eger g){

i f (source. equal s(new Long( ((Node) TOPO. get Vector (). el enent At (TOPQO. get Vector().size()-1)).id()))){

i f(TOPO. i ndexOrF (1 D) == 0){

GROUP_KEY = CONTRI BUTI ON;
}
try{

for(int i = TOPO. indexOF(ID)+1; i < v.size(); i++){
Bi gl nteger puk = (Biglnteger)v.elenentAt(i);
GROUP_KEY = puk. nodPow( GROUP_KEY, P);

}

cat ch(Exception e){
e.printStackTrace();

}

MANAGER. i dl ei ze();

}

private void initDHExchange(int partnerlndex, Biglnteger privateKey){

try{

Node partner = (Node) (TOPO. get Vector (). el ement At (partnerlndex));

int nylndex = TOPO. i ndexX (1D);
int groupSize = TOPO. get Vector (). size();
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Di ffieHel | mmnExchange dhe;
dhe = new Di ffieHel | manExchange(P, G privateKey);
if(mylndex == 0 && partnerlndex == 1){

PUBLI C_KEY = dhe. PK_ALI CE;

PRI VATE_KEY = dhe. ENCRYPT_KEY;

KEY_VECTOR = new Vector();
KEY_VECTOR add( PUBLI C_KEY) ;

}

/1 Count the bytes...

int count = O;

for(int i = 0; i < KEY_VECTOR size(); i++){

Bi gl nt eger bi ((Bi glnteger)KEY_VECTOR. el ement At (i));
byte[] b = bi.toByteArray();
count += b.Ilength+2;

}

byte[] outa = dhe. PK_ALI CE.toByteArray();
Byt eBuf fer out = ByteBuffer.allocate(count+outa.length+8);

out . put Char ( Pr ot ocol Const ants. DH_STAGE 1);

out . put Char ((char)0);

out . put Char ((char) dhe. PK_ALI CE. toByteArray() .| ength);
out . put (dhe. PK_ALI CE. t oByteArray());

out . put Char ((char) KEY_VECTOR. si ze());

for(int i = 0; i < KEY_VECTOR size(); i++){
Bi gl nteger bi = ((Biglnteger)KEY_VECTOR. el enent At (i));
byte[] b = bi.toByteArray();
out . put Char ((char)b. 1 ength);
out . put (b);
}

byte[] outb = new byte[count +outa. | engt h+8];

out . position(0);

out . get (outb);

MANAGER. SOCKET. rawW it e(outb, new Long(partner.id()));

}
catch(Exception e){e.printStackTrace();}

}

public void diffieHell manSt agel(Long source, Biglnteger puk, Vector v)({
i f(TOPO. i ndexOf (source) == PARTNER_| NDEX) {
try{
Di ffi eHel | manExchange dhe = new DiffieHel | manExchange( P, G CONTRI BUTI ON, puk);

PUBLI C_KEY = dhe. PK_BOB;
PRI VATE_KEY = dhe. ENCRYPT_KEY;

v. add( PUBLI C_KEY) ;
KEY_VECTOR = v;

GROUP_KEY = dhe. ENCRYPT_KEY;

i f(TOPO i ndexOf (I D) == TOPO. get Vector ().size()-1){
/1 1f we are the nanager, we are done, broadcast the encryption key...
/1 Count the bytes...
int count 0;

for(int i 0; i < KEY_VECTOR size(); i++){
Bi gl nt eger bi ((Bi glnteger)KEY_VECTOR. el enent At (i));
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byte[] b =
count += b.

}

bi
le

.toByteArray();
ngt h+2;

Byt eBuf fer out = ByteBuffer.allocate(count+6);

out . put Char ( Pr ot ocol Const ants. PK_STRUCT) ;
out . put Char ((char)0);
out . put Char ((char) KEY_VECTOR. si ze());

for(int
Bi gl nt eger bi

= 0; i < KEY_VECTOR size(); i++){

= ((Biglnteger)KEY_VECTOR el enent At (i));

byte[] b = bi.toByteArray();
out . put Char ((char)b. 1 ength);

out . put (b);
}

byte[] outb = new byte[count +6] ;
out . position(0);
out . get (outbh);

MANAGER. SOCKET. rawwW it e(out b, AddressConversi on. get Broadcast Address());

MANAGCER. i dl ei ze();

el se{

/1 Otherw se, keep propogating
i ni t DHExchange(TOPQ. i ndexOr (1 D) +1, GROUP_KEY) ;

}

cat ch(Exception e){}

}

public void diffieHell manSt age2(Long source,

/1 Unused;
return;

}

public Biglnteger get G oupKey(){
return GROUP_KEY;

}

public Biglnteger getPrivateKey(){
return CONTRI BUTI ON,

}

public void diffieHell manWit(Long source){

/1 Unused
}

public Vector getConstants(){
Random GENERATOR = new Randon{();
/! Reset the public values, p, g, and our share...
Bi gl nteger p = new Bi gl nteger (128, 100, GENERATOR);

Bi gl nt eger
Vect or out
out . add(p);
out . add(g);
return out;

}

g

= new Bi gl nteger (128, GENERATOR);
new Vector();

5.2.14 v2/ka/tgdhKeyAgreement.java

package ka;

import utils.x*;
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i mport net. G oupManager;
i mport net. Protocol Constants;

inmport java.util.Vector;
inmport java.util.Random
i mport java. ni o. ByteBuffer;

i mport topo. Node;

i nport topo. Topol ogy;

i mport topo.tgdhTopol ogy;

i mport java. math. Bi gl nt eger;

public class tgdhKeyAgreenent inplenents KeyAgreenent{
/1 The keys used for encryption.....

/1 The group key used for broadcast/nulticast/unicast nessages
private Biglnteger GROUP_KEY;

/1 This particular node's original public and private keys
/1 These can be used for authentication

private Biglnteger PUBLIC_KEY;

private Biglnteger PRI VATE_KEY;

private Biglnteger CONTRI BUTI ON;
private Vector KEY_VECTOR;

private Long |D;

private tgdhTopol ogy TOPO
private Biglnteger P;

private Biglnteger G

private G oupManager MANAGER;

private int MY_| NDEX;
private i nt PARTNER | NDEX;
private int KEY_| NDEX;

private bool ean i nExchange;
private DiffieHell manExchange CURRENT_EXCHANGE;

publ i ¢ bool ean updat eKey( GroupManager m Topol ogy topo, Long id, Biglnteger p, Biglnteger g){
MANAGER = m
| D=i d;
P=p;
G=g;

CONTRI BUTI ON = new Bi gl nt eger (128, 100, new Randon());
GROUP_KEY = CONTRI BUTI ON;

bool ean retval = fal se;
i nExchange = fal se;

if(! (topo instanceof tgdhTopol ogy)){
System out. println("Topol ogy not TGDH !! Bailing!'");
Systemexit(-1);
return retval;
}
el se{
i f (Envi ronment Vari abl es. get DebugLevel () > 2){
System out. println("Updating Encryption Key:");
}

TOPO = (tgdhTopol ogy)t opo;
/1 First, we need to see if we are a left child, or a right child...

MY_I NDEX = TOPO. i ndexX (I D);
bool ean I eftChild = (MY_I NDEX == TOPOQ. | ef t Chi | dOf ( TOPO. par ent OF ( MY_I NDEX) ) ) ;
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Vector tenp = new Vector();
KEY_VECTOR = new Vector();
Node n = new Node();
n.id(ID.longValue());

KEY_I NDEX = 0;
KEY_VECTOR. add(n)

if(leftcChild)({
TOPO. get Subtree(tenp, TOPO. ri ght Chil dOF (TOPO. par ent OF (MY_I NDEX) ) ) ;
PARTNER | NDEX = TOPO. i ndexOf ( TOPO. sponsor | D(tenp));
i nExchange = true;
ini tDH();

el se{
TOPQO. get Subtree(tenp, TOPO. | ef t Chi | dOf (TOPO. par ent OF (MY_I NDEX) ) ) ;
PARTNER | NDEX = TOPO. i ndexCf ( TOPO. sponsor | D(tenp));
i nExchange = fal se;

}

retval = true;
return retval;

}

private void initDH(){

try{
Node partner = (Node) (TOPO. get Vector (). el ement At (PARTNER_| NDEX) ) ;

CURRENT_EXCHANGE = new Di ffi eHel | manExchange(P, G GROUP_KEY);

/'l put into this key vector, the public key of the node we represent...

t gdhTopol ogy keys = (tgdhTopol ogy) TOPO. newl nst ance( KEY_VECTOR) ;

((Node) keys. get Vect or (). el ement At (KEY_I NDEX) ) . PUBLI C_KEY = CURRENT_EXCHANGE. PK_ALI CE;
KEY_VECTOR = keys. get Vector();

Byt eBuf fer out = ByteBuffer.allocate(EnvironmentVariabl es. get MIU());
byte[] outa = CURRENT_EXCHANGE. PK_ALI CE. t oByt eArray();

out . put Char ( Pr ot ocol Const ants. DH _STAGE 1) ;
out . put Char ((char)1);
out . put Char ((char)outa.l ength);
out. put (outa);
out . put Char ((char) KEY_VECTOR. si ze());
for(int i = 0; i < KEY_VECTOR size(); i++){
Node n = (Node) KEY_VECTOR. el ement At (i);
if(n == null){
out . put Char ((char)0);

el se{
byte[] b = n.getBytes();
out . put Char ((char)b. | ength);
out . put (b);

}

byte[] outb = new byte[out.position()];

out . position(0);

out . get (outh);

MANAGER. SOCKET. rawW it e(outb, new Long(partner.id()));
i nExchange = fal se;

cat ch(Exception e){e.printStackTrace();}

public void diffieHell manSt agel(Long source, Biglnteger pk, Vector pks){
i f(!inExchange && TOPO i ndexOf (source) ! = PARTNER | NDEX) {
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Byt eBuf fer out = ByteBuffer.allocate(2);
out . put Char ( Pr ot ocol Constants. DH WAIT) ;
out . position(0);

byte[] outb = new byte[2];

out . get (outh);

try{
MANAGER. SOCKET. rawwW i te(outb, source);

}
catch(Exception e){e.printStackTrace();}

else if (!inExchange && TOPO i ndexOf (source) == PARTNER | NDEX) {
i nExchange = true;
Di ffi eHel | manExchange dhe = new Diffi eHel | manExchange(P, G GROUP_KEY, pk);
GROUP_KEY = dhe. ENCRYPT_KEY;

try{
/1 put into this key vector, the public key of the node we represent...
Node n = new Node();
n. i d(((Node) TOPO. get Vector (). el ement At (MY_I NDEX)).id());
n. PUBLI C_KEY = dhe. PK_BOB;
KEY_VECTOR. set (0, n);

/1 1t would be nice if nmerge worked properly!
Vector v = new Vector();
KEY_VECTOR = TOPO. ner geKeyTr ees(pks, KEY_VECTOR, V);

/1 Now, we must check the recursion...
if (TOPQ parent OF (MY_I NDEX) == 0){
/] Broadcast the PK tree to the others....
Byt eBuf fer out = ByteBuffer.allocate(EnvironnmentVariabl es.get MIU());
out . put Char ( Pr ot ocol Const ants. PK_STRUCT) ;
out . put Char ((char)1);
out . put Char ((char) KEY_VECTOR. si ze());
for(int i = 0; i < KEY_VECTOR size(); i++){
Node no = ((Node)KEY_VECTOR. el ement At (i));
if(no == null){
out . put Char ((char)0);
}

el se{
byte[] b = no.getBytes();
out . put Char ((char)b. 1 ength);
out. put(b);

}

byte[] outb = new byte[out.position()];

out . position(0);

out . get (outb);

MANAGER. SOCKET. rawwW i t e(out b, AddressConversi on. get Broadcast Address());
MANACER. i dl ei ze();

el se{
/1 Assune the role of our parent and proceed on...
MY_I NDEX = TOPOQ. par ent O ( MY_| NDEX) ;
bool ean I eft Child = (MY_I NDEX == TOPOQ. | ef t Chi | dOf ( TOPO. par ent OfF ( MY_I NDEX) ) ) ;

if(leftChild){
PARTNER | NDEX = TOPOQ. i ndexOf ( TOPO. get Sponsor | D( TOPO. get Vect or (), TOPO. ri ght Chi | dOfF (TOPO. parent OF (MY_I NDEX) ) ) ) ;
i nExchange = true;
ini tDH();

}

el se{
PARTNER | NDEX = TOPO. i ndexOf ( TOPO. get Sponsor | D( TOPO. get Vector (), TOPQO. | eft Chi |l dOf ( TOPO. par ent OF (MY_I NDEX) ) ) ) ;
i nExchange = fal se;

}
}

i nExchange = fal se;

}

89



catch(Exception e){e.printStackTrace();}

}

public void diffieHell manSt age2(Long source, Biglnteger pk, Vector pks){
/1 Unused

}
public void fini shKeyRefresh(Long source, Vector keys){

i f (source. equal s(TOPO. sponsor | D())){
tgdhTopol ogy t = (tgdhTopol ogy) TOPO. new nst ance( keys);

tryf{

whi | e( MY_I NDEX ! = 0) {
bool ean I eftChild = (MY_I NDEX == TOPOQ. | ef t Chi | dOf ( TOPO. par ent OF ( MY_I NDEX) ) ) ;
Node n;
if(leftChild){

n = ((Node)t.getVector().elenmentAt(TOPO right ChildO (TOPQ parent OF (MY_I NDEX))));
}
el se{

n = ((Node)t.getVector().elementAt(TOPO. | eftChil dO (TOPO parent OfF (MY_I NDEX))));
}

Bi gl nt eger puk = n.PUBLI C_KEY;
GROUP_KEY = puk. nodPow( GROUP_KEY, P);
MY_I NDEX = TOPQ par ent OfF ( MY_| NDEX) ;

}

MANACER. i dI ei ze() ;

catch(Exception e){e.printStackTrace();}

}

public Vector getConstants(){
Random GENERATOR = new Randon{();
/! Reset the public values, p, g, and our share...
Bi gl nteger p = new Bi gl nteger (128, 100, GENERATOR);
Bi gl nteger g = new Bi gl nteger (128, GENERATOR);
Vector out = new Vector();
out . add(p);
out.add(g);
return out;

}

public Biglnteger get G oupKey(){
return GROUP_KEY;

}

public Biglnteger getPrivateKey(){
return CONTRI BUTI ON,

}

public void diffieHell manWit(Long source){
i f(TOPO. i ndexOf (source) == PARTNER_| NDEX) {

try{
Thread. current Thread() . sl eep(500) ;

Byt eBuf fer out = ByteBuffer.allocate(EnvironmentVariabl es.get MIY());
out . put Char ( Pr ot ocol Const ants. DH_STAGE 1);

out . put Char ((char)1);

out . put Char ((char) CURRENT_EXCHANGE. PK_ALI CE. toByteArray().l ength);
out . put ( CURRENT_EXCHANGE. PK_ALI CE. t oByteArray());

out . put Char ((char) KEY_VECTOR. si ze());

for(int i =0; i < KEY_VECTOR size(); i++){
Node n = (Node) KEY_VECTOR. el enent At (i) ;
if(n == null){
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out . put Char ((char)0);

el se{
byte[] b = n.getBytes();
out . put Char ((char)b. | ength);
out . put (b);

}

byte[] outb = new byte[out.position()];
out . position(0);
out . get (outb);
Node partner = ((Node) TOPO. get Vector (). el enent At (PARTNER | NDEX) ) ;
MANAGER. SOCKET. rawwW ite(outb, new Long(partner.id()));
}
cat ch(Exception e){
e.printStackTrace();
}
}
}

5.2.15 v2/ka/DiffieHellmanExchange.java

package ka;

import utils.»*;
i nport java. math. Bi gl nt eger;

public class DiffieHell manExchange{

private final Biglnteger p;
private final Biglnteger g;
private final Biglnteger x;

public Biglnteger PK_ALI CE;
public Bi gl nteger PK _BOB;
publ i c Bi gl nteger ENCRYPT_KEY;

public Long ALICE;
public Long BOB;

// Constructor for alice
public DiffieHell manExchange(
Bi gl nt eger prine,
Bi gl nt eger generator,
Bi gl nt eger privat eKey

){

/1 Generate a privateKey key....
X = privateKey;

g = generator;

p = prinme;

/1 And public key....
PK_ALI CE = gener at or. nndPow( X, pri ne);
PK_BOB = nul | ;

}

/1 Constructor for bob...
public DiffieHell mnExchange(
Bi gl nt eger prine,
Bi gl nt eger generator,
Bi gl nt eger privat eKey,
Bi gl nteger public_key_alice
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prine;
generator;
privat eKey;

p
9
X

/1 And public key....

PK_ALI CE=publ i c_key_al i ce;

PK_BOB = g. nodPow x, p);

ENCRYPT_KEY = PK_ALI CE. modPow( X, p);

i f (Envi ronnment Vari abl es. get DebuglLevel () > 3){
Systemout.printin("\nlnitial PrivateKey:"+x);
System out.printIn("Public Key (alice):"+PK_ALICE);
System out. println("Public Key (bob):"+PK BOB);
System out. println("Encrypti on Key:"+ENCRYPT_KEY+"\n");

}

public voi d set BobsPK(Bi gl nteger pk){
i f(PK_BOB == nul|){

PK_BOB = pk;

ENCRYPT_KEY = PK_BOB. modPow( X, p);

i f (Envi ronment Vari abl es. get DebugLevel () > 3){
Systemout.println("\nlnitial PrivateKey:"+x);
Systemout. println("Public Key (alice):"+PK ALICE);
System out. println("Public Key (bob):"+PK _BOB);

System out. println("Encryption Key:"+ENCRYPT_KEY+"\n");

el se if (EnvironnmentVari abl es. get DebugLevel () > 3){
System out.printIn("Bob's Public Key Already Set!!!");
Systemout.printIn("lgnoring...");

}

5.2.16 v2/results/Collector.java

import java.util.Hashtable;
inmport java.util.Vector;
import java.io.x*;

public class Collector{

public static void main(String[] args){
if(args.length !'= 1){
System out. println("Usage:\n\n\tjava\tCol | ector\t<Topol ogy Name>");
Systemexit(-1);
}
el se{
File f = new File("./"+args[0]);
if (! f.exists()){
Systemout.println("Results for topology \""+args[0]+"\" do not seemto exist!");
Systemexit(-1);

el se{

Hasht abl e frequenci es = new Hasht abl e();

String PREFI X="./"+args[0]+"/";

/1 For all test runs....

for(int testrun = 0; testrun < 500; testrun++){
String DI RNAME = PREFI X+t estrun+"/";

/1 For all Machines in the run
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for (int machine = 1; machi ne < 200; machi ne++) {
String FI LENAVE = DI RNAME+machi ne+" .t xt";
File resultfile = new File (FILENAME);
if (resultfile.exists()){
try{
Buf f er edReader br =
new Buf f er edReader (new | nput St r eanReader (new Fi |l el nput Strean(resultfile)));

String line = br.readLine();
while(line !'= null){
String[] vals = line.split(" ");

I nteger count = new | nteger(vals[0]);
Doubl e ti me = new Doubl e(val s[1]);

if (frequencies. containsKey(count)){
Vector tots = (Vector)frequencies.get(count);
int num= ((Integer)tots.elenmentAt(0)).intValue();
doubl e running = ((Doubl e)tots. el enent At (1)) . doubl eVal ue();
Vector tot = new Vector();
tot.add(new | nteger (numtl));
tot. add(new Doubl e(runni ng+ti ne. doubl eVal ue()));
frequenci es. renove(count);
frequenci es. put (count, tot);

el se{
Vector tots = new Vector();
tots.add(new I nteger(1));
tots.add(tinme);
frequenci es. put (count, tots);

line = br.readLine();

}

}

catch(1l Oexception e){e.printStackTrace(); Systemexit(-1);}
}

}
}

for(int machines = 1; nmachi nes < 200; machi nes++){
i f (frequencies. contai nsKey(new | nteger (nmachi nes))){
Vector vals = (Vector)frequencies. get (new | nteger (machi nes));
int count = ((Integer)vals.elementAt(0)).intValue();
doubl e val ue = ((Doubl e)val s. el enent At (1)) . doubl eVal ue();
doubl e result = (doubl e)val ue / (doubl e)count;
System out. println(machi nes+"\t"+result);

}
}
}
}
}
}

5.2.17 v2/met/GroupSocket.java

package net;

import ka. *;

i mport topo. *;

inmport utils.x*;

inmport java.nio.x*;

i mport java. ni o. channel s. Dat agr anChannel ;
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i mport
i mport
i mport
i mport
i mport
i mport
i mport

public

pr

pr
pr
pr

pr
pr
pr

pr
pr
pr
pr

j ava.
j ava.
j ava.
j ava.
j ava.
j ava.
j ava.

ivate

ivate
ivate
ivate

ivate
ivate
ivate

ivate
ivate
ivate

ni o. channel s. Sel ect or;

ni 0. channel s. Sel ect i onKey;
net. | net Addr ess;

net . | net Socket Addr ess;

i 0.1 OException;

util. Vector;

mat h. Bi gl nt eger;

fi

fi
fi
fi

fi
fi
fi

fi
fi
fi

nal

nal
nal
nal

nal
nal
nal

nal
nal
nal

cl ass GroupSocket {

i nt DEBUG,

Long I D;
int PORT;
int MU,

Topol ogy TOPOLOGY;
KeyAgr eenent KA;
G oupManager MANAGER,

Dat agr anChannel CHANNEL;
Sel ect or SELECTOR;
Sel ecti onKey | OKEY;

i vat e bool ean DONE;

publ i c G oupSocket(Long id, int port,
DEBUG=Envi r onnent Vari abl es. get DebugLevel ();

ID =

d;

PORT=port;
CHANNEL = Dat agr antChannel . open();

TOPOLOGY=t ;

KA=Kk;
MIrU=nt

u;

configurel );
SELECTOR = Sel ector. open();
| OKEY = CHANNEL. r egi st er (SELECTOR, Sel ecti onKey. OP_READ) ;

int nmtu,

Topol ogy t,

KeyAgreenment k) throws | OException{

/1 The following line is the glue that nakes the conmponents in this whole shebang tie together
| OKEY. at t ach( new Reader (

| OKEY,
MTU,

( MANAGER=new G oupManager (

id,
this

TOPOLOGY,

KA

)
)
t hi

)

DONE=f
run();

}

) .

al se;



private void run(){
/1 W need at |east one thread under here....
/1 The nmain thread should be given back to
/1 user control at this point
Thread worker = new Thread(
new Runnabl e() {
public void run(){
i f (DEBUG > 2)
try{
System out. printl n(
"Network |/O Operational!\n[VMIP:port] => ["+AddressConversion. get VM D(| D)

+" "+

Addr essConver si on. i nt ToAddr ( Addr essConversi on. get | P(1 D)) +
"

)

cat ch(Exception e){
e.printStackTrace();

}

whi | e( ! DONE) {
try{

i f(MANAGER. i sldle()){
SELECTOR. sel ect (500) ;

}
el se{

SELECTOR. sel ect () ;
}

}
catch(l OException e){
i f (DEBUG > 2){
System out.println("\nTrapped Cirl+C");
System out. println("Leaving the network gracefully...");
}
try{close();}catch(Exception f){}
Systemexit(-1);

return;
}
java.util.Set readyKeys = SELECTOR sel ect edKeys();
java.util.lterator it = readyKeys.iterator();

int executed = O;

whi | e(it.hasNext ()){
Sel ecti onKey sk = (Sel ectionKey)it.next();

if(sk '= null){
bj ect attach = sk.attachnent();
if(attach !'= null && attach instanceof Runnabl e){
/1 Execute the reader in TH' S thread
Il According to the N O standard,
/1 Sel ectionKeys are NOT thread safe.
/1 1t would be nice to have other threads
/1 do this though.....
((Runnabl e)attach).run();
execut ed++;
}
}
}

i f(executed == 0){
/1 1f the manager is sitting idly....
i f(MANAGER. i sldle()){
Vector nmessage = MANAGER get | dl eMessage();
try{
if(message !'= null){
Long dest = (Long) nmessage. el enent At (0);
Byt eBuf fer nmess = (ByteBuffer)message. el enent At (1);

95



byte[] out = new byte[ness.limt()];
nmess. get (out);
rawwite(out, dest);

}
cat ch(Exception e){
Systemout.println("Couldn't wite to "+ AddressConversi on. get Broadcast Address()+"!\n");
Systemout.printin("l’'mreally busted...");
e.printStackTrace();
Systemexit(-1);

}
}
}
IOF
wor ker.start();
}

private void configurel () throws | OException{

/1 This allows for many instances of this
/1 class to run on the sanme machine. ..
CHANNEL. socket (). set ReuseAddr ess(true);

/1 This allows us to do real broadcast
CHANNEL. socket () . set Broadcast (true);

/1 We do non-blocking I/0 here. ..
CHANNEL. confi gur eBl ocki ng(fal se);

/+ Bind to the broadcast address on the given port =*/

/+* Yeah, we’ve been tricking the user all along */

| *
We will span all the networks that this machine has
interfaces to..... soneday (1.5?) however, Sun m ght naeke
the Socket.bind() operator take a Networklnterface
as a paraneter, so the work is not for naught.....

::{-IANNEL. socket (). bi nd(new I net Socket Addr ess( PORT) ) ;

}
| *

Public Methods
o
| *

Typical write() methods in the Java standard
o

private void sockWite(ByteBuffer out, |netSocketAddress out Addr) throws | OException{
String al = out Addr. get Address().toString().trin();
String a2 = AddressConversion. i nt ToAddr (Addr essConversion.getI P(ID)).toString().trin();
if(al.equal s(a2)){

i f (DEBUG > 4)
System out. println("Masking Local Host...")

out Addr = new | net Socket Addr ess( " 255. 255. 255. 255", PORT);
}

whi | e(

CHANNEL. send(
out,
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out Addr
)

)
{}
i f (DEBUG > 4)
Systemout.printIn("Wite Successful!");
}
[ *x
Wites a <code>byte[]</code> to a given destination.
This method bl ocks until the nessage has been sent.
@aramb The byte array to send.
@ar am desti nati on The destination of this <code>byte[]</code> as specified by <code>utils. AddressConversi
*/

public void wite(byte[] b, Long destination) throws | OException{
Byt eBuf fer out = ByteBuffer.allocate(b.|ength+6);
out . put Char ( Pr ot ocol Const ant s. TOPLEVEL_MESSAGE) ;
out. putlnt(b.length);
out . put (b);
out . position(0);
I
MANAGER. enqueue( desti nation, out);
}

[ *x
Wites <i>len</i> bytes fromthe given <code>byte[]</code> to a given destination.
This nmet hod bl ocks until the nessage has been sent.
@aramb The byte array to send.
@aram | en The nunber of bytes fromthe given array to send.
@ar am desti nati on The destination of this <code>byte[]</code> as specified by <code>utils. AddressConversi

*/
public void wite(byte[] b, int len, Long destination) throws | CException{
if(len <= 0){

t hrow new Buf f er Under f | owExcepti on();

}
else if(len > b.length){

t hrow new Buf f er Over f| owExcepti on();
}

Byt eBuf fer out = ByteBuffer.allocate(b.|ength+6);
out . put Char ( Pr ot ocol Const ant s. TOPLEVEL_MESSAGE) ;
out. putlnt(b.length);

out.put(b, 0, len);

out . position(0);

/1
MANAGER. enqueue( desti nation, out);
}
[ *x
Wites <i>len</i> bytes fromthe given <code>byte[]</code> beginning at the specified <i>offset</i>
to a given destination.
This nmethod bl ocks until the nmessage has been sent.
@aram b The byte array to send.
@aram of fset The offset in the given array where the copying of bytes should begin.
@aram | en The nunber of btres to transfer starting at <i>offset</i>.
@ar am desti nati on The destination of this <code>byte[]</code> as specified by <code>utils. AddressConversi
*/
public void wite(byte[] b, int offset, int len, Long destination) throws | OException{
if(len <= 0){

t hrow new Buf f er Under f | owExcepti on();

}
else if(len > b.length){
t hrow new Buf f er Over f | owException();

}
Byt eBuf fer out = ByteBuffer.allocate(len+6);

out . put Char ( Pr ot ocol Const ant s. TOPLEVEL_MESSAGE) ;
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out. putlnt(b.length);

out.put(b, offset, len);

out . position(0);

I

MANAGER. enqueue( desti nation, out);
}

public void rawwite(byte[] b, Long destination) throws | CException{
| net Addr ess i naDEST = Addr essConver si on. i nt ToAddr ( Addr essConver si on. get| P(desti nation));
int vm dDEST = AddressConver si on. get VM D(desti nati on);
I net Socket Addr ess out Addr = new | net Socket Addr ess(i naDEST, PORT);
Byt eBuf fer out = ByteBuffer.allocate(b.|ength+12);
out . put I nt (vm dDEST) ;
out . put I nt (Addr essConversi on.getVM D(1D));
out. putlnt(b.length);
out . put (b);
out . position(0);
sockWite(out, outAddr);
}

public void rawwite(byte[] b, int len, Long destination) throws | OException{
if(len <= 0){
t hr ow new Buf f er Under f | owExcepti on();

}
else if(len > b.length){

t hrow new Buf f er Over f | owException();
}

| net Addr ess i naDEST = Addr essConver si on. i nt ToAddr (Addr essConver si on. get| P(desti nation));
int vm dDEST = AddressConver si on. get VM D(desti nati on);

I net Socket Addr ess out Addr = new | net Socket Addr ess(i naDEST, PORT);

Byt eBuf fer out = ByteBuffer.allocate(len+l2);

out . put I nt (vm dDEST) ;

out . put I nt (Addr essConver si on.getVM D(1D));

out. putlnt(b.length);

out.put(b, 0, len);

out . position(0);

sockWite(out, outAddr);

}
public void rawwite(byte[] b, int offset, int len, Long destination) throws | OExcepti on{
if(len <= 0){

t hr ow new Buf f er Under f | owExcepti on();

}
else if(len > b.length){

t hrow new Buf f er Over f | owExcepti on();
}

| net Addr ess i naDEST = Addr essConver si on. i nt ToAddr ( Addr essConver si on. getl P(desti nation));
int vm dDEST = AddressConver si on. get VM D(desti nati on);

I net Socket Addr ess out Addr = new | net Socket Addr ess(i naDEST, PORT);

Byt eBuf fer out = ByteBuffer.allocate(len+l2);

out . put I nt (vm dDEST) ;

out . put I nt (Addr essConver si on.getVM D(1 D)) ;

out. putlnt(b.length);

out.put(b, offset, len);

out . position(0);

sockWite(out, outAddr);

}
| *

Typical read() methods in the Java standard
o
/! These will be sonme of the last things inplenented...

public Message read(){

Vector v = MANAGER read();
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Long sender = (Long)v.elementAt(0);
Byt eBuf fer nmessage = (ByteBuffer)v.elenmentAt(1);

message. position(0);
byte[] contents = new byte[nessage.limt()];
message. get (contents);
return new Message(sender, contents);
}
[ *
Returns a vector of type Long containing all of the
menbers currently in the group, according to the
i mpl enent ati on of Topol ogy. get G oupMenber s()

/1 These will be some of the last things inplenented...
public Vector getG oupMenbers(){

return MANAGER get G- oupMenbers();
}

public Biglnteger getG oupKey(){
return MANAGER get G oupKey();

}

public Biglnteger getPrivateKey(){
return MANAGER. get Pri vat eKey();
}

public void close() throws | CException{
DONE=t r ue;
| OKEY. cancel () ;
CHANNEL. cl ose();
SELECTOR. cl ose();

5.2.18 v2/mnet/Identifier.java

| x
This class property and copyright Kieran S. Hagzan 2003.
No unaut hori zed duplication or exhibition.
*/

package net;
inmport utils.x*;

inmport java.io.x*;

import java.net.*;

inmport java.util.Vector;
import java.util.Enumeration;

[ xx
<p>
The purpose of this class is to identify a network node uni quely,
both by network interface and virtual machine. The node is identified
by a 64-bit <code>l ong</ code> val ue, broken into two pieces.
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</ p>

<p>

The first 32 (nost significant) bits are the 32-bit | Pv4 address

whi ch any node using this class for identification should bind to.

The address is guaranteed to be checked and bindable if the constructor
succeeds.

</ p>

<p>

The second 32 (least significant) bits are a uniformy distributed, 32-bit
random val ue chosen by this <code>ldentifier</code> This is the value
used to represent a particular instance of an identifier, and thus a VM
<b> There should only be one identifier constructed PER VI RTUAL MACHI NE! </ b>.

</ p>
*/
public class ldentifier{
[ **
A string representing the network card used by this <code>ldentifier</code>.
*/
private String net CardNane;
[ **
A 32-bit integer representing the | Pv4 address used by this <code>ldentifier</code>.
*/
private int ip;
[ **
A 32-bit randominteger representing the Virtual Machine ID of this <code>ldentifier</code>.
*/
private int vm D;
[ *x
A 64-bit long representing the unique ID of any node using this <code>ldentifier</code> properly.
*/
private long id;
[ *x
An | net Address to bind to.
*/

private |net Address addr;

/++* The internal representati on of the DEBUG ar gument */
private static int DEBUG LEVEL;

O O e */
[ * Constructors */
[ * and public nethods */
[ % o e e o e e e e e e e e h e e e o e e e e e e e eem—eeoooo- */
[ **
Tests for functionality of the <code>ldentifier</code>.
*/

public static void main(String[] args){
DEBUG _LEVEL = Envi ronnent Vari abl es. get DebugLevel () ;

i f (DEBUG_LEVEL > 4){
System out. println("Checking constructors...");
}

try{

i f (DEBUG_LEVEL > 4)

System out. printl n("NOARGS") ;
Identifier id = new ldentifier();
i f (DEBUG_LEVEL > 4)

Systemout. println(id);

i f (DEBUG LEVEL > 4)
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System out. println("\ nl NTERFACES") ;
/1 There best be | oopback...
id = new ldentifier("lo");
i f (DEBUG_LEVEL > 4)

Systemout. println(id);

try{
id = new I dentifier("whoisthis");
System out. println("Unexpected FAILURE!'!'!");
System out. println("Bogus Interface Resolved!");
Systemexit(-1);

}
catch(1l Oexception e){
i f (DEBUG_LEVEL > 1)
System out. println("Bogus Interface Test Passed....");

}

i f (DEBUG_LEVEL > 4)
System out. println("\nl P ADDRESSES") ;
/1 Check the | oopback
id = new |l dentifier(2130706433);
i f (DEBUG_LEVEL > 4)
Systemout. println(id);
try{
/1 And a bogus ID
id = new I dentifier(2130706431);
System out. println("Unexpected FAILURE!'!'!");
System out. println("Bogus Address Resolved!");
Systemexit(-1);

}
cat ch(Exception e){
i f (DEBUG _LEVEL > 1)
System out. println("Bogus | P Test Passed...");
}

i f (DEBUG_LEVEL > 4)
Systemout. println("\nlPs AND | NTERFACES") ;
/'l Check the | oopback
id = new ldentifier("lo",2130706433);
i f (DEBUG_LEVEL > 4)
Systemout. println(id);
try{
/1 And a bogus ID
id =new ldentifier("lo", 123456789);
System out. println("Unexpected FAILURE!'!'!");
System out. println("Bogus |P/Interface Resolved!");
Systemexit(-1);
}
cat ch(Exception e){
if (DEBUG_LEVEL > 1)
System out. println("Bogus Interface/lP Test Passed...");

}

Systemout.printIn("\nAll tests passed. :-)");

}
catch (1 CeException e){

i f (DEBUG LEVEL >= 1){
Systemout.println("Tests failed!");
e.printStackTrace();

}
Systemexit(-1);

}

[ *x

Gets the systemwi de debug | evel via <code>Environmnent Vari abl es. get DebugLevel () </ code>.

101



*/
private static void getDebug(){
DEBUG _LEVEL = Envi ronnent Vari abl es. get DebuglLevel () ;

}
[ **
Attenpts to identify this host by determining a valid network
interface and | P address.
An interface is valid if it exists and has a valid | Pv4 address.
(1 Pv6 addresses are not inplenented yet.) Non-loopback interfaces
are preferred over |oopback interfaces. If nobre than one interface is
found (the device is nmulti-honed,) the user is pronpted for
the interface to use. If only a | oopback interface is
avail able, this constructor falls back to use it.
*/
public ldentifier() throws | COException{
get Debug() ;
net Car dName = nul | ;
ip=-1
determ nel () ;
}
[ *x
Attenpts to identify this host using the given interface. |If the
interface is not found, the user is informed and the VM will exit.
@ar am networ kl nterface The network interface to bind to - typically "eth0", "hneO",
or something like this.
*/
public ldentifier(String networklnterface) throws | OException{
get Debug() ;
net Car dName = networkl nterface;
ip=-1
determ nel I();
}
[ **
Attenpts to identify this host using the given | P address.
If the address is not found bound to an interface on the |ocal system
the user is informed and the VMwill exit.
@aramipa The ip address to bind to, in 32-bit - 2's conplinent integer form
*/
public ldentifier(int ipa) throws | OException{
get Debug() ;
net Car dNanme = nul | ;
ip =ipa;
determ nel I();
}
[ *x

Attenpts to identify this host using the given | net4Address address.
If the address is not found bound to an interface on the |ocal system
the user is infornmed and the VMwill exit.

@aramina The 32-bit Inet4Address to bind to.

*/
public ldentifier(lnetAddress ina) throws | COException{
get Debug() ;

i p = AddressConversi on. addr Tol nt (i na);
net CardNanme = nul | ;
determ nel () ;

}

[ *x
Attenpts to identify this host using the given |net4Address address
bound on the specified interface.

If the address is not found bound to the given interface on the |ocal system
the user is infornmed and the VMwill exit.

@aramipa The 32-bit Inet4Address to bind to, in 2's conplinent integer form
@aram networkl nterface A string representing the nane of the network interface to use.
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*/

public ldentifier(String networklnterface, int ipa) throws | OException{
get Debug() ;
net Car dNane = net wor kl nterface;

ip =ipa;
determ nel I();
}
[ *x

Attenpts to identify this host using the given | net4Address address.
If the address is not found bound to an interface on the |ocal system
the user is infornmed and the VM will exit.
@aramipa The 32-bit Inet4Address to bind to.
@aram networklnterface A string representing the nane of the network interface to use.
*/
public ldentifier(String networklnterface, InetAddress ipa) throws | OException{
get Debug() ;
net Car dNane = net wor kl nterface;
i p = AddressConversi on. addr Tol nt (i pa);
determ nel I();

}

[ **
Returns a <code>String</code> representati on of this <code>ldentifier</code>.
@eturn <p><u>A String of the follow ng form </ u><br><br>
<b>Net wor k Addr ess: </ b>&l t; <i >l Pv4 Address</i >&gt; <br>
<b>V. M Address: </b>& t;<i>Virtual Machi ne Address</i >&gt; <br>
<b>ID: </ b>& t; <i >[ | Pv4 Address | VM Address]</i>&gt;.
</ p>
*/
public String toString(){
return ("Network Address:"+ip+"\nV.M Address:"+vm D+"\nl D: " +i d+"\n");
}

[ **
@eturn the <code>l net Address</ code> of this interface.
* [
public I net Address get | net Address(){
return addr;

}
[ **
@eturn the <code>i nt</code> represenation of this interfaces <code>l net Address</code>.
*/
public int getlP(){
return ip;
}
[ **
@eturn the <code>i nt</code> VM | D of this node.
*/

public int getVM D(){
return vm D

}

[ **
@eturn the <code>l ong</code> identifier of this node.
*/

public I ong getlD(){
return id,
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Determines the 64-bit 1D for a node constructing this <code>ldentifier</code>.
First, a valid |IPv4 address is obtained, and then the instance of the VM
constructing this <code>ldentifier</code>is given a random 32-bit ID. The
IPis shifted left 32-bits and added to the VM D to make a 64-bit <code>l ong</ code>
val ue.
*/
private void determ nel D() throws | OException{

set1 P();

setVM ) ;

/1 Do this with Biglnteger......

java. ni o. ByteBuffer bb = java.nio.ByteBuffer.allocate(8);

bb. put I nt(ip);

bb. putlnt(vm D);

byte[] a = new byte[8];

bb. posi tion(0);

bb. get (a);
java. mat h. Bi gl nteger bi = new java. nat h. Bi gl nteger(a);
id = bi.longVal ue();
}
[ **
Attenpts to deternmine a valid | Pv4 address for this <code>ldentifier</code>.
<p>

First, the devices of the local machine are opened and their nanes obtai ned.
If this <code>ldentifier</code> was constructed with a particul ar device nane
paraneter, the existence of that device is verified.
</ p>
<p>
Secondly, the | Pv4 addresses of any valid devices found are collected. If this
<code>l dentifier</code> was created with a particul ar device | Pv4 address paraneter,
the availability of that address on a local interface (strictly the paraneter if
specified,) is verified.

*/

private void setlP() throws | OException{

/1l Gven the constructors, there are three possibilities

/1l The user was very specific in their w shes
if(netCardNane != null && ip !'= -1){
Net wor kl nt erface nic = Networkl nterface. get ByNane( net Car dNane) ;
if(nic !'=null){
/1 1f we found the card, get the I Pv4 address of it, a card cannot
/1 have nore than one
i f (hasl Pv4Address(nic) && ip == AddressConversi on. addr Tol nt (get | Pv4Address(nic))){
/1 The IP is set, return
i f (DEBUG_LEVEL > 4)
Systemout. println("Address is Good!");
addr = getl| Pv4Address(nic);
return;

el se throw new UnknownHost Exception("IlP ("+AddressConversi on. i nt ToAddr (i p)+") not found on Network Interface ("+n
}
el se throw new UnknownHost Exception("Network Interface ("+netCardNane+") not found!");
}
/1 Either one or the other argunent was specified,
/1 we have something to work with...
if(netCardNane != null || ip !=-1){
if(netCardNanme != null){
/] Check if this net card exists
Net wor kl nterface ni c = Networkl nterface. get ByNane( net Car dNane) ;
if(nic '= null){
i f (hasl Pv4Address(nic)){
i f (DEBUG LEVEL > 4)
System out.println("Address is CGood!");
i p = Addr essConver si on. addr Tol nt (get | Pv4Address(nic));
addr = getl| Pv4Address(nic);
return;

}
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el se throw new UnknownHost Exception("IP ("+AddressConversi on. i nt ToAddr (i p)+") not found on Network Interface

el se throw new UnknownHost Exception("Network Interface ("+netCardNane+") not found!");
}
el se{
/] Check if this IPis on any network interfaces...
i f (DEBUG_LEVEL > 4)
System out. println("\nChecking for validity of |Pv4 address : ("+AddressConversion.intToAddr(ip)+")");

Enunerati on cds = Networkl nterface. get Networkl nterfaces();
whi | e(cds. hasMor eEl enents()) {
Net wor kl nterface card = (Networkl nterface)cds. next El ement () ;
i f (hasl Pv4Addr ess(card) && AddressConversion. addr Tol nt (get | Pv4Address(card)) == ip){

/1 The IPis set, return

addr = getl| Pv4Address(card);

i f (DEBUG_LEVEL > 4)

Systemout.println("Address is valid and bindable!");
return;
}

}

t hrow new UnknownHost Exception("| P address ("+AddressConversion.int ToAddr(ip)+") not found on any interface!");
}

}

/1 We have nothing to work with, bumrer

el se{

/1 Inspect the network cards and choose
/] a proper address
i f (DEBUG LEVEL > 4)

Systemout. println("\nChecking for a valid | Pv4 address...");
Enurerati on nics = Networklnterface. get Networklnterfaces();
Vector cards = new Vector();
whi | e( ni cs. hasMor eEl enents()) {

Net wor kl nterface nic = (Networklnterface)nics. next El enent ();

i f (hasl Pv4Address(nic)){
cards. add(nic);

}

chooseAddr ess(cards);
i f (DEBUG_LEVEL > 4)
System out. println("Found valid and bi ndabl e address!");

return;
}
}
[ **
Returns the <code>l net Address</code> of a user-selected interface on this
host. This method is only called if this device is nulti-homed, and an
interface nor |IP address was specified.
*/
private | net Address userPronpt (Vector nics) throws | OException{
Systemout.println("\nHm seens like this device is nulti-honmed...");
Systemout.println("l cannot span physical networks yet, that is the future...");

bool ean valid = fal se;
Buf f eredReader br = new Buff er edReader (new | nput StreanReader (Systemin));
int chosen = -1;

whi | e(!valid){
System out. println("Pl ease choose the interface to use fromthe list below");
for(int i = 0; i < nics.size(); i++){
Systemout.println("("+i+") -> "+get| Pv4Address((Networkl nterface)nics.elenentAt(i)));
}
String line = ""
Systemout.print("[Interface?]:");
line = br.readLine();
if(java.util.regex.Pattern. matches("[0-9]+", line)){
chosen = Integer.parselnt(line);
i f(chosen < nics.size() & chosen >= 0){
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valid = true;
return getl Pv4Address((Networkl nterface)nics. el ement At (chosen));

}
}
}
/1l At here, we should have found a valid interface nunber
return null;
}
[ *x
Sel ects the "best" | Pv4 address to use for binding and identification
on this host. The "best" address is found by using first non-loopback
interfaces, and if none are found, using the | oopback interface.
*/

private voi d chooseAddress(Vector nics) throws | OExcepti on{
if(nics.size() == 0){

t hrow new UnknownHost Exception("No | Pv4 Network Interfaces found (NOT EVEN LOOPBACK) !!!");
}

el se{

i nt nrNonLoopback = O;

int nrCards = nics.size();

Vect or nonLoopback = new Vector();

for(int i =0; i < nrCards; i++){
Net wor kil nterface nic = (Networklnterface)nics.elenentAt(i);
/1 Collect the non-loopback interfaces
if(!getlPv4Address(nic).isLoopbackAddress()){

nonLoopback. add(ni c);

nr NonLoopback++;

}
i f (nrNonLoopback == 0){
i f (DEBUG_LEVEL > 4)
Systemout.println("Falling back to | oopback!!");
for(int i =0; i < nrCards; i++){
Net wor kl nterface nic = (Networkl nterface)nics.elenmentAt(i);
/1 Collect the non-loopback interfaces
i f (getl Pv4Address(nic).isLoopbackAddress()){
i p = AddressConversi on. addr Tol nt (get | Pv4Address(nic));
addr = get| Pv4Address(nic);
return;
}
}
t hr ow new UnknownHost Exception("No | Pv4 Network Interfaces found (NOT EVEN LOOPBACK) !!!");

el se i f(nrNonLoopback > 1){
| net Addr ess chosen = user Pronpt (nonLoopback) ;
i p = AddressConver si on. addr Tol nt (chosen) ;
addr = get| Pv4Addr ess(Networ kl nterface. get Byl net Addr ess(chosen));
return;

el se{
i p = AddressConversi on. addr Tol nt (get | Pv4Addr ess(( Net workl nterface)nics.elenentAt(0)));
addr = get| Pv4Address((Networklnterface)nics.elenmentAt(0));

return;

}
}

}

[ *x

Sets the VM ID for this instance of an <code>ldentifier</code> by randomy choosing 32-bits.
*/

private void set VM D(){
java. mat h. Bi gl nteger bi = new java. nat h. Bi gl nteger (32, new java.util.Random());
vm D = bi.intValue();

}
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[ *x
Determines if the <code>Networklnterface</code> specified has a valid
| Pv4 address bound to it.
@eturn <code>true</code> - if there is a valid | Pv4 address bound to the given interface<br>
<code>f al se</ code> - ot herwi se.
@aram ni The <code>Networ kl nterface</code> to check
*/
private bool ean hasl Pv4Addr ess( Net wor kl nterface ni){
Enunerati on addrs = ni.getlnet Addresses();
whi | e(addrs. hasMor eEl enent s()){
I net Address ia = (Il net Address)addrs. next El ement () ;
if (ia instanceof |net4Address){
return true;

}

}

return fal se;
}
[ *x

Determines if the <code>Networklnterface</code> specified has a valid
| Pv6 address bound to it.
@eturn <code>true</code> - if there is a valid | Pv6 address bound to the given interface<br>
<code>f al se</ code> - ot herwi se.
@aram ni The <code>Networ kl nterface</code> to check
*/
private bool ean hasl Pv6Addr ess( Net wor kl nterface ni){
Enunerati on addrs = ni.getlnet Addresses();
whi | e(addrs. hasMor eEl enent s()){
I net Address ia = (I net Address)addrs. next El ement ();
if(ia instanceof I|net6Address){
return true;

}

return fal se;

}

[ **
Returns the <code>l net Address</ code> representing the | Pv4 addreess of the the specified
<code>Net wor kI nt er f ace</ code>.
@eturn The valid <code>l net Addr ess</ code> of the given <code>Networkl nterface</code> OR<br>
<code>nul | </ code> i f one does not exist
@aram ni The <code>Networkl nterface</code> to resolve the | Pv4 address of.
*/
private | net Address getl Pv4Address(Networklnterface ni){
Enuneration addrs = ni.getlnet Addresses();
whi | e(addrs. hasMor eEl ement s() ) {
I net Address ia = (Il net Address)addrs. next El ement ();
if(ia instanceof I|net4Address){

return ia;
}

}

return null;
}
[ **

Returns the <code>l net Address</ code> representing the | Pv6 addreess of the the specified
<code>Net wor kI nt er f ace</ code>.
@eturn The valid <code>l net Addr ess</ code> of the given <code>Networkl nt erface</code> OR<br >
<code>nul | </ code> i f one does not exist
@aram ni The <code>Networkl nt erface</code> to resolve the | Pv6 address of.
*/
private | net Address get| Pv6Address(Networklnterface ni){
Enuneration addrs = ni.getlnet Addresses();
whi | e(addrs. hasMor eEl ement s() ) {
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I net Address ia = (Il net Address)addrs. next El ement () ;
if(ia instanceof I|net6Address){

return ia;
}

}

return null;
}

}

5.2.19 v2/mnet/GroupManager.java

package net;

i mport topo.*;
import ka. *;
import utils.»*;

i mport java. nio.ByteBuffer;
inmport java.util.Vector;

i mport java. math. Bi gl nt eger;
public class G oupManager{

public Long ID;
publ i c Topol ogy TOPCOLOGY;

private bool ean JO NED;

private bool ean | DLE;

private bool ean MANAGER;
private KeyAgreenent KA METHOD,

private char NODE_STATUS;
private char PROTO_STAGE;

private Object LOCK;

publ i c G oupSocket SOCKET;
private Decoder DECODER;

private Long MANAGER | D;

private Long LAST MESSAGE_SOURCE;
private | ong LAST_MESSAGE_TI ME;
private ByteBuffer OUTBOUND,

private | ong CURRENT_TI ME;
private | ong ELAPSED;

private Fl FOQueue | N_QUEUE;
private Bl ocki ngFl FOQueue OUT_QUEUE;

publ i c GroupManager (Long id, G oupSocket socket, Topol ogy topo, KeyAgreenent ka){

I N_QUEUE = new FI FOQueue();
QUT_QUEUE = new Bl ocki ngFl FOQueue() ;
ID=1id;

SOCKET=socket ;

108



TOPOLOGY = topo. newl nstance();
Node n = new Node();
n.id(id.longValue());
TOPOLOGY. add(n);

KA _METHOD = ka;

LOCK = new Ohj ect ();
NCODE_STATUS = St at e. UNJO NED,

i f (Envi ronnment Vari abl es. get Junpstart()){
PROTO_STAGE = St at e. DEAD_BATTERY;

}
el se{

PROTO_STAGE = State.|DLE;
}

i f (Envi ronnment Vari abl es. get DebuglLevel () > 1){
System out . print| n( TOPOLOGY) ;
}

*/
private bool ean timedQut ()
long el apsed = System current TimeM | |is()-LAST_MESSAGE_TI ME;
if(elapsed > 2000 && PROTO _STAGE ! = State. REFRESHI NG KEY)return true;
return fal se;

}

private void timestanp(){
LAST_MESSAGE TIME = SystemcurrentTimeM I lis();

}

private void allocate(int size){
OUTBOUND = Byt eBuffer.all ocate(size);
QUTBOUND. posi tion(0);

}

private void witeMessage(Long destination){
QUTBOUND. posi tion(0);
byte[] out = new byte[ OQUTBOUND.limit()];
QUTBOUND. get (out);

try{
SOCKET. rawwW it e(out, destination);

cat ch(Exception e){

Systemout.printIn("Wite error on "+SOCKET+" to "+destination+"...exiting...

Systemout.printin(e);
Systemexit(-1);

}

private void printDebugStats(String nessage, Long ID){

i f (Envi ronnment Vari abl es. get DebuglLevel () > 3){
Systemout.printIn("N S.: Ox"+l nteger.toString(NODE_STATUS, 16));
Systemout.printIn("P.S.: Ox"+Integer.toString(PROTO STACGE, 16));
System out . println(nmessage+" :"+ID);

}
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Publ i ¢ Met hods

[ *
Met hods used to eval uate the nature of the group...
*
/

public bool ean isldle(){
synchr oni zed( LOCK) {

bool ean retval = fal se;

i f (PROTO_STAGE == State.|DLE)
retval = true;

return retval;
}

}

public Vector getldl eMessage(){
Vector retval = null;

Byt eBuf fer tenp;

final char currentStatus = NODE_STATUS;
switch (currentStatus){
case State. UNJO NED:
i f (Envi ronment Vari abl es. get Junpstart()){
retval = null;
}
el se{
tenp = ByteBuffer.allocate(2);
t enp. put Char ( Prot ocol Const ants. JO N_GROUP_REQUEST) ;
tenp. position(0);
retval = new Vector();
retval . add( Addr essConver si on. get Broadcast Address());
retval . add(tenp);
}

return retval;

case State. ACTI NG_MANAGER:
/| Dequeue something if it is there...

Qbj ect um = null;
synchroni zed( | N_QUEUE) {
um = | N_QUEUE. t ake();

if(um!= null){
retval = (Vector)um
}
el se{
tenp = ByteBuffer.allocate(2);
t enp. put Char ( Pr ot ocol Const ant s. MERGE_GROUP_REQUEST) ;
tenp. position(0);
retval = new Vector();
retval . add( Addr essConver si on. get Br oadcast Address());
retval . add(tenp);
}

return retval;

case State.JO NED:
/'l Dequeue sonmething if it is there...
um = nul | ;
synchroni zed( | N_QUEUE) {

um = | N_QUEUE. t ake();

if(um!= null){
retval = (Vector)um

}

return retval;
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}

return retval;

}

public void enqueue(Long destination, ByteBuffer contents){
synchr oni zed( | N_QUEUE) {

Vector stuffs = new Vector();

stuf fs. add(destination);

stuf fs. add(contents);

I N_QUEUE. put (stuffs);

}

public void topl evel Message(Long source, ByteBuffer nessage){
Vector v = new Vector();
v. add(source);
v. add( nessage) ;
OUT_QUEUE. put (V) ;
}

public Vector read(){
return (Vector)OUT_QUEUE. t ake();

}

public Vector getG oupMenbers(){
return TOPOLOGY. get G oupMenbers();
}

public Biglnteger getPrivateKey()({
return KA METHOD. get Pri vat eKey();
}

public Biglnteger getG oupKey(){
return KA METHOD. get Gr oupKey();

}

public void junpstart(){
synchr oni zed( LOCK) {
i f(
( NODE_STATUS == State. UNJO NED) &&
(PROTO_STAGE == St ate. DEAD_BATTERY) &&
Envi ronment Vari abl es. get Junpstart ()

3

i f (Envi ronnent Vari abl es. get DebugLevel () > 3)
Systemout.printIn("["+I D+'] Junpstarting!'");

System set Property("JUMPSTART", "");
PROTO_STAGE = State.|DLE;

}
}

}

[ *

Met hods used to decode i nconi ng nessages
*
/

public void reject(Long source){
synchr oni zed( LOCK) {
if(

(NODE_STATUS == State. UNJO NED && PROTO STAGE == State.JO N_CLIENT) ||
(NODE_STATUS == State. UNJO NED && PROTO _STAGE == State.JO N_SERVER) ||
(NODE_STATUS == St at e. ACTI NG_MANAGER && PROTO_STAGE == St ate. MERGE_CLI ENT)
) &&

LAST_MESSACGE_SOURCE. equal s(source)
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print DebugStats("["+I D+"] Reject From ", source);
PROTO_STAGE = State.|DLE;

timestanp();

return;

}
else if(timedOut()){
PROTO_STAGE = State. | DLE;
}
}
}
public void joi nG oupRequest (Long source){
synchr oni zed( LOCK) {
if(
(NODE_STATUS == State. UNJO NED || NODE_STATUS == State. ACTI NG_MANAGER) &&

(PROTO_STAGE == State. | DLE)
)M

print DebugStats("["+I D+"] Join Request From ", source);

/1 Send join response..

LAST_MESSAGE_SOURCE = source;

al  ocate(2);

QUTBOUND. put Char ( Prot ocol Const ants. JO N_GROUP_RESPONSE) ;
wri t eMessage(source);

PROTO_STACGE = St ate.JO N_SERVER;

timestanp();

}
else if(timedQut()){
PROTO_STAGE = State. | DLE;

i f (NODE_STATUS == State. UNJO NED || NODE_STATUS == State. ACTI NG MANAGER) {
j oi nGroupRequest (source);

}
}

}
}

public void joinG oupResponse(Long source){
synchr oni zed( LOCK) {
/1 Send join confirm.
if(
(NODE_STATUS == State. UNJO NED && PROTO_STAGE == State. | DLE)
){

print DebugStats("["+I D+"] Join Response From ", source);

al  ocate(2);
QUTBOUND. put Char ( Prot ocol Constants. JO N_GROUP_CONFI RM ;
w it eMessage(source);

PROTO_STAGE = State.JO N_CLI ENT;

MANAGER | D = source;
LAST_MESSAGE_SOURCE = sour ce;
timestanp();

return;

}
else if(tinmedout()){
PROTO_STAGE = State.|DLE;

timestanp();

i f (NODE_STATUS == State. UNJONED || NODE_STATUS == State. ACTI NG MANAGER) {
j oi nGr oupResponse( source);

}
}
el se{
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print DebugStats("["+I D+"] REJECTING > ", source);
al  ocate(2);
QUTBOUND. put Char ( Prot ocol Const ant s. REJECT) ;
w it eMessage(source);
}
}
}
public void joi nG oupConfirn(Long source){
synchr oni zed( LOCK) {
i f(
( NODE_STATUS == State. UNJO NED || NODE_STATUS == State. ACTI NG MANAGER) &&
(PROTO _STAGE == State.JO N _SERVER) &&
(source. equal s(LAST_MESSAGE_SOURCE) )
)

print DebugStats("["+ID+"] Join ConfirmFrom ", source);

/1 Add this guy to our group and proceed on
Node n = new Node();

n.id(source.longVal ue());

TOPOLOGY. add(n) ;

byte[] outb = TOPOLOGY. get Bytes();

al | ocat e(out b. | engt h+2) ;

QUTBOUND. put Char ( Prot ocol Const ant s. TOPOLOGY) ;
OUTBOUND. put (out b) ;

wr it eMessage( Addr essConver si on. get Broadcast Address());

i f (Envi ronnent Vari abl es. get DebuglLevel () > 1)
System out . print | n( TOPOLOGY) ;

LAST_MESSAGE_SOURCE = sour ce;
timestanp();

updat eSponsor () ;
timestanp();

}
else if(tinmedOut()){
PROTO_STAGE = State. | DLE;
}
}
}
public void nergeG oupRequest (Long source){
synchr oni zed( LOCK) {
/'l Send a nerge response...
if(
( NODE_STATUS == St at e. ACTI NG_MANAGER) &&
(PROTO_STAGE == State.|DLE)
)

print DebugStats("["+I D+"] Merge Request From ", source);

/1 Send join response..

LAST_MESSAGE_SOURCE = source;

al l ocate(2);

QUTBOUND. put Char ( Pr ot ocol Const ant s. MERGE_CGROUP_RESPONSE) ;
w it eMessage(source);

PROTO_STAGE = St at e. MERGE_SERVER,

timestanp();

}

else if(tinmedout()){
PROTO_STAGE = State.|DLE;
tinmestanp();
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i f (NODE_STATUS == St at e. ACTI NG_MANAGER) {
mer geG oupRequest (sour ce) ;
}

}
}
}
public void nergeG oupResponse(Long source){
synchr oni zed( LOCK) {
/1 Send a confirmation with a copy of our topology...
i f(
( NODE_STATUS == St at e. ACTI NG_MANAGER) &&
(PROTO_STAGE == State.|DLE)
)1

print DebugStats("["+I D+"] Merge Response From ", source);

/1l Allocate the space for our topol ogy

byte[] a = TOPOLOGY. get Bytes();

al | ocat e(a. | engt h+2);

QUTBOUND. put Char ( Pr ot ocol Const ant s. MERGE_GROUP_CONFI RM ;
OUTBOUND. put (a);

wri t eMessage(source);

PROTO_STAGE = St ate. MERGE_CLI ENT;

/1 W& were a manager, and will be no nore, so doing this IS proper...
MANAGER | D = source;

LAST_MESSAGE_SOURCE = source;

timestanp();
return;

}
else if(timedOut()){

PROTO_STAGE = State. | DLE;

i f (NODE_STATUS == St at e. ACTI NG_MANAGER) {
mer geG oupResponse( sour ce) ;

}

}

el se{
print DebugStats("["+I D+"] REJECTING > ", source);
al l ocate(2);
QUTBOUND. put Char ( Prot ocol Const ant's. REJECT) ;
witeMessage(source);

}
}

public void nmergeG oupConfirm Long source, Topology t){
synchr oni zed( LOCK) {
if(
( NODE_STATUS == St at e. ACTI NG MANAGER) &&
(PROTO_STAGE == St ate. VERGE_SERVER) &&
(source. equal s(LAST_MESSAGE_SOURCE) )
)

print DebugStats("["+I D+"] Merge ConfirmFrom ", source);
LAST_MESSAGE_SOURCE = source;

/1 Add this topology to ours and send the mamm
TOPOLOGY. nerge(t);

byte[] outb = TOPOLOGY. get Bytes();

al | ocat e(out b. | engt h+2) ;

QUTBOUND. put Char ( Pr ot ocol Const ant s. TOPOLOGY) ;
OUTBOUND. put (out b) ;

w it eMessage( Addr essConver si on. get Broadcast Address());
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i f (Envi ronnent Vari abl es. get DebuglLevel () > 1)
System out . print | n( TOPOLOGY) ;

LAST_MESSAGE_SOURCE = source;
timestanp();

updat eSponsor () ;
timestanp();

}

else if(tinmedOut()){
PROTO STAGE = State.|DLE;

}
}

}

public void topol ogyUpdat e(Long source, Topol ogy t){
synchr oni zed( LOCK) {

i f(

(

NODE_STATUS == State. UNJO NED &&
PROTO_STAGE == State.JO N_CLI ENT

N

NODE_STATUS == State. JO NED &&
PROTO_STAGE == State. | DLE

)

) &&

(source. equal s(MANAGER_I D))

){
print DebugStats("["+I D+"] Topol ogy Update: ", source);
TOPOLOGY = t;

i f (Envi ronnent Vari abl es. get DebugLevel () > 3)
System out . println("Topol ogy Update!");

i f (Envi ronnent Vari abl es. get DebugLevel () > 1)
System out . print | n( TOPOLOGY) ;

LAST_MESSAGE_SOURCE = source;
timestanp();

updat eSponsor () ;
timestanp();
else if(

NCDE_STATUS == St at e. ACTI NG_MANAGER &&
PROTO_STAGE == St ate. MERGE_CLI ENT
) &&

sour ce. equal s( MANAGER_I D)

)

/1 We nust send this on to our followers.....
TOPOLOGY = t;

byte[] outb = TOPOLOGY. get Bytes();

al | ocat e(out b. | engt h+2) ;

OUTBOUND. put Char ( Prot ocol Const ant s. TOPOLOGY) ;
QUTBOUND. put (out b);

OUTBOUND. posi tion(0);

wri t eMessage( Addr essConver si on. get Broadcast Address());
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i f (Envi ronnent Vari abl es. get DebugLevel () > 3)
System out . println("Topol ogy Update!");

i f (Envi ronnent Vari abl es. get DebugLevel () > 1)
System out . printl n( TOPOLOGY) ;

LAST_MESSAGE_SOURCE = source;
timestanp();

updat eSponsor () ;
timestanp();

}
else if(timedQut()){
PROTO_STAGE = State.|DLE;

else if (!source.equal s(MANAGER I D)) {

| *

Systemout.printIn("------------------- oo ")
Systemout. println(" DEBUG ");
Systemout.printin("-------------------- oo ")

System out. printl n("Manager:"+MANAGER | D) ;
System out. println("Source:"+source);
System out. printl n( TOPOLOGY) ;

Systemout.printIn("--------------c--- oo ")
*/

}
}

}

public void pkStruct(Long source, Vector v){
synchr oni zed( LOCK) {
if(
PROTO_STAGE == St at e. REFRESHI NG_KEY

){
KA _METHOD. fi ni shKeyRef resh(source, v);

}
else if(tinmedOut()){
PROTO_STAGE = State.|DLE;
}
}
}
public void idleize(){
synchr oni zed( LOCK) {
i f (PROTO_STAGE == St at e. REFRESHI NG_KEY) {
ELAPSED = SystemcurrentTineM I 1is() - CURRENT_TI ME;
i f (Envi ronnment Vari abl es. get DebuglLevel () > 0)
System out . printl n( TOPOLOGY. si ze() +" "+((doubl e) ELAPSED 1000. 0) ) ;
i f (Envi ronnent Vari abl es. get DebugLevel () > 2)
System out. println("Encrypti on Key:"+KA METHOD. get Gr oupKey());
i f (MANAGER_I D. equal s(1 D)) {
tryf{
/1l a nasty little thing, but it may be the case
/1 that in this inplenentation, our group is still
/'l refreshing their key....we should wait for them
Thread. current Thread() . sl eep(1200);

cat ch(Exception e){}

}
PROTO_STAGE = State. | DLE,
}

}

public void keyRefresh(Long source, Biglnteger p, Biglnteger g){
synchr oni zed( LOCK) {
if (

}
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NODE_STATUS == State.JO NED &&
PROTO STAGE == State.|DLE
) &&
sour ce. equal s( MANAGER | D)
)£
PROTO_STAGE = St at e. REFRESHI NG_KEY;
CURRENT_TI ME = SystemcurrentTimeM I 1is();
KA METHOD. updat eKey(this, TOPOLOGY, ID, p, 9);

}
else if(tinmedout()){
PROTO_STAGE = State. | DLE;

else if (!source.equal s(MANAGER I D)){

[ *

Systemout.printin("-------------------e oo ")
System out. println(" DEBUG ");
Systemout.println("------cmmmmmm o ");

System out. printl n("Manager: " +MANAGER | D) ;
System out. println("Source:"+source);
System out. printl n( TOPOLOGY) ;

Systemout.println("------cmmmmmmm o ");
*/

}
}

}

public void diffieHell manSt agel(Long source, Biglnteger pubk, Vector pks){
synchr oni zed( LOCK) {

i f (PROTO_STAGE == St at e. REFRESHI NG_KEY) {
KA METHOD. di f fi eHel | manSt agel(source, pubk, pks);

}
else if(tinmedOut()){
PROTO_STAGE = State. | DLE;
}
}
}

public void diffieHell manWit(Long source){
synchr oni zed( LOCK) {

i f (PROTO_STAGE == St at e. REFRESHI NG_KEY) {
KA _METHOD. di f fi eHel | manWi t (source) ;

}
else if(tinmedOut()){
PROTO_STAGE = State.|DLE;
}
}
}

public void diffieHell manSt age2(Long source, Biglnteger pubk, Vector pks){
synchr oni zed( LOCK) {

i f (PROTO_STAGE == St at e. REFRESHI NG_KEY) {
KA _METHOD. di f fi eHel | manSt age2( sour ce, pubk, pks);

}

else if(tinmedout()){
PROTO_STAGE = State.|DLE;

}

}

}

private voi d updat eSponsor () {

/1 Sponsor Updates Occur Whenever the topol ogy changes

/1 And al so after the new topol ogy has been acquired....

/'l Therefore, why not do key agreenent now and save a network
/'l message???
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/'l Performthe actual sponsor switch
MANAGER | D = TOPOLOGY. sponsor | () ;

/1 1f we are now the manager, then perform so...
i f (MANAGER I D. equal s(1D)){

i f (Envi ronment Vari abl es. get DebugLevel () > 3)
Systemout.println("l amthe M GHTY SPONSCR. ..");

NODE_STATUS = St at e. ACTI NG_VANACER,;

/1 send the REFRESH _KEY nessage....

/!l since | am manager, we'll use ny prine and generator
Bi gl nt eger p;

Bi gl nt eger g;

try{
Vector v = KA _METHOD. get Const ants();
p = ((Biglnteger)v.elementAt(0));
g = ((Biglnteger)v.elementAt(1));
byte[] pa = p.toByteArray();
byte[] ga = g.toByteArray();
al | ocat e(pa. | ength+ ga.length +6);
QUTBOUND. put Char ( Pr ot ocol Const ant s. KEY_REFRESH) ;
QUTBOUND. put Char ((char) pa. | engt h);
OUTBOUND. put ( pa) ;
QUTBOUND. put Char ((char) ga. | engt h);
OUTBOUND. put (ga) ;

i f (Envi ronnent Vari abl es. get DebugLevel () > 3)
Systemout.print("Witing key refresh...");
wri t eMessage( Addr essConver si on. get Broadcast Address());
i f (Envi ronnent Vari abl es. get DebugLevel () > 3)
System out. println("done!");

PROTO_STAGE = St at e. REFRESHI NG_KEY;

CURRENT_TIME = SystemcurrentTimeM I lis();
KA _METHOD. updat eKey(thi s, TOPOLOGY, ID, p, 9);

}

catch(Exception e){e.printStackTrace();}
}
el se{

i f (Envi ronment Vari abl es. get DebugLevel () > 3){
Systemout. println("l am worntongue!");

}

/1 wait for the key broadcast...

/1 it should be inmediate....

/1 but you never know....

NODE_STATUS = St ate. JO NED;
PROTO_STAGE = State.|DLE;

}
}

}

5.2.20 v2/mnet/NetworkDevice.java

package net;
inmport utils.x*;

i mport topo.*;
import ka. *;
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import java.io.lOException;
import java.net.*;

i mport java. math. Bi gl nt eger;
inmport java.util.Vector;

public class NetworkDevi ce{

private i nt DEBUG
public int PORT;
public int MU,

public String |PA;
private int VM D;

private String | NTERFACE;
private ldentifier |DENT;
private String TOPCOLOGY;

private Topol ogy TOPG,
private KeyAgreenment KA;

private G oupSocket GCS;

public static void main(String[] args){

try{
new Net wor kDevi ce();
}

catch (1 OCexception e){
e.printStackTrace();
}

}

*/

/1 Let the identifier find the best interface
/1 Use the default port and | Pv4 address
publ i c NetworkDevi ce() throws | OException{

/1 Snag anything in the environnent...

get Envi ronnent () ;

/1 Get a unique network identifier and check sonme hardware. ..
obtainl D();

if (DEBUG > 2){
Systemout.println("\nNetwork lIdentity Cbtained!'");
Systemout.printIn("---------cmmmmmomm ")
System out. println("IP:"+ DENT. get | net Address().toString().substring(1));
System out. println("VMD: "+l DENT. get VM X)) ;
System out.printIn("Network I D: "+ DENT.getl D));
Systemout.printIn("---------ommmmmm \n");

}

/1 At this point, prelinenary network checks are a success
/1 Proceed. ...

obt ai nTopol ogy();

obt ai nKeyAgr eenent () ;

startDevice();

Publ i ¢ Met hods



public void close() throws | CException{
GS. cl ose();
}

Typical wite() nethods in the Java standard

*/

public void wite(byte[] b, Long destination) throws | OException{
GS.wite(b, destination);

}

public void wite(byte[] b, int len, Long destination) throws | OExcepti on{
GS.wite(b, len, destination);

}

public void wite(byte[] b, int offset, int len, Long destination) throws | OException{
GS.wite(b, offset, len, destination);

}

Typi cal read() nethods in the Java standard

public Message read() throws | OException{
return GS.read();
}

Returns a vector of type Long containing all of the
menbers currently in the group, according to the
i mpl enent ati on of Topol ogy. get G oupMenber s()

public Vector getG oupMenbers(){
return GS. get G oupMenbers();
}

public Biglnteger getG oupKey(){
return GS. get G oupKey();
}

public Biglnteger getPrivateKey(){

return GS. getPrivateKey();
}

*/
private voi d obtai nKeyAgreenent () {

if (DEBUG > 3){
System out. println("\nDynami cal ly | oadi ng key agreenent for "+TOPOLOGY);
}

try{
Cl ass topoKA = C assLoader. get Syst enCl assLoader (). | oadC ass("ka. " +TOPOLOGY+" KeyAgr eenment ") ;
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i f (DEBUG > 3)
System out. println("The name of the |oaded class is: "+topoKA. getNane());

bj ect obj = topoKA new nstance();
i f(obj instanceof KeyAgreenent){
KA = (KeyAgreenent)obj ;
if (DEBUG > 2)

System out. println("Key Agreenment successfully |oaded!!!");

el se{
Systemout. println("Cd ass ka."+TOPOLOGY+" KeyAgr eenent . cl ass was successfully | oaded, but it does not inplenment in
System out. println("Pl ease adhere to proper coding standards....");
Systemexit(-1);

}

}

cat ch(d assNot FoundException e){
Systemout. println("d ass ka."+TOPOLOGY+" KeyAgr eerment . cl ass NOT FOUND! ") ;
Systemout.println("Are you sure that "+TOPOLOGY+"KeyAgreement.class is in the \"ka\" directory of the base p
Systemexit(-1);

}

catch(lnstantiati onException e){
System out. println("d ass ka."+TOPOLOGY+" KeyAgr eenent . cl ass found, but could not be instantiated!");
Systemout.printIn("Are you sure that "+TOPOLOGY+"KeyAgreenent.java conpiles cleanly???");
Systemexit(-1);

catch(Il1 1| egal AccessException e){
System out. println("d ass ka."+TOPOLOGY+" KeyAgr eenent . cl ass found, but could not be instantiated!");
Systemout.printIn("Are you sure that "+TOPOLOGY+"KeyAgreenent.java conpiles cleanly???");
Systemexit(-1);

}

private voi d obtai nTopol ogy(){
i f(TOPOLOGY == nul |){
if (DEBUG > 2)({
System out. println("No Topol ogy Specified!!!");
Systemout.println("Defaulting to tree-based heirarchy!");
}
TOPOLOGY="t gdh";
}
if (DEBUG > 2){
Systemout. println("\nDynani cal ly | oadi ng topol ogy control for "+TOPOLOGY);
}

try{

Class topo = C assLoader. get Syst enCl assLoader (). | oadCl ass("topo. " +TOPOLOGY+" Topol ogy") ;
i f (DEBUG > 4)
System out. println("The name of the |oaded class is: "+topo.getNane());

bj ect obj = topo.new nstance();
i f(obj instanceof Topol ogy) {
TOPO = (Topol ogy) obj ;
if (DEBUG > 2)

System out . println("Topol ogy successfully |oaded!!!");

}

el se{
System out. println("C ass topo."+TOPOLOGY+" Topol ogy. cl ass was successfully | oaded, but it does not inplenent inte
System out. println("Pl ease adhere to proper coding standards....");
Systemexit(-1);

}

}

cat ch(d assNot FoundException e){
Systemout.println("d ass topo."+TOPOLOGY+" Topol ogy. cl ass NOT FOUND! ") ;
Systemout.printIn("Are you sure that "+TOPOLOGY+" Topol ogy.class is in the \"topo\" directory of the base pac
Systemexit(-1);
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catch(lnstantiati onException e){
System out. println("d ass topo."+TOPOLOGY+" Topol ogy. cl ass found, but could not be instantiated!'");
Systemout.println("Are you sure that "+TOPOLOGY+" Topol ogy.java conpil es cl eanl y???");
Systemexit(-1);

catch(Il1 1| egal AccessException e){
System out. println("C ass topo."+TOPOLOGY+" Topol ogy. cl ass found, but could not be instantiated!");
Systemout.printIn("Are you sure that "+TOPOLOGY+" Topol ogy.java conpil es cl eanl y???");
Systemexit(-1);

}

private void startDevice() throws | OException{
if (DEBUG > 3){

Systemout.printIn("\nStarting Network I/O....");
}

GS = new GroupSocket (new Long(| DENT.getID()), PORT, MIU, TOPO KA);
}

private void obtainlD() throws | OException{
/1l W& were given an | P address
if(IPA!'=null && !'IPA equals("")){

I net Address ina = null;

int ipa = -1;

/1 W could have been given one of the two representations...

/1 The integer representation...
if (java.util.regex. Pattern. matches("-{0,1}[0-9]+", I PA)){
ipa = Integer. parselnt(IPA);
}
/1 The I P representation
else if (java.util.regex.Pattern.matches("((([0-91{1,3})\\.){3})([0-9]{1,3})", I1PA)){
= | net 4Addr ess. get ByNane( | PA) ;
}

/1 W were given an interface

i f(INTERFACE != null && !I| NTERFACE. equal s("")){
if(ina!'= null){

I DENT = new | dentifier(lNTERFACE, ina);

ina

}
else if(ipa!=-1){
I DENT = new | dentifier (| NTERFACE, ipa);
}
el se{
| DENT = new | dentifier (| NTERFACE);
}
}
/1 W& were not given an interface
el se{
if(ina!'= null){
| DENT = new | dentifier(ina);
}
else if(ipa!=-1){
| DENT = new ldentifier(ipa);
el se{
| DENT = new ldentifier();
}
}
}
/1l W& were not given an | P address
el se{

/'l W were given an interface

i f (1 NTERFACE ! = nul | && ! NTERFACE. equal s("")){
| DENT = new | denti fier (I NTERFACE);

}
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/1 W& were not given an interface

el se{

| DENT = new | dentifier();
}

}
}

private void get Environmnent () {

DEBUG = Envi ronnent Vari abl es. get DebugLevel ();

PORT = Environnent Vari abl es. get Port ();
MIU = Envi ronnent Vari abl es. get MTU() ;
| PA = Envi ronnent Vari abl es. get | PAddr ess() ;

I NTERFACE = Environment Vari abl es. getl nterface();
TOPOLOGY = Envi ronnent Vari abl es. get Topol ogy() ;

}

5.2.21 v2/net/Reader.java

| *
This code is Copyright Kieran S. Hagzan.
*/

package net;
inmport utils.»*;
j ava.
j ava.

j ava.
j ava.

util.Vector;

ni 0. channel s. Sel ect i onKey;
ni 0. Byt eBuf fer;

net . | net Socket Addr ess;

i mport
i mport
i mport
i mport

public class Reader inplenments Runnabl e{

private final SelectionKey KEY;

private ByteBuffer BUFFER;
private final int MU,

private bool ean EXECUTED;

/1l Where to decode incom ng nessages. ..

private final G oupManager NMANAGER;

/1 Where to wite outgoing nmessages
private final G oupSocket SOCKET;

vate final

pr i nt DEBUG

private long |ast;

private final Decoder DECCDER,

publ i c Reader (Sel ecti onKey sk,
EXECUTED = f al se;

DEBUG=Envi r onnent Vari abl es. get DebuglLevel ();

SOCKET=socket ;

MrU=nt u;

KEY=sk;

BUFFER= Byt eBuffer.allocateDirect(MU);
MANAGER = manager ;

DECODER = new Decoder ( MANAGER) ;

last = SystemcurrentTimeM I 1is();

}

int nu,

NO unaut hori zed duplication w thout pernission.

GroupManager manager, G oupSocket socket){
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public void run(){
try{
BUFFER. posi tion(0);
I net Socket Address a = (I net Socket Addr ess) ((j ava. ni 0. channel s. Dat agr amChannel ) (KEY. channel ())).recei ve( BUFFER)

/! Here, each thread has the "key" until they have read sonething....
if(a!=null & BUFFER position() != 0){

BUFFER. posi ti on(0);

int vm dDEST = BUFFER getlInt();

int vm dSOURCE = BUFFER getInt();

int length = BUFFER getlnt();

byte[] message = new byte[l ength];
BUFFER. get (message) ;

int i pSOURCE = AddressConver si on. addr Tol nt (a. get Address());
Long i dSource = AddressConversion. creat el D(i pSOURCE, vm dSOURCE) ;

/1l Here, we can send this work off to another thread, they
/1 will never see the Sel ecti onKey

DECODER. decode( message, vni dDEST, idSource);

}

else i f(MANAGER isldle() & (SystemcurrentTineMIlis() - last) > 1000){
try{

Vector nmessage = MANACER get | dl eMessage();

i f(message !'= null){

Long dest = (Long)nessage. el enent At (0);

Byt eBuf fer nmess = (ByteBuffer)nessage. el enent At(1);
byte[] out = new byte[nmess.limt()];

mess. get (out) ;

SOCKET. rawWite(out, dest);

last = SystemcurrentTimeM I 1is();

}

cat ch(Exception e){
Systemout.printIn("Couldn't wite to "+ AddressConversi on. get Broadcast Address()+"!\n");
Systemout.printin("l’mreally busted...");
e.printStackTrace();
Systemexit(-1);

}
}
KEY. i nt er est Ops( KEY. OP_READ) ;
KEY. att ach(t hi s);
}
catch(Exception e){ e.printStackTrace();}
}
}

5.2.22 v2/net/Decoder.java

package net;

inmport utils.»*;

i mport topo. Topol ogy;

i nport topo. Node;

i mport java.nio.ByteBuffer;
i nport java. math. Bi gl nt eger;
import java.util.Vector;

public class Decoder{
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private final G oupManager NMANAGER;
private ByteBuffer BUFFER;

private int DEST;

private Long SOURCE;

publ i c Decoder (G oupManager manager) {
MANAGER=manager ;
}

public void decode(byte[] b, int dest, Long source){
BUFFER = ByteBuffer.allocate(b.length);
BUFFER. put (b) ;
BUFFER. posi ti on(0);
DEST=dest ;
SOURCE=sour ce;

/1 Don’t act on our own nessages...
if(
/1l First, it was not sent by us,
I SOURCE. equal s( MANAGER. | D)
){
if(
/1 Make sure it was sent to either us or broadcast....
(Addr essConver si on. get VM D( MANAGER. | D) == DEST || DEST == 0)

){
final char OPCODE = BUFFER. get Char();

swi t ch( OPCODE) {

case Protocol Const ants. TOPLEVEL_MESSAGE:
int lengt = BUFFER getlnt();
System out. println("Message of |ength "+l engt+" received!'");
byte[] nessa = new byte[lengt];
BUFFER. get (nessa) ;

Byt eBuf fer mess = ByteBuffer.allocate(nessa.length);

ness. put (nessa);
nmess. posi tion(0);

MANACER. t opl evel Message( SOURCE, ness);
br eak;

case Protocol Constants. REJECT:

i f (Envi ronment Vari abl es. get DebugLevel () > 4)
System out. println("JO N_REJECT");

MANACER. r ej ect ( SOURCE) ;

br eak;

case Protocol Constants. JO N_GROUP_REQUEST:
i f (Envi ronment Vari abl es. get DebugLevel () > 4)
System out. println("JO N_GROUP_REQUEST") ;
MANAGER. j oi nGr oupRequest ( SOURCE) ;
br eak;

case Protocol Constants. JO N_GROUP_RESPONSE:
i f (Envi ronment Vari abl es. get DebugLevel () > 4)
System out. println("JO N_GROUP_RESPONSE") ;
MANACER. j 0i nGr oupResponse( SOURCE) ;
br eak;

case Protocol Constants. JO N_GROUP_CONFI RM
i f (Envi ronment Vari abl es. get DebugLevel () > 4)
System out. println("JO N_GROUP_CONFI RM') ;
MANAGER. j oi nGr oupConf i r m{ SOURCE) ;
br eak;
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case Protocol Const ants. MERGE_GROUP_REQUEST:
i f (Envi ronment Vari abl es. get DebugLevel () > 4)
System out. printl n(" MERGE_GROUP_REQUEST") ;
MANAGER. ner geGr oupRequest ( SOURCE) ;
br eak;

case Protocol Const ants. MERGE_GROUP_RESPONSE:
i f (Envi ronment Vari abl es. get DebugLevel () > 4)
System out. printl n(" MERGE_GROUP_RESPONSE") ;
MANAGER. ner geGr oupResponse( SOURCE) ;
br eak;

case Protocol Const ants. MERGE_GROUP_CONFI RM
i f (Envi ronment Vari abl es. get DebugLevel () > 4)
System out. printl n(" MERGE_GROUP_CONFI RM") ;

byte[] out = new byte[BUFFER limit() - BUFFER position()];
BUFFER. get (out);

Topol ogy top = MANAGER. TOPOLOGY. newi nst ance(out);

MANAGER. mer geGr oupConf i r n{ SOURCE, top);

br eak;

case Protocol Const ants. JUMPSTART:
MANAGER. j unpstart () ;
br eak;

case Protocol Constants. DH STAGE 1:
i f (Envi ronment Vari abl es. get DebugLevel () > 4)
System out. println("DH _STAGE_1");

bool ean nodes = ((int)BUFFER getChar()) == 1;
int leng = (int)BUFFER getChar();

byte[] pubk = new byte[leng];

BUFFER. get ( pubk) ;

Bi gl nt eger pub = new Bi gl nt eger ( pubk) ;

int count = (int)(BUFFER getChar());
Vector pks = new Vector();

for(int i =0; i < count; i++){
int |e = BUFFER. get Char ();
byte[] a = new byte[le];
BUFFER. get (a) ;

Obj ect pk;
i f(!nodes){
Bi gl nt eger pkl = new Bi gl nteger(a);
pk = pk1;
}
el se{
Node n = new Node(a);
pk = n;

}
pks. add( pk) ;
}

MANAGER. di f fi eHel | manSt agel(source, pub, pks);
br eak;

case Protocol Constants. DH STAGE_2:

i f (Envi ronment Vari abl es. get DebugLevel () > 4)
System out. printl n("DH_STAGE_2");

| eng = (i nt)BUFFER. get Char () ;

pubk = new byte[l eng];

BUFFER. get ( pubk) ;

pub = new Bi gl nt eger (pubk);

count = (int)BUFFER. get Char();
pks = new Vector();
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for(int i = 0; i < count; i++){
int |e = BUFFER. get Char();
byte[] a = new byte[le];
BUFFER. get (a) ;
Bi gl nteger pk = new Bi gl nteger(a);
pks. add( pk);

}
MANACER. di f fi eHel | manSt age2(source, pub, pks);
br eak;

case Protocol Constants. DH WAI T:

i f (Envi ronment Vari abl es. get DebugLevel () > 4)
Systemout. println("DH WAIT");

MANAGER. di f f i eHel | manWai t (sour ce) ;

br eak;

case Protocol Const ants. PK_STRUCT:
nodes = ((int)BUFFER getChar()) == 1;
i f (Envi ronment Vari abl es. get DebugLevel () > 4)
System out. printl n("PK_STRUCT");
count = (int)BUFFER get Char ();
pks = new Vector();
for(int i =0; i < count; i++){
int |e = BUFFER. get Char();
byte[] a = new byte[le];
BUFFER. get (a) ;
Obj ect pk;
i f(!nodes){
Bi gl nteger pkl = new Biglnteger(a);
pk = pki;
}
el sef
if(le == 0){
pk = null;

el se{
Node n = new Node(a);
pk =n;

}

}
pks. add( pk);

}
MANAGER. pkStruct (source, pks);
br eak;

case Protocol Const ants. KEY_REFRESH:

i f (Envi ronment Vari abl es. get DebugLevel () > 4)
System out. printl n("KEY_REFRESH") ;

int | = (int)BUFFER getChar();

byte[] in = new byte[l];

BUFFER. get (i n);

Bi gl nteger p = new Biglnteger(in);

| = (int)BUFFER. get Char();

in = new byte[l];

BUFFER. get (i n);

Bi gl nteger g = new Biglnteger(in);

MANAGER. keyRef r esh( SOURCE, p, 9);
br eak;

case Protocol Constants. TOPOLOGY:
i f (Envi ronment Vari abl es. get DebugLevel () > 4)
System out. printl n(" TOPOLOGY");

byte[] outb = new byte[BUFFER limt() - BUFFER position()];
BUFFER. get (out b) ;
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Topol ogy t = MANAGER. TOPOLOGY. new nst ance(outb);
MANAGER. t opol ogyUpdat e( SOURCE, t);

br eak;

el se i f(Environnment Vari abl es. get DebugLevel () > 4)
System out. printl n(

"VM D Does Not Match!\n"+

" ME: " +Addr essConver si on. get VM D{ MANAGER. | D) +"\ n" +

" DEST: " +DEST

)i
}
el se i f(Environnment Vari abl es. get DebugLevel () > 4)
Systemout.printIn("l Sent This!");

}

5.2.23 v2/net/State.java

package net;
public class State{

/1l The
public
public
public

net wor k NODE_STATUS st at es

static final char UNJO NED = 0xO00;
static final char JONED = 0x01;

static final char ACTI NG_MANAGER = 0x02;
/1 The

protocol stage states

/1 Not

static final
static final

public
public

in a network protocol

char
char

st age
| DLE = 0x10;
DEAD _BATTERY = 0x11;

/'l Somewhere in a join stage

public static final char JO N_SERVER = 0x20;
public static final char JO N_CLI ENT = 0x21;
public static final char JO N_PENDI NG = 0x22;
/1 Somewhere in a nmerge stage

public static final char MERGE_SERVER = 0x30;
public static final char MERGE_CLI ENT = 0x31;
public static final char MERGE_PENDI NG = 0x32;

/1 Somewhere in a key-update stage

public static final

char

REFRESHI NG_KEY = 0x40;

5.2.24 v2/net/ProtocolConstants.java

package net;

public class Protocol Constant s{

static final
static final
static final

public
public
public

static final
static final

public
public

char
char
char

char
char

JO N_GROUP_REQUEST = 0x00;
JO N_GROUP_RESPONSE = 0x01;
JO N_GROUP_CONFI RM = 0x02;

MERGE_GROUP_REQUEST = 0x10;
MERGE_GROUP_RESPONSE = 0x11;
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public static final char MERGE_GROUP_CONFI RM = 0x12;

public static final char KEY_REFRESH = 0x20;
public static final char PK_STRUCT = 0x21;
public static final char DH_STAGE 1= 0x22;
public static final char DH _STAGE_2= 0x23;
public static final char DH WAl T= 0x24;

public static final char TOPLEVEL_MESSAGE = 0xeO;

public static final char REJECT = Oxfd;
public static final char JUMPSTART = Oxfe;
public static final char TOPOLOGY = Oxff;

5.2.25 v2/net/Message.java

package net;
public class Message{

public Long SOURCE;
public byte[] MESSAGE;

publ i c Message(Long source, byte[] nessage){
SOURCE=sour ce;
MESSAGE=nessage;

}

5.2.26 v2/demo/DemoMaster.java

package denv;

i mport net. NetworkDevi ce;
inmport utils.AddressConversion;

import java.util.Vector;
i mport java.nio.ByteBuffer;
i mport java. math. Bi gl nt eger;

public class DenpbMast er{
public static void main(String[] args){

if(args.length !'= 1){
System out. println("Usage:\n\tjava DenoMast er <groupSi ze>");
Systemexit(-1);

Net wor kDevi ce device = null;

try{
devi ce = new Networ kDevi ce();
}

catch (Exception e){
e.printStackTrace();
Systemexit(-1);

}

Systemout. println("Device Created!");

Vector nenbers = null;

try{
whi | e(
(menbers = devi ce. get GroupMenbers()).size() !'= Integer.parselnt(args[0])
){
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Systemout.println("Sizeis too small ("+nenbers.size()+"), waiting...");
Thread. current Thread() . sl eep(1000);

}

cat ch(Exception e){
e.printStackTrace();
}

Systemout. println("Goup of Proper Size!");

byte[] out = new String("Hello World!").getBytes();
Bi gl nt eger nmess = new Bi gl nt eger (out)

; whi |l e(devi ce. get GoupKey() == null){}

Bi gl nteger result = mess. xor(devi ce. get GroupKey());
System out. println("Encrypting:"+new String(out));

Systemout.println("Witing :"+result+" as "+result.toByteArray().length+" bytes..."

try{
device.wite(result.toByteArray(), AddressConversion. get Broadcast Address());

Systemout.printIn("Witten!");
Thr ead. current Thread() . sl eep(1000);
System exit (0);

cat ch(Exception e){
e.printStackTrace();
}

}
}
5.2.27 v2/demo/DemoSlave.java

package denv;

i mport net. NetworkDevi ce;
i mport net.Message;

inmport java.util.Vector;
i nport java. math. Bi gl nt eger;

public class DenpSl ave{
public static void main(String[] args){

if(args.length !'= 1){
System out. println("Usage:\n\tjava DenoMast er <groupSi ze>");
Systemexit(-1);

Net wor kDevi ce device = null;

try{
devi ce = new Networ kDevi ce();
}

catch (Exception e){
e.printStackTrace();
Systemexit(-1);

}
Systemout. println("Device Created!");
try{
Vector nmenbers = null;
whi | e(
(menbers = devi ce. get GroupMenbers()).size() !'= Integer.parselnt(args[0])
)
Systemout.println("Sizeis too small ("+nmenbers.size()+"), waiting...");
Thread. current Thread() . sl eep(1000);
}

Message nessage = device.read();
System out. println("Message read!");
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Bi gl nt eger bi = new Bi gl nt eger (message. MESSAGE) ;
System out. println("Received: "+bi);

whi | e(devi ce. get G oupKey() == null){}

Bi gl nteger original = bi.xor(device.get G oupKey());

System out. println("Unencrypted:"+new String(original.toByteArray()));
System exit(0);

cat ch(Exception e){
e.printStackTrace();
}

}
}
5.2.28 gens/generator.java

public class generator{

public static void main(String[] args){
doubl e bottom = Math. 1 og(2.0);

for(int i = 2; i <= 140; i++){

doubl e top = Math. | og((double)i);

int whole = (int)Math.ceil (top/bottom;
System out. printl n(2*i *whol e) ;

}

}

}

5.2.29 v1/HGDH/Hypercube.java

inmport java.util.Vector;
import java.io.x*;

public class Hypercube{

public static void main(String[] args)({
Hyper cube STRUCT = new Hypercube();

try{
Buf f eredReader br = new Buf f er edReader (new | nput St reanReader (Systemin));
whi | e(true){

System out. print("\nHypercube >> ");
String conmand = br.readLi ne();
String[] operands = command.split("\\s");
i f(operands.|length == 0){
operands = new String[1];
operands[0] = "";
}
final String operator = operands[O0].toLowerCase();
if(operator.indexOr("add") >= 0 ){
if(
operands.length < 2 ||
ljava.util.regex. Pattern. matches("[0-9]+", operands[1])
) {
Systemout.println("Add -> Wong Syntax:\n"+
"Hyper cube>> add <nr Nodes>");

el se{
int nrToAdd = Integer. parselnt(operands[1]);
for(int i = 0; i < nrToAdd; i++){

| ong rand (1 ong) (Mat h. randon{)*1000000000. 0) ;
Node n = new Node();
n.id(rand);
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STRUCT. add(n);

}
}

el se if(operator.indexO ("rent) >= 0){
if(
operands.length < 2 ||
ljava.util.regex. Pattern. matches("[0-9]+", operands[1])
) {
Systemout.println("rem-> Wong Syntax:\n"+
"Hyper cube>> rem <nodel D>");
}

el se{
I ong rem = Long. par seLong(operands[1]);
bool ean gone = fal se;
for(int i = 0; i < STRUCT.size(); i++){
Node n = (Node) (STRUCT. get Vector().elementAt(i));
if(n.toString().indexO (new Long(rem).toString()) >= 0){
STRUCT. r enrove(n) ;
gone = true;

}

}
i f(!gone){
System out. println("No resenbl ance of "+remt" could be found!");
}
}

el se if(operator.indexCf ("merge") >= 0){
if(
operands.length < 2 ||
ljava.util.regex. Pattern. matches("[0-9]+", operands[1])
) {
System out.println("Merge -> Wong Syntax:\n"+
"Hyper cube>> nerge <HypercubeSi ze>");

}
el se{
int nrToAdd = Integer. parselnt(operands[1]);
Hyper cube na = new Hypercube();
for(int i = 0; i < nrToAdd; i++){
long rand = (Il ong) (Math. randon()*1000000000. 0);
Node n = new Node();
n.id(rand);
na. add(n);
STRUCT. ner ge(na);
}

else if(operator.indexCOf ("part") >= 0){

el se if(operator.indexCOf("quit") >= 0){
System out. printl n(" Goodbye!");
System exit(0);
}
el se{
System out. println("Unknown Operator! -> ["+operands[0]+"]");
}

Systemout. println("Structure:\n"+STRUCT) ;

}
catch (1 Cexception e){
e.printStackTrace();
System exit(0);
}
}
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private Vector CUBE;

publ i ¢ Hypercube(){
CUBE = new Vector();
}

publ i ¢ Hypercube(Vector v){
CUBE = v;
}

publ i c Hypercube(byte[] nodes){
CUBE = new Vector();
int count = O;
java. ni 0. ByteBuffer bb = java.nio.ByteBuffer.allocate(nodes.!|ength);
bb. put (nodes);
bb. position(0);
while (bb.position() < bb.limt()){
int len = bb.getlnt();
byte[] node = new byte[len];
bb. get (node) ;
Node n = new Node( node);
CUBE. add(n);
}
}

public void add(Node n){
synchroni zed( CUBE) {
CUBE. add(0, n);

}
}

public void renpve(Node n){
synchr oni zed( CUBE) {
CUBE. r enove(n);
}
}

public void nerge(Hypercube others){
synchr oni zed( CUBE) {
CUBE. addAl | (ot hers. get Vector());
}
}

/1 Functions as Vector.renmoveAl l();
public void partition(Vector ousted){
synchr oni zed( CUBE) {
CUBE. renoveAl | (oust ed);
}
}

public int size(){
return CUBE. size();

}

public Vector getVector(){
synchroni zed( CUBE) {
return CUBE;
}
}

public String toString(){
String retval = "";
synchr oni zed( CUBE) {
int a = CUBE. si ze();
if(a == 0){
retval = "--------- \nEnpty Set\n--------- "
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retval 4= Moo \n";

for(int i =0; i < a; i++){
String id = new Long(((Node) CUBE. el ementAt(i)).id()).toString();
retval += "[ " + pad(Integer.toString(i, 2)) +" | " +id + " ]" +"\n";
}
retval 4= Moo \n";
}
}
return retval;
}
private String pad(String s){
String retval = new String(s);

int maxl en = new java. mat h. Bi gl nteger (I nteger.toStri ng(CUBE. size()-1)).bitLength();
int slen = s.length();
int its = naxl en-slen;

for(int i =0; i <its; i++){
retval ="0"+retval;

}

return retval;

}

public | ong get Sponsor(){
return ((Node) (CUBE. el ement At ((CUBE. si ze()-1)))).id();

}

public byte[] getBytes(){
synchr oni zed( CUBE) {

/1 A node nust be far |less than 64 bytes
java. ni o. ByteBuffer out = java.nio.ByteBuffer.allocate(64«CUBE. size());
int count = O;
for(int i = 0; i < CUBE size(); i++){

byte[] a = ((Node) (CUBE. el enent At (i))).getBytes();

out.putlnt(a.length);

out. put(a);
count += a.length+4;
}
byte[] retval = new byte[count];

out . position(0);
out.get(retval);
return retval ;

}
}
public int indexOf(long id){
int index = -1;
for(int i =0; i < CUBE. size(); i++){
Node n = (Node) (CUBE. el ement At (i));
if(n.id() ==id){
index = i;
}
}
return index;
}

public int dinension(){
return new j ava. mat h. Bi gl nt eger (new | nt eger (CUBE. si ze()-1).toString()).bitLength();

}

5.2.30 v1/HGDH/Node.java

i mport java. math. Bi gl nt eger;

public class Node{
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private long |ID

private byte | NTERMVEDI ARY;

/1 Each node in the tree generates a public key through a diffie-hell man exchange.
public Bi gl nteger PUBLI C KEY;

publ i ¢ Node(){
PUBLI C_KEY = new Bi gl nteger("-1");
ID = -1;

}

publ i c Node(byte[] b){
java. nio.ByteBuffer bb = java.nio.ByteBuffer.allocate(b.length);
bb. put (b);
bb. position(0);

i f(bb.get() == -1){
ID = -1,
}
el se{
I D = bb. getLong();
}

int length = bb.getint();
byte[] shareval = new byte[length];
bb. get (shareval);

PUBLI C_KEY = new Bi gl nt eger (shareval);
}

public byte[] getBytes(){
java. ni o. ByteBuffer out = java.nio.ByteBuffer.allocate(sizelnBytes());

/1 Hack to save space!!!

if(ID==-1){

out . put ((byte)-1);
}
el se{

out. put((byte)l);
out . put Long(1D);
}

byte[] a = PUBLI C_KEY.toByteArray();

out.putlnt(a.length);
out.put(a);

byte[] retval = new byte[sizelnBytes()];
out . position(0);
out.get(retval);

return retval;

}

public long id(){
return I D;

}

public void id(long id)({
ID=id;
}

publ i c bool ean internediary(){
return (1D == -1)?true:fal se;

}

public void internedi ary(bool ean val ue){
| NTERVEDI ARY = ((val ue==true)?(byte)-1:(byte)l);
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}

public String toString(){
String s = new Long(ID).toString();

}

/1 1 byte internediate flag

/1 Possible 8 byte ID

/1 16/ 17 byte public key

public int sizelnBytes(){
int pkl =
return (1D == -1)?(pkl +5): (pkl +13);

}

return s.substring(((s.length()-7)>=0)?(s.length()-7):0,

5.2.31 v1/HGDH/Decoder.java

| *

This code is Copyright Kieran S. Hagzan.

*/

i mport java. ni o. channel s. Sel ecti onKey;
i mport java. nio.ByteBuffer;

public class Decoder inplenents Runnabl ef
private Sel ecti onKey KEY;
private ByteBuffer MESSAGE;
private bool ean EXECUTED;
int length;
byte[] tree;

publ i ¢ Decoder (Sel ecti onKey key,

KEY=key;
EXECUTED = f al se;
MESSAGE=n®es(;

}

public void run(){

synchroni zed(this){
i f (EXECUTED) r et ur n;
el se EXECUTED=t r ue;

}

/+ Decode a message */

| ong src = MESSAGE. get Long();

| ong dest = MESSACE. get Long();

if(src !'= Reactor.ID && (dest ==
final char type =
switch(type){

case Message_OPC. JUVMPSTART:
React or . PROCESSOR. j unpstart () ;
br eak;

Joi n Messages

case Message_OPC. JO N_REQUEST:
React or . PROCESSOR. j 0i n_r equest (src);
br eak;

case Message_OPC. JO N_RESPONSE:
React or . PROCESSOR. j 0i n_r esponse(src);
br eak;

Message_OPC. BROADCAST | |
MESSAGE. get Char () ;

s.length());

PUBLI C_KEY. t oByteArray(). | ength;

NO unaut hori zed duplication w thout pernission.

Byt eBuf fer nesg){

dest == Reactor.ID)){
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case Message_OPC. JO N_CONFI RM
byte[] rest = new byte[ React or. NODE. si zel nBytes()];
MESSACE. get (rest);
Node n = new Node(rest);
React or . PROCESSOR. j oi n_confirm(n);
br eak;

case Message_OPC. JO N_REJECT:
React or . PROCESSOR. j oi n_rej ect(src);
br eak;

R R Merge Messages ------------------ */

case Message_OPC. MERGE_REQUEST:
React or . PROCESSOR. ner ge_r equest (src);
br eak;

case Message_OPC. KEY_UPDATE:
int plen = MESSAGE. getlnt();
byte[] p = new byte[plen];
MESSAGE. get (p) ;
java. mat h. Bi gl nteger prinme = new java. mat h. Bi gl nt eger (p);

int glen = MESSAGE. getlnt();

byte[] g = new byte[glen];

MESSAGE. get (g) ;

j ava. mat h. Bi gl nt eger generator = new java. math. Bi gl nteger (Qg);

React or . PROCESSOR. keyUpdat e(src, prime, generator);
br eak;

case Message_OPC. MERGE_RESPONSE:
React or . PROCESSOR. ner ge_r esponse(src);
br eak;

case Message_OPC. MERGE_CONFI RM
int length = MESSAGE. getlInt();
byte[] array = new byte[l ength];
MESSACE. get (array) ;
Hyper cube his = new Hypercube(array);

React or . PROCESSOR. ner ge_confirm(src, his);
br eak;

case Message_OPC. DH WAIT:
React or . PROCESSOR. dh_wai t (src);
br eak;

case Message_OPC. DH_STACE 1:

I ength = MESSAGE. getInt();

byte[] pa = new byte[l ength];
MESSACE. get ( pa) ;

prime = new j ava. mat h. Bi gl nt eger (pa) ;

I ength = MESSAGE. getInt();

byte [] ga = new byte[length];

MESSACE. get (ga) ;

generator = new j ava. mat h. Bi gl nt eger (ga) ;

| ength = MESSAGE. getlInt();

byte[] pka = new byte[length];

MESSAGE. get ( pka) ;

j ava. mat h. Bi gl nt eger public_key = new java. mat h. Bi gl nt eger ( pka) ;

React or . PROCESSOR. di ffi eHel | manSt ageOne(src, prinme, generator, public_key);
br eak;
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case Message_OPC. DH_STACE_2:
| ength = MESSAGE. getlnt();
pa = new byte[l ength];
MESSACE. get ( pa) ;
j ava. mat h. Bi gl nt eger pkb = new j ava. nat h. Bi gl nt eger (pa) ;

React or . PROCESSOR. di ffi eHel | manSt ageTwo(src, pkb);
br eak;

case Message_OPC. MERGE_REJECT:
React or . PROCESSOR. nerge_rej ect(src);
br eak;

case Message_OPC. SPONSOR_SW TCH:
| ong newS = MESSACE. get Long();

int len = MESSAGE. getlnt();
byte[] a4 = new byte[len];
MESSACE. get (a4) ;

React or . PROCESSOR. sponsor _swi t ch(src, newS, new Hypercube(a4d));
br eak;

case Message_OPC.H COWM T:
React or . PROCESSOR. h_commi t (src);
br eak;

case Message_OPC. H_STRUCTURE:
length = 0;
try{

int | = MESSAGE. getInt();

byte[] ab = new byte[l];

MESSACE. get (ab) ;

Hyper cube h = new Hypercube(ab);

React or . PROCESSOR. arr ay_updat e(src, h);

}
cat ch(Exception e){
if (e instanceof java.nio.BufferUnderfl owException){
System out . println("Needed: "+l engt h+"\ nAvai | abl e: " +( MESSAGE. | i mi t () - MESSAGE. position()));
System out. println("Netwrk MU Exceeded By Group Structure Transni ssion!\n"+
"Fragnmentation Not |nplemented Yet!"
)
Systemexit(-1);
}
}

br eak;

case Message_OPC. KEY_ARRAY:
length = 0;
try{
I ength = MESSAGE. getInt();
java.util.Vector vect = new java.util.Vector();
for(int f =0; f < length; f++){
int leng = MESSAGE. getlnt();
byte[] arra = new byte[leng];
MESSAGE. get (arra);
java. nat h. Bi gl nt eger bb = new java. nat h. Bi gl nt eger (arra);
vect . add( bb);

}
React or . PROCESSOR. key_array(src, vect);

cat ch(Exception e){
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if (e instanceof java.nio.BufferUnderfl owException){
System out . println("Needed: "+l engt h+"\ nAvai | abl e: " +( MESSAGE. | i mi t () - MESSAGE. position()));
System out. println("Netwrk MU Exceeded By Group Structure Transni ssion!\n"+

"Fragnmentation Not |nplenmented Yet!"

)

Systemexit(-1);

}

}

br eak;

}
}

5.2.32 v1/HGDH/Device.java

| x
This code is Copyright Kieran S. Hagzan. NO unauthorized duplication w thout permi ssion.
*
/

[ xx
The main executable class for Kieran S. Hagzan’s nmaster’s thesis work at R1.T.
Thi s cl ass parses command-1ine argunments, checks their validity, creates a new
<code>React or </ code>and di spl ays usage i nformation if necessary.

*/
public class Device{
[ xx
A newy created <code>React or</code> to be run.
*/
private final Reactor REACTOR
[ xx
Creates a new <code>React or </ code> on the given port
using the specified network MrU.
@aram port The port to bind the <code>Reactor</code> on, (1024 <= port <= 65535).
@aram ntu The Maxi mum Transm ssion Unit of the <code>Reactor</code> (1 <= ntu <= 65535).
*
/

private Device(int port, int ntu, boolean junpstart, int naxNodes){
REACTOR = new Reactor(port, ntu, junpstart, naxNodes);
REACTOR. set DebugLevel (2);
REACTOR. run();

}

[ xx

The main nethod i nvoked by the VM at programcall.

@aram args The command-1ine arguments passed to this class.
*/

public static void main(String[] args){

bool ean junpstart;

int ntu;

int port;

int max;

// Bomb out if the user cannot type "--help"
if (args.length > 4)exitWthUsage();
/1 grab the outernmpst argument - the junpstart node if present
if(args.length == 4){
String s = args[2];

if ((s.indexOr("true") < 0) && (s.indexOf("false") < 0)){
exit WthUsage();
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if(s.indexO("true") >= 0){
junmpstart = true;

el se{
junpstart = fal se;
}
}
el se{
jumpstart = fal se;

/!l Gab the first argunent - the port if present
if(args.length == 4){
if(!java.util.regex. Pattern. matches("[0-9]+", args[3])){
exi t WthUsage();

max = I nteger.parselnt(args[3]);
}
el se{

max = 100;
}

/!l Grab the secondnpst argunent - the MIU if present
if(args.length >= 2){
if(!java.util.regex. Pattern. matches("[0-9]+", args[1])){
exit Wt hUsage();
}
ntu = Integer.parselnt(args[1]);
if (mu< 33 || nmu > 65535){exitWthUsage();}
}
el se{
ntu = 512,
}

/!l Gab the first argunent - the port if present
if(args.length >= 1){
if(!java.util.regex. Pattern. matches("[0-9]+", args[0])){
exi t WthUsage();

port = Integer.parselnt(args[0]);
if(port < 1024 || port > 65535){exitWthUsage();}
}
el se{
port = 12333;
}
/1 Let them know what they have done.. ..
/1 Systemout.printIn("Initializing on port "+port+" using MU of "+ntu+
/1 (junpstart?" with":" without")+" junpstart node...");
new Devi ce(port, ntu, junpstart, max);
}
| *x
Di spl ays proper usage of this class.
*/
private static void exitWthUsage(){
System out. println("\nUsage:\n------ \n"+
"\t\"java Device --help\" will display this screen\n"+
"\t\"java Device <port> <mtu> <junpstart> \"\n\nWere:\n------ \n"+
"<port> - is an optionally specified number between 1024 and 65535 (defaults to 12333)\n"+
"<mu> - is an optionally specified nunber between 33 and 65535 (defaults to 512)\n"+
"<junpstart> - is one of \"true\" or \"false\" indicating the junpstart status of the node\n"

Syst ’em exit(1l);
}
}
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5.2.33 v1/HGDH/DiffieHellmanExchange.java

import java.math. *;
import java.util.Random
i nport java.nio.ByteBuffer;

public class DiffieHell mnExchange{

public Biglnteger p;

public Biglnteger g;

public Biglnteger x;

public Biglnteger public_key_alice;
public Biglnteger public_key_bob;
public Biglnteger secret_key;

public | ong ALICE;
public | ong BOB;

/1 Constructor for bob...
public DiffieHell manExchange(
long alice,
| ong bob,
Bi gl nt eger prine,
Bi gl nt eger generator,
Bi gl nt eger share,
Bi gl nteger alices_public_key
)4
ALI CE=al i ce;
BOB=bob;
p = prinme;
g = generator;
public_key_alice = alices_public_key;

Random rand = new Randon();
X = share;

/1 And public key....

public_key_alice = alices_public_key;

publ i c_key_bob = g. nodPow x, p);

secret_key = alices_public_key. nodPow x, p);

/1 Constructor for alice
public DiffieHell manExchange(long alice,
| ong bob,
Bi gl nt eger prine,
Bi gl nt eger generator,
Bi gl nt eger share
)
ALl CE=al i ce;
BOB=bob;

Random rand = new Randon();

/] Generate a private key....

X = share;
g = generator;
p = prineg;

/1 And public key....
public_key_alice = generator. mdPow(Xx, prine);

/1 Now, things are a little different than in TGDH

141



prinme.toByteArray();
generator.toByteArray();

byte[] po =
byte[] go =
Byt eBuf fer bb = ByteBuffer.allocate(Reactor.MU);
bb. put Char (Message_OPC. DH_STACE_1);

bb. put I nt (po. | ength);
bb. put (po);

bb. put I nt (go. | ength);
bb. put (go);

byte[] pko = public_key_alice.toByteArray();
bb. put I nt (pko. | engt h);
bb. put ( pko);

byte[] out = new byte[bb.position()];
bb. position(0);
bb. get (out);

Reactor.wite(out, bob);

5.2.34 v1/HGDH/Discoverer.java

i mport java. ni 0. channel s. Sel ecti onKey;
i mport java. ni o.ByteBuffer;

public class Discoverer inplenents Runnabl ef

private final SelectionKey KEY;
private bool ean EXECUTED;

public Discoverer(Sel ectionKey key) {
KEY=key;
EXECUTED=f al se;

}

public void run(){
synchroni zed(this){
i f (EXECUTED) r et ur n;
EXECUTED=t r ue;
}
Byt eBuffer bb = ByteBuffer.allocate(2);
bb. put Char ( Message_OPC. JO N_REQUEST) ;
bb. position(0);
byte[] a = new byte[bb.limt()];
bb. get (a);
Reactor.wite(a, Message_ OPC. BROADCAST);
KEY. at t ach( React or . READER) ;
KEY. i nt er est Ops( KEY. OP_READ) ;

5.2.35 v1/HGDH/Jumpstarter.java

| x
This code is Copyright Kieran S. Hagzan. NO unauthorized duplication w thout permni ssion.
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*/

public class Junpstarter{
public static void main(String[] args){

bool ean | ocal ;

if(args.length > 0 & args[0].indexOr("local") >= 0){
| ocal = true;

el se | ocal =f al se;
tryf{
j ava. ni o. channel s. Dat agr anChannel c¢ = java. ni 0. channel s. Dat agr antChannel . open();
c.socket (). set ReuseAddress(true);
c.socket (). setBroadcast (true);
c.socket (). bi nd(new j ava. net. | net Socket Address("0.0.0.0", 12333));
java. ni o. ByteBuffer out = java.nio.ByteBuffer.allocateDirect(18);
out . put Long( Oxdeadbeef|);
out.putLong(Oxffffffffffffffffl);
out . put Char (Message_OPC. JUMPSTART) ;
for(int i =0; i <3; i++){
out . position(0);
j ava. net. | net Socket Addr ess out A;
if(local){
Systemout.printin("Yelling locally...");
out A = new j ava. net. | net Socket Address("I ocal host", 12333);

}
el se{
out A = new j ava. net. | net Socket Addr ess( " 255. 255. 255. 255", 12333);
}
c.send(out, outA);
c.close();
}
catch(Exception e){
e.printStackTrace();
Systemexit(-1);
}
}
}

5.2.36 v1/HGDH/Merger.java

i mport java. ni o. channel s. Sel ecti onKey;
i mport java. nio.ByteBuffer;

public class Merger inplenments Runnabl ef

private final SelectionKey KEY;
private bool ean EXECUTED;

public Merger(Sel ectionKey key){
KEY=key;
EXECUTED=f al se;

}

public void run(){
synchroni zed(this){
i f (EXECUTED) r et ur n;
EXECUTED=t r ue;
}
Byt eBuffer bb = ByteBuffer.allocate(2);
System out . println("Requesting Merge...");
bb. put Char ( Message_OPC. MERGE_REQUEST) ;
bb. position(0);
byte[] a = new byte[bb.limt()];
bb. get (a);
Reactor.wite(a, Message_OPC. BROADCAST);
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KEY. at t ach( new Reader (KEY));
KEY. i nt er est Ops( KEY. OP_READ) ;

}

5.2.37 v1/HGDH/Message_OPC.java

| x
Thi's
</

public
publ i
publ i

publ i
publ i
publ i
publ i

publ i
publ i

publ i
publ i
publ i
publ i

publ i

publ i
publ i
publ i
publ i
publ i

code is Copyright Kieran S. Hagzan. NO unauthorized duplication wthout perm ssion.

cl ass Message_OPC{

c static final

Cc

stati

stati
stati
stati
stati

stati
stati

stati
stati
stati
stati

stati

stati
stati
stati
stati
stati

fi

fi
fi
fi
fi

fi
fi

fi
fi
fi
fi

fi

fi
fi
fi
fi
fi

nal

nal
nal
nal
nal

nal
nal

nal
nal
nal
nal

nal

nal
nal
nal
nal
nal

| ong
char

char
char
char
char

char
char

char
char
char
char

char

char
char
char
char
char

BROADCAST = Oxffffffffffffffffl;
JUMPSTART =0xffff;

JO N_REQUEST =0x0001,
JO N_RESPONSE =0x0002;
JO N_CONFI RM =0x0003;
JO N_REJECT =0x0004,

H COW T =0x0005;
H STRUCTURE = 0x0006;

MERGE_REQUEST = 0x0007;
MERGE_RESPONSE = 0x0008,;
MERGE_CONFI RM =0x0009;
MERGE_REJECT =0x000a;

SPONSOR_SW TCH =0x000b;

DH_STAGE_1 = 0x000c;
DH_STAGE 2 = 0x000d;
KEY_UPDATE = 0x000e;

DH WAI T = 0x000f;
KEY_ARRAY = 0x0010;

5.2.38 v1/HGDH/MessageProcessor.java

is Copyright Kieran S. Hagzan. NO unauthorized duplication wi thout perm ssion.

ni 0. channel s. Sel ect i onKey;
ni 0. Byt eBuffer;

mat h. Bi gl nt eger;
util.Vector;

cl ass MessageProcessor{

| x

Thi s code
*/
i mport java.
i mport java.
i mport java.
import java.
public

| *

Structural
*/

Stuff....

private Hypercube CUBE;
private Hypercube TEMP_CUBE;
private int CURRENT_DI MENSI ON;
private Vector COLLECTABLES;
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private final int MU,
publ i ¢ bool ean JUMPSTART;

private final Object STATE_LOCK;

private bool ean | N_ EXCHANGE;
private bool ean TI MEOUT_NATTERS;

private | ong LAST_SOURCE;

private | ong SPONSOR | D;
private | ong NEW SPONSOR;

publ i ¢ char NODE_STATE;
publ i ¢ char PROTO_STATE;

private ByteBuffer BUFFER;

/1 Stuff for key agreenent....
private int CURRENT_PARTNER
private | ong CURRENT_PARTNER | D;

private Biglnteger MY_PRI VATE;
private Biglnteger CURRENT_PRI VATE;
private Biglnteger ENCRYPTI ON_KEY;

private Biglnteger FIRST_PK;
private Biglnteger |IN TIAL_PK;

/1 Diffie-Hellman Paraneters...
private Biglnteger CURRENT_P;
private Biglnteger CURRENT_G
private java.util.Random GENERATOR;

private DiffieHell manExchange CURRENT_EXCHANGE;

/1 stuff for gaugi ng key agreenent times
private | ong START_TI ME;
private doubl e ELAPSED;

I ong | ast Meani ngful = 0;
I ong TI MEQUT = 2000;

publ i c MessageProcessor(int ntu, bool ean junpstart){
MrU=nt u;

INITIAL_PK = nulI;
I N_EXCHANGE = fal se;

GENERATOR = new j ava. util. Randon();
JUMPSTART=j unpstart;

NODE_STATE
STATE_LOCK

State. | NI T_ONLY;
new Chject();

CUBE = new Hyper cube();
Node n = new Node();
n.i d(Reactor.1D);

CUBE. add(n);



public char getProtoState(){
return PROTO_STATE;
}

public char get NodeState(){
return NODE_STATE;
}

public void setProtoState(char state){
synchroni zed( STATE_LOCK) {
PROTO_STATE = state;
}

}

public void set NodeState(char state){
synchroni zed( STATE_LOCK) {
NCDE_STATE = state;
}

}

public void setStates(char nstate, char pstate){
synchroni zed( STATE_LQOCK) {
NCODE_STATE = nstate;
PROTO_STATE = pstate;
}
}

private void allocate(int size){
BUFFER = ByteBuffer.allocate(size);
}

public void witeMessage(ByteBuffer b, |ong dest){
byte[] a = new byte[b.limt()];
b. position(0);
b. get(a);
Reactor.wite(a, dest);

}

public void printDebug(String nmessage, |ong src){
i f (React or. DEBUG >= 3){
System out . println(
"\ n"+message+" "+src+"\n"+
"Node State:0x"+lnteger.toString(NODE_STATE, 16)+"\n"+

)

"Proto State:0x"+lnteger.toString(PROTO STATE, 16)+"\n"

> TI MEOUT) && TI MEQUT_MATTERS

}

}
publ i c bool ean timedQut (){

bool ean retval = (SystemcurrentTineM | lis()-I|astMeani ngful

return retval ;
}
[ xx

Conputes the currently known key fromthe current tree iteratively...
*/

private void conputeKey (Vector v){
Bi gl nt eger roundKey = CURRENT_PRI VATE;
for(int i =1; i <v.size(); i++){

}
ENCRYPTI ON_KEY = roundKey;
ELAPSED = SystemcurrentTineM 1 1lis() - START_TI ME;

roundKey = ((Biglnteger)v.elenmentAt(i)).nmdPow roundKey,

System out . println(CUBE. si ze()+"\t"+( ELAPSED / 1000));

PROTO_STATE = St ate. CALM
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private bool ean haveStraggler(){
/1 W have a straggler if:
/1 1.) Qur highest bit is not set (active in first ex.)
Bi gl nteger me = new Bi gl nt eger (new I nt eger (CUBE. i ndexOf (Reactor.1D)).toString());
if(!me.testBit(CUBE. dinension()-1)){
/1 2.) The nunber of nodes is not an exact power of 2
i f(CUBE.size() !'= (int)(Math.pow 2.0, CUBE.dinension()))){
/1 3.) And our initial partner exists...
int initialPartner = ne.flipBit(CUBE. dinension()-1).intValue();
if(initialPartner < CUBE. size()){
return true;

}
return fal se;
}
return fal se;
return fal se;
}
% e e e e e e i e e i i e e e MMM MM MMM C e R eR RN MMM Ns MM seeNMSeEEESeeeeemmeemNNeesssaeenEaee..- */
R R Message Reaction Functions ----------------------------- */
2 oS e */

/* EEEEEEEREEEEEEEEEEEEEEEEEEEEEEEEREEEEEREEREEREEREEREREEREREREEEEEEEEEEEEEEEEEESEESEEEEEEEEEEEEE TS */

[ * Functions to deal w th key agreenent */

[ % kkkkkkhkkkhkkkhkkhhkkhkkkkkkkkkkhkkkkkkkkkkkkkkhkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk k ok *x [

private bool ean active(){
Bi gl nteger me = new Bi gl nt eger (new I nt eger (CUBE. i ndexOf (Reactor.1D)).toString());
return ! (nme.testBit(CURRENT_DI MENSI ON-1));

}
[ xx
Causes all "non-gl obal -sponsor" nodes to initiate the "appropriate" action in response
to a "KEY_UPDATE" request. i.e., if nodes have an even index in their tree positions,
they nmust initiate a Diffie-Hellman key exchange with their partners. O herwi se,
they sit and wait for a request.
*/
public void keyUpdate(long src, Biglnteger p, Biglnteger g){
i f(
(src == SPONSOR ID) &&

(NODE_STATE == State. JONED_ N G S) &&
(PROTO_STATE == State. CALM
)M

TI MEQUT_MATTERS = fal se;
PROTO_STATE = St at e. UPDATI NG_KEY;

START_TIME = SystemcurrentTimeM I 1is();

/1 Update ny private...

CURRENT_P p;

CURRENT_G = g;

MY_PRI VATE = new Bi gl nt eger (128, 100, GENERATOR);
CURRENT_PRI VATE = MY_PRI VATE;

/1 Update the current dinension
CURRENT_DI MENSI ON = CUBE. di nensi on() ;

/1 Update ny initial exchange partner
updat ePartner();

/] Start the nelee....
COLLECTABLES = new Vector();
initDiffieHell man();

}

else if(timedOut()){
TI MEQUT_MATTERS = fal se;
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| ast Meani ngful = SystemcurrentTineMI11lis();
keyUpdat e(src, p, 9);

| *x
Initialize a Diffie-Hell man key exchange at the current point in the tree,
with the current key, prine, and personal share. |If the node at which this
exchange is to take place is an internediary node, we will query it's "sponsor"
node.
*/
public void initDi ffieHell man(){
if(active()){
i f (CURRENT_PARTNER < CUBE. si ze()){
Di ffi eHel | manExchange dhe = new DiffieHell manExchange(Reactor. | D,
CURRENT_PARTNER | D,
CURRENT_P,
CURRENT_G,
CURRENT_PRI VATE) ;
CURRENT_EXCHANGE = dhe;
/! Hang around for stage 2

/1 1f our current partner does not exist, we are a straggler!!!!
el se{
CURRENT_DI MENSI ON- -
i f (CURRENT_DI MENSI ON > 0) {
updat ePart ner () ;
initDiffieHell man();

}
}

else if(
CURRENT_DI MENSI ON == CUBE. di nensi on() &&
CUBE. si ze() != (int)(Math.pow 2.0, CUBE.dinension()))
)1
}
}

[ xx
Message handl er for the request of a Diffie-Hellman key exchange. Froma cryptographic
perspective, this indicates that this node is "Bob," or the non-initiating party...
*/
public void diffieHell manSt ageOne(l ong src, Biglnteger p, Biglnteger g, Biglnteger pk){
if(
(src == CURRENT_PARTNER_| D) &&
(PROTO_STATE == St at e. UPDATI NG_KEY) &&
(NODE_STATE == State.JONED G S || NODE_STATE == State.JO NED_N G S)
){

/1 1 am bob. ..
Di ffieHel | manExchange dhe = new DiffieHel | manExchange(
src,
Reactor. | D,
CURRENT _P,
CURRENT_G,
CURRENT_PRI VATE,
pk
)

CURRENT_EXCHANGE = dhe;
CURRENT_PRI VATE = CURRENT_EXCHANGE. secret _key;
COLLECTABLES. add( pk) ;

/1 Performthe DH stage 2....

byte[] a = dhe. public_key_bob.toByteArray();
al | ocat e(a. | engt h+6) ;

BUFFER. put Char (Message_OPC. DH_STAGE_2);
BUFFER. put I nt (a.l ength);
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BUFFER. put (a) ;
wri t eMessage( BUFFER, src);

//Proceed to the next dinension if there is one...
CURRENT_DI MENSI ON- - ;
i f (CURRENT_DI MENSI ON > 0) {
/1 |F WE ARE A STRAGGLER, DON' T DO THI S!!'!'!
/1 We can catch this here, because all stragglers
/1 are passive in their outer dinension, i.e.,
/1 they are "bob", and will get a stage 1
if
(!(
( CURRENT_DI MENSI ON == ( CUBE. di nension()-1)) &&
(CUBE. si ze() != (int)(Math.pow 2.0, CUBE.dinension()))) &&
(new Bi gl nteger(Integer.toString(CUBE.indexCf (Reactor.1D))).testBit(CUBE. di nension()-1))
)
){

updat ePar t ner () ;
initDiffieHell man();

}
}
/1 OGtherw se, we're done here...
el se{

ENCRYPTI ON_KEY = CURRENT_PRI VATE;
ELAPSED = SystemcurrentTineM I 1lis() - START_TI ME;
System out. printl n(CUBE. si ze()+"\t"+( ELAPSED / 1000));
i f(haveStraggl er()){
sendVect or (new Bi gl nt eger (new | nt eger (CUBE. i ndexOf (Reactor.I1D)).toString()).flipBit(CUBE. dinension()-1).intValu

PROTO_STATE = State. CALM
}

}

else if(timedQut()){
PROTO_STATE = St ate. CALM
TI MEQUT_MATTERS = fal se;

el se{
/1 Vrn this guy to try again in a few???
al | ocate(2);
BUFFER. put Char (Message_OPC. DH WAI T) ;
wr it eMessage( BUFFER, src);
}
}

public void dh_wait(long src){
if(
(src == CURRENT_PARTNER_| D) &&
(PROTO_STATE == St at e. UPDATI NG_KEY) &&
(NODE_STATE == State. JONED_G S || NODE_STATE == State.JO NED_N_G S)
)

/1 This SHOULD wor k???
initDiffieHell man();

}
}
Il yep, stage 2 is back...
public void diffieHell manSt ageTwo(l ong src, Biglnteger pk_bob){
i f(
(src == CURRENT_PARTNER | D) &&
(NODE_STATE == State.JONED_G S || NODE_STATE == State.JO NED_ N G S) &&

( PROTO_STATE == St at e. UPDATI NG_KEY)
)

{
CURRENT_EXCHANGE. publ i c_key_bob = pk_bob;
COLLECTABLES. add( CURRENT_EXCHANGE. publ i c_key_bob) ;

CURRENT_EXCHANGE. secr et _key = pk_bob. modPow( CURRENT_PRI VATE, CURRENT_P);
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CURRENT_PRI VATE = CURRENT_EXCHANGE. secr et _key;

/1 Proceed to the next dinmension if there is one...
CURRENT_DI MENSI ON- -;
i f (CURRENT_DI MENSI ON > 0) {

updat ePar t ner () ;

initDiffieHell man();

/1 Ctherwi se, we're done here

el se{
/1 BUG HERE SOVEWHERE! !'!
ENCRYPTI ON_KEY = CURRENT_PRI VATE;
ELAPSED = SystemcurrentTimeM I 1is() - START_TI ME;
System out. printl n(CUBE. si ze()+"\t"+( ELAPSED / 1000));
i f(haveStraggl er()){

sendVect or (new Bi gl nt eger (
new | nt eger (

CUBE. i ndexOf (Reactor. | D)

).

toString()
). flipBit(

CUBE. di nension()-1
). intVal ue()

}

/1 Cal m oursel ves
PROTO_STATE = St at e. CALM

}

}

}
else if(timedQut()){
PROTO_STATE = St ate. CALM
TI MEQUT_MATTERS = fal se;
}

private void sendVector(int position){

}

ByteBuffer tenp = java.nio.ByteBuffer.allocate(17+( COLLECTABLES. size()+4));

tenp. put | nt (COLLECTABLES. si ze());
int count = 4;

for(int i = 0; i < COLLECTABLES. size(); i++){
Bi gl nteger bi = (Biglnteger)(COLLECTABLES. el enent At (i));
byte[] out = bi.toByteArray();
count += 4;
tenp. putlnt(out.length);
count += (out.length);
tenp. put (out);
}

byte[] t = new byte[count];
tenp. position(0);
tenp. get(t);

al | ocat e( count +2) ;

BUFFER. put Char (Message_OPC. KEY_ARRAY) ;

BUFFER. put (t);

wr it eMessage( BUFFER, ((Node) CUBE. get Vector (). el ement At (position)).id());
/1 1f we just sent this, we're done...

PROTO_STATE = State. CALM

private void updatePartner(){

Bi gl nteger me = new Bi gl nt eger (new I nt eger (CUBE. i ndexOf (Reactor.1D)).toString());
CURRENT_PARTNER = ne. f|i pBi t (CURRENT_DI MENSI ON 1) . i nt Val ue() ;
i f (CURRENT_PARTNER < CUBE. si ze()){

CURRENT_PARTNER_I D = ((Node) ( CUBE. get Vect or () . el ement At (CURRENT_PARTNER) ) ) .id();
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}
}

R B s Y

[ % kkkkkkhkkkkkkkhkkkhkkhkkkkkkkkkkkkkkkkkkkkkkkkkhkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk ko *x [

[ * End key agreenent */

[ % kkkkkkhkkkhkkkhkkhhkkkkkkkkkkkkkhkkkkkkkkkkkkkkhkkkkkkkkkkkkkkkhkkkkkkkkkkkkkkkkkkkkkk k* *x [

[ % kkkkkkhkkkhkkkhkkkhkkkkkkkkkkkkkkkkkkkkkkkkkkkkhkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk kk  x [

[ * Functions to del egate a gl obal sponsor */

[ % kkkkkkhkkkhkkkhkkkhkkhkkkkkkkkkkhkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk k ok *x [

private void sponsorUpdate(){
synchroni zed( STATE_LOCK) {
| ast Meani ngful = SystemcurrentTimeMI1lis();

/1 Get the sponsor

| ong sponsor = CUBE. get Sponsor ();
/1 Literally do the switch......
SPONSOR_I D = sponsor;

/1 Make a conceptual switch of necessary....

i f (NODE_STATE == State.JO NED G S && SPONSCR_I D ! = Reactor.|D){
NODE_STATE = State. JONED_N G S;
PROTO_STATE = State. CALM

}

el se i f(NODE_STATE == State. JONED N G S & & SPONSOR | D == Reactor.|D){
NODE_STATE = State. JONED G S;
PROTO_STATE = St at e. CALM

}

i f (NODE_STATE == State.JO NED_G S){

PROTO_STATE = St at e. UPDATI NG_KEY;
TI MEQUT_MATTERS = f al se;

/! Reset the public values, p, g, and our share...
CURRENT_P = new Bi gl nteger (128, 100, GENERATOR);
CURRENT_G = new Bi gl nt eger (CURRENT_P. bi t Lengt h(), GENERATOR);

/1 Broadcast the update request...

al | ocat e(React or. MIu) ;

byte[] pa = CURRENT_P.toByteArray();
byte[] ga = CURRENT_G. toByteArray();

al | ocat e( pa. | engt h+ga. | engt h+10) ;
BUFFER. put Char (Message_OPC. KEY_UPDATE) ;
BUFFER. put | nt (pa. | ength);

BUFFER. put (pa) ;

BUFFER. put | nt (ga. | engt h);

BUFFER. put (ga) ;

TI MEQUT_MATTERS = f al se;

/] Start the tiner to include the wite to

/'l conpensate for the missing read...

wr it eMessage( BUFFER, Message_OPC. BROADCAST) ;
START_TIME = SystemcurrentTimeMI1is();

/1 Initially, the private key is our share

MY_PRI VATE = new Bi gl nt eger (128, 100, GENERATOR);
CURRENT_PRI VATE = MY_PRI VATE;

/1 Update our dinension
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CURRENT_DI MENSI ON = CUBE. di nensi on() ;

/1 Update our partner....
updat ePart ner () ;

/] Start the nelee....
COLLECTABLES = new Vector();
initDiffieHell man();

el se{
PROTO_STATE = St ate. CALM
}
}
}

public void sponsor_swi tch(long src, |ong newS, Hypercube h){
synchroni zed( STATE_LOCK) {
if(src == SPONSOR | D && NODE_STATE == State. JO NED N G S){
/1 This | ooks ugly????
TEMP_CUBE = h;
LAST_SOURCE = news;
SPONSOR_I D = news;
PROTO_STATE = State.JO N_CLI ENT_PENDI NG
| ast Meani ngful = SystemcurrentTineMI11lis();
}
}
}

[ % kkkkkkhkkkhkkkhkkkkkkkhkkkkkkkkkkkkkkkkkkkkkkkkhkkkkkkkkkkkkkkkhkkkkkkkkkkkkkkkkkkkkkk k k[

| * End gl obal sponsor */

[ % kkkkkkhkkkhhkkhkkkhkkkhkkhkkkkkkkkkkkkkkkkkkkkkhkkkkkkkkkkkkkkkhkkkkkkkkkkkkkkkkkkkkkk ko *x [

/* EEEEEEEREEEEEEEEEEEEEEEEREEREEREEREEREREREREEREEREEREERESRERERESEEEEEEEEREEEEEEESEEEEEEEEEEEEEEEES] */

| * Prot ocol Function Handl ers */
/* R R R R SRR EE SR EE SRR SRR R SRR EEEEEEE SRR R EREEREREEEEREERERREEEEEREEEEEEEEEEEEEEEREESEESEESEERESEESESESES */

public void join_probe(){
synchroni zed( STATE_LQOCK) {
al | ocate(2);
BUFFER. put Char (Message_OPC. JO N_REQUEST) ;
wr it eMessage( BUFFER, Message_OPC. BROADCAST) ;
}
}

public void nmerge_probe(){
synchroni zed( STATE_LOCK) {
al | ocate(2);
BUFFER. put Char (Message_OPC. MERGE_REQUEST) ;
wri t eMessage( BUFFER, Message_OPC. BROADCAST) ;
}
}

public void junpstart(){
synchroni zed( STATE_LQOCK) {
i f (NODE_STATE == State. | N T_ONLY) {
NCDE_STATE = State. JO NI NG
PROTO_STATE = St ate. CALM
join_probe();
React or . KEY. at t ach( React or . READER) ;
React or . KEY. i nt er est Ops( React or. KEY. OP_READ) ;
| ast Meani ngful = SystemcurrentTimeMI1lis();
}
}
}
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public void join_request(long src){
synchroni zed( STATE_LQOCK) {
if(
(NODE_STATE == State. JON NG || NODE_STATE == State.JONED G S) &&
PROTO_STATE==St at e. CALM
){

TI MEOQUT_MATTERS=t r ue;

PROTO_STATE = State. JO N_SERVER,

al l ocate(2);

BUFFER. put Char (Message_OPC. JO N_RESPONSE) ;
w it eMessage( BUFFER, src);

LAST_SOURCE = src;

| ast Meani ngful = SystemcurrentTineMI11lis();

}

else if(timedQut()){
PROTO_STATE = St ate. CALM
j oi n_request (src);

}
}

public void nerge_request(long src){
synchroni zed( STATE_LQOCK) {
if(
NODE_STATE == State.JO NED G S &&
PROTO_STATE == St ate. CALM
){

TI MEOQUT_MATTERS=t r ue;

PROTO STATE = St at e. MERGE_SERVER;

al | ocate(2);

BUFFER. put Char ( Message_OPC. MERGE_RESPONSE) ;
wri t eMessage( BUFFER, src);

LAST_SOURCE = src;

| ast Meani ngful = SystemcurrentTimeMIlis();

}

el se if(timedQut()){
PROTO_STATE = St ate. CALM
mer ge_r equest (src);

}
}

public void join_response(long src){
synchroni zed( STATE_LOCK) {
if(

NODE_STATE == State. JO NI NG &&

( PROTO_STATE == State. CALM

){
TI MEOQUT_MATTERS=t r ue;
PROTO _STATE = State.JO N_CLI ENT;
SPONSOR_I D = src;

Node n = new Node();
n.id(Reactor.|1D);
al | ocat e(n. si zel nBytes() +2);

BUFFER. put Char (Message_OPC. JO N_CONFI RM ;
BUFFER. put (n. getBytes());

wr it eMessage( BUFFER, src);
LAST_SOURCE = src;
| ast Meani ngful = SystemcurrentTimeMIlis();

}
el se{
if(timedout()){
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PROTO_STATE = St ate. CALM
join_response(src);

el se{
/1 Tell em to |ook el sewhere...
al l ocate(2);
BUFFER. put Char (Message_OPC. JO N_REJECT) ;
wr it eMessage( BUFFER, src);
}
}
}
}

public void nerge_response(long src){
synchroni zed( STATE_LOCK) {
if(
NODE_STATE == State.JO NED G S &&
PROTO_STATE == State. CALM

M
TI MEOUT_MATTERS=t 1 ue;

PROTO_STATE
LAST_SOURCE

St at e. MERGE_CLI ENT;
src;

byte[] a = CUBE. getBytes();

al l ocate(a.l ength + 6);

BUFFER. put Char (Message_OPC. MERGE_CONFI RM ;
BUFFER. put | nt (a. | ength);

BUFFER. put (a) ;

wr it eMessage( BUFFER, src);
| ast Meani ngful = SystemcurrentTineMIlis();
}
el se{
if(timedaut()){
PROTO_STATE = St ate. CALM
mer ge_r esponse(src);
}
el sef
/1 Tell themto | ook el sewhere..
al | ocate(2);
BUFFER. put Char (Message_OPC. MERGE_REJECT) ;
wr it eMessage( BUFFER, src);

}
}
}

public void join_confirm Node n){
synchroni zed( STATE_LOCK) {
if(
(NODE_STATE == State. JONING | | NODE_STATE == State.JO NED G S) &&
PROTO_STATE == State.JO N_SERVER

)R
if(n.id() == LAST_SOURCE){

TEMP_CUBE = new Hyper cube( CUBE. get Bytes());
TEMP_CUBE. add(n);

byte[] a = TEMP_CUBE. getBytes();

al l ocate(a.l ength + 6);

BUFFER. put Char (Message_OPC. H_ STRUCTURE) ;
BUFFER. put | nt (a. | ength);

BUFFER. put (a) ;

wri t eMessage( BUFFER, Message_OPC. BROADCAST) ;
PROTO_STATE = St at e. JO N_SERVER_PENDI NG

| ast Meani ngful = SystemcurrentTineMI11lis();

154



}

else if(tinmedout()){
PROTO_STATE = State. CALM

}

}
else if(timedQut()){
PROTO_STATE = St ate. CALM
}
}
}

public void nerge_confirm(long src, Hypercube h){
synchroni zed( STATE_LOCK) {
if(
NODE_STATE == State.JO NED G S &&
PROTO_STATE == St at e. MERGE_SERVER

A
if(src == LAST_SOURCE){

/!l Grab the array transnmitted to us and
/] add it to our own...

/! Grab the array transmtted to us and
/] add it to our own...

TEMP_CUBE = CUBE;

TEMP_CUBE. nerge(h);

byte[] a = TEMP_CUBE. getBytes();

al l ocate(a.l ength + 6);

BUFFER. put Char (Message_OPC. H_ STRUCTURE) ;
BUFFER. put | nt (a. | ength);

BUFFER. put (a) ;

wri t eMessage( BUFFER, Message_OPC. BROADCAST) ;
PROTO_STATE = St at e. MERGE_SERVER_PENDI NG,
| ast Meani ngful = SystemcurrentTimeMI1lis();

}

else if(timedQut()){
PROTO_STATE = St ate. CALM

}

}
else if(timedQut()){
PROTO_STATE = St ate. CALM

}
}
}
public void join_reject(long src){
synchroni zed( STATE_LQOCK) {
i f(src == LAST_SQOURCE && NODE_STATE < 3){
PROTO_STATE = St ate. CALM

TI MEQUT_MATTERS = fal se;
| ast Meani ngful = SystemcurrentTineMI11lis();

}
}
}
public void nerge_reject(long src){
synchroni zed( STATE_LQOCK) {
i f(src == LAST_SOURCE && NODE_STATE == State.JO NED_G S && PROTO STATE ! = State. CALM {
PROTO_STATE = State. CALM

TI MEQUT_MATTERS = fal se;
| ast Meani ngful = SystemcurrentTimeMI11lis();

}
}
}

public void array_update(long id, Hypercube h){
synchroni zed( STATE_LOCK) {
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i f(

(NODE_STATE == State.JO NI NG && PROTO _STATE == State. JO N_CLI ENT)

){
if(id == SPONSOR_I D) {
LAST_SOURCE = id;
PROTO _STATE = State.JO N_CLI ENT_PENDI NG,
TEMP_CUBE = h;
al l ocate(2);
BUFFER. put Char (Message_ OPC. H COWM T) ;
wri t eMessage( BUFFER, id);
| ast Meani ngful = SystemcurrentTineMI11lis();
}
else if(tinmedOut()){
PROTO_STATE = St ate. CALM

}

}
el se i f (NODE_STATE == State.JO NED_ N G S && PROTO STATE == State. CALM {

if(id == SPONSCOR_I D) {
LAST_SOURCE = id;
PROTO_STATE = State.JO N_CLI ENT_PENDI NG
TEMP_CUBE = h;
| ast Meani ngful = SystemcurrentTineMI11lis();

else if(tinmedout()){
PROTO_STATE = St ate. CALM
TI MEQUT_MATTERS = fal se;

}
}

el se if (NODE_STATE == State.JO NED_G S & & PROTO STATE == State. MERGE_CLI ENT) {

if(id == LAST_SOURCE){

LAST_SOURCE = i d;
NODE_STATE = State. JONED N G S;
TEMP_CUBE = h;

byte[] out = TEMP_CUBE. get Bytes();
al | ocat e(out. | engt h+14);

BUFFER. put Char ( Message_OPC. SPONSOR_SW TCH) ;
BUFFER. put Long( LAST_SOURCE) ;

BUFFER. put | nt (out. | ength);
BUFFER. put (out ) ;

wr it eMessage( BUFFER, Message_OPC. BROADCAST) ;

/1 Informthe nmerge master to conmt
al | ocate(2);
BUFFER. put Char (Message_ OPC. H COWM T) ;
witeMessage( BUFFER, id);
| ast Meani ngful = SystemcurrentTimeMI1lis();
SPONSOR _| D = LAST_SOURCE;
}
else if(tinmedOut()){
PROTO_STATE = St ate. CALM
TI MEQUT_MATTERS = fal se;

}

}
else if(timedQut()){
PROTO_STATE = State. CALM
TI MEQUT_MATTERS = f al se;
}
}
}

/* EEEEEEEREEEEEEEEEEEEEEEEREEREEREEREEREREREREERERESRERESEREREESEEEEEEEEEEEEEEEESEESEEEEEEEEEEEEEES] */

| * End Protocol Function Handlers
/* R R R R SRR EEEEEE SRR SR EEEEEEEEEEEE SRR R EEEEEEREEEEREERERREEEEEREEEEEEEEEEREEEEEEESEESEESEERESEESRESESES */
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[ % kkkkkkhkkkhkkkhkkhhkkkkkkkkkkkkkkkkkkkkkkkkkkkkhkkkkkkkkkkkkkkkhkkkkkkkkkkkkkkkkkkkkkk k ok *x [

/ * Tree Update Functions

*/

[ % kkkkkkhkkkkkkkhkkkhkkhkkkkkkkkkkkkkkkkkkkkkkkkkhkkkkkkkkkkkkkkkhkkkkkkkkkkkkkkkkkkkkkk kk  *x [

public void key_array(long id, Vector v){
synchroni zed( STATE_LOCK) {
/1 1 only care about this if:
/1 1.) | amin the right state
i f(

( NODE_STATE == State.JONED G S || NODE_STATE == State. JONED N G S) &&

( PROTO_STATE == St at e. UPDATI NG_KEY)
R

/1 2.) | was passive in the first round

Bi gl nteger me = new Bi gl nt eger (new | nt eger (CUBE. i ndexO (Reactor.I1D)).toString());

if(me.testBit(CUBE. dimension()-1)){

int firstPartner = ne.flipBit(CUBE. di mension()-1).intValue();

/1 3.) My partner in the first round exists
if(firstPartner < CUBE. size()){

long first = ((Node) CUBE. get Vector().elenentAt(firstPartner)).id();
/1 4.) The id of that node is the same as the sender of this

if(id == first){
conput eKey(Vv);

public void h_commt(long id){
synchroni zed( STATE_LQOCK) {
i f(id == LAST_SOURCE){

i f(

( NODE_STATE == State.JO NI NG & PROTO STATE == State.JO N_CLI ENT_PENDI NG | |
( NODE_STATE == State.JO NED_G S &&PROTO STATE == St at e. MERGE_CLI ENT)

)
{
CUBE = TEMP_CUBE;
NODE_STATE = State. JONED N G S;
PROTO_STATE = St ate. CALM
TI MEOUT_MATTERS=f al se;
sponsor Updat e() ;
}

else if(

( NODE_STATE == State.JO NING || NODE_STATE == State. JONED G S) &&

PROTO_STATE == State.JO N_SERVER PENDI NG
R

e

CUBE = TEMP_CUBE;

al | ocate(2);

BUFFER. put Char (Message_OPC. H COWM T) ;

wri t eMessage( BUFFER, Message_OPC. BROADCAST) ;
NODE_STATE = State.JO NED G S;

PROTO_STATE = St ate. CALM

TI MEQUT_MATTERS=f al se;

sponsor Updat e() ;

se i f (NODE_STATE == State.JO NED_G S && PROTO STATE == St at e. MERGE_SERVER_PENDI NG) {

CUBE = TEMP_CUBE;

al | ocate(2);

BUFFER. put Char (Message_OPC. H COWM T) ;

wri t eMessage( BUFFER, Message_OPC. BROADCAST) ;
NODE_STATE = State. JONED G S;
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PROTO_STATE = St ate. CALM
TI MEOQUT_MATTERS=f al se;
sponsor Updat e() ;

}
el se if (NODE_STATE == State.JO NED N G S){
CUBE = TEMP_CUBE;

PROTO_STATE = St ate. CALM
TI MEQUT_MATTERS=f al se;
sponsor Updat e() ;

}

}
else if(timedQut()){

PROTO_STATE = St ate. CALM

TI MEQUT_MATTERS = f al se;
}
| ast Meani ngful = SystemcurrentTineMI11lis();

}
}

[ % kkkkkkhkkkkkkkhkkkhkkkkkkkkkkkkkkhkkkkkkkkkkkkkhkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk kk *x [

| * End Tree Functions */

[ % kkkkkkhkkkkkkkhkkkhkkhkkkhkkkkkkkhkkkkkkkkkkkkkhkkkkkkkkkkkkkkkhkkkkkkkkkkkkkkkkkkkkkk k* *x [

5.2.39 v1/HGDH/Reactor.java

| x
This code is Copyright Kieran S. Hagzan. NO unauthorized duplication w thout permi ssion.
*/

i mport java. ni o. channel s. Dat agr anChannel ;
i mport java. ni o. channel s. Sel ector;

i mport java. ni o. channel s. Sel ecti onKey;

i mport java. net. | net Socket Addr ess;

| *x
Cl ass <code>Reactor</code> is the main powerhouse for non-bl ocki ng UDP
dat agram broadcasts. It follows a traditional "Reactor" software pattern
and uses a thread pool to handle the influx of events triggering actions.

*/

public class Reactor inplenents Runnabl e{

/+*%* The port where this <code>Reactor</code> will run.x/
private static int PORT;

/+*%* The network Maxi mum Transmi ssion Unit used in this <code>Reactor</code>. x/
public static int MU,

public static long ID;

[+ The <code>Dat agr anthannel </ code> used as a transport mechani sm /
private static DatagranChannel CHANNEL;

private bool ean JUVPSTART;

public static int MAX_NODES;

| *x
A </ code>Sel ect or </ code> used to nanage the I/O status of <code>Sel ecti onKeys</ code>
in this <code>Reactor</code> one for bookeepi ng neasures, another for insecure user
message capabilities.
*/

private Sel ector SELECTOR;
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[+ The <code>Sel ecti onKey</code> used for secure group communi cation |/O bookeeping data. */
public static Sel ectionKey KEY;

public static Reader READER,

public static MessageProcessor PROCESSOR;
public static Node NODE;

private | ong accurul at ed;

public static int DEBUG = 5;

public voi d set DebuglLevel (int |evel){
DEBUG = | evel ;

}

/+*% Constructs a new <code>Reactor</code> on port 12333 with a default MIU of 512 bytes. =*/
public Reactor(){
t hi s(12333, 512, false, 100);

}

| *x
Constructs a new <code>React or</code> on the specified port with a default MIU of 512 bytes.
@aram port The port to bind the <code>React or </ code>"s <code>Dat agr anChannel </ code> on.

*/

public Reactor(int port){
this(port, 512, false, 100);

[ xx
Constructs a new <code>React or </ code> on the specified port and MIU.
@aram port The port to bind the <code>React or</code>"s <code>Dat agr amChannel </ code> on.
@aram ntu The Maxi mum Transm ssion Unit used on the underlying network nedia.

*/
public Reactor (int port, int ntu){
this(port, ntu, false, 100);
}

public Reactor(int port, int ntu, boolean junpstart, int max){
MAX_NODES = nax;
PORT=port;
MrU=nt u;
JUWPSTART=j unpstart;
ID = (long)(Math.randon()*1000000000000000. 0);
NODE = new Node();

NODE. i d( I D) ;
accumul ated = 0;
DEBUG=3;
}
[ xx
Runs this <code>Reactor</code>. First, all channels are initialized to be non-bl ocking,
then an infinite poll-loop is entered to facilitate reacti on-when-necessary event handling.
*/

public void run(){
i f (DEBUG == 5) {
Systemout.print("Reactor initializing...");

initialize();
i f (DEBUG == 5){
System out. println("done!");

}

i f(!JUVMPSTART) {
/1 Attach a new discoverer here...
PROCESSOR. NODE_STATE = State. JO N NG
PROCESSOR. PROTO_STATE = St at e. CALM
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i f (DEBUG >= 3){
Systemout.println("[Reactor]:Probing...");

PROCESSOR. j 0i n_pr obe();
KEY. at t ach( READER) ;
KEY. i nt er est Ops( KEY. OP_READ) ;

}

el se{
PROCESSOR. NODE_STATE = State. | NI T_O\WLY;
PROCESSOR. PROTO_STATE = St at e. CALM
// Otherwise wait for the junpstart message to propogate to us...
i f (DEBUG >= 3){

System out. println("Reader Attached!");

}
KEY. at t ach( READER) ;
KEY. i nt er est Ops( KEY. OP_READ) ;

}
pol 1 ();
}

[ xx
Initializes this <code>Reactor</code>. Channels and selectors are opened and configured for
non- bl ocking 1/0O, and keys are set for reading until later notified otherw se.
*/
private void initialize(){

try{
CHANNEL = Dat agr anthannel . open();

/1 This line allows for nmany instances of this
// class to run on the sanme nachine. ..
CHANNEL. socket () . set ReuseAddr ess(true);
CHANNEL. socket () . set Broadcast (true);
CHANNEL. confi gur eBl ocki ng(fal se);
/+ Bind to the broadcast address on the given port =*/
CHANNEL. socket () . bi nd( new | net Socket Address("0.0.0.0", PORT));
SELECTOR = Sel ector. open();
KEY = CHANNEL. r egi st er (SELECTOR, Sel ecti onKey. OP_READ) ;
/+ Create the nmessage processor using out argunents =*/
READER = new Reader (KEY);
PROCESSOR = new MessageProcessor (MIU, JUMPSTART) ;
/1 1f we are to not to be junpstarted,

}

cat ch(Exception e){
Systemout.printin("failed!'\n\nError occured during initialization:");
e.printStackTrace();
Systemexit(-1);

}

}

| *x
The main poll |oop. The native hardware of the systemis polled to see
if any 1/0 bound for this <code>Reactor</code> is ready. |If so, a set
of <code>Sel ecti onKey</code>s are returned and iterated through, processing
the 1/O events in turn by separate thread-pool threads for maxi num event-handling
t hr oughput .
*/
private void poll(){
i f (DEBUG >= 3){
System out. println("Beginning poll loop...");

}
whi | e(! Thread. current Thread().interrupted()){
try{

PROCESSOR. NODE_STATE == State. JO NI NG | |
PROCESSOR. NODE_STATE == State. JONED G S
) &&
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PROCESSOR. PROTO_STATE == St at e. CALM
)
{
SELECTOR. sel ect ((i nt) (Math. randon()*100000. 0) 9%4000) ;

}

el se i f (PROCESSOR PROTO STATE ! = State. CALM {
SELECTOR. sel ect (1000) ;

}

el se

SELECTOR. sel ect () ;

cat ch(Exception e){
System out. print("\nCaught poll interrupt!\nShutting down...");

try{
KEY. cancel () ;

CHANNEL. cl ose();

SELECTOR. cl ose();

System out. println("done!");
Systemexit(-1);

cat ch(Exception f){}
}

java.util.Set readyKeys = SELECTOR sel ect edKeys();
java.util.lterator it = readyKeys.iterator();
whi | e(it.hasNext ()){
Sel ecti onKey sk = (Sel ectionKey)it.next();
if(sk '= null){
Obj ect o = sk.attachnent();
if(o!=null & o instanceof Runnable){
((Runnabl e)0).run();

public static void wite(byte[] nmessage, |ong destination){
/+ Later this needs to be passed to an encoder for breaking into chunks */
java. ni 0. ByteBuffer out = java.nio.ByteBuffer.allocate(nessage.|ength+16);
out . put Long(1D);
out . put Long(destination);
out . put (message) ;
out . position(0);
int wote = O;
try{
whi | e(out.position() < out.capacity()-1){
CHANNEL. send(out, new java. net. | net Socket Addr ess("255. 255. 255. 255", PORT));
}
}
cat ch(Exception e){
Systemout.printIn("l/O Error on Channel!");
e.printStackTrace();
}
}

5.2.40 v1/HGDH/Reader.java

| x
This code is Copyright Kieran S. Hagzan. NO unauthorized duplication w thout perm ssion.
*
/
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i mport java. ni o. channel s. Sel ecti onKey;
i mport java. ni o. ByteBuffer;
i mport java. net. Socket Addr ess;

public class Reader inplenments Runnabl e{

private final SelectionKey KEY;
private ByteBuffer BUFFER;
private bool ean EXECUTED;

publ i ¢ Reader (Sel ecti onKey sk){

KEY=sk;

EXECUTED=f al se;

BUFFER= Byt eBuffer. al |l ocat e(Reactor. MIU);
}

public void run(){
try{
BUFFER. posi tion(0);
Socket Address a = ((j ava. ni o. channel s. Dat agr antChannel ) (KEY. channel ())).recei ve( BUFFER) ;
BUFFER. posi tion(0);

/] Either there is sonething here, useability undeterm ned...
if(a!l=null){

new Decoder (KEY, BUFFER).run();
}

else if(
(React or . PROCESSOR. NODE_STATE == State.JO NI NG && React or. PROCESSOR PROTO_STATE == St ate. CALM
)
if (Reactor.DEBUG >= 3)
Systemout.println("[Reader]:Join Probing...");
React or . PROCESSOR. j oi n_pr obe();

}

el se if(
(React or . PROCESSOR. NODE_STATE == State. JO NED_G_ S && React or . PROCESSOR. PROTO_STATE == St ate. CALM
) {
if (Reactor.DEBUG >= 3)
Systemout. println("[Reader]: Merge Probing...");
React or . PROCESSOR. rer ge_pr obe() ;

}

// O we have tinmed out...
el se{
React or . PROCESSOR. set Prot oSt at e( St at e. CALM) ;
KEY. sel ect or () . wakeup() ;
}

KEY. att ach(t hi s);
KEY. i nt er est Ops( KEY. OP_READ) ;
return;

}
cat ch(Exception e){
Systemout.printIn("I/O Error while reading!!!!");
e.printStackTrace();
}
}
}

5.2.41 v1/HGDH/State.java

| *
This code is Copyright Kieran S. Hagzan. NO unaut horized duplication w thout pernission.
*/
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public class State{

| *
public
public
public
public

[+ Protocol

[+ The
public
public
public
public
public

[+ The
public
public
public
public
public

Node States. .

Y
final
final
final
final

static
static
static
static

Join
static
stati
stati
stati
stati

final
c final
c final
c final
c final
Merge States
static final
static final
static final
static final
static final

States..

States ...

char
char
char
char

ol

*/
char
char
char
char
char

*/

char
char
char
char
char

INT_ONLY = 0
JO NING = 0x0
JONED N G S
JONED G_

JO N_SERVER
JO N_CLI ENT

x0001,;
002;

= 0x0003;
0x0004;

0x0010;
0x0011;

JO N_SERVER _CONFI RVED = 0x0012;
JO N_SERVER PENDI NG = 0x0013;

JO N_CLIENT_P

MERGE_SERVER
MERGE_CLI ENT

MERGE_SERVER
MERGE_SERVER
MERGE_CLI ENT_

ENDI NG = 0x0014;

0x0020;

0x0021;

CONFI RVED = 0x0022;
PENDI NG = 0x0023;
PENDI NG = 0x0024;

/+ States relevant during key update */

public
public
public

[+ The
public

static final
static final
static final

Calm State. .
static final

char
char
char

ol

char

AVAI TI NG_KEY_,

ARRAY= 0x0031;

REQUESTI NG_TREE = 0x0032;

UPDATI NG_KEY

CALM = Oxffff

= 0x0033;

5.2.42 v1/HGDH/MessageProcessor-OLD.java

is Copyright Kieran S. Hagzan.

| *
This code
*/
i mport java. ni o. channel s. Sel ecti onKey;
i mport java.nio.ByteBuffer;
i mport java. math. Bi gl nt eger;
inmport java.util.Vector;
public class MessageProcessor{
| *
Structural Stuff....
*/

private Hypercube CUBE;
private Hypercube TEMP_CUBE;
private int currentDi nension;

private final

int MY,

publ i ¢ bool ean JUMPSTART;

private final

private final

Sel ecti onKey KEY;

Obj ect STATE_LOCK;

private bool ean | N_EXCHANGE;
private bool ean TI MEOUT_NATTERS;

NO unaut hori zed duplication w thout pernission.
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private | ong LAST_SOURCE;

private | ong SPONSOR | D;
private | ong NEW SPONSOR;

private | ong MERGER | D

publ i c char NODE_STATE;
publ i ¢ char PROTO_STATE;

private ByteBuffer BUFFER;

/1 Stuff for key agreenent....
private int CURRENT_PARTNER
private | ong CURRENT_PARTNER | D;

private Biglnteger MY_PRIVATE;
private Biglnteger CURRENT_PRI VATE;
private Biglnteger ENCRYPTI ON_KEY;

private Biglnteger FIRST_PK;
private Biglnteger |IN TIAL_PK;

/1 stuff for gaugi ng key agreenent tinmes
private | ong START_TI ME;
private doubl e ELAPSED,

/1 Diffie-Hellman Paraneters...
private Biglnteger CURRENT_P;
private Biglnteger CURRENT_G
private java.util.Random GENERATOR;

private DiffieHel | manExchange CURRENT_EXCHANGE;
private Vector COLLECTABLES;

I ong I ast Meani ngful = O;
I ong TI MEQUT = 2000;

publ i c MessageProcessor(int ntu, boolean junpstart, SelectionKey key, Node node){
INI TIAL_PK = nulI;
I N_EXCHANGE = fal se;
GENERATOR = new j ava. util . Randon();
MrU=nt u;
JUWMPSTART=j unpstart;
NODE_STATE = State. | NI T_ONLY;
KEY=key;
STATE_LOCK = new Obj ect ();

CUBE = new Hypercube();
Node n = new Node();
n.id(Reactor.1D);

CUBE. add(n);

System out . printl n(CUBE);

}

S */
L Hel per Functions ----------mmmmmm e */
S */

public char getProtoState(){
return PROTO_STATE;

}

public char get NodeState(){
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return NODE_STATE;
}

public void setProtoState(char state){
synchroni zed( STATE_LQOCK) {
PROTO_STATE = state;
}
}

public void set NodeState(char state){
synchroni zed( STATE_LOCK) {
NCODE_STATE = state;
}
}

public void setStates(char nstate, char pstate){
synchroni zed( STATE_LOCK) {
NODE_STATE = nstate;
PROTO_STATE = pstate;
}
}

private void allocate(int size){
BUFFER = ByteBuffer.allocate(size);
}

public void witeMessage(ByteBuffer b, |ong dest){
byte[] a = new byte[b.limt()];
b. position(0);
b. get(a);
Reactor.wite(a, dest);

}

public void printDebug(String nmessage, |ong src){
i f (React or. DEBUG >= 3){
System out . println(
"\ n"+nmessage+" "+src+"\n"+
"Node State:O0x"+lnteger.toString(NODE_STATE, 16)+"\n"+
"Proto State:0x"+lnteger.toString(PROTO STATE, 16)+"\n"

)i
}
}

publ i c bool ean tinmedQut (){
bool ean retval = (SystemcurrentTimeM I Ilis()-IlastMeaningful > TI MEOUT) && TI MEOUT_MATTERS;
return retval;

}

| *x

Conputes the currently known key fromthe current tree iteratively...
*/
private void conputeKey (Biglnteger share, Vector v){

Bi gl nteger key = share;

Bi gl nteger thisShare = share;

for(int i =0; i <v.size(); i++){

key = ((Biglnteger)v.elementAt(i)).mdPow(thisShare, CURRENT_P);

ENCRYPTI ON_KEY = key;
System out. println("Encrypti on Key:"+ENCRYPTI ON_KEY) ;

}

% e e e e e e i i d e e n MM MMM MMM e e REmMee R RN MMM NS MM seeNMSeEEESeeeeemmeemENeemssseenNaee..- */
L Message Reaction Functions ----------mmmmmmmmmnonon */
S */

[ % kkkkkkhkhkkhkkkhkkkhkkhhkkhkkkkkkhkkkkkkkkkkkkkkhkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk kk  *x [

 * Functions to deal w th key agreenent */
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/* EEEEEEEREEEEEEEEEEEEEEEEEEREEREEREEREREEREEREEREEREERERESRESRERESEEEEEEEEEEEEEEEEEESEEEEEEEEEEEEE TS */

| *x
Causes all "non-gl obal -sponsor" nodes to initiate the "appropriate" action in response
to a "KEY_UPDATE" request. i.e., if nodes have an even index in their tree positions,
they nust initiate a Diffie-Hell man key exchange with their partners. O herwi se,
they sit and wait for a request.
*/
public void keyUpdate(long src, Biglnteger p, Biglnteger g){
if(src == SPONSOR | D && PROTO STATE == State. CALM & & NODE_STATE == State. JO NED N G S){
TI MEQUT_MATTERS = fal se;
START_TIME = SystemcurrentTimeM I 1is();

current Di nensi on = new j ava. mat h. Bi gl nt eger (new | nt eger (CUBE. get Vector().size()-1).toString()).bitLength();
/1l Refresh our own share...

CURRENT_P
CURRENT_G ;
MY_PRI VATE = new Bi gl nt eger (128, 100, GENERATOR);

p;
9;

COLLECTABLES = new Vector();

CURRENT_PRI VATE = MY_PRI VATE;
INITIAL_PK = nulI;

/'l Set Current Partner

updat ePartner();
initDiffieHell man();

}

}

| *x
Initialize a Diffie-Hell man key exchange at the current point in the tree,
with the current key, prine, and personal share. If the node at which this
exchange is to take place is an internediary node, we will query it's "sponsor"
node.

*/

public void initDi ffieHell man(){
/1 What is our position in this cubic ness....
Bi gl nt eger pos = new Bi gl nt eger (new I nt eger (CUBE. i ndexOf (Reactor.1D)).toString());
int MAXDI M = new Bi gl nt eger (new | nt eger (CUBE. get Vector().size()-1).toString()).bitLength();

// 1f we are a not in the "outernpst" dinension, we wait...

/1 This way, if there are some "stragglers," (i.e., the hypercube isn't "full",) then
/1 only the few stragglers wait for (dinension-1) inner node’s public keys, rather
// than all inner nodes waiting for one straggler’s key...

if(!pos.testBit(currentDi nension-1)){
/1 1f we work in the outernopst dinension, our partner may not exist. If he does not exist,
/1 That is OK Just proceed on as normal...
i f(currentDi nensi on == MAXDI M {
i f (CURRENT_PARTNER >= CUBE. get Vector (). size()){
/1 Recurse a |evel.
/1 1t can be proven that we will sinply wait,
/1 but things past dinension 5-6 are inpossible
/] to visualize......... make the call to
/1 initDiffieHell man for safety....
current Di nension --;
updat ePar t ner () ;
initDiffieHell man();
}
el sef
/1 Proceed Forward As Nornmal !!!
Di ffi eHel | manExchange dhe = new DiffieHel | manExchange( Reactor. | D,
CURRENT_PARTNER | D,
CURRENT _P,
CURRENT_G,
CURRENT_PRI VATE

)
CURRENT _EXCHANGE = dhe;
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el se{
/1 1f we are not active the outernost dinension,
/1 and our dinmension is not full,
/1 then we do nothing nore now....
if(pos.testBit(MAXD M 1)){
/1 Dinmension is not full

i f (CUBE. get Vector().size() != (int)Mth.pow(2.0, (double)VAXDI M) {
PROTO _STATE = Stat e. AWAI TI NG _KEY_ARRAY;

}
/1 Oherwise, we are at a full dinmension (node count is power of 2)
el se{

/1 Proceed Forward As Normal!!!
Di ffieHel | manExchange dhe = new Diffi eHel | manExchange( Reactor. | D,
CURRENT_PARTNER_| D,
CURRENT_P,
CURRENT_G,
CURRENT_PRI VATE
)i
CURRENT_EXCHANGE = dhe;
}

}

/1 OGtherwi se we were active in the outer dinmension.... if we are here, we are active now....
el se{

Di ffi eHel | manExchange dhe = new DiffieHel | manExchange(Reactor. | D,
CURRENT_PARTNER I D,
CURRENT_P,
CURRENT_G,
CURRENT_PRI VATE );

CURRENT_EXCHANGE = dhe;
}

}

}
}

| *x

Message handl er for the request of a Diffie-Hellman key exchange. Froma cryptographic
perspective, this indicates that this node is "Bob," or the non-initiating party...
*/
public void diffieHell manSt ageOne(l ong src, Biglnteger p, Biglnteger g, Biglnteger pk){

if (src == CURRENT_PARTNER I D){

Di ffi eHel | manExchange dhe = new Diffi eHel | manExchange(

src,

Reactor. | D,

CURRENT _P,

CURRENT_G,

CURRENT_PRI VATE,

pk

)

CURRENT_EXCHANGE = dhe;

i f(currentDi nension != new Biglnteger(lnteger.toString(CUBE. getVector().size()-1)).bitLength()){
COLLECTABLES. add( pk) ;

}
System out . println(dhe. secret_key);

/1 Performthe DH stage 2....

byte[] a = dhe. public_key_bob.toByteArray();
al | ocat e(a. | engt h+6) ;

BUFFER. put Char (Message_OPC. DH_STAGE_2) ;
BUFFER. put I nt (a. |l ength);

BUFFER. put (a) ;

wri t eMessage( BUFFER, src) ;
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//Proceed to the next dinension...
current D nensi on- -;
i f(currentDi nension > 0){
CURRENT_PRI VATE = dhe. secret _key;
updat ePar t ner ();
initDiffieHell man();
}
el se{
/1 1f | had a straggler, he needs ny public key vector....
sendVector ();

}
}
}

Il Yep, stage 2 is back...

public void diffieHell manSt ageTwo(l ong src, Biglnteger pk_bob){
CURRENT_EXCHANGCE. publ i c_key_bob = pk_bob;
CURRENT_EXCHANGE. secr et _key = pk_bob. modPow( CURRENT_PRI VATE, CURRENT_P);
Syst em out . pri nt | n( CURRENT_EXCHANGE. secr et _key);

i f(currentDi nension != new Biglnteger(lnteger.toString(CUBE. getVector().size()-1)).bitLength()){
COLLECTABLES. add( pk_bob) ;
}

//Proceed to the next dinension...
current D nensi on- -;

i f(currentDi nension > 0){
CURRENT_PRI VATE = CURRENT_EXCHANGE. secr et _key;
updat ePartner();
initDiffieHell man();
}
el se{
/1 1f | had a straggler, he needs nmy public key vector....
sendVector ();
}
}

private void sendVector(){
/1 1f | was active in the outer dinmension and
int pos = CUBE.indexOr(Reactor.I|D);
/1 The index of the last position
int lastPos = new Biglnteger(lnteger.toString(CUBE. getVector().size()-1)).bitLength();
if (! new Biglnteger(lnteger.toString(pos)).testBit(lastPos) ){
/] actually have a partner, he needs COLLECTABLES
int hisPos = (new Biglnteger(lnteger.toString(pos)).flipBit(lastPos-1)).intValue();
if ( hisPos < CUBE. getVector().size() ){
/1 And the vector was not a full cube...
int cube = (int)Mth.pow 2.0, (double)(lastPos));
if ( CUBE.getVector().size() != cube){
ByteBuffer tenmp = java.nio.ByteBuffer.allocate(17+«( COLLECTABLES. size()+4));

tenp. put | nt (COLLECTABLES. si ze());
int count = 4;

for(int i = 0; i < COLLECTABLES. size(); i++){
Bi gl nteger bi = (Biglnteger)(COLLECTABLES. el enent At (i));
byte[] out = bi.toByteArray();
count += 4;
tenp. putlnt(out.length);
count += (out.length);
tenp. put (out);
}

byte[] t = new byte[count];
tenp. position(0);
tenp. get (t);
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al | ocat e(count +2) ;

BUFFER. put Char ( Message_OPC. KEY_ARRAY) ;

BUFFER. put (t);

wr it eMessage( BUFFER, ((Node) CUBE. get Vector (). el enent At (hisPos)).id());

}
}
}
ENCRYPTI ON_KEY = CURRENT_EXCHANGE. secr et _key;
System out. println("Encrypti on Key:"+ENCRYPTI ON_KEY) ;
PROTO_STATE = St ate. CALM
}

private void updatePartner(){
int nmyPos = CUBE. i ndexOf (Reactor.|1D);
int index = new java. math. Bi gl nt eger (new | nteger (nmyPos).toString()).flipBit(currentD nmension-1).intValue();
CURRENT_PARTNER = i ndex;
i f (CURRENT_PARTNER < CUBE. get Vector (). size()){
CURRENT_PARTNER_I D = ((Node) CUBE. get Vector (). el ement At (i ndex)).id();
}
}

| *  HERHHH R+ ]

[ % kkkkkkhkkkhkkkhkkkkkkhkkkkkkkkkkhkkkkkkkkkkkkkkhkkkkkkkkkkkkkkkhkkkkkkkkkkkkkkkkkkkkkk kk  *x [

[ * End key agreenent */

[ % kkkkkkhkkkhkkkhkkkhkkkkkkkkkkkkkhkkkkkkkkkkkkkkhkkkkkkkkkkkkkkkhkkkkkkkkkkkkkkkkkkkkkk k ok x [

/* EEEEEEEREEREEEEEEEEEEEEEEREEEEEEREEREREREREEREEREERERESREREREESEEEEEEEEEEEEEESEESEESEEEEEEEEEEEEE TS */

/| * Functions to del egate a gl obal sponsor */

[ % kkkkkkhkkkhhkkhkkhkkkhkkkkkkkkkkhkkkkkkkkkkkkkkhkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk ko *x [

private void sponsorUpdate(){
synchroni zed( STATE_LQOCK) {
| ast Meani ngful = SystemcurrentTineMI11lis();

/'l Get the sponsor

| ong sponsor = CUBE. get Sponsor ();
/l Literally do the switch......
SPONSOR_I D = sponsor;

/1l Make a conceptual switch of necessary....

i f (NODE_STATE == State.JO NED G S &% SPONSOR | D ! = Reactor.|D){
NODE_STATE = State. JONED N G S;
PROTO_STATE = St at e. CALM

}
el se i f(NODE_STATE == State. JONED N G S & & SPONSOR | D == Reactor.|D){

NODE_STATE = State. JO NED G S;
PROTO_STATE = State. CALM

}

System out. println("\n"+CUBE);
i f (NODE_STATE == State.JO NED_G S){
COLLECTABLES = new Vector();

PROTO_STATE = St at e. UPDATI NG_KEY;
TI MEQUT_MATTERS = f al se;

/! Reset the public values, p, g, and our share...

CURRENT_P = new Bi gl nt eger (128, 100, GENERATOR);

CURRENT_G = new Bi gl nt eger (CURRENT_P. bi t Lengt h(), GENERATOR);
MY_PRI VATE = new Bi gl nt eger (128, 100, GENERATOR);
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/1 Initially, the private key is our share
CURRENT_PRI VATE = MY_PRI VATE;
/1 Set out current responsibility to be our sibling

/1 Broadcast the update request...

al | ocat e( React or. MIu) ;

byte[] pa = CURRENT_P.toByteArray();
byte[] ga = CURRENT_G toByteArray();

al | ocat e( pa. | engt h+ga. | engt h+10) ;
BUFFER. put Char (Message_OPC. KEY_UPDATE) ;
BUFFER. put | nt (pa. | ength);

BUFFER. put (pa) ;

BUFFER. put | nt (ga. | engt h);

BUFFER. put (ga) ;

/] Start the tinmer to include the wite to
/1 conpensate for the nmissing read...
START_TIME = SystemcurrentTimeMI1is();

TI MEQUT_MATTERS = fal se;

wr it eMessage( BUFFER, Message_OPC. BROADCAST) ;

/1 Update our partner....
current Di nensi on = new j ava. mat h. Bi gl nt eger (new | nt eger (CUBE. get Vector ().size()-1).toString()).bitLength();
updat ePar t ner () ;

/1l Start the nelee....
initDiffieHell man();

el se{
PROTO_STATE = St ate. CALM
}
}
}

public void sponsor_swi tch(long src, |ong newS, Hypercube h){
synchroni zed( STATE_LQOCK) {
i f(src == SPONSOR | D & NODE_STATE == State.JO NED N G S){
/1 This | ooks ugly????
TEMP_CUBE = h;
LAST_SOURCE = news;
SPONSOR_I D = news;
PROTO _STATE = State.JO N_CLI ENT_PENDI NG,
| ast Meani ngful = SystemcurrentTimeMIlis();
}
}
}

/* EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEREEREEREEEREEREEREEREREEREREEREEEEEEEEEEEEEEEEEEESEEEEEEEEEEEEE TS */

/| * End gl obal sponsor */
/* R R R R SRR EEEEEE SRR SR EEEEEEEEEEEEEEEREREEEEEEREEEREEERREEEEEREEEEEEEEEEEEEEEREESEESESERESRESRESSES */

/* R R R R SRR EEEEEE SRR SR EE SRR EEEEEEE SRR R SRR EEEREEEEREERREEEEEREEEEEEEEEEEEEEEREESEESEESEERESEESESESES */
/| * Prot ocol Function Handl ers */

[ % kkkkkkhkkkhkkkhkkkhkkkkkkhkkkkkkhkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk k ok *x [

public void join_probe(){
synchroni zed( STATE_LQOCK) {
al | ocate(2);
BUFFER. put Char (Message_OPC. JO N_REQUEST) ;
wri t eMessage( BUFFER, Message_OPC. BROADCAST) ;
}
}
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public void nerge_probe(){
synchroni zed( STATE_LOCK) {
al | ocate(2);
BUFFER. put Char (Message_OPC. MERGE_REQUEST) ;
wri t eMessage( BUFFER, Message_OPC. BROADCAST) ;
}
}

public void junpstart(){
synchroni zed( STATE_LQOCK) {
i f (NODE_STATE == State. | N T_ONLY){
NODE_STATE = State. JO NI NG
PROTO_STATE = St ate. CALM
join_probe();
KEY. at t ach( React or . READER) ;
KEY. i nt er est Ops( KEY. OP_READ) ;
| ast Meani ngful = SystemcurrentTineMI11lis();
}
}
}

public void join_request(long src){
synchroni zed( STATE_LQOCK) {
if(
(NODE_STATE == State. JON NG || NODE_STATE == State.JONED G S) &&
PROTO_STATE==St at e. CALM
){

TI MEQUT_MATTERS=t r ue;

PROTO STATE = State.JO N_SERVER

al l ocate(2);

BUFFER. put Char (Message_OPC. JO N_RESPONSE) ;
wri t eMessage( BUFFER, src);

LAST_SOURCE = src;

| ast Meani ngful = SystemcurrentTimneMIlis();

}
else if(timedQut()){
PROTO_STATE = St ate. CALM
TI MEQUT_MATTERS = fal se;
}
}
}

public void nerge_request(long src){
synchroni zed( STATE_LOCK) {
i f(
NODE_STATE == State.JO NED G S &&
PROTO_STATE == State. CALM
)

TI MEOQUT_MATTERS=t r ue;

PROTO_STATE = St at e. MERGE_SERVER;

al | ocate(2);

BUFFER. put Char ( Message_OPC. MERGE_RESPONSE) ;
wri t eMessage( BUFFER, src);

LAST_SOURCE = src;

| ast Meani ngful = SystemcurrentTineMI11lis();

else if(timedQut()){
PROTO_STATE = State. CALM
TI MEQUT_MATTERS = fal se;
}
}
}
public void join_response(long src){

synchroni zed( STATE_LQOCK) {
if(
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NODE_STATE == State.JO N NG &&

(PROTO_STATE == State. CALM

)
TI MEQUT_MATTERS=t r ue;
PROTO_STATE = State.JO N_CLI ENT;
SPONSOR_I D = src;

Node n = new Node();
n.id(Reactor.1D);
al | ocat e(n. si zel nBytes() +2);

BUFFER. put Char (Message_OPC. JO N_CONFI RM ;
BUFFER. put (n. getBytes());

w it eMessage( BUFFER, src);
LAST_SOURCE = src;
| ast Meani ngful = SystemcurrentTineMI11lis();
}
el se{
al l ocate(2);
BUFFER. put Char (Message_OPC. JO N_REJECT) ;
wr it eMessage( BUFFER, src);
if(timedout()){
PROTO_STATE = St ate. CALM
TI MEQUT_MATTERS = fal se;
}
}
}
}

public void nerge_response(long src){
synchroni zed( STATE_LQOCK) {
if(
NODE_STATE == State.JO NED G S &&
PROTO_STATE == St ate. CALM

) {
TI MEOQUT_MATTERS=t r ue;

PROTO_STATE
LAST_SOURCE

St at e. MERGE_CLI ENT;
src;

byte[] a = CUBE. getBytes();

al l ocate(a.l ength + 6);

BUFFER. put Char (Message_OPC. MERGE_CONFI RM ;
BUFFER. put | nt (a. | ength);

BUFFER. put (a) ;

wri t eMessage( BUFFER, src);
| ast Meani ngful = SystemcurrentTimeMIlis();

el se{
al l ocate(2);
BUFFER. put Char (Message_OPC. MERGE_REJECT) ;
w it eMessage( BUFFER, src);
if(timedout()){
PROTO_STATE = St ate. CALM
TI MEQUT_MATTERS = f al se;

}
}
}
}

public void join_confirm Node n){
synchroni zed( STATE_LOCK) {
if(
(NODE_STATE == State. JON NG || NODE_STATE == State.JONED G S) &&
PROTO_STATE == State.JO N_SERVER

H
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if(n.id() == LAST_SOURCE){
/1 Un?22/

TEMP_CUBE = new Hyper cube( CUBE. get Bytes());
TEMP_CUBE. add(n);

byte[] a = TEMP_CUBE. getBytes();

al l ocate(a.l ength + 6);

BUFFER. put Char (Message_OPC. H_ STRUCTURE) ;
BUFFER. put | nt (a. |l ength);

BUFFER. put (a);

wri t eMessage( BUFFER, Message_OPC. BROADCAST) ;
PROTO_STATE = St ate. JO N_SERVER_PENDI NG

| ast Meani ngful = SystemcurrentTineMI11lis();

}

else if(tinmedout()){
PROTO_STATE = St ate. CALM

}

}
else if(timedQut()){
PROTO_STATE = St ate. CALM
TI MEQUT_MATTERS = fal se;
}
}
}
public void nerge_confirm(long src, Hypercube h){
synchroni zed( STATE_LOCK) {
if(
NODE_STATE == State.JO NED G S &&
PROTO STATE == St at e. MERGE_SERVER

M
if(src == LAST_SOURCE){

// Grab the array transnmitted to us and
/] add it to our own...

/! Gab the array transmitted to us and
/] add it to our own...

TEMP_CUBE = CUBE;

TEMP_CUBE. ner ge(h);

byte[] a = TEMP_CUBE. getBytes();

al l ocate(a.l ength + 6);

BUFFER. put Char (Message_OPC. H_ STRUCTURE) ;
BUFFER. put | nt (a. |l ength);

BUFFER. put (a) ;

wri t eMessage( BUFFER, Message_OPC. BROADCAST) ;
PROTO_STATE = St at e. MERGE_SERVER_PENDI NG,
| ast Meani ngful = SystemcurrentTimeMIlis();

}

else if(timedQut()){
PROTO_STATE = St ate. CALM
TI MEQUT_MATTERS = fal se;

}

}

else if(tinmedQut()){
PROTO_STATE = St ate. CALM
TI MEQUT_MATTERS = fal se;

}
}
}
public void join_reject(long src){
synchroni zed( STATE_LOCK) {

i f(src == LAST_SOURCE && NODE_STATE < 3){
PROTO_STATE = State. CALM
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TI MEQUT_MATTERS = f al se;
| ast Meani ngful = SystemcurrentTineMI11lis();
}
}
}

public void nerge_reject(long src){
synchroni zed( STATE_LOCK) {
if(src == LAST_SOURCE && NODE_STATE == State.JO NED G S && PROTO STATE != State.CALM{
PROTO_STATE = St at e. CALM
TI MEQUT_MATTERS = f al se;
| ast Meani ngful = SystemcurrentTimeMI1lis();
}
}
}

public void array_update(long id, Hypercube h){
synchroni zed( STATE_LOCK) {
if(
(NODE_STATE == State.JO NI NG & PROTO_STATE == State.JO N_CLI ENT)

)R
if(id == SPONSOR I D){
LAST_SOURCE = i d;

PROTO_STATE = State.JO N_CLI ENT_PENDI NG
TEMP_CUBE = h;

al | ocate(2);

BUFFER. put Char (Message_OPC. H COWM T) ;

writ eMessage( BUFFER, id);

| ast Meani ngful = SystemcurrentTineMI1lis();

}

else if(tinmedout()){
PROTO_STATE = St ate. CALM

}

}
el se i f(NODE_STATE == State.JO NED N G S && PROTO _STATE == State. CALM{
if(id == SPONSCR_I D) {
LAST_SOURCE = id;
PROTO_STATE = State.JO N_CLI ENT_PENDI NG
TEMP_CUBE = h;
| ast Meani ngful = SystemcurrentTineMI11lis();

}

else if(timedQut()){
PROTO_STATE = St at e. CALM
TI MEQUT_MATTERS = fal se;

}

}
el se if (NODE_STATE == State.JO NED_G S && PROTO STATE == State. MERGE_CLI ENT){
if(id == LAST_SOURCE){

LAST_SOURCE = i d;
NODE_STATE = State. JONED N G S;
TEMP_CUBE = h;

byte[] out = TEMP_CUBE. get Bytes();
al | ocat e(out. | engt h+14);

BUFFER. put Char ( Message_OPC. SPONSOR_SW TCH) ;
BUFFER. put Long( LAST_SQURCE) ;

BUFFER. put | nt (out. | ength);
BUFFER. put (out ) ;

wr it eMessage( BUFFER, Message_OPC. BROADCAST) ;
/1 Informthe nerge nmaster to conmt
al  ocate(2);

BUFFER. put Char (Message_ OPC. H COWM T) ;
witeMessage( BUFFER, id);
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| ast Meani ngful = SystemcurrentTineMI11lis();
SPONSOR | D = LAST_SOURCE;

}

else if(tinmedout()){
PROTO_STATE = St ate. CALM
TI MEQUT_MATTERS = fal se;

}

}
else if(timedQut()){
PROTO_STATE = St ate. CALM
TI MEQUT_MATTERS = f al se;
}
}
}

[ % Hkkkkkhkkkhkkkhkkkhkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk kkkk ko kk ko kk ok k ko ok ok k ok ko ok ok ok kK ok & % % %

| * End Protocol Function Handl ers
/* R R R R SRR EEEEEE SRR SR EEEEEEEEEEEE SRR R EREEEEREREEEREERERREEEEEREEEEEEEEEEEEEEEREESEESEESERESEESRESSES

[ % Hkkkkkhkkhkkkhkkkhkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk kkkkkkkkk ok kkk ok k ok ko sk ok ko ok k ok kK ok & % % %

[ * Tree Update Functions

[ % Hkkkkkhkkkkkkkhkkkhkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk sk ok kkkkkk ko kk ok k ko ok ko ok ok k% ok k k& K ok & % & %

public void key_array(long id, Vector v){
synchroni zed( STATE_LQOCK) {
/1 Ensure the person giving us this is the node of next inner dinension...
conput eKey( CURRENT_PRI VATE, V);
}
}

public void h_commt(long id){
synchroni zed( STATE_LQOCK) {
i f(id == LAST_SOURCE){
| ast Meani ngful = SystemcurrentTimeMIlis();
if(
(NODE_STATE == State.JO NI NG & PROTO STATE == State.JO N CLI ENT_PENDI NG | |
(NODE_STATE == State.JO NED_G S & PROTO STATE == St at e. MERGE_CLI ENT)

)

{
CUBE = TEMP_CUBE;
System out. println("Hypercube Conmit:"+id);
NODE_STATE = State. JONED N G S;
PROTO_STATE = St ate. CALM
TI MEOUT_MATTERS=f al se;
sponsor Updat e() ;

}

else if(

( NODE_STATE == State.JO NING || NODE_STATE == State. JONED G S) &&
PROTO_STATE == State.JO N_SERVER PENDI NG

R
CUBE = TEMP_CUBE;

al l ocate(2);

BUFFER. put Char (Message_ OPC. H COWM T) ;

wr it eMessage( BUFFER, Message_OPC. BROADCAST) ;
NCDE_STATE = State.JO NED_G_S;

PROTO_STATE = St ate. CALM

TI MEQUT_MATTERS=f al se;

sponsor Updat e() ;

el se i f (NODE_STATE == State.JO NED G S && PROTO STATE == Stat e. MERGE_SERVER PENDI NG) {

CUBE = TEMP_CUBE;

al | ocate(2);
BUFFER. put Char (Message_OPC. H COWM T) ;
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wr it eMessage( BUFFER, Message_OPC. BROADCAST) ;
NODE_STATE = State.JO NED_G_S;

PROTO_STATE = State. CALM

TI MEOQUT_MATTERS=f al se;

sponsor Updat e() ;

}
el se if (NODE_STATE == State.JO NED N G S){
CUBE = TEMP_CUBE;

PROTO_STATE = St at e. CALM
TI MEOQUT_MATTERS=f al se;
sponsor Updat e() ;

}

}

else if(timedQut()){
PROTO_STATE = St ate. CALM
TI MEQUT_MATTERS = f al se;

/* R R R R SRR EE SR SRS EE SR EEEEEEEEEEEE SR SRR R EEREREEEEREERERREEEEEREEEEEEEEEEREEEEEREESEESEESERESEEREESESES */
| * End Tree Functions */

/* EEEEEEEEEEEEEEEEEEEEEEEREEREEREEREEREREREREEREREERERESRESRERESEEEEEEEEEEEEEEEESEESEEEEEEEEEEEEE TS */

5.2.43 v1/LGDH/Decoder.java

| *
This code is Copyright Kieran S. Hagzan. NO unauthorized duplication w thout permi ssion.
*
/

i mport java. ni o. channel s. Sel ecti onKey;
i mport java. ni o.ByteBuffer;

public class Decoder inplenents Runnabl e
private Sel ecti onKey KEY;
private ByteBuffer MESSAGE;
private bool ean EXECUTED;
int length;

byte[] tree;
NodeArray array;

publ i ¢ Decoder (Sel ecti onKey key, ByteBuffer nesg){

KEY=key;
EXECUTED = f al se;
MESSAGE=nesg;

}

public void run(){

synchroni zed(this){
i f (EXECUTED) r et ur n;
el se EXECUTED=t r ue;

}

|+ Decode a nessage */

I ong src = MESSAGE. get Long();

| ong dest = MESSACE. get Long();

if(src != Reactor.|D && (dest == Message_OPC. BROADCAST || dest == Reactor.ID)){
final char type = MESSAGE. get Char ();
switch(type){
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case Message_OPC. JUVMPSTART:
React or . PROCESSOR. j unpstart () ;
br eak;

R LR Join Messages ----------------- */
case Message_OPC. JO N_REQUEST:

React or . PROCESSOR. j 0i n_r equest (src);

br eak;

case Message_OPC. JO N_RESPONSE:
React or . PROCESSOR. j 0i n_r esponse(src);
br eak;

case Message_OPC. JO N_CONFI RM
byte[] rest = new byte[ React or. NCDE. si zel nBytes()];
MESSACE. get (rest);
Node n = new Node(rest);
React or . PROCESSOR. j oi n_confirm(n);
br eak;

case Message_OPC. JO N_REJECT:
React or . PROCESSOR. j oi n_rej ect(src);
br eak;

[* e Merge Messages ------------------ */

case Message_OPC. MERGE_REQUEST:
React or . PROCESSOR. ner ge_r equest (src);
br eak;

case Message_OPC. KEY_UPDATE:
int plen = MESSAGE. getlnt();
byte[] p = new byte[plen];
MESSAGE. get (p) ;
java. mat h. Bi gl nteger prinme = new java. mat h. Bi gl nt eger (p);

int glen = MESSAGE. getlnt();

byte[] g = new byte[glen];

MESSAGE. get (g) ;

j ava. mat h. Bi gl nt eger generator = new java. nath. Bi gl nteger (9);

React or . PROCESSOR. keyUpdat e(src, prime, generator);
br eak;

case Message_OPC. MERGE_RESPONSE:
React or . PROCESSOR. ner ge_r esponse(src);
br eak;

case Message_OPC. MERGE_CONFI RM
int length = MESSAGE. getlInt();
byte[] array = new byte[l ength];
MESSACE. get (array) ;
NodeArray a = new NodeArray(array);
React or . PROCESSOR. nerge_confirm(src, a);
br eak;

case Message_OPC. DH_STACE_ 1:

I ength = MESSAGE. getInt();

byte[] pa = new byte[l ength];
MESSACE. get ( pa) ;

prime = new j ava. mat h. Bi gl nt eger (pa) ;

I ength = MESSAGE. getlnt();

byte [] ga = new byte[length];

MESSACE. get (ga) ;

generator = new j ava. mat h. Bi gl nt eger (ga);
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I ength = MESSAGE. getlnt();

byte[] pka = new byte[length];

MESSAGE. get ( pka) ;

j ava. mat h. Bi gl nt eger public_key = new java. nat h. Bi gl nt eger ( pka) ;

| ength = MESSAGE. getInt();

byte[] vec = new byte[length];
MESSAGE. get (vec) ;

NodeArray noda = new NodeArray(vec);

React or . PROCESSOR. di ffi eHel | manSt ageOne(src, prinme, generator, public_key, noda);
br eak;

case Message_OPC. MERGE_REJECT:
React or . PROCESSOR. nerge_rej ect(src);
br eak;

case Message_OPC. SPONSOR_SW TCH:
| ong newS = MESSACE. get Long();

int len = MESSAGE. getlnt();
byte[] a4 = new byte[len];
MESSACE. get (a4) ;

React or . PROCESSOR. sponsor _swi tch(src, newS, new NodeArray(a4));
br eak;

case Message_OPC. A COWM T:
React or . PROCESSOR. a_conmmi t (src);
br eak;

case Message_OPC. A STRUCTURE:
length = 0;
try{
int | = MESSAGE. getInt();
byte[] ab = new byte[l];
MESSACE. get (ab) ;
NodeArray ar = new NodeArray(ab);
React or . PROCESSOR. array_update(src, ar);

cat ch(Exception e){
if (e instanceof java.nio.BufferUnderfl owException){
System out . println("Needed: "+l engt h+"\ nAvai | abl e: " +( MESSAGE. | i m t () - MESSAGE. position()));
System out. println("Network MU Exceeded By Group Structure Transmi ssion!\n"+
"Fragnmentation Not |nplenmented Yet!"
)
Systemexit(-1);
}
}

br eak;

case Message_OPC. KEY_ARRAY:
length = 0;
try{
| ength = MESSAGE. getInt();
array = new byte[length];
MESSACE. get (array) ;
React or . PROCESSOR. key_array(new NodeArray(array), src);
}
cat ch(Exception e){
if (e instanceof java.nio.BufferUnderfl owException){
System out . println("Needed: "+l engt h+"\ nAvai | abl e: " +( MESSAGE. | i m t () - MESSAGE. position()));
System out. println("Network MU Exceeded By Group Structure Transmi ssion!\n"+
"Fragnmentation Not |nplenmented Yet!"

):
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Systemexit(-1);
}
}

br eak;

}
}

5.2.44 v1/LGDH/Device.java

| x
This code is Copyright Kieran S. Hagzan. NO unauthorized duplication w thout permi ssion.
*/

| *x
The mai n executable class for Kieran S. Hagzan’s naster’s thesis work at R1.T.
Thi s cl ass parses command-1ine argunments, checks their validity, creates a new
<code>React or </ code>and di spl ays usage i nformation if necessary.

*/
public class Device{
| *x
A newly created <code>Reactor</code> to be run.
*/
private final Reactor REACTOR
[ xx
Creates a new <code>React or </ code> on the given port
using the specified network MrU.
@aram port The port to bind the <code>Reactor</code> on, (1024 <= port <= 65535).
@aram ntu The Maxi mum Transm ssion Unit of the <code>Reactor</code> (1 <= ntu <= 65535).
*
/

private Device(int port, int ntu, boolean junpstart, int naxNodes){
REACTOR = new Reactor(port, ntu, junpstart, naxNodes);
REACTOR. set DebugLevel (2);
REACTOR. run();

}

[ xx

The main nethod i nvoked by the VM at programcall.

@aram args The command-1ine arguments passed to this class.
*/

public static void main(String[] args){

bool ean junpstart;

int mu;

int port;

int max;

// Bomb out if the user cannot type "--help"
if (args.length > 4)exitWthUsage();
/1 grab the outernpst argument - the junpstart node if present
if(args.length == 4){
String s = args[2];

if ((s.indexOr("true") < 0) && (s.indexOf("false") < 0)){
exi t WthUsage();

if(s.indexOf("true") >= 0){
junpstart = true;

el se{

junmpstart = fal se;
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}

el se{
jumpstart = fal se;
}

/!l Gab the first argunent - the port if present
if(args.length == 4){
if(!java.util.regex. Pattern. matches("[0-9]+", args[3])){
exi t WthUsage();

max = | nteger.parselnt(args[3]);
}
el se{

max = 100;
}

/1 Grab the secondnpst argunent - the MIU if present
if(args.length >= 2){
if(!java.util.regex. Pattern. matches("[0-9]+", args[1])){
exi t Wt hUsage() ;
}
ntu = Integer.parselnt(args[1]);
if (mu< 33 || nmu > 65535){exitWthUsage();}
}
el se{
nmu = 512;
}

/!l Gab the first argunent - the port if present
if(args.length >= 1){
if(!java.util.regex. Pattern. matches("[0-9]+", args[0])){
exi t WthUsage();

port = Integer.parselnt(args[0]);
if(port < 1024 || port > 65535){exitWthUsage();}

el se{
port = 12333;
}
/1 Let them know what they have done....
/1 Systemout.printIn("Initializing on port "+port+" using MU of "+ntu+
/1 (junpstart?" with":" without")+" junpstart node...");
new Devi ce(port, ntu, junpstart, max);
}
[ xx
Di spl ays proper usage of this class.
*/
private static void exitWthUsage(){
System out. println("\nUsage:\n------ \n"+
"\t\"java Device --help\" will display this screen\n"+
"\t\"java Device <port> <mtu> <junpstart> \"\n\nWere:\n------ \n"+
"<port> - is an optionally specified nunmber between 1024 and 65535 (defaults to 12333)\n"+
"<mtu> - is an optionally specified nunmber between 33 and 65535 (defaults to 512)\n"+
"<junpstart> - is one of \"true\" or \"false\" indicating the junpstart status of the node\n"

)
Systemexit(1l);
}
}

5.2.45 v1/LGDH/DiffieHellmanExchange.java

i mport java.nmath. *;
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import java.util.Random
i mport java. ni o. ByteBuffer;

public class DiffieHell mnExchange{

public Biglnteger p;

public Biglnteger g;

public Biglnteger x;

public Biglnteger public_key_alice;
public Biglnteger public_key_bob;
public Biglnteger secret_key;

public | ong ALICE;
public | ong BOB;

/1 Constructor for bob...
public DiffieHell nanExchange(
long alice,
| ong bob,
Bi gl nt eger prine,
Bi gl nt eger generator,
Bi gl nt eger share,
Bi gl nteger alices_public_key
)1
ALI CE=al i ce;
BOB=bob;
p = prine;
g = generator;
public_key_alice = alices_public_key;

Random rand = new Randon();
x = share;

/1 And public key....

public_key_alice = alices_public_key;

publ i c_key_bob = g. nodPow x, p);

secret_key = alices_public_key. nodPow x, p);

/1 Constructor for alice
public DiffieHell mnExchange(l ong alice,
| ong bob,
Bi gl nt eger prine,
Bi gl nt eger generator,
Bi gl nt eger share,
java.util.Vector array,
Bi gl nteger firstPK
) {
ALI CE=al i ce;
BOB=bob;

Random rand = new Randon();

/] Generate a private key....

X = share;
g = generator;
p = prine;

/1 And public key....
public_key_alice = generator. mdPow(Xx, prine);

// Now, things are a little different than in TGDH

byte[] po = prinme.toByteArray();
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byte[] go = generator.toByteArray();

Byt eBuf fer bb = ByteBuffer.allocate(Reactor.MIU);
bb. put Char ( Message_OPC. DH_STACE_1);

bb. put I nt (po. | ength);
bb. put (po);

bb. put I nt (go. | ength);
bb. put (go);

byte[] pko = public_key_ alice.toByteArray();
bb. put I nt (pko. | engt h);
bb. put (pko);

/1 Now al so put the node vector including ne....
Node ne = new Node();
nme. i d(Reactor.1D);
if(firstPK == null){
me. PUBLI C_KEY = public_key_alice;
}
el se{
me. PUBLI C_KEY = firstPK;

array. add(ne);

int len = 0;
Byt eBuf fer vec = ByteBuffer.allocate(Reactor.MIU);
for(int i =0; i < array.size(); i++){
Node n = (Node) (array. el ementAt(i));
I en += n.sizel nBytes() +4;
vec. put I nt(n.sizelnBytes());
vec. put (n. get Bytes());
}

vec. position(0);

byte[] v = new byte[len];
vec. get(v);

bb. putInt(v.length);

bb. put (v);

byte[] out = new byte[bb.position()];
bb. position(0);
bb. get (out);

Reactor.wite(out, bob);

5.2.46 v1/LGDH/Discoverer.java

i mport java. ni o. channel s. Sel ecti onKey;
i mport java.nio.ByteBuffer;

public class Discoverer inplenents Runnabl e

private final SelectionKey KEY;
private bool ean EXECUTED;

public Discoverer(Sel ectionKey key){
KEY=key;
EXECUTED=f al se;

}
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public void run(){
synchroni zed(this){
i f (EXECUTED) r et ur n;
EXECUTED=t r ue;
}
Byt eBuffer bb = ByteBuffer.allocate(2);
bb. put Char ( Message_OPC. JO N_REQUEST) ;
bb. position(0);
byte[] a = new byte[bb.limt()];
bb. get (a);
Reactor.wite(a, Message_ OPC. BROADCAST);
KEY. at t ach( React or . READER) ;
KEY. i nt er est Ops( KEY. OP_READ) ;

5.2.47 v1/LGDH/Jumpstarter.java

| x
This code is Copyright Kieran S. Hagzan. NO unauthorized duplication w thout permi ssion.
*
/

public class Junpstarter{
public static void main(String[] args)({

bool ean | ocal ;

if(args.length > 0 & args[0].indexOr("local") >= 0){
local = true;

el se | ocal =fal se;
try{

j ava. ni o. channel s. Dat agr anChannel ¢ = java. ni 0. channel s. Dat agr antChannel . open();
c.socket (). set ReuseAddress(true);
c.socket (). setBroadcast (true);
c.socket (). bi nd(new j ava. net. | net Socket Address("0.0.0.0", 12333));
java. ni 0. ByteBuffer out = java.nio.ByteBuffer.allocateDirect(18);
out . put Long( Oxdeadbeef ) ;
out.putLong(Oxffffffffffffffffl);
out . put Char ( Message_OPC. JUMPSTART) ;
for(int i =0; i <3; i++){

out . position(0);

j ava. net. | net Socket Addr ess out A;

if(local){

Systemout.println("Yelling locally...");
out A = new j ava. net. | net Socket Address("l ocal host", 12333);
}
el sef
out A = new j ava. net. | net Socket Addr ess( " 255. 255. 255. 255", 12333);
}

c.send(out, outA);

c.close();

}

cat ch(Exception e){
e.printStackTrace();
Systemexit(-1);

}

}
}

5.2.48 v1/LGDH/Merger.java
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i mport java. ni o. channel s. Sel ecti onKey;
i mport java. ni o. ByteBuffer;

public class Merger inplenments Runnabl ef

private final SelectionKey KEY;
private bool ean EXECUTED;

publ i c Merger (Sel ecti onKey key){
KEY=key;
EXECUTED=f al se;

}

public void run(){
synchroni zed(t hi s) {
i f (EXECUTED) r et ur n;
EXECUTED=t r ue;
}
Byt eBuffer bb = ByteBuffer.allocate(2);
System out . println("Requesting Merge...");
bb. put Char ( Message_OPC. MERGE_REQUEST) ;
bb. position(0);
byte[] a = new byte[bb.limt()];
bb. get (a);
Reactor.wite(a, Message_ OPC. BROADCAST);
KEY. at t ach( new Reader (KEY));
KEY. i nt er est Ops( KEY. OP_READ) ;

5.2.49 v1/LGDH/Message_OPC.java

| x
This code is Copyright Kieran S. Hagzan. NO unauthorized duplication w thout permi ssion.
*/
public class Message_OPC{
public static final |ong BROADCAST = Oxffffffffffffffffl;

public static final char JUMPSTART =0Oxffff;

public static final char JO N_REQUEST =0x0001;
public static final char JO N_RESPONSE =0x0002;
public static final char JO N_CONFI RM =0x0003;
public static final char JO N_REJECT =0x0004;

public static final char A_.COWM T =0x0005;
public static final char A _STRUCTURE = 0x0006;

public static final char MERGE_REQUEST = 0x0007;
public static final char MERGE_RESPONSE = 0x0008;
public static final char MERGE_CONFI RM =0x0009;
public static final char MERGE_REJECT =0x000a;

public static final char SPONSOR_SW TCH =0x000b;

public static final char DH_STAGE 1 = 0x000c;
public static final char DH_STAGE 2 = 0x000d;
public static final char KEY_UPDATE = 0x000e;
public static final char DH_ WAI T = 0x000f ;
public static final char KEY_ARRAY = 0x0010;
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5.2.50 v1/LGDH/MessageProcessor.java

| x

*/

This code is Copyright Kieran S. Hagzan. NO unauthorized duplication w thout permni ssion.

i mport java. ni o. channel s. Sel ecti onKey;
i mport java.nio.ByteBuffer;
i mport java. math. Bi gl nt eger;

public class MessageProcessor{

private final int MU,
publ i ¢ bool ean JUMPSTART;
private final SelectionKey KEY;

private final Object STATE_LOCK;
private bool ean TI MEOUT_NATTERS;

private NodeArray ARRAY;
private NodeArray TEMP_ARRAY;
private NodeArray CURRENT_ARRAY;

private | ong LAST_SOURCE;

private | ong SPONSOR | D;
private | ong NEW SPONSOR;

publ i ¢ char NODE_STATE;
publ i c char PROTO_STATE;

private ByteBuffer BUFFER;
private DiffieHell manExchange CURRENT_EXCHANGE;

/1 Stuff for key agreenent....
private int CURRENT_PARTNER
private | ong CURRENT_PARTNER | D;

private Biglnteger MY_PRIVATE;
private Biglnteger CURRENT_PRI VATE;
private Biglnteger ENCRYPTI ON_KEY;

private Biglnteger FIRST_PK;
private Biglnteger |IN TIAL_PK;

/1 Stuff for gaugi ng key agreenent tines
private | ong START_TI ME;
private doubl e ELAPSED,

/1 Diffie-Hellman Paraneters...
private Biglnteger CURRENT_P;
private Biglnteger CURRENT_G
private java.util.Random GENERATCR;
A R

I ong I ast Meani ngful = O;

I ong TI MEQUT = 2000;

publ i ¢ MessageProcessor(int ntu, bool ean junpstart,
INI TIAL_PK = nulI;
GENERATOR = new j ava. util. Randon();

Mru=nt u;
JUMPSTART=j unpstart;
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NODE_STATE = State. | NI T_ONLY;

KEY=key;

STATE_LOCK = new Obj ect();

ARRAY = new NodeArray();
ARRAY. add( node) ;

public char getProtoState(){
return PROTO_STATE;

}

public char get NodeState(){
return NODE_STATE;

}

public void setProtoState(char state){
synchroni zed( STATE_LOCK) {
PROTO_STATE = state;

}

}

public void setNodeState(char state){
synchroni zed( STATE_LQOCK) {
NCDE_STATE = state;

}

}

public void setStates(char nstate, char pstate){
synchroni zed( STATE_LOCK) {

NODE_STATE = nstate;

PROTO_STATE = pst at e;

}

}

private void allocate(int size){
BUFFER = ByteBuffer.allocate(size);

}

public void witeMessage(ByteBuffer b, |ong dest){
byte[] a = new byte[b.limt()];

}

b. position(0);
b. get(a);

Reactor.wite(a, dest);

public void printDebug(String nessage, |ong src){
i f (React or. DEBUG >= 3){
System out . println(
"\ n"+message+" "+src+"\n"+
"Node State:O0x"+lnteger.toString(NODE_STATE, 16)+"\n"+

}

}

Proto State: Ox"+l nteger.toString(PROTO STATE, 16)+"\n"
)

publ i c bool ean timedQut (){

}

bool ean retval
return retval;

= (SystemcurrentTimeM I 1is()-IastMeani ngf ul
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| *x
Conputes the currently known key fromthe current tree iteratively...

*/
private void computeKey (Biglnteger share){

int nylndex = ARRAY. i ndexXf (Reactor.1D);

java.util.Vector nodes = ARRAY. get Vector();

int len = nodes. size();

Bi gl nt eger current Share = share;

/l Initially, if our index is not zero, we need to do an
/] exchange with the person to our |eft
int i = (mylndex !'= 0)?(nylndex - 1):(nylndex + 1);

for(; i <len ;i++){
if(i !'= nylndex){
Node n = ((Node) (nodes.elenmentAt(i)));
Bi gl nt eger pk;
if(i < nmylndex){
pk = FI RST_PK;
}
el se{
pk = n. PUBLI C_KEY;

current Share = pk. nodPow( current Share, CURRENT_P);

}
}

ENCRYPTI ON_KEY = current Share;

ELAPSED
ELAPSED

(doubl e) (SystemcurrentTineM | lis() - START_TI ME);
ELAPSED / 1000. 0;

System out . print| n( ARRAY. get Vector ().size()+"\t"+ELAPSED) ;
PROTO_STATE = St ate. CALM

INITIAL_PK = nul | ;
FIRST_PK = nul | ;

i f (React or. MAX_NCODES == ARRAY. get Vector().size()){Systemexit(0);}

}

2 oo oo */
R R Message Reaction Functions ----------------------------- */
oo e */

/* EEEEEEEREEEEEEEEEEEEEEEEEEEEREEREEREEREEREEEEEEREEEEREESRERERESEREEEEEEEEREEEEEEEESEEEEEEEEEEEEE TS */

| * Functions to deal w th key agreenent */

[ % kkkkkkhkhkkhkkkhkkkhkkkkkkkkkkkkkkkkkkkkkkkkkkkkhkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk k ok *x [

| *x
Causes all "non-gl obal -sponsor" nodes to initiate the "appropriate" action in response
to a "KEY_UPDATE" request. i.e., if nodes have an even index in their tree positions,
they nust initiate a Diffie-Hell man key exchange with their partners. O herwi se,
they sit and wait for a request.
*/
public void keyUpdate(long src, Biglnteger p, Biglnteger g){
i f(src == SPONSOR | D & PROTO STATE == State. CALM & NODE_STATE == State.JO NED N G S){

CURRENT_ARRAY = new NodeArray();
TI MEQUT_MATTERS = fal se;
START_TIME = SystemcurrentTimeM I 1is();

/! Refresh our own share...

CURRENT_P
CURRENT_G

p;
9;
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MY_PRI VATE = new Bi gl nt eger (128, 100, GENERATOR);
CURRENT_PRI VATE = MY_PRI VATE;
INITIAL_PK = nul | ;

/1 Initially, all nodes but the first node (the sponsor) have partners being their left sibling
i f (ARRAY. i ndexOf (Reactor.ID) !'= 0){
CURRENT_PARTNER = ( ARRAY. i ndexOf (Reactor.1D))-1;
CURRENT_PARTNER_I D = (( Node) (ARRAY. get Vect or (). el ement At (CURRENT_PARTNER) ) ) .id();
PROTO_STATE = St at e. UPDATI NG_KEY;
}
}
}

| *x
Initialize a Diffie-Hell man key exchange at the current point in the tree,
with the current key, prine, and personal share. If the node at which this
exchange is to take place is an internediary node, we will query it's "sponsor"
node.
*/
public void initDi ffieHell man(){
/1 1 begin by sending a Diffie-Hellman stage 1
/1 Now I include ny vector up to ny position...

java.util.Vector out = new java.util.Vector();
i f (CURRENT_ARRAY == nul | ) CURRENT_ARRAY = new NodeArray();
java.util.Vector orig = CURRENT_ARRAY. get Vector ();

for(int i = 0; i < CURRENT_ARRAY.i ndexOf (Reactor.ID); i++){
out.add(orig.elementAt(i));
}

/11 amalice....
Di ffi eHel | manExchange dhe = new DiffieHel | manExchange(
Reactor. D,
CURRENT_PARTNER | D,
CURRENT_P,
CURRENT_G,
CURRENT_PRI VATE,
out,
I NI TI AL_PK
)

/1 1f we are the seroth node, our initial PKis the one that occurs now
/1 for alice....
i f (ARRAY. i ndexOf (Reactor. D) == 0){
I NI TI AL_PK = dhe. public_key_alice;
}

CURRENT_PRI VATE = dhe. secret _key;
/1 1f you initialized an exchange, you won't be the last to broadcast the array,
/] so wait for it...
PROTO _STATE = Stat e. AWAI TI NG KEY_ARRAY;
}

[ xx

Message handl er for the request of a Diffie-Hellman key exchange. Froma cryptographic
perspective, this indicates that this node is "Bob," or the non-initiating party...
*/

public void diffieHell manSt ageOne(l ong src, Biglnteger p, Biglnteger g, Biglnteger pk, NodeArray precursor){
/1 W need to keep this public key around for later.....
FI RST_PK = pk;

i f(src == CURRENT_PARTNER | D && PROTO STATE == St at e. UPDATI NG KEY) {
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/1 | am bob. ..
Di ffi eHel | manExchange dhe = new DiffieHel | manExchange(src, Reactor.ID, p, g,

/1 W& were waiting for the node before us
/1l The node at us is us
/1 So 2 nodes past our current partner is where we head....

Node me = new Node();
me. i d(Reactor.|D);

/1 The zeroth node never sees this. so, bob’s public key is everyone else’'s initial
me. PUBLI C_KEY = dhe. publi c_key_bob;
I NI TIAL_PK = me. PUBLI C_KEY;

java.util.Vector v = precursor.getVector();
v. add(ne);

NodeArray a = new NodeArray(v);
CURRENT_ARRAY = a;

/1 So, now we use iteration, rather than recursion as in TGDH
i f (ARRAY. i ndexO (Reactor. | D) == ARRAY. get Vector().size()-1){

byte[] out = a.getBytes();

al | ocate(out.length + 6);

BUFFER. put Char (Message_OPC. KEY_ARRAY) ;
BUFFER. put | nt (out. | ength);

BUFFER. put (out ) ;

wr it eMessage( BUFFER, Message_OPC. BROADCAST) ;
ARRAY=3a;
conput eKey( MY_PRI VATE) ;

el se{
CURRENT_PARTNER+=2;
CURRENT_PARTNER_I D = (( Node) (ARRAY. get Vect or (). el enent At (CURRENT_PARTNER) )).id();
CURRENT_PRI VATE = dhe. secret _key;
initDiffieHell man();

}

}
}

CURRENT_PRI VATE, pk);

| *  HERHHHH R + ]

/* EEEEEEEREEEEEEEEEEEEEEEEEEEEEEEEREEEEEEEREEREEEEEEEREREEREEREEEEEEEEEEEEEEEESEESEEEEEEEEEEEEEES] */

| * End key agreenent

x/

/* EEEEEEEREEREEEEEEEEEEEEEEEEEEEEEEREEREEEEEREEEEEEREEEEREREREEEEEEEEEREEEEEEEESEESEEEEEEEEEEEEE TS */

/* EEEEEEEREEEEEEEEEEEEEEEEREEEEREEEEREEEEEEEEEEEEEEEEEREEEEEEEEEEEEEEEEEEEEEESEESEEEEEEEEEEEEE TS */

/| * Functions to del egate a gl obal sponsor

*/

/* EEEEEEEREEEEEEEEEEEEEEEEREEEEEEEEREEREEEREEREEREEREEREREEREREEREEEEEEEEEEEEEEEEESEESEEEEEEEEEEEEEEE] */

private void sponsorUpdate(){
synchroni zed( STATE_LOCK) {

| ong sponsor = ARRAY. get Sponsor ();

/l Literally do the switch......
| ast Meani ngful = SystemcurrentTineMI1lis();
SPONSOR_I D = sponsor;

/1 Make a conceptual switch of necessary....

i f (NODE_STATE == State.JO NED G S &% SPONSCR_I D ! = Reactor.|D){
NODE_STATE = State. JONED_N G S;
PROTO_STATE = State. CALM

}
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el se i f (NODE_STATE == State.JO NED N G S & . SPONSOR | D == React or

NODE_STATE = State. JO NED G S;
PROTO_STATE = State. CALM
}

/| Take the appropriate action
i f (NODE_STATE == State.JO NED_G S){

PROTO_STATE = St at e. UPDATI NG_KEY;
TI MEQUT_MATTERS = fal se;

/! Reset the public values, p, g, and our share...

CURRENT_P = new Bi gl nt eger (128, 100, GENERATOR);

CURRENT_G = new Bi gl nt eger (CURRENT_P. bi t Lengt h(), GENERATOR);
MY_PRI VATE = new Bi gl nt eger (128, 100, GENERATOR);

/1 Initially, the private key is our share

CURRENT_PRI VATE = MY_PRI VATE;

/] Set out current responsibility to be our sibling

/'l Broadcast the update request...

al | ocat e( Reactor. MIu);

byte[] pa = CURRENT_P.toByteArray();
byte[] ga = CURRENT_G. toByteArray();

al | ocat e( pa. | engt h+ga. | engt h+10) ;
BUFFER. put Char (Message_OPC. KEY_UPDATE) ;
BUFFER. put | nt (pa. | ength);

BUFFER. put ( pa) ;

BUFFER. put | nt (ga. | ength);

BUFFER. put (ga) ;

/1 Start the tiner to include the wite to
/1 conpensate for the missing read...
START_TIME = SystemcurrentTimeMI1is();
CURRENT_ARRAY = new NodeArray();

TI MEQUT_MATTERS = fal se;

CURRENT_PARTNER = 1;
CURRENT_PARTNER_I D = ((Node) (ARRAY. get Vector().elementAt(1))).id();

wr it eMessage( BUFFER, Message_OPC. BROADCAST) ;
initDiffieHell man();

el se{
PROTO_STATE = St ate. CALM
}
}
}

public void sponsor_switch(long src, Iong newS, NodeArray na){
synchroni zed( STATE_LQOCK) {
i f(src == SPONSOR | D & NODE_STATE == State. JO NED N G S){
/1 This | ooks ugly????
TEMP_ARRAY = na;
LAST_SOURCE = news;
SPONSOR _| D = news;
PROTO _STATE = State.JO N_CLI ENT_PENDI NG,
| ast Meani ngful = SystemcurrentTimeMI1lis();
}
}
}

1D){

/* EEEEEEEREEEEEEEEEEEEEEEEREEEEREEREEREREREREEREREERERESEREREESEEEEEEEEEEREEEESEE SRS EEEEEEEEEEEE RS */

| * End gl obal sponsor

*/

/* EEEEEEEREEEEEEEEEEEEEEEEEEEEEEEEREEREEREEREEEEEEEEEEEREEEEEEEEEEEEEEREEEEEEEESEESEEEEEEEEEEEEE TS */
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/* EEEEEEEREEEEEEEEEEEEEEEEEEEEEEEEREEREEREEEREEREEREEREEEREREEREEEEEEEEEEEEEEEEEEEESEEEEEEEEEEEEEEE] */

[ * Prot ocol Function Handl ers */
/* R R R R SRR EEEEEEEEEEEEE SRR EEEEEEEEEEEEREEEREREEEEREERERREEEEEREEEEEEEEEEEEEEEREESEESEESEERESEESESESE] */

public void join_probe(){
synchroni zed( STATE_LOCK) {
al | ocate(2);
BUFFER. put Char (Message_OPC. JO N_REQUEST) ;
wr it eMessage( BUFFER, Message_OPC. BROADCAST) ;
}
}

public void nerge_probe(){
synchroni zed( STATE_LQOCK) {
al | ocate(2);
BUFFER. put Char (Message_OPC. MERGE_REQUEST) ;
wri t eMessage( BUFFER, Message_OPC. BROADCAST) ;
}
}

public void junpstart(){
synchroni zed( STATE_LOCK) {
i f (NODE_STATE == State. | N T_O\LY) {
NCDE_STATE = State. JO NI NG
PROTO_STATE = State. CALM
join_probe();
KEY. at t ach( React or . READER) ;
KEY. i nt er est Ops( KEY. OP_READ) ;
| ast Meani ngful = SystemcurrentTineMI11lis();
}
}
}

public void join_request(long src){
synchroni zed( STATE_LQOCK) {
i f(

(NODE_STATE == State.JO NING | | NODE_STATE == State.JO NED G S) &&

PROTO_STATE==St at e. CALM

) {
TI MEOQUT_MATTERS=t r ue;
PROTO_STATE = St ate. JO N_SERVER;
al | ocate(2);
BUFFER. put Char (Message_OPC. JO N_RESPONSE) ;
wri t eMessage( BUFFER, src);
LAST_SOURCE = src;
| ast Meani ngful = SystemcurrentTimeMIlis();

}

else if(timedQut()){
PROTO_STATE = St ate. CALM
TI MEQUT_MATTERS = fal se;
join_request(src);

}
}

public void nerge_request(long src){
synchroni zed( STATE_LQOCK) {
if(
NODE_STATE == State. JO NED_G S &&
PROTO_STATE == St at e. CALM

H
TI MEOUT_MATTERS=t 1 ue;

PROTO_STATE = St at e. MERGE_SERVER,
al l ocate(2);
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BUFFER. put Char ( Message_OPC. MERGE_RESPONSE) ;
w it eMessage( BUFFER, src);
LAST_SOURCE = src;

| ast Meani ngful = SystemcurrentTineMI11lis();

}

else if(timedQut()){
PROTO_STATE = St ate. CALM
TI MEQUT_MATTERS = fal se;
mer ge_r equest (src);

}
}

public void join_response(long src){
synchroni zed( STATE_LQOCK) {
if(

NODE_STATE == State.JO NI NG &&

(PROTO_STATE == State. CALM

) {
TI MEOQUT_MATTERS=t r ue;
PROTO_STATE = State.JO N_CLI ENT;
SPONSOR_I D = src;

Node n = new Node();
n.id(Reactor.1D);
al | ocat e(n. si zel nBytes() +2);

BUFFER. put Char (Message_OPC. JO N_CONFI RM ;
BUFFER. put (n. getBytes());

wri t eMessage( BUFFER, src);
LAST_SOURCE = src;

| ast Meani ngful = SystemcurrentTineMI11lis();

}

el se{
al | ocate(2);
BUFFER. put Char (Message_OPC. JO N_REJECT) ;
wri t eMessage( BUFFER, src);
if(timedout()){
PROTO_STATE = St ate. CALM
TI MEQUT_MATTERS = fal se;
join_response(src);
}
}
}
}

public void nerge_response(long src){
synchroni zed( STATE_LOCK) {
if(
NODE_STATE == State.JO NED G S &&
PROTO_STATE == State. CALM

) {
TI MEOUT_MATTERS=t r ue;

PROTO _STATE = St at e. MERGE_CLI ENT;
LAST_SOURCE = src;

byte[] a = ARRAY. get Bytes();

al l ocate(a.l ength + 6);

BUFFER. put Char ( Message_OPC. MERGE_CONFI RM ;
BUFFER. put | nt (a. | ength);

BUFFER. put (a) ;

w it eMessage( BUFFER, src);

| ast Meani ngful = SystemcurrentTimeMI1lis();

}

el se{
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al l ocate(2);
BUFFER. put Char ( Message_OPC. MERGE_REJECT) ;
wri t eMessage( BUFFER, src);
if(timedaut()){
PROTO_STATE = St at e. CALM
TI MEQUT_MATTERS = fal se;
mer ge_r esponse(src);
}
}
}
}

public void join_confirm Node n){
synchroni zed( STATE_LOCK) {
i f(
(NODE_STATE == State.JO NING || NODE_STATE == State.JO NED G S) &&
PROTO _STATE == State.JO N_SERVER
){
if(n.id() == LAST_SOURCE) {
TEMP_ARRAY = new NodeArray( ARRAY. get Bytes());
TEMP_ARRAY. add(n) ;
byte[] a = TEMP_ARRAY. get Bytes();
al l ocate(a.l ength + 6);
BUFFER. put Char (Message_OPC. A_STRUCTURE) ;
BUFFER. put I nt (a. | ength);
BUFFER. put (a);

wri t eMessage( BUFFER, Message_OPC. BROADCAST) ;
PROTO_STATE = St at e. JO N_SERVER_PENDI NG

| ast Meani ngful = SystemcurrentTineMI11lis();

}
else if(timedQut()){
PROTO_STATE = St ate. CALM

}

}
else if(timedQut()){
PROTO_STATE = St ate. CALM
TI MEQUT_MATTERS = fal se;
}
}
}

public void nerge_confirm(long src, NodeArray na){
synchroni zed( STATE_LOCK) {
if(
NODE_STATE == State.JO NED G S &&
PROTO_STATE == St at e. MERGE_SERVER
){
if(src == LAST_SOURCE){

// Grab the array transnmitted to us and
/] add it to our own...

TEMP_ARRAY = ARRAY;

TEMP_ARRAY. ner ge(na) ;

byte[] a = TEMP_ARRAY. get Bytes();

al l ocate(a.l ength + 6);

BUFFER. put Char (Message_OPC. A_ STRUCTURE) ;
BUFFER. put | nt (a. | ength);

BUFFER. put (a) ;

wri t eMessage( BUFFER, Message_OPC. BROADCAST) ;
PROTO_STATE = St at e. MERGE_SERVER_PENDI NG,
| ast Meani ngful = SystemcurrentTineMI11lis();

o

se if(timedaut()){
PROTO_STATE = State. CALM
TI MEOUT_MATTERS = fal se;
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}
else if(timedQut()){
PROTO_STATE = St ate. CALM
TI MEQUT_MATTERS = fal se;
}
}
}

public void join_reject(long src){
synchroni zed( STATE_LOCK) {
i f(src == LAST_SOURCE && NODE_STATE < 3){
PROTO_STATE = St ate. CALM
TI MEQUT_MATTERS = fal se;
| ast Meani ngful = SystemcurrentTineMI11lis();
}
}
}

public void nerge_reject(long src){
synchroni zed( STATE_LQOCK) {
if(src == LAST_SOURCE && NODE_STATE == State.JO NED G S && PROTO STATE != State.CALM{
PROTO_STATE = St at e. CALM
TI MEQUT_MATTERS = fal se;
| ast Meani ngful = SystemcurrentTineMIlis();
}
}
}

public void array_update(long id, NodeArray na){
synchroni zed( STATE_LOCK) {
if(
( NODE_STATE == State.JO NI NG & PROTO STATE == State.JO N_CLI ENT)

)R
if(id == SPONSOR I D){
LAST _SOURCE = id:

PROTO_STATE = State.JO N_CLI ENT_PENDI NG
TEMP_ARRAY = na;

al | ocate(2);

BUFFER. put Char (Message_OPC. A COWM T) ;
witeMessage( BUFFER, id);

| ast Meani ngful = SystemcurrentTimeMI11lis();

}
else if(timedQut()){
PROTO_STATE = St ate. CALM

}

}
el se i f(NODE_STATE == State.JONED N G S && PROTO _STATE == State. CALM{
if(id == SPONSOR_I D) {
LAST_SOURCE = id;
PROTO STATE = State.JO N_CLI ENT_PENDI NG
TEMP_ARRAY = na;
| ast Meani ngful = SystemcurrentTimeMI1lis();

}

else if(timedQut()){
PROTO_STATE = St ate. CALM
TI MEQUT_MATTERS = f al se;

}

}
el se if (NODE_STATE == State.JO NED G S && PROTO_STATE == St ate. MERGE_CLI ENT) {
if(id == LAST_SOURCE) {
TEMP_ARRAY = na;
LAST_SOURCE = i d;
NODE_STATE = State. JONED N G S;

byte[] out = TEMP_ARRAY. get Byt es();
al | ocat e(out. | engt h+14);
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BUFFER. put Char ( Message_OPC. SPONSOR_SW TCH) ;
BUFFER. put Long( LAST_SOURCE) ;

BUFFER. put | nt (out. | ength);
BUFFER. put (out) ;

wri t eMessage( BUFFER, Message_OPC. BROADCAST) ;

/1 Informthe nmerge nmaster to conmt

al | ocate(2);

BUFFER. put Char (Message_OPC. A COWM T) ;

writ eMessage( BUFFER, id);

| ast Meani ngful = SystemcurrentTineMI11lis();
SPONSOR | D = LAST_SOURCE;

}

else if(timedQut()){
PROTO_STATE = St at e. CALM
TI MEQUT_MATTERS = fal se;

}

}
else if(timedQut()){
PROTO_STATE = St ate. CALM
TI MEQUT_MATTERS = fal se;
}
}
}

[ % kkkkkkhkkkkhkkhkkkkkkhkkkkkkkkkkkkkkkkkkkkkkkkkhkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk k[

| * End Protocol Function Handl ers */

[ % kkkkkkhkkkhkkkhkkkkkkhkkkkkkkkkkhkkkkkkkkkkkkkkhkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk ok x [

[ % kkkkkkhkkkhkkkhkkkhkkhkkkkkkkkkkhhkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk k ok x [

/| * Tree Update Functions */

[ % kkkkkkhkkkhkkkhkkkkkkhkkkkkkkkkkkkkkkkkkkkkkkkkhkkkkkkkkkkkkkkkhkkkkkkkkkkkkkkkkkkkkkk k ok *x [

public void key_array(NodeArray n, long id){
synchroni zed( STATE_LOCK) {
java.util.Vector v = ARRAY. get Vector ();
long last = ((Node)(v.elementAt(v.size()-1))).id();
i f(
(PROTO_STATE == St ate. AWAI TI NG_KEY_ARRAY) &&(id == | ast)
){
ARRAY = n;
conput eKey( MY_PRI VATE) ;

PROTO_STATE = St at e. CALM
TI MEQUT_MATTERS = fal se;
| ast Meani ngful = SystemcurrentTimeMIlis();

}
else if(timedQut()){
TI MEQUT_MATTERS = f al se;
| ast Meani ngful = SystemcurrentTimeM I lis();
}
}
}

public void a_commt(long id){
synchroni zed( STATE_LOCK) {
i f(id == LAST_SOURCE) {
| ast Meani ngful = SystemcurrentTineMI11lis();
if(
(NODE_STATE == State.JO NI NG & PROTO_STATE == State.JO N_CLI ENT_PENDI NG | |
(NODE_STATE == State.JO NED_G S & PROTO_STATE == St at e. MERGE_CLI ENT)

)

ARRAY = TEMP_ARRAY;
NODE_STATE = State. JONED N G S;
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PROTO_STATE = St ate. CALM
TI MEOUT_MATTERS=f al se;
sponsor Updat e() ;

}

else if(
(NODE_STATE == State. JON NG || NODE_STATE == State.JO NED G S) &&
PROTO_STATE == St ate. JO N_SERVER_PENDI NG
){
al | ocate(2);
ARRAY = TEMP_ARRAY;
BUFFER. put Char (Message_ OPC. A COWM T) ;
wr it eMessage( BUFFER, Message_OPC. BROADCAST) ;
NCDE_STATE = State. JO NED_G_S;
PROTO_STATE = St ate. CALM
TI MEQUT_MATTERS=f al se;
sponsor Updat e() ;

el se i f (NODE_STATE == State.JO NED G S && PROTO _STATE == St at e. MERGE_SERVER_PENDI NG) {
ARRAY = TEMP_ARRAY;

al l ocate(2);

BUFFER. put Char (Message_ OPC. A COWM T) ;

wr it eMessage( BUFFER, Message_OPC. BROADCAST) ;

NCDE_STATE = State. JO NED_G_S;

PROTO_STATE = State. CALM

TI MEOQUT_MATTERS=f al se;

sponsor Updat e() ;

o

se if (NODE_STATE == State.JO NED N G S){
ARRAY = TEMP_ARRAY;

PROTO_STATE = State. CALM

TI MEQUT_MATTERS=f al se;

sponsor Updat e() ;

}
else if(timedQut()){
PROTO_STATE = St at e. CALM
TI MEQUT_MATTERS = fal se;
}
}
}

[ % kkkkkkhkkkkkkkhkkkkkkhkkkkkkkkkkhkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkhkkkkkkkkkkkkkkkkkkkkkkk ok *x [

| * End Tree Functions */

[ % kkkkkkhkkkhkkkhkkkkkkhkkkkkkkkkkkkkkkkkkkkkkkkkhkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk k ok x [

5.2.51 v1/LGDH/Node.java

i mport java. math. Bi gl nt eger;
public class Node{

private long |ID

private byte | NTERMVEDI ARY;

/1 Each node in the tree generates a public key through a diffie-hell man exchange.
public Bi gl nteger PUBLI C KEY;

publ i ¢ Node(){
PUBLI C_KEY = new Bi gl nteger("-1");
ID=-1;

}

196



publ i c Node(byte[] b){
java. nio.ByteBuffer bb = java.nio.ByteBuffer.allocate(b.length);
bb. put (b);
bb. position(0);

if(bb.get() == -1){
ID = -1,
el se{

I D = bb. getLong();
}

int length = bb.getInt();
byte[] shareval = new byte[length];
bb. get (shareval);

PUBLI C_KEY = new Bi gl nt eger (shareval);
}

public byte[] getBytes(){
java. ni o. ByteBuffer out = java.nio.ByteBuffer.allocate(sizelnBytes());

/'l Hack to save space!!!

if(1D==-1){

out. put ((byte)-1);
}
el se{

out.put((byte)l);
out . put Long(1D);
}

byte[] a = PUBLI C_KEY.toByteArray();

out.putlnt(a.length);
out.put(a);

byte[] retval = new byte[sizelnBytes()];
out . position(0);
out.get(retval);

return retval;

}

public long id(){
return I D

}

public void id(long id){
ID=id;

}

publ i c bool ean internediary(){
return (1D == -1)?true:fal se;

}

public void intermediary(bool ean val ue){
| NTERVEDI ARY = ((val ue==true)?(byte)-1:(byte)l);
}

public String toString(){

String s = new Long(ID).toString();

return s.substring(((s.length()-7)>=0)?(s.length()-7):0, s.length());
}

/1 1 byte internediate flag
/'l Possible 8 byte ID

/1 16/ 17 byte public key
public int sizelnBytes(){
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int pkl = PUBLIC_KEY.toByteArray().!length;
return (1D == -1)?(pkl +5): (pkl +13);
}

5.2.52 v1/LGDH/Reactor.java

| *
This code is Copyright Kieran S. Hagzan. NO unaut horized duplication w thout pernission.
*/

i mport java. ni o. channel s. Dat agr anChannel ;
i mport java. ni o. channel s. Sel ector;

i mport java. ni o. channel s. Sel ecti onKey;

i mport java. net. | net Socket Addr ess;

| *x
Cl ass <code>Reactor</code> is the main powerhouse for non-bl ocki ng UDP
dat agram broadcasts. It follows a traditional "Reactor" software pattern
and uses a thread pool to handle the influx of events triggering actions.

*/

public class Reactor inplenments Runnabl e{

/+*+ The port where this <code>Reactor</code> will run.x/
private static int PORT;

/+*%* The network Maxi mum Transmi ssion Unit used in this <code>Reactor</code>. */
public static int MU,

public static long ID;

| ** The <code>Dat agr anChannel </ code> used as a transport mechani sm */
private static DatagranChannel CHANNEL;

private bool ean JUVPSTART;

public static int MAX_NODES;

[ xx
A </ code>Sel ect or </ code> used to nanage the I/O status of <code>Sel ecti onKeys</code>
in this <code>Reactor</code> one for bookeepi ng nmeasures, another for insecure user
nmessage capabilities.
*/

private Sel ector SELECTOR;

/** The <code>Sel ecti onKey</code> used for secure group conmuni cation |/ O bookeepi ng data.
private Sel ecti onKey KEY;

public static Reader READER

public static MessageProcessor PROCESSOR;
public static Node NODE;

private | ong accunul at ed;

public static int DEBUG = 5;

public voi d set DebuglLevel (int |evel){

DEBUG = | evel ;
}

[+ Constructs a new <code>React or</code> on port 12333 with a default MIU of 512 bytes. =*/
public Reactor(){
t hi s(12333, 512, false, 100);
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}

[ xx
Constructs a new <code>React or</code> on the specified port with a default MU of 512 bytes.
@aram port The port to bind the <code>React or </ code>"s <code>Dat agr anChannel </ code> on.
*/
public Reactor(int port){
this(port, 512, false, 100);

| *x
Constructs a new <code>React or </ code> on the specified port and MIU.
@aram port The port to bind the <code>React or </ code>'s <code>Dat agr amChannel </ code> on.
@aram ntu The Maxi mum Transm ssion Unit used on the underlying network nedia.

*/
public Reactor (int port, int ntu){
this(port, ntu, false, 100);
}

public Reactor(int port, int ntu, boolean junpstart, int max){
MAX_NODES = nax;
PORT=port;
MrU=nt u;
JUWPSTART=j unpstart;
ID = (long)(Math.randon()*1000000000000000. 0);
NODE = new Node();

NODE. i d( I D) ;
accumul ated = 0;
DEBUG=3;
}
[ xx
Runs this <code>Reactor</code> First, all channels are initialized to be non-bl ocking,
then an infinite poll-loop is entered to facilitate reacti on-when-necessary event handling.
*/

public void run(){
i f (DEBUG == 5) {
Systemout.print("Reactor initializing...");

initialize();
i f (DEBUG == 5){
System out. println("done!");

}
i f (! JUMPSTART) {
/1 Attach a new discoverer here...
PROCESSOR. NODE_STATE = State. JO NI NG
PROCESSOR. PROTO_STATE = St at e. CALM
i f (DEBUG >= 3){
Systemout.println("[Reactor]:Probing...");

}
PROCESSOR. j 0i n_probe();
KEY. at t ach( READER) ;
KEY. i nt er est Ops( KEY. OP_READ) ;

}

el se{
PROCESSOR. NODE_STATE = State. I NI T_ONLY;
PROCESSOR. PROTO_STATE = St at e. CALM
/1l Oherwise wait for the junpstart nmessage to propogate to us...
i f (DEBUG >= 3){

System out. println("Reader Attached!");

}
KEY. at t ach( READER) ;
KEY. i nt er est Ops( KEY. OP_READ) ;

}
pol I ();
}

| *x
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Initializes this <code>Reactor</code>. Channels and selectors are opened and configured for

non- bl ocking I1/0O and keys are set for reading until later notified otherw se.
*/
private void initialize(){

try{

CHANNEL = Dat agr anthannel . open();

/1 This line allows for nmany instances of this
// class to run on the sanme nachine. ..
CHANNEL. socket () . set ReuseAddr ess(true);
CHANNEL. socket () . set Broadcast (true);
CHANNEL. confi gur eBl ocki ng(fal se);
/+ Bind to the broadcast address on the given port =*/
CHANNEL. socket () . bi nd(new | net Socket Address("0.0.0.0", PORT));
SELECTOR = Sel ector. open();
KEY = CHANNEL. r egi st er (SELECTOR, Sel ecti onKey. OP_READ) ;
/+ Create the nmessage processor using out argunents =*/
READER = new Reader (KEY);
PROCESSOR = new MessageProcessor (MU, JUVPSTART, KEY, NODE);
/1 1f we are to not to be junpstarted,

}

cat ch(Exception e){
Systemout.printIn("failed!'\n\nError occured during initialization:");
e.printStackTrace();
Systemexit(-1);

}

}

| *x
The main poll |oop. The native hardware of the systemis polled to see
if any 1/0 bound for this <code>Reactor</code> is ready. |If so, a set
of <code>Sel ecti onKey</code>s are returned and iterated through, processing
the 1/O events in turn by separate thread-pool threads for maxi num event-handling
t hr oughput .
*/
private void poll(){
i f (DEBUG >= 3){
System out. println("Beginning poll loop...");

}
whi | e(! Thread. current Thread().interrupted()){
try{

PROCESSOR. NODE_STATE == State. JO NI NG | |
PROCESSOR. NODE_STATE == State. JONED G S
) &&

PROCESSOR. PROTO_STATE == St at e. CALM

)

SELECTOR. sel ect ((i nt) (Math. randon()+*100000. 0) %4000) ;

}

el se i f (PROCESSOR. PROTO _STATE ! = State. CALM{
SELECTOR. sel ect (1000) ;

}

el se

SELECTOR. sel ect () ;

cat ch(Exception e){
System out. print("\nCaught poll interrupt!\nShutting down...");
try{
KEY. cancel ();
CHANNEL. cl ose();
SELECTOR. cl ose();
System out. println("done!");
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Systemexit(-1);
}
cat ch(Exception f){}
}

java.util.Set readyKeys = SELECTOR sel ect edKeys();
java.util.lterator it = readyKeys.iterator();
whi | e(it.hasNext ()){
Sel ecti onKey sk = (Sel ectionKey)it.next();
if(sk !'= null){
Obj ect o = sk.attachnent();

if(o!=null & o instanceof Runnable){
((Runnabl e)0).run();
}
}
}
}
}

public static void wite(byte[] nessage, |ong destination){
/+ Later this needs to be passed to an encoder for breaking into chunks */
java. ni 0. ByteBuffer out = java.nio.ByteBuffer.allocate(nessage.|ength+16);
out . put Long(1D);
out . put Long(destination);
out . put (message) ;
out . position(0);
int wote = 0;
try{
whi | e(out. position() < out.capacity()-1){
CHANNEL. send(out, new java. net. | net Socket Address("255. 255. 255. 255", PORT));
}
}
cat ch(Exception e){
Systemout.printIn("lI/O Error on Channel!");
e.printStackTrace();
}
}

5.2.53 v1/LGDH/Reader.java

| x
This code is Copyright Kieran S. Hagzan. NO unauthorized duplication w thout permi ssion.
*
/

i mport java. ni o. channel s. Sel ecti onKey;
i mport java.nio.ByteBuffer;
i mport java. net. Socket Addr ess;

public class Reader inplenments Runnabl e{

private final SelectionKey KEY;
private ByteBuffer BUFFER;
private bool ean EXECUTED;

publ i ¢ Reader (Sel ecti onKey sk){

KEY=sk;

EXECUTED=f al se;

BUFFER= Byt eBuffer. al | ocat e( React or. MIU);
}

public void run(){
try{
BUFFER. posi tion(0);
Socket Address a = ((j ava. ni o. channel s. Dat agr antChannel ) (KEY. channel ())).recei ve( BUFFER) ;
BUFFER. posi tion(0);
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/1 Either there is something here, useability undeternmnined...

if(a!l=null){

new Decoder (KEY, BUFFER).run();
}
else if(

(React or . PROCESSOR. NODE_STATE == State. JO Nl NG && React or . PROCESSOR. PROTO_STATE == St at e. CALM

if (Reactor.DEBUG >= 3)
Systemout. println("[Reader]:Join Probing...");
React or . PROCESSOR. j oi n_probe();
}

else if(
(React or . PROCESSOR. NODE_STATE == State. JO NED G S && React or. PROCESSOR. PROTO_STATE == St at e. CALM
)
if (Reactor.DEBUG >= 3)
Systemout. println("[Reader]: Merge Probing...");
React or . PROCESSOR. er ge_pr obe() ;

}

/'l O we have tinmed out...
el se{
React or . PROCESSOR. set Prot oSt at e( St at e. CALM) ;
KEY. sel ector (). wakeup();

}

KEY. att ach(t hi s);
KEY. i nt er est Ops( KEY. OP_READ) ;
return;

}
cat ch(Exception e){

Systemout.printIn("I/OError while reading!!!!");
e.printStackTrace();
}
}
}

5.2.54 v1/LGDH/State.java

| *
This code is Copyright Kieran S. Hagzan. NO unaut horized duplication w thout pernission.
*/

public class State{

/+ Node States...=*/

public static final char I NIT_ONLY = 0x0001;
public static final char JO N NG = 0x0002;
public static final char JONED N G S = 0x0003;
public static final char JONED G S = 0x0004;

/* Protocol States...=*/

[+ The Join States ... x/

public static final char JO N_SERVER = 0x0010;

public static final char JO N_CLI ENT = 0x0011;

public static final char JO N_SERVER CONFI RVED = 0x0012;
public static final char JO N_SERVER PENDI NG = 0x0013;
public static final char JO N_CLI ENT_PENDI NG = 0x0014;

/+ The Merge States =*/
public static final char MERGE_SERVER
public static final char MERGE_CLI ENT

0x0020;
0x0021;
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public static final char MERGE_SERVER CONFI RMED = 0x0022;
public static final char MERGE_SERVER PENDI NG = 0x0023;
public static final char MERGE_CLI ENT_PENDI NG = 0x0024;
/+ States relevant during key update */

public static final char AWAI TI NG_KEY_ARRAY= 0x0031;
public static final char REQUESTI NG TREE = 0x0032;

public static final char UPDATI NG KEY = 0x0033;

/+* The Calm State...x*/
public static final char CALM = Oxffff;

5.2.55 v1/LGDH/NodeArray.java

inmport java.util.Vector;
inmport java.io.x*;

public class NodeArray{
private Vector NODES;

public static void main(String[] args){
NodeArray STRUCT = new NodeArray();

try{
Buf f eredReader br = new Buf f er edReader (new | nput St reanReader (Systemin));
whi | e(true){

System out. print("\nNodeArray >> ");
String command = br.readLi ne();
String[] operands = command.split("\\s");
i f(operands.|length == 0){

operands = new String[1];

operands[0] = "";

final String operator = operands[0].toLowerCase();
i f(operator.indexCOr("add") >= 0 ){
if(
operands.length < 2 ||
ljava.util.regex. Pattern. matches("[0-9]+", operands[1])
) {
Systemout.println("Add -> Wong Syntax:\n"+
"NodeArray>> add <nr Nodes>");

}
el se{
int nrToAdd = Integer. parselnt(operands[1]);
for(int i = 0; i < nrToAdd; i++){
long rand = (Il ong) (Math. randon()*1000000000. 0);
Node n = new Node();
n.id(rand);
STRUCT. add(n);
}
}
el se if(operator.indexO("ren) >= 0){
if(

operands.length < 2 ||
ljava.util.regex. Pattern. matches("[0-9]+", operands[1])
) {
Systemout.println("rem-> Wong Syntax:\n"+
"NodeAr ray>> rem <nodel D>") ;
}

el se{

I ong rem = Integer. parselnt(operands[1]);
bool ean gone = fal se;
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for(int i = 0; i < STRUCT.size(); i++){
Node n = (Node) (STRUCT. get Vector().elementAt(i));

if(n.toString().indext (new Long(rem.toString()) >= 0){
STRUCT. r emrove( n) ;

gone = true;

}

}
i f(!gone){

System out. println("No resenbl ance of "+rem+" could be found!");
}

}

el se if(operator.indexOf ("nmerge") >= 0){

if(
operands.length < 2 ||
ljava.util.regex. Pattern. matches("[0-9]+", operands[1])
)

Systemout.println("Merge -> Wong Syntax:\n"+
"NodeArray>> nerge <NodeArraySi ze>");
}

el se{
int nrToAdd = Integer. parselnt(operands[1]);
NodeArray na = new NodeArray();
for(int i = 0; i < nrToAdd; i++){
long rand = (Il ong) (Math. randon()*1000000000. 0);
Node n = new Node();
n.id(rand);
na. add(n);

}
STRUCT. ner ge(na);
}

else if(operator.indexCOf("part") >= 0){

el se if(operator.indexCf("quit") >= 0){
System out. printl n(" Goodbye!");
System exit (0);
}
el sef
System out. println("Unknown Operator! -> ["+operands[0]+"]");
}

Systemout. println("Structure:\n"+STRUCT);

}
catch (1 CeException e){
e.printStackTrace();
System exit(0);
}
}

publ i c NodeArray(){
NODES = new Vector();

}

publ i ¢ NodeArray(Vector v){
NODES = v;,

}

publ i ¢ NodeArray(byte[] nodes){
NODES = new Vector();
int count = O;
java. ni o. ByteBuffer bb = java.nio.ByteBuffer.all ocate(nodes.!|ength);
bb. put (nodes);
bb. position(0);
while (bb.position() < bb.limt()){
int len = bb.getlnt();
byte[] node = new byte[len];
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bb. get (node) ;
Node n = new Node( node);
NODES. add(n) ;
}
}

public void add(Node n){
synchr oni zed( NODES) {
NODES. add( 0, n);

}
}

public void renpove(Node n){
synchr oni zed( NODES) {
NODES. r enove(n) ;
}
}

public void nerge(NodeArray others){
synchr oni zed( NODES) {
NODES. addAl | (ot hers. get Vector());
}
}

/1 Functions as Vector.renmoveAl l();
public void partition(Vector ousted){
synchr oni zed( NODES) {
NODES. r enpveAl | (oust ed);
}
}

public int size(){
return NODES. si ze();

}

public Vector getVector(){
synchr oni zed( NODES) {
return NODES;
}
}

public String toString(){
String retval = "";
synchr oni zed( NODES) {
int a = NODES. si ze();
if(a == 0){
retval = "Enpty Set";
}
el se{
retval += "[ "
for(int i =0; i < a; i++){
String id = new Long(((Node) NODES. el ement At (i)).id()).toString();
retval +=id,;

if(i '=(a-1)){
retval +=(" | ");
}
retval +=" 1";
}
}
return retval;
}

public | ong get Sponsor(){
return ((Node) (NCDES. el ement At ((0)))).id();
}

public byte[] getBytes(){
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synchr oni zed( NODES) {
java. ni o. ByteBuffer out = java.nio.ByteBuffer.allocate(Reactor.MIU);
int count = O;
for(int i = 0; i < NODES.size(); i++){
byte[] a = ((Node)(NODES. el ement At (i))).getBytes();
out.putlnt(a.length);
out. put(a);
count += a.length+4;

byte[] retval = new byte[count];
out . position(0);
out.get(retval);

return retval ;

}
}
public int indexOf(long id){
int index = -1;
for(int i = 0; i < NODES.size(); i++){
Node n = (Node) ( NCDES. el enent At (i));
if(n.id() ==id){
index = 1i;
}
}
return index;
}

5.2.56 v1/TGDH/Decoder.java

| *
This code is Copyright Kieran S. Hagzan. NO unaut horized duplication w thout pernission.
*/

i mport java. ni o. channel s. Sel ecti onKey;
i mport java.nio.ByteBuffer;
i mport java. net. | net Socket Addr ess;

public class Decoder inplenents Runnabl ef

private Sel ecti onKey KEY;

private ByteBuffer MESSAGE;
private bool ean EXECUTED;

private | netSocket Address source;

int length;

byte[] tree;
Tree t;

publ i c Decoder (Sel ecti onKey key, ByteBuffer nesg, |netSocketAddress addr){

KEY=key;
EXECUTED = f al se;
MESSAGE=nesg;

source = addr;

}

public void run(){
synchroni zed(this){
i f (EXECUTED) r et urn;
el se EXECUTED=t r ue;
}
[+ Decode a message */
| ong src = MESSAGE. get Long();
| ong dest = MESSACE. get Long();
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if(src !'= Reactor.ID && (dest == Message_OPC. BROADCAST | |
final char type = MESSAGE. get Char ();
swi tch(type){

case Message_OPC. JUMPSTART:
React or . PROCESSOR. j unpstart () ;
br eak;

[ % mmmm e Join Messages ----------------- */
case Message_OPC. JO N_REQUEST:

React or . PROCESSOR. j 0i n_r equest (src, source);

br eak;
case Message_OPC. JO N_RESPONSE:

React or . PROCESSOR. j 0oi n_r esponse(src, source);

br eak;

case Message_OPC. JO N_CONFI RM
byte[] rest = new byte[ React or. NODE. si zel nBytes()];
MESSACE. get (rest);
Node n = new Node(rest);
React or . PROCESSOR. j oi n_confirm(n, source);
br eak;

case Message_OPC. JO N_REJECT:
React or . PROCESSOR. j oi n_rej ect(src, source);
br eak;

[* e Merge Messages ------------------ */

case Message_OPC. MERGE_REQUEST:
React or . PROCESSOR. ner ge_r equest (src, source);
br eak;

case Message_OPC. KEY_UPDATE:
int plen = MESSAGE. getlnt();
byte[] p = new byte[plen];
MESSAGE. get (p) ;
java. mat h. Bi gl nteger prinme = new java. mat h. Bi gl nt eger (p);

int glen = MESSAGE. getlnt();

byte[] g = new byte[glen];

MESSAGE. get (g) ;

j ava. mat h. Bi gl nt eger generator = new java. nath. Bi gl nteger(9);

React or . PROCESSOR. keyUpdat e(src, prime, generator, source);
br eak;

case Message_OPC. MERGE_RESPONSE:
React or . PROCESSOR. ner ge_r esponse(src, source);
br eak;

case Message_OPC. MERGE_CONFI RM
int length = MESSAGE. getlInt();
byte[] tree = new byte[l ength];
MESSACE. get (tree);
Tree t = new Tree(tree);
React or . PROCESSOR. nerge_confirm(src, t, source);
br eak;

case Message_OPC. DH WAIT:
React or . PROCESSOR. dh_wai t (src, source);
br eak;

case Message_OPC. DH_STAGCE_1:
I ength = MESSAGE. getInt();

byte[] pa = new byte[l ength];
MESSACE. get ( pa) ;
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prime = new j ava. mat h. Bi gl nt eger (pa) ;

| ength = MESSAGE. getlnt();

byte [] ga = new byte[length];

MESSACE. get (ga) ;

generator = new java. mat h. Bi gl nt eger (ga);

I ength = MESSAGE. getInt();

byte[] pka = new byte[length];

MESSAGE. get ( pka) ;

j ava. mat h. Bi gl nt eger public_key = new java. nat h. Bi gl nt eger ( pka) ;

React or . PROCESSOR. di ffi eHel | manSt ageOne(src, prinme, generator, public_key,
br eak;

case Message_OPC. DH_STAGE 2:
I ength = MESSAGE. getlnt();
byte[] pubk = new byte[length];
MESSAGCE. get ( pubk) ;

int position = MESSAGE. getInt();

Tree tr = null;

I ength = MESSAGE. getlnt();
byte[] tre = new byte[length];
MESSAGE. get (tre);

tr = new Tree(tre);

React or . PROCESSOR. di ffi eHel | manSt ageTwo(src, new j ava. mat h. Bi gl nt eger (pubk), tr,

br eak;

case Message_OPC. MERGE_REJECT:
React or . PROCESSOR. nerge_rej ect(src, source);
br eak;

case Message_OPC. SPONSOR_SW TCH:
| ong newS = MESSACE. get Long();
int len = MESSAGE. getlnt();
byte[] a4 = new byte[len];
MESSACE. get (a4) ;
React or . PROCESSOR. sponsor _swi tch(src, newS, new Tree(ad4), source);
br eak;

case Message_OPC. T_COW T:
React or . PROCESSOR. t _conmmi t (src, source);
br eak;

case Message_OPC. T_STRUCTURE:
length = 0;
try{
Il ength = MESSAGE. getInt();
tree = new byte[l ength];
MESSACE. get (tree);
React or . PROCESSOR. t r ee_updat e(new Tree(tree), src, source);

cat ch(Exception e){
if (e instanceof java.nio.BufferUnderfl owException){

source);

posi tion,

source);

System out . println("Needed: "+l engt h+"\ nAvai | abl e: " +( MESSAGE. | i mi t () - MESSAGE. position()));

System out. println("Netwrk MU Exceeded By Group Structure Transni ssion!\n"+

"Fragnmentation Not |nplenmented Yet!"

Syst’em exit(-1);
}
}

br eak;
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case Message_OPC. KEY_TREE:
length = 0;
try{
| ength = MESSAGE. getInt();
tree = new byte[l ength];
MESSACE. get (tree);
React or . PROCESSOR. key_tree(new Tree(tree), src, source);

cat ch(Exception e){
if (e instanceof java.nio.BufferUnderfl owException){
System out . println("Needed: "+l engt h+"\ nAvai | abl e: " +( MESSAGE. | i mi t () - MESSAGE. position()));
System out. println("Network MU Exceeded By Group Structure Transmi ssion!\n"+
"Fragnmentation Not |nplenmented Yet!"

Syst’em exit(-1);
}
}

br eak;

}
}

5.2.57 v1/TGDH/Device.java

| *
This code is Copyright Kieran S. Hagzan. NO unaut horized duplication w thout pernission.
*/

[ xx
The main executable class for Kieran S. Hagzan’s naster’s thesis work at R1.T.
This class parses command-|ine argunments, checks their validity, creates a new
<code>React or </ code>and di spl ays usage i nformation if necessary.

*
/
public class Device{
[ xx
A newy created <code>React or</code> to be run.
*
/
private final Reactor REACTOR
| *x
Creates a new <code>React or </ code> on the given port
using the specified network MrU.
@aram port The port to bind the <code>Reactor</code> on, (1024 <= port <= 65535).
@aram ntu The Maxi mum Transm ssion Unit of the <code>Reactor</code> (1 <= ntu <= 65535).
*/

private Device(int port, int ntu, boolean junpstart, int nmaxNodes){
REACTOR = new Reactor(port, ntu, junpstart, naxNodes);
REACTOR. set DebuglLevel (2);
REACTOR. run();

}

| *x

The main nethod i nvoked by the VM at programcall.

@aram args The command-1ine argunments passed to this class.
*/

public static void main(String[] args){

bool ean junpstart;

int ntu;

int port;

int nmax;
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// Bomb out if the user cannot type "--help"
if (args.length > 4)exitWthUsage();
/1 grab the outernpbst argunment - the junpstart node if present

/!l Gab the first argunent - the port if present
if(args.length >= 4){
if(!java.util.regex. Pattern. matches("[0-9]+", args[3])){
exi t WthUsage();

max = | nteger.parselnt(args[3]);
}
el se{

max = 100;
}

if(args.length >= 3){
String s = args[2];

if ((s.indexOr("true") < 0) && (s.indexOf("false") < 0)){
exit WthUsage();

if(s.indexOf("true") >= 0){
junmpstart = true;

}

el se{
junmpstart = fal se;

}

el se{
jumpstart = fal se;

}

/1 Grab the secondnpst argunent - the MIU if present
if(args.length >= 2){
if(!java.util.regex. Pattern. matches("[0-9]+", args[1])){
exi t WthUsage();
}
ntu = Integer.parselnt(args[1]);
if (mu< 33 || nmu > 65535){exitWthUsage();}
}
el se{
nmu = 512;
}

/!l Gab the first argunent - the port if present
if(args.length >= 1){
if(!java.util.regex. Pattern. matches("[0-9]+", args[0])){
exi t WthUsage();

port = Integer.parselnt(args[0]);
if(port < 1024 || port > 65535){exitWthUsage();}
}
el se{
port = 12333;
}
/1 Let them know what they have done....
/1 Systemout.printIn("lInitializing on port "+port+" using MIU of
/1 (junpstart?" with":" without")+" junpstart node...");
new Devi ce(port, ntu, junpstart, max);
}
[ xx
Di spl ays proper usage of this class.
*/

private static void exitWthUsage(){
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System out. println("\nUsage:\n------ \n"+
"\t\"java Device --help\" will display this

"\t\"java Device <port> <nmtu> <junpstart> \"

screen\n"+
\n\nWhere:\n------ \n"+

"<port> - is an optionally specified number between 1024 and 65535 (defaults to 12333)\n"+
"<mtu> - is an optionally specified nunber between 33 and 65535 (defaults to 512)\n"+
"<junpstart> - is one of \"true\" or \"false\" indicating the junpstart status of the node\n"

)

Systemexit(1l);

}
}

5.2.58 v1/TGDH/DiffieHellmanExchange.java

import java.math. *;

import java.util.Random

i mport java. nio.ByteBuffer;

i mport java. net. | net Socket Addr ess;

public

publ i
publ i
publ i
publ i
publ i
publ i

publ i
publ i

C
Cc
Cc
C
Cc
Cc
Cc

Cc
Cc

| ass Di ffieHell manExchange{

Bi gl nt eger p;

Bi gl nt eger g;

Bi gl nt eger x;

Bi gl nt eger public_key_alice;
Bi gl nt eger public_key_bob;
Bi gl nt eger secret_key;

| ong ALI CE;
| ong BOB;

/1 Constructor for bob...
public DiffieHell manExchange(
ong alice, long bob, Biglnteger prine, Biglnteger generator,

Bi gl nt eger share,

nt prune_i ndex

)

ALl CE=al i ce;
BOB=bob;

p
g

prime;
generator;

i f (Reactor.DEBUG >= 3)({
Systemout.printin("Diffie-Hellman:[Initiated:]"+alice+" and "+bob+" with p.k.:"+alices_public_key);

}

Random rand = new Randon();

X =

shar e;

/1 And public key....

public_key_alice = alices_public_key;
publ i c_key_bob = g. nodPow x, p);
secret_key = alices_public_key. nodPow X,

i f (React or. DEBUG >= 3){

System out. println("\nCurrent Secret Key:"+x);

p);

Bi gl nteger alices_public_key,java.util.Vector subtree,

System out.println("Public Key Alice:"+public_key_alice);
System out. println("Public Key Bob:"+public_key_bob);
System out . println("Conputed Key:"+secret_key+"\n");

}

/] TODO, attach our key of tree's rooted at our responsibilitie s node...
Byt eBuf fer out = ByteBuffer.allocate(Reactor.MIU);

/1 The flag

out . put Char (Message_OPC. DH_STAGE 2);
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/1 Bob’s public key

byte[] pua = public_key_bob.toByteArray();

out. put | nt(pua.length);

out . put (pua);

/1 An integer representing the node where the tree is located, if needed

Tree t = new Tree(subtree);
byte[] tree = t.getBytes();
out . put | nt (prune_i ndex);
out.putlnt(tree.length);
out.put(tree);

pua = new byte[out.position()];

out . position(0);

out . get (pua);

Reactor.wite(pua, alice, new I netSocket Address("255.255. 255. 255", Reactor. PORT));

/1 The final exchange to alice
public void fini shExchange(l ong bob, Bi gl nteger bobs_public_key){
publ i c_key_bob = bobs_public_key;
i f (React or. DEBUG>=3)
System out. println("Finishing Exchange wi th "+bob);
secret _key = bobs_public_key. nrodPow x, p);
i f (React or. DEBUG>=3) {
System out. println("\nCurrent Secret Key:"+x);
System out.println("Public Key Alice:"+public_key_alice);
System out. println("Public Key Bob:"+public_key_bob);
System out . println("Conputed Key:"+secret_key+"\n");
}
}

/1 Constructor for alice
public DiffieHell manExchange(long alice, |ong bob, Biglnteger prinme, Biglnteger generator, Biglnteger share){
i f (Reactor.DEBUG >= 3)({
Systemout.printIln("Performng D ffie-Hell man Exchange between "+alice+" and "+bob);

}
ALl CE=al i ce;
BOB=bob;

Random rand = new Randon();

| Generate a private key....
share;

generator;

prine;

/
X
g
p
/1 And public key....

public_key_alice = generator. mdPow X, prine);

Byt eBuf fer bb = ByteBuffer.allocate(Reactor.MU);
bb. put Char ( Message_OPC. DH_STACE_1);

byte[] po = prine.toByteArray();

byte[] go = generator.toByteArray();

byte[] pko = public_key_ alice.toByteArray();

bb. put I nt (po. | ength);
bb. put (po);

bb. put I nt (go. | ength);
bb. put (go);

bb. put I nt (pko. | engt h);
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bb. put ( pko);

byte[] out = new byte[bb.position()];
bb. position(0);
bb. get (out);

Reactor.wite(out, bob, new | net Socket Address("255. 255. 255. 255", Reactor. PORT));

5.2.59 v1/TGDH/Discoverer.java

i mport java. ni o. channel s. Sel ecti onKey;
i mport java. ni o.ByteBuffer;
i mport java. net. | net Socket Addr ess;

public class Discoverer inplenents Runnabl e

private final SelectionKey KEY;
private bool ean EXECUTED;

public Discoverer(Sel ectionKey key){
KEY=key;
EXECUTED=f al se;

}

public void run(){
synchroni zed(t hi s) {
i f (EXECUTED) r et ur n;
EXECUTED=t r ue;
}
Byt eBuf fer bb = ByteBuffer.allocate(2);
bb. put Char ( Message_OPC. JO N_REQUEST) ;
bb. posi ti on(0);
byte[] a = new byte[bb.limt()];
bb. get (a);
Reactor.wite(a, Message_ OPC. BROADCAST, new | net Socket Addr ess("255. 255. 255. 255", Reactor. PORT));
KEY. at t ach( React or . READER) ;
KEY. i nt er est Ops( KEY. OP_READ) ;

5.2.60 v1/TGDH/Jumpstarter.java

| *
This code is Copyright Kieran S. Hagzan. NO unaut horized duplication w thout pernission.
*/

public class Junpstarter{
public static void main(String[] args){

bool ean | ocal ;

if(args.length > 0 & args[0].indexOr("local") >= 0){
| ocal = true;

el se | ocal =f al se;
try{
j ava. ni 0. channel s. Dat agr antChannel ¢ = j ava. ni 0. channel s. Dat agr antChannel . open();
c.socket (). set ReuseAddress(true);
c.socket (). setBroadcast (true);
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c.socket (). bi nd(new j ava. net. | net Socket Address("0.0.0.0", 12333));
java. ni o. ByteBuffer out = java.nio.ByteBuffer.allocateDirect(18);
out . put Long( Oxdeadbeef|);
out.putLong(Oxffffffffffffffffl);
out . put Char (Message_OPC. JUMPSTART) ;
for(int i =0; i <3; i++){
out . position(0);
j ava. net. | net Socket Addr ess out A;
if(local){
Systemout.printin("Yelling locally...");
out A = new j ava. net. | net Socket Address("l ocal host", 12333);

}
el se{
out A = new j ava. net. | net Socket Addr ess("255. 255. 255. 255", 12333);
}
c.send(out, outA);
c.close();
}
cat ch(Exception e){
e.printStackTrace();
Systemexit(-1);
}
}
}

5.2.61 v1/TGDH/Merger.java

i mport java. ni o. channel s. Sel ecti onKey;
i mport java.nio.ByteBuffer;
i mport java. net. | net Socket Addr ess;

public class Merger inplenments Runnabl ef

private final SelectionKey KEY;
private bool ean EXECUTED;

public Merger(Sel ectionKey key){
KEY=key;
EXECUTED=f al se;

}

public void run(){
synchroni zed(this){
i f (EXECUTED) r et ur n;
EXECUTED=t r ue;
}
Byt eBuffer bb = ByteBuffer.allocate(2);
System out . println("Requesting Merge...");
bb. put Char ( Message_OPC. MERGE_REQUEST) ;
bb. position(0);
byte[] a = new byte[bb.limt()];
bb. get (a);
Reactor.wite(a, Message_ OPC. BROADCAST, new | net Socket Addr ess("255. 255. 255. 255", Reactor. PORT));
KEY. at t ach( new Reader (KEY));
KEY. i nt er est Ops( KEY. OP_READ) ;

5.2.62 v1/TGDH/Message_OPC.java

| *
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Thi s
*/

public
publ i
publ i

publ i
publ i
publ i
publ i

publ i
publ i

publ i
publ i
publ i
publ i

publ i

publ i
publ i
publ i
publ i
publ i

code is Copyright Kieran S. Hagzan. NO unauthorized duplication wthout perm ssion.

cl ass Message_OPC{

c static final

Cc

static

stati
stati
stati
stati

static
static

stati
stati
stati
stati

static

static
static
static
static
static

fi

fi
fi
fi
fi

fi
fi

fi
fi
fi
fi

fi

fi
fi
fi
fi
fi

nal

nal
nal
nal
nal

nal
nal

nal
nal
nal
nal

nal

nal
nal
nal
nal
nal

| ong
char

char
char
char
char

char
char

char
char
char
char

char

char
char
char
char
char

BROADCAST = Oxffffffffffffffffl;
JUMPSTART =0xffff;

JO N_REQUEST =0x0001;
JO N_RESPONSE =0x0002;
JO N_CONFI RM =0x0003;
JO N_REJECT =0x0004;

T_COW T =0x0005;
T_STRUCTURE = 0x0006;

MERGE_REQUEST = 0x0007;
MERGE_RESPONSE = 0x0008;
MERGE_CONFI RM =0x0009;
MERGE_REJECT =0x000a;

SPONSOR_SW TCH =0x000b;

DH_STAGE 1 = 0x000c;
DH_STAGE_2 = 0x000d;
KEY_UPDATE = 0x000e;

DH WAI T = 0x000f;
KEY_TREE = 0x0010;

5.2.63 v1/TGDH/MessageProcessor.java

| *
Thi s
*/

i mport
i mport
i mport
i mport

code

j ava.
j ava.
j ava.
j ava.

is Copyright Kieran S. Hagzan. NO unauthorized duplication wi thout perm ssion.

ni 0. channel s. Sel ect i onKey;
ni 0. Byt eBuf fer;

mat h. Bi gl nt eger;

net . | net Socket Addr ess;

public class MessageProcessor{

private Tree TREE;

private final
publ i ¢ bool ean JUMPSTART;
private final

private

private
private

private
private

private
private

private

public char

final

int MU,

Sel ecti onKey KEY;

Obj ect STATE_LOCK;

bool ean | N_EXCHANGE;
bool ean TI MEQUT_MATTERS;

Tree TEMP_TREE;
| ong LAST_SOURCE;

| ong SPONSOR | D;
| ong NEW _SPONSOR;

| ong MERGER | D

NODE_STATE;
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publ i c char PROTO_STATE;
private ByteBuffer BUFFER;
private DiffieHel |l manExchange CURRENT_EXCHANGE;

/1 Stuff for key agreenent....
private int CURRENT_PARTNER
private | ong CURRENT_PARTNER | D;

private Biglnteger MY_PRIVATE;
private Biglnteger CURRENT_PRI VATE;
private Biglnteger ENCRYPTI ON_KEY;

/1 stuff for gaugi ng key agreenent tinmes
private | ong START_TI ME;
private doubl e ELAPSED;

/1 Diffie-Hellman Paraneters...
private Biglnteger CURRENT_P;
private Biglnteger CURRENT_G
private java.util.Random GENERATOR;
L

I ong | ast Meani ngful = 0;
I ong TI MEQUT = 2000;

publ i c MessageProcessor(int ntu, boolean junpstart, SelectionKey key, Node node){
I N_EXCHANGE = fal se;
GENERATOR = new j ava. util . Randon();
MrU=nt u;
JUMPSTART=j unpstart;
NCDE_STATE = State. | NI T_ONLY;
KEY=key;

STATE_LOCK = new Obj ect();

TREE = new Tree();
TREE. add( node) ;

i f (React or. DEBUG >= 3)
System out . println( TREE);

public char getProtoState(){
return PROTO_STATE;
}

public char get NodeState(){
return NODE_STATE;
}

public void setProtoState(char state){

synchroni zed( STATE_LOCK) {
PROTO_STATE = state;
}

}

public void setNodeState(char state){
synchroni zed( STATE_LQOCK) {
NCDE_STATE = state;
}

}
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public void setStates(char nstate, char pstate){
synchroni zed( STATE_LQOCK) {
NCODE_STATE = nstate;
PROTO_STATE = pstate;
}
}

private void allocate(int size){
BUFFER = ByteBuffer.allocate(size);

}

public void witeMessage(ByteBuffer b, |1ong dest, |netSocketAddress recipient){

byte[] a = new byte[b.limt()];

b. position(0);

b. get(a);

Reactor.wite(a, dest, recipient);

}
public void printDebug(String nmessage, |ong src){
/1if(Reactor.DEBUG >= 3){
System out . println(

"\ n"+message+" "+src+"\n"+
"Node State:O0x"+lnteger.toString(NODE_STATE, 16)+"\n"+

)
}

publ i c bool ean tinmedQut (){

1}

"Proto State:0x"+lnteger.toString(PROTO STATE, 16)+"\n"

> TI MEQUT) && TI MEOUT_MATTERS;

bool ean retval = (SystemcurrentTinmeMIlis()-IastMeani ngful

return retval;
}
| *x

Conputes the currently known key fromthe current tree recursively...
*/

private void conputeKey (Biglnteger share, int index){

int parentlndex = TREE. parent O (i ndex);
i f(parentlndex < 0){
ENCRYPTI ON_KEY = share;

i f (React or. DEBUG >= 3)
Systemout. println("\n"+TREE+"\n");
i f (React or. DEBUG >= 4)
System out. println("Key is:"+ENCRYPTI ON_KEY) ;

System out . print| n( TREE. nodeCount () +"\t " +ELAPSED) ;
i f (React or. MAX_NODES == TREE. nodeCount ()){Systemexit(0);}

PROTO_STATE = State. CALM
}
el se{
int sibling;
if(index %2 == 0){
sibling = TREE. | eft Chi | dOf (par ent | ndex) ;

}
el se{

sibling = TREE. right Chi | dOf ( par ent | ndex) ;
}

Bi gl nt eger publicKey = ((Node) TREE. NODE_ARRAY. el enent At (si bl i ng) ). PUBLI C_KEY;

Bi gl nt eger key = publicKey. nodPow( share, CURRENT_P);

conput eKey(key, parentlndex);

}
}

private int get M/Fi nal Position(int index){
if(index %2 != 0){
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return index;

el se return get MyFi nal Posi ti on( TREE. par ent O (i ndex));

}

S */
R Message Reaction Functions ----------mmmmmmmmmannon */
S */

/* EEEEEEEREEEEEEEEEEEEEEEEREEEEEEEEREEREEEEEREEREEREEREEEEREREEREEEEEEEEEEEEEEESEESEESEEEEEEEEEEEEE TS */

| * Functions to deal w th key agreenent */
/* R R R R SRR EEEEEE SRR SR EEEEEEEEEEEE SRR R EREEEEEREEEERERERREEEEEREEEEEEEEEEREEEEEREESEESEESEERESEESRESSES */

[ xx
Causes all "non-gl obal -sponsor" nodes to initiate the "appropriate" action in response
to a "KEY_UPDATE" request. i.e., if nodes have an even index in their tree positions,
they nust initiate a Diffie-Hellman key exchange with their partners. O herwi se,
they sit and wait for a request.
*/
public void keyUpdate(long src, Biglnteger p, Biglnteger g, |netSocketAddress source){
START_TIME = SystemcurrentTimeM I 1is();
/'l Refresh our own share....
if(src == SPONSOR_|I D && PROTO _STATE == State. CALM & & NODE_STATE == State.JO NED_N_G S){

| ast Meani ngful = SystemcurrentTimeMIlis();
CURRENT_P = p;
CURRENT_G = g;

MY_PRI VATE = new Bi gl nteger (128, 100, GENERATOR);
/1 Initially, the private key is our share
CURRENT_PRI VATE = MY_PRI VATE;

i f(TREE. i ndexOf (Reactor.ID) %2 == 0){
/1 Initially, even nodes’s have partners being their left sibling
CURRENT_PARTNER = TREE. | ef t Chi | dOf ( TREE. par ent OF ( TREE. i ndexOf (Reactor.1D)));
CURRENT_PARTNER | D = (( Node) TREE. NODE_ARRAY. el ement At ( CURRENT_PARTNER) ) . i d();
PROTO_STATE = St at e. UPDATI NG_KEY;
initDiffieHell man();

}

el se{
/1 1f | amodd, set current partner to be our rightnost sibling
CURRENT_PARTNER = TREE. ri ght Chi | dOf ( TREE. par ent O ( TREE. i ndexOf (Reactor.1D)));
CURRENT_PARTNER | D = TREE. get Sponsor ( CURRENT_PARTNER) ;
PROTO_STATE = St at e. UPDATI NG_KEY;

}

CURRENT_PARTNER_| D = (( Node) ( TREE. NODE_ARRAY. el enent At (CURRENT_PARTNER) ) ) . i d();

}

}

| *x
Initialize a Diffie-Hell man key exchange at the current point in the tree,
with the current key, prine, and personal share. |If the node at which this
exchange is to take place is an internediary node, we will query it's "sponsor"
node.

*/

public void initDi ffieHell man(){
synchroni zed( STATE_LOCK) {

| ast Meani ngful = SystemcurrentTimeMIlis();
/1 Assert - P, G CURRENT_INDEX, and MY_PRI VATE are properly set...
i f (CURRENT_PARTNER I D == -1){

CURRENT_PARTNER | D = TREE. get Sponsor ( CURRENT_PARTNER) ;

}
/1 Initialize a diffie-hellman exchange with the partner...

/1 | amalice....
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CURRENT_EXCHANGE = new Di f fi eHel | manExchange(

Reactor. 1D,

CURRENT_PARTNER _| D,

CURRENT_P,

CURRENT_G,

CURRENT_PRI VATE
)

}

}

| *x

Message handl er for the request of a Diffie-Hellman key exchange. Froma cryptographic
perspective, this indicates that this node is "Bob," or the non-initiating party...
*/
public void diffieHell manSt ageOne(l ong src, Biglnteger p, Biglnteger g, Biglnteger pk,InetSocket Address source)

/1 1f | amin an update, we nmust tell this person to wait...
i f(src !'= CURRENT_PARTNER | D){

/1 Tell the asking node to wait.....

al | ocate(2);

BUFFER. put Char (Message_OPC. DH WAI T) ;

wri t eMessage( BUFFER, src, source);

return;

}

/1 | ambob.....

/1 Now, We REALLY represent the left child of the parent of our current position

int position = get M/Final Position(TREE. i ndexOf (Reactor.1D));

java.util.Vector v = new java.util.Vector();

TREE. col l ect Al l (v, 0, position);

CURRENT_EXCHANGE = new Di ffi eHel | manExchange(src, Reactor.|D, p, g, CURRENT_PRIVATE, pk, v, position);
NODE_STATE = State. JONED N G S;

PROTO _STATE = St at e. AWAI TI NG KEY_TREE;

| *x

Message handl er indicating that the current Diffie-Hellman Key exchange is to be
posponed for a breif period until "lesser" nodes in the tree have stabilized.
*/
public void dh_wait(long src, |netSocketAddress source){
i f(src == CURRENT_PARTNER | D){
try{Thread. sl eep(1000);}catch(Exception e){e.printStackTrace();}
CURRENT_EXCHANGE = new Di f fi eHel | manExchange(
React or. | D,
CURRENT_PARTNER | D,
CURRENT_P,
CURRENT_G,
CURRENT_PRI VATE
)
}

R B s Y

/1 WARNI NG WARNI NG WARNI NG WARNI NG WARNI NG WARNI NG WARNI NG WARNI NG WARNI NG WARNI NG //

I Il
/1 The "position" paraneter is broken!!! Rely on CURRENT_PARTNER to determ ne where //
/] subtrees are appended!!! /1

public void diffieHell manStageTwo(l ong src, Biglnteger pk, Tree t, int position, |netSocketAddress source ){
synchroni zed( STATE_LOCK) {

i f(src == CURRENT_PARTNER_| D) {
/1 | amalice.....
CURRENT_EXCHANGE. fi ni shExchange(src, pk);

/1 1 was the initiator of this exchange, therefore, | was even.
/! nmove up a notch
/] Systemexit(-1);
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TREE. addSubt r ee(t. NODE_ARRAY, TREE. NODE_ARRAY, 0, CURRENT_PARTNER);
int left = CURRENT_PARTNER;

long left_id = ((Node) TREE. NODE_ARRAY. el enent At (1 eft)).id();

Bi gl nteger |eft_pk = CURRENT_EXCHANGE. publ i c_key_bob;

Node n = new Node();

n.id(left_id);

n. PUBLI C_KEY = | eft_pk;

TREE. NODE_ARRAY. set (l eft, n);

int right = TREE. ri ght Chi | dOF ( TREE. par ent O ( CURRENT_PARTNER) ) ;
long right_id = ((Node) TREE. NODE_ARRAY. el enent At (right)).id();
Bi gl nteger right_pk = CURRENT_EXCHANGE. publ i c_key_ali ce;

Node m = new Node();

mid(right_id);

m PUBLI C_KEY = right _pk;

TREE. NODE_ARRAY. set (ri ght, m;

/1 1f the parent of our partner is the root node, we can broadcast the key
Il tree
i f (TREE. par ent Of ( CURRENT_PARTNER) == 0){
byte[] a = TREE. getBytes();
al l ocate(a.l ength + 6);
BUFFER. put Char (Message_OPC. KEY_TREE) ;
BUFFER. put I nt (a. | ength);
BUFFER. put (a) ;
BUFFER. posi ti on(0);
w it eMessage( BUFFER, Message_OPC. BROADCAST, new | net Socket Addr ess("255. 255. 255. 255", Reactor. PORT));
ELAPSED = (doubl e)(SystemcurrentTineM | lis() - START_TI ME);
ELAPSED = ELAPSED / 1000. 0;
conput eKey( MY_PRI VATE, TREE. i ndexOf (Reactor.I1D));
PROTO_STATE = State. CALM
return;

o

se i f (TREE. parent O (CURRENT_PARTNER) % 2 != 0){

CURRENT_PARTNER = TREE. ri ght Chi | dOf ( TREE. par ent O ( TREE. par ent O ( CURRENT_PARTNER) ) ) ;
CURRENT_PARTNER | D = TREE. get Sponsor ( CURRENT_PARTNER) ;

CURRENT_PRI VATE = CURRENT_EXCHANGE. secr et _key;

}
/1 If we are at an even index, prepare for an exchange with the proper |efthand party
el se{

int newP = TREE. | eftChildOf ( TREE. par ent O ( TREE. par ent O ( CURRENT_PARTNER) ) ) ;

CURRENT_PARTNER = newp;
CURRENT_PARTNER_| D = (( Node) TREE. NODE_ARRAY. el enent At (CURRENT_PARTNER) ) . i d();
CURRENT_PRI VATE = CURRENT_EXCHANGE. secr et _key;
initDiffieHell man();
}
}
}

}
| *  HERHHH R+ ]

/* EEEEEEEREEEEEEEEEEEEEEEEREEEEREEREEREEREEREEREEREEREEEERERESRERESEEEEEEEEEEEEEEEEEESEEEEEEEEEEEEEES] */

| * End key agreenent */
/* R R R R SRR EEEEEE SRR SR EE SRR EEEEEEEEEEEEREEEEEREEEEREERREEEEEREEEEEEEEEEEEEEEREESEESEESRERESEERESESES */

/* EEEEEEEREEEEEEEEEEEEEEEEEEEEEEREEREEREEREEREEREEREERERESRERERESREEEEEEEEEEEEEESEESEESEEEEEEEEEEEEE TS */

/| * Functions to del egate a gl obal sponsor */
/* R R R R SRR EEEEEEEEEEEEE SRR EEEEEEEEEEREREEREREEEEREERREEEEEREEEEEEEEEEEEEEEREESEESEESERESEESRESSES */

private void sponsorUpdate(){
synchroni zed( STATE_LQOCK) {
i f (Reactor.DEBUG >= 3)
System out. println("Updating sponsor to:"+TREE. get Sponsor (0));
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// Literally do the switch......

| ast Meani ngful = SystemcurrentTineMI1lis();
| ong sponsor = TREE. get Sponsor (0);

SPONSOR_I D = sponsor;

/1 Make a conceptual switch of necessary....
if (NODE_STATE == State.JONED G S && sponsor != Reactor.ID){
if (Reactor.DEBUG >= 3)
System out. println("Denoting nyself...");

NODE_STATE = State. JONED N G S;
PROTO_STATE = State. CALM

}
el se i f (NODE_STATE == State.JONED N G S && sponsor == Reactor.|D){
if (Reactor.DEBUG >= 3)
Systemout. println("Pronoting nyself...");
NODE_STATE = State. JO NED G S;
PROTO_STATE = St at e. UPDATI NG_KEY;

}

/| Take the appropriate action
i f (NODE_STATE == State.JO NED G S){
PROTO_STATE = St at e. UPDATI NG_KEY;

if (Reactor.DEBUG >= 3)
System out. println("Sponsor Update Conpl ete -> Sponsor!");

/! Reset the public values, p, g, and our share...

CURRENT_P = new Bi gl nteger (128, 100, GENERATOR);

CURRENT_G = new Bi gl nt eger (CURRENT_P. bi t Lengt h(), GENERATOR);

MY_PRI VATE = new Bi gl nt eger (128, 100, GENERATOR);

/1 Initially, the private key is our share

CURRENT_PRI VATE = MY_PRI VATE;

/] Set out current responsibility to be our sibling

CURRENT_PARTNER = TREE. | ef t Chi | dOf ( TREE. par ent O ( TREE. i ndexOf (Reactor.1D)));
CURRENT_PARTNER | D = (( Node) ( TREE. NODE_ARRAY. el ement At ( CURRENT_PARTNER))).id();

/'l Broadcast the update request...

al | ocat e( Reactor. MIu);

byte[] pa = CURRENT_P.toByteArray();
byte[] ga = CURRENT_G toByteArray();

al | ocat e( pa. | engt h+ga. | engt h+10) ;
BUFFER. put Char (Message_OPC. KEY_UPDATE) ;
BUFFER. put | nt (pa. | ength);

BUFFER. put ( pa) ;

BUFFER. put | nt (ga. | ength);

BUFFER. put (ga) ;

wri t eMessage( BUFFER, Message_OPC. BROADCAST, new | net Socket Addr ess("255. 255. 255. 255",

START_TIME = SystemcurrentTimeMI1is();
initDiffieHell man();

el se{
if (Reactor.DEBUG >= 3)
System out. println("Sponsor Update Conplete -> Non-sponsor!");
PROTO_STATE = State. CALM
}
}
}

public void sponsor_switch(long src, long newS, Tree t, |netSocket Address source){

synchroni zed( STATE_LOCK) {

if(src == SPONSOR_| D & NCDE_STATE == State.JO NED_N G 9){
TEMP_TREE = t;
LAST_SOURCE = news;
SPONSOR _| D = news;
PROTO_STATE = State. JO N_CLI ENT_PENDI NG,
| ast Meani ngful = SystemcurrentTineMI11lis();
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/* EEEEEEEREEEEEEEEEEEEEEEEREEREEREERERESRERERERERERERESEREREEEREEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE] */

[ * End gl obal sponsor */
/* R R R R SRR EEEEEE SRR SR EEEEEEEEEEEE SRR R EREEEEEREEEEEREEERREEEEEREEEEEEEEEEREEEEEREESEESEESERESRESRESESE] */

[ % kkkkkkhkkkhkkkhkkkhkkhhkkkkkkkkkkkkkhkkkkkkkkkkkkkkkkkkkkkkkkkkhkkkkkkkkkkkkkkkkkkkkkk k ok *x [

/| * Prot ocol Function Handl ers */

[ % kkkkkkhkkhkhkkkhkkkkkkhkkkkkkkkkkkkkkkkkkkkkkkkkhkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk kk  *x [

public void join_probe(){
synchroni zed( STATE_LOCK) {
al | ocate(2);
BUFFER. put Char (Message_OPC. JO N_REQUEST) ;
wri t eMessage( BUFFER, Message_OPC. BROADCAST, new | net Socket Addr ess("255. 255. 255. 255", Reactor. PORT));
i f (React or. DEBUG >=3) {
Systemout. println("Sent join probe...");

}
}

public void nmerge_probe(){
synchroni zed( STATE_LOCK) {
al | ocate(2);
BUFFER. put Char (Message_OPC. MERGE_REQUEST) ;
wri t eMessage( BUFFER, Message_OPC. BROADCAST, new | net Socket Addr ess("255. 255. 255. 255", Reactor. PORT));
i f (React or. DEBUG >=3) {
System out. println("Sent nmerge probe...");

}
}

public void junpstart(){
synchroni zed( STATE_LOCK) {
i f (NODE_STATE == State.|N T_ONLY){
print Debug("Junpstart"”, 0);
NCDE_STATE = State. JO N NG
PROTO_STATE = St at e. CALM
i f (React or. DEBUG >= 3){
Systemout.println("[Reactor]:Join Probing...");

}
join_probe();
KEY. at t ach( React or . READER) ;
KEY. i nt er est Ops( KEY. OP_READ) ;

}
}

public void join_request(long src, |netSocketAddress source){
synchroni zed( STATE_LOCK) {
i f(

(NODE_STATE == State.JO NING | | NODE_STATE == State.JO NED G S) &&

PROTO_STATE==St at e. CALM

){
TI MEOQUT_MATTERS=t r ue;
pri nt Debug("Joi n Request ->",src);
PROTO_STATE = St ate. JO N_SERVER;
al l ocate(2);
BUFFER. put Char (Message_OPC. JO N_RESPONSE) ;
w it eMessage( BUFFER, src, source);
LAST_SOURCE = src;
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| ast Meani ngful = SystemcurrentTineMI11lis();

else if(timedQut()){
PROTO_STATE = St at e. CALM
TI MEQUT_MATTERS = f al se;
join_request(src, source);

}
}

public void nerge_request(long src, |netSocketAddress source){
synchroni zed( STATE_LOCK) {
i f(
NODE_STATE == State.JO NED G S &&
PROTO_STATE == St ate. CALM
){
i f (React or. DEBUG >= 3){
System out. println("Merge Request "+src);
}
TI MEOQUT_MATTERS=t r ue;
PROTO_STATE = St at e. MERGE_SERVER;
al | ocate(2);
BUFFER. put Char ( Message_OPC. MERGE_RESPONSE) ;
writeMessage( BUFFER, src, source);
LAST_SOURCE = src;
| ast Meani ngful = SystemcurrentTineMI11lis();

}

else if(timedQut()){
PROTO_STATE = St ate. CALM
TI MEQUT_MATTERS = fal se;
mer ge_request (src, source);

}
}

public void join_response(long src, |netSocketAddress source){
synchroni zed( STATE_LQOCK) {
if(

NODE_STATE == State.JO NI NG &&

(PROTO_STATE == State. CALM

)
TI MEOQUT_MATTERS=t r ue;
print Debug("Joi n Response ->",src);
PROTO_STATE = State.JO N_CLI ENT,;
SPONSOR_I D = src;

Node n = new Node();
n.id(Reactor.1D);
al | ocat e(n. si zel nBytes() +2);

BUFFER. put Char (Message_OPC. JO N_CONFI RM ;
BUFFER. put (n. getBytes());

witeMessage( BUFFER, src, source);
LAST_SOURCE = src;
| ast Meani ngful = SystemcurrentTineMI1lis();
}
el se{
al l ocate(2);
BUFFER. put Char (Message_OPC. JO N_REJECT) ;
witeMessage( BUFFER, src, source);
if(timedaut()){
PROTO_STATE = St ate. CALM
TI MEQUT_MATTERS = f al se;
join_response(src, source);

}
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}
}
}

public void nerge_response(long src, |netSocketAddress source){
synchroni zed( STATE_LOCK) {
i f(
NODE_STATE == State.JO NED G S &&
PROTO_STATE == State. CALM
){
TI MEOQUT_MATTERS=t r ue;
i f (React or. DEBUG >= 3){
System out. println("Merge Response "+src);
}
PROTO_STATE = St at e. MERGE_CLI ENT;
LAST_SOURCE = src;
/1 Insert the tree, not just the node this tine.....
byte[] a = TREE. getBytes();
al | ocat e(a. | engt h+6) ;
BUFFER. put Char (Message_OPC. MERGE_CONFI RM ;
BUFFER. put | nt (a. | ength);
BUFFER. put (a) ;
writeMessage( BUFFER, src, source);

| ast Meani ngful = SystemcurrentTimeM I lis();

}
el se{
al l ocate(2);
BUFFER. put Char (Message_OPC. MERGE_REJECT) ;
witeMessage( BUFFER, src, source);
if(tinmedaut()){
PROTO_STATE = St at e. CALM
TI MEQUT_MATTERS = fal se;
mer ge_r esponse(src, source);
}
}
}
}

public void join_confirm Node n, I|netSocketAddress source){
synchroni zed( STATE_LOCK) {
i f(
(NODE_STATE == State.JO NING || NODE_STATE == State.JO NED G S) &&
PROTO_STATE == State.JO N_SERVER
){
if(n.id() == LAST_SOURCE){
printDebug("Join Confirm-> ", n.id());
byte[] a = TREE. getBytes();
TEMP_TREE = new Tree(a);
TEMP_TREE. add(n);
a = TEMP_TREE. get Byt es();
al l ocate(a.l ength + 6);
System out. printl n( TEMP_TREE) ;
BUFFER. put Char (Message_OPC. T_STRUCTURE) ;
BUFFER. put | nt (a. | ength);
BUFFER. put (a) ;
wri t eMessage( BUFFER, Message_OPC. BROADCAST, new | net Socket Addr ess("255. 255. 255. 255", Reactor. PORT));
PROTO_STATE = St ate. JO N_SERVER_PENDI NG

| ast Meani ngful = SystemcurrentTineMI11lis();

}
else if(tinmedout()){
PROTO_STATE = St at e. CALM

}

}
else if(tinmedQut()){
PROTO_STATE = St ate. CALM
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TI MEQUT_MATTERS = f al se;
}
}
}

public void nerge_confirm(long src, Tree t, |netSocketAddress source){
synchroni zed( STATE_LQOCK) {
i f(
NODE_STATE == State.JO NED G S &&
PROTO_STATE == St at e. MERGE_SERVER
){
if(src == LAST_SOURCE) {
i f (React or. DEBUG >= 3){
System out. println("Merge Confirm"+src);

/1l Grab the tree transmtted to us and

/] add it to our own...

TEMP_TREE = new Tree( TREE. get Bytes());
TEMP_TREE. ner ge(t. NODE_ARRAY) ;

byte[] a = TEMP_TREE. getBytes();

al l ocate(a.l ength + 6);

BUFFER. put Char (Message_OPC. T_STRUCTURE) ;
BUFFER. put | nt (a. |l ength);

BUFFER. put (a) ;

wri t eMessage( BUFFER, Message_OPC. BROADCAST, new | net Socket Addr ess( " 255. 255. 255. 255", Reactor. PORT));
PROTO_STATE = St at e. MERGE_SERVER_PENDI NG,

| ast Meani ngful = SystemcurrentTineMI11lis();

o

se if(timedaut()){
PROTO_STATE = State. CALM
TI MEOUT_MATTERS = f al se;
}

}
else if(timedQut()){
PROTO_STATE = St ate. CALM
TI MEQUT_MATTERS = fal se;
}
}
}

public void join_reject(long src, |netSocketAddress source){
synchroni zed( STATE_LQOCK) {
i f(src == LAST_SOURCE && NODE_STATE < 3){
[/ printDebug("Join Reject From",src);
PROTO_STATE = St ate. CALM
TI MEQUT_MATTERS = fal se;
}
}
}

public void nerge_reject(long src, |netSocketAddress source){
synchroni zed( STATE_LOCK) {

if(src == LAST_SOURCE && NODE_STATE == State.JO NED G S && PROTO STATE != State.CALM{
i f (React or. DEBUG >= 3){
Systemout. println("Merge Reject "+src);

PROTO_STATE = St ate. CALM
TI MEQUT_MATTERS = fal se;
}
}
}

public void tree_update(Tree t, long id, |netSocketAddress source){
synchroni zed( STATE_LOCK) {
if(
(NCDE_STATE == State.JO NI NG & PROTO_STATE == State.JO N_CLI ENT)

)R
if(id == SPONSOR I D){
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LAST_SOURCE = id;

PROTO_STATE = State.JO N_CLI ENT_PENDI NG
TEMP_TREE = t;

al l ocate(2);

BUFFER. put Char (Message_OPC. T_COW T) ;
witeMessage(BUFFER, id, source);

pri nt Debug("Joi ning Tree Update ->",id);

| ast Meani ngful = SystemcurrentTineMI11lis();

}
else if(SystemcurrentTimeM | lis()-IastMeaningful > TI MEOUT){
PROTO_STATE = St ate. CALM

}

}
el se i f(NODE_STATE == State.JO NED N G S && PROTO _STATE == State. CALM{
if(id == SPONSOR_I D) {
LAST_SOURCE = id;
PROTO _STATE = State.JO N_CLI ENT_PENDI NG,
TEMP_TREE = t;
print Debug("Plain Tree Update ->",id);
| ast Meani ngful = SystemcurrentTineMI11lis();
}
else if(SystemcurrentTimeM I lis()-IastMeaningful > TI MEQUT){
PROTO_STATE = St ate. CALM

}

}
el se if (NODE_STATE == State.JO NED G S & PROTO STATE == St ate. MERGE_CLI ENT) {
if(id == LAST_SOURCE){
TEMP_TREE = t;

/1 Informour tree of the new tenporary tree and | eave. ..

i f (React or. DEBUG >= 2){

}

byte[] out = TEMP_TREE. get Bytes();

al | ocat e(out. | engt h+14);

BUFFER. put Char ( Message_OPC. SPONSOR_SW TCH) ;

BUFFER. put Long( LAST_SOURCE) ;

BUFFER. put | nt (out. | ength);

BUFFER. put (out ) ;

wri t eMessage( BUFFER, Message_OPC. BROADCAST, new | net Socket Addr ess("255. 255. 255. 255", Reactor. PORT));

/1 Informthe nmerge master to conmt

al | ocate(2);

BUFFER. put Char (Message_OPC. T_COW T) ;
writeMessage( BUFFER, id, source);

NODE_STATE = State. JONED N G S;

| ast Meani ngful = SystemcurrentTimeMIlis();

}

else if(SystemcurrentTimeM | lis()-IastMeaningful > TI MEQUT){
PROTO_STATE = St ate. CALM
| ast Meani ngful = SystemcurrentTineMI11lis();

}

}
else if(SystemcurrentTineM I lis()-IlastManingful > TI MEOUT){
PROTO_STATE = St at e. CALM
| ast Meani ngful = SystemcurrentTimeMI1lis();
}
}

/* EEEEEEEREEEEEEEEEEEEEEEEREEREEREEREEREREREREREREERERESESEREESEEEEEEEEEEEEEESEESEESEEEEEEEEEEEEE TS */

| * End Protocol Function Handlers */
/* R R R R EEEEEEEEEEEEEEEE SRR EEEEEEEEEEREREEREREEEEREEERREEEEEREEEESEEEEEEREEEEEREESEESREESERESEESESESES */

/* EEEEEEEREEEEEEEEEEEEEEEEEEEEREEREEREEEEREEEREEREEREEREEREEREREEEEEEEEEEEEEEREEEEEESEESEEEEEEEEEEEEE TS */

| * Tree Update Functions */
/* R R R R SRR EEEEEEEEEEEEE SRR EEEEEEE SR SRR R EEEEREEEERERERREEEEEREEEEEEEEEEEREEEEREESEESEESESRESEERSESES] */
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public void key_tree(Tree t, long id, |netSocketAddress source){
synchroni zed( STATE_LQOCK) {
i f(
(PROTO_STATE == State. AWAI TI NG KEY_TREE || PROTO STATE == State. CALM &&
(id == SPONSOR_| D)
){
TREE = t;
ELAPSED = (doubl e)(SystemcurrentTimeM I lis() - START_TI ME);
ELAPSED = ELAPSED / 1000. 0;
conput eKey( MY_PRI VATE, TREE. i ndexOf (Reactor.ID));
PROTO_STATE = St ate. CALM
}
}
}

public void t_commt(long id, |netSocketAddress source){
synchroni zed( STATE_LOCK) {
i f(id == LAST_SOURCE) {

| ast Meani ngful = SystemcurrentTineMI11lis();
if(

(NODE_STATE == State.JO NI NG & PROTO_STATE == State.JO N_CLI ENT_PENDI NG | |

(NODE_STATE == State.JO NED_N G S & &PROTO _STATE == St at e. MERGE_CLI ENT)

)

{
TREE = TEMP_TREE;

NODE_STATE = State. JONED N G S;
PROTO_STATE = St ate. CALM
TI MEOUT_MATTERS=f al se;
sponsor Updat e();

}

else if(
(NODE_STATE == State. JO N NG || NODE_STATE == State.JONED G S) &&
PROTO_STATE == St ate. JO N_SERVER_PENDI NG
)
TREE = TEMP_TREE;
print Debug(" Pushing Commit from",id);
al | ocate(2);
BUFFER. put Char (Message_OPC. T_COW T) ;
w it eMessage( BUFFER, Message_OPC. BROADCAST, new | net Socket Addr ess("255. 255. 255. 255", Reactor. PORT));
NCDE_STATE = State. JO NED_G_S;
PROTO_STATE = St ate. CALM

TI MEOQUT_MATTERS=f al se;
sponsor Updat e() ;

el se i f (NODE_STATE == State.JO NED G S && PROTO STATE == St at e. MERGE_SERVER_PENDI NG) {

TREE = TEMP_TREE;

al | ocate(2);

BUFFER. put Char (Message_OPC. T_COW T) ;

wri t eMessage( BUFFER, Message_OPC. BROADCAST, new | net Socket Addr ess( " 255. 255. 255. 255", Reactor. PORT));
NODE_STATE = State. JONED G S;

PROTO_STATE = St ate. CALM

TI MEOQUT_MATTERS=f al se;

sponsor Updat e() ;

o

se if (NODE_STATE == State.JO NED N G S){
TREE = TEMP_TREE;

print Debug(" Appl ying Commit from",id);
PROTO_STATE = State. CALM

TI MEOQUT_MATTERS=f al se;

sponsor Updat e() ;

}
else if(tinmedQut()){
PROTO_STATE = St ate. CALM
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TI MEQUT_MATTERS = f al se;
}
}
}

/* EEEEEEEEEEEEEEEEEEEEEEEREEREEREEREEREREEREEREEREEREERERESRERERESEEEEEEEEEEEEEEEESEESEEEEEEEEEEEEE TS */

/| * End Tree Functions */
/* R R R R SR EEEEEEE SRR SR EEEEEEEEEEEE SRR R EREEEREEEEEERERERREEEEEREEEEEEEEEEREEEEEREESEESEESEERESEESRESESES */

5.2.64 v1/TGDH/Node.java

i mport java. math. Bi gl nt eger;
public class Node{

private long I D

private byte | NTERMVED ARY;

/1 Each node in the tree generates a public key through a diffie-hell man exchange.
public Bi gl nteger PUBLI C_KEY;

publ i ¢ Node(){
PUBLI C_KEY = new Bi gl nteger("-1");
ID = -1;

}

public Node(byte[] b){
java. ni o. ByteBuffer bb = java.nio.ByteBuffer.allocate(b.|ength);
bb. put (b);
bb. position(0);

if(bb.get() == -1){
ID = -1,
el se{

I D = bb. getLong();
}

int length = bb.getInt();
byte[] shareval = new byte[length];
bb. get (shareval ) ;

PUBLI C_KEY = new Bi gl nt eger (shareval);
}

public byte[] getBytes(){
java. ni o. ByteBuffer out = java.nio.ByteBuffer.allocate(sizelnBytes());

/1 Hack to save space!!!

if(ID==-1){
out.put((byte)-1);

}

el se{
out. put((byte)l);
out . put Long(1D);
}
byte[] a = PUBLI C_KEY.toByteArray();

out.putlnt(a.length);
out.put(a);

byte[] retval = new byte[sizelnBytes()];
out . position(0);

228



out.get(retval);

return retval;

}

public long id(){
return | D

}

public void id(long id){
ID=id;

}

publ i c bool ean internedi ary(){
return (1D == -1)?true:fal se;

}

public void intermediary(bool ean val ue){
| NTERVEDI ARY = ((val ue==true)?(byte)-1:(byte)l);
}

public String toString(){

String s = new Long(ID).toString();

return s.substring(((s.length()-7)>=0)?(s.length()-7):0, s.length());
}

/1 1 byte internediate flag

/1 Possible 8 byte ID

/1 16/ 17 byte public key

public int sizelnBytes(){
int pkl = PUBLIC _KEY.toByteArray().Ilength;
return (1D == -1)?(pkl +5): (pkl +13);

}

5.2.65 v1/TGDH/Reactor.java

| *
This code is Copyright Kieran S. Hagzan. NO unaut horized duplication w thout pernission.
*/

i mport java. ni o. channel s. Dat agr anChannel ;
i nport java. ni o. channel s. Sel ector;

i mport java. ni o. channel s. Sel ecti onKey;

i mport java. net. | net Socket Addr ess;

| *x
Cl ass <code>Reactor</code> is the main powerhouse for non-bl ocki ng UDP
dat agram broadcasts. It follows a traditional "Reactor" software pattern
and uses a thread pool to handle the influx of events triggering actions.

*/

public class Reactor inplenents Runnabl e{

/+*+ The port where this <code>Reactor</code> will run.x/
public static int PORT;

/+*%* The network Maxi mum Transm ssion Unit used in this <code>Reactor</code>. /
public static int MU,

public static long ID;

| ** The <code>Dat agr anChannel </ code> used as a transport nmechani sm */
private static DatagranChannel CHANNEL;

private bool ean JUVPSTART;
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public static int MAX_NODES;

| *x
A </ code>Sel ect or </ code> used to nanage the I/ O status of <code>Sel ecti onKeys</ code>
in this <code>Reactor</code>, one for bookeepi ng nmeasures, another for insecure user
nessage capabilities.
*/

private Sel ector SELECTOR;

[+ The <code>Sel ecti onKey</code> used for secure group conmuni cation |/O bookeeping data. */
private Sel ecti onKey KEY;

public static Reader READER,

public static MessageProcessor PROCESSOR;
public static Node NODE;

private | ong accurul at ed;

public static int DEBUG = 5;

public voi d setDebuglLevel (int |evel){

DEBUG = | evel ;
}

/*% Constructs a new <code>Reactor</code> on port 12333 with a default MIU of 512 bytes. =*/
public Reactor(){
t hi s(12333, 512, false, 100);

}

[ xx
Constructs a new <code>React or</code> on the specified port with a default MIU of 512 bytes.
@aram port The port to bind the <code>React or </ code>"s <code>Dat agr anChannel </ code> on.

*/

public Reactor(int port){
this(port, 512, false, 100);
}

| *x
Constructs a new <code>React or </ code> on the specified port and MIU.
@aram port The port to bind the <code>React or</code>"s <code>Dat agr anmChannel </ code> on.
@aram ntu The Maxi mum Transm ssion Unit used on the underlying network nedia.

*/
public Reactor (int port, int ntu){
this(port, nmtu, false, 100);
}

public Reactor(int port, int ntu, boolean junpstart, int max){
MAX_NODES = nax;
PORT=port;
MrU=nt u;
JUWPSTART=j unpstart;
ID = (long)(Math.randon()*1000000000000000. 0);
NODE = new Node();

NCDE. i d(1 D) ;
accurul ated = 0;
DEBUG=3;
}
[ xx
Runs this <code>Reactor</code>. First, all channels are initialized to be non-bl ocking,
then an infinite poll-loop is entered to facilitate reacti on-when-necessary event handling.
*/

public void run(){
i f (DEBUG == 5) {
Systemout.print("Reactor initializing...");
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initialize();
i f (DEBUG == 5){
System out. println("done!");

}
i f (! IJUMPSTART) {
/1 Attach a new di scoverer here...
PROCESSOR. NODE_STATE = State. JO NI NG
PROCESSOR. PROTO_STATE = St at e. CALM
i f (DEBUG >= 3){
Systemout.println("[Reactor]:Probing...");

}
PROCESSOR. j 0i n_pr obe();
KEY. at t ach( READER) ;
KEY. i nt er est Ops( KEY. OP_READ) ;

}

el se{
PROCESSOR. NODE_STATE = State. | NI T_O\LY;
PROCESSOR. PROTO_STATE = St at e. CALM
/1l Otherwise wait for the junpstart message to propogate to us...
i f (DEBUG >= 3){

System out. println("Reader Attached!");

KEY. at t ach( READER) ;
KEY. i nt er est Ops( KEY. OP_READ) ;

}
pol I ();
}
[ xx
Initializes this <code>Reactor</code>. Channels and selectors are opened and configured for
non- bl ocking 1/0O, and keys are set for reading until later notified otherw se.
*/
private void initialize(){
try{

CHANNEL = Dat agr anthannel . open();

/1 This line allows for nmany instances of this

// class to run on the sanme nachine. ..

CHANNEL. socket () . set ReuseAddr ess(true);

CHANNEL. socket () . set Broadcast (true);

CHANNEL. confi gur eBl ocki ng(fal se);

/+ Bind to the broadcast address on the given port =*/
CHANNEL. socket () . bi nd( new I net Socket Address("0.0.0.0", PORT));
SELECTOR = Sel ector. open();

KEY = CHANNEL. r egi st er (SELECTOR, Sel ecti onKey. OP_READ) ;

/+ Create the nmessage processor using out argunents =*/
READER = new Reader (KEY);

PROCESSOR = new MessageProcessor (MU, JUVPSTART, KEY, NODE);
/1 1f we are to not to be junpstarted,

cat ch(Exception e){
Systemout.println("failed!'\n\nError occured during initialization:");
e.printStackTrace();
Systemexit(-1);
}
}

| *x
The main poll |oop. The native hardware of the systemis polled to see
if any 1/0 bound for this <code>Reactor</code> is ready. |If so, a set
of <code>Sel ecti onKey</code>s are returned and iterated through, processing
the 1/O events in turn by separate thread-pool threads for maxi num event-handling
t hr oughput .
*/
private void poll(){
i f (DEBUG >= 3){
System out. println("Beginning poll loop...");
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whi | e(! Thread. current Thread().interrupted()){

try{
if
(
(
PROCESSOR. NODE_STATE == State. JO NI NG | |
PROCESSOR. NODE_STATE == State. JO NED G S
) &&
PROCESSCOR. PROTO_STATE == State. CALM
)
{
SELECTOR. sel ect ((i nt) (Math. randon()*100000. 0) 9%4000) ;
}

el se i f (PROCESSOR PROTO STATE ! = State. CALM {
SELECTOR. sel ect (1000) ;
}

el se

SELECTOR. sel ect () ;

cat ch(Exception e){

System out. print("\nCaught poll interrupt!\nShutting down...");
try{

KEY. cancel () ;

CHANNEL. cl ose();

SELECTOR. cl ose();

System out. println("done!");

Systemexit(-1);

}
cat ch(Exception f){}
}

java.util.Set readyKeys = SELECTOR sel ect edKeys();
java.util.lterator it = readyKeys.iterator();
whi | e(it.hasNext ()){
Sel ecti onKey sk = (Sel ectionKey)it.next();
if(sk !'= null){
Obj ect o = sk.attachnent();

if(o!=null & o instanceof Runnable){
((Runnabl e)0).run();
}
}
}
}
}

public static void wite(byte[] nessage, |ong destination, |netSocketAddress recipient){
/+ Later this needs to be passed to an encoder for breaking into chunks */
java. ni 0. ByteBuffer out = java.nio.ByteBuffer.allocate(nessage.|ength+16);
out . put Long(1D);
out . put Long(destination);
out . put (message) ;
out . position(0);
int wote = O;
try{
whi | e(out.position() < out.capacity()-1){
CHANNEL. send(out, recipient);
}
}
cat ch(Exception e){
Systemout.printIn("l/O Error on Channel!");
e.printStackTrace();
}
}
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5.2.66 v1/TGDH/Reader.java

| x
This code is Copyright Kieran S. Hagzan. NO unauthorized duplication w thout permni ssion.
*
/

i mport java. ni o. channel s. Sel ecti onKey;
i mport java.nio.ByteBuffer;
i mport java. net. Socket Addr ess;

public class Reader inplenments Runnabl e{

private final SelectionKey KEY;
private ByteBuffer BUFFER;
private bool ean EXECUTED;

publ i ¢ Reader (Sel ecti onKey sk){
KEY=sk;
EXECUTED=f al se;
BUFFER= Byt eBuffer. al | ocat e( React or. MIU);

}

public void run(){
try{
BUFFER. posi tion(0);
Socket Address a = ((j ava. ni o. channel s. Dat agr antChannel ) (KEY. channel ())).recei ve( BUFFER) ;
BUFFER. posi tion(0);

/] Either there is something here, useability undeternmnined...
if(a!l=null){

new Decoder (KEY, BUFFER, (java.net.|netSocketAddress)a).run();
}

else if(
(React or. PROCESSOR. NODE_STATE == State.JO NI NG && React or. PROCESSOR. PROTO_STATE == St ate. CALM
)
if (Reactor.DEBUG >= 3)
Systemout.println("[Reader]:Join Probing...");
React or . PROCESSOR. j oi n_pr obe();

}

else if(
(React or . PROCESSOR. NODE_STATE == State. JO NED G S && React or. PROCESSOR. PROTO _STATE == St at e. CALM
)
if (Reactor.DEBUG >= 3)
Systemout. println("[Reader]: Merge Probing...");
React or . PROCESSOR. er ge_pr obe() ;

}
// O we have tinmed out...
el se{

React or . PROCESSOR. set Prot oSt at e( St at e. CALM) ;
KEY. sel ect or (). wakeup();

}

KEY. att ach(t hi s);
KEY. i nt er est Ops( KEY. OP_READ) ;
return;

}
cat ch(Exception e){

Systemout.printIn("I/O Error while reading!!!!");
e.printStackTrace();
}
}
}
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5.2.67 v1/TGDH/State.java

| *
This code is Copyright Kieran S. Hagzan. NO unauthorized duplication w thout perm ssion.
*
/

public class State{

/+ Node States...=*/

public static final char I NIT_ONLY = 0x0001;
public static final char JO N NG = 0x0002;
public static final char JONED N G S = 0x0003;
public static final char JONED G S = 0x0004;

/* Protocol States...=*/

[+ The Join States ... x/
public static final char JO N_SERVER = 0x0010;

public static final char JO N_CLI ENT = 0x0011;

public static final char JO N_SERVER CONFI RVED = 0x0012;
public static final char JO N_SERVER PENDI NG = 0x0013;
public static final char JO N_CLI ENT_PENDI NG = 0x0014;

|+ The Merge States =*/

public static final char MERGE_SERVER = 0x0020;

public static final char MERGE_CLI ENT = 0x0021;

public static final char MERGE_SERVER CONFI RMED = 0x0022;
public static final char MERGE_SERVER PENDI NG = 0x0023;
public static final char MERGE_CLI ENT_PENDI NG = 0x0024;

/+ States relevant during key update */

public static final char AWAI TI NG KEY_TREE= 0x0031;
public static final char REQUESTI NG TREE = 0x0032;
public static final char UPDATI NG KEY = 0x0033;

/+ The Calm State...x*/
public static final char CALM = Oxffff;

5.2.68 v1/TGDH/Tree.java

| *
This code is Copyright Kieran S. Hagzan. NO unaut horized duplication w thout pernission.
*/

inmport java.util.Vector;
inmport java.util.StringTokeni zer;

| *x
This class represents a fully-binary tree as specified by Kim Perrig, and Tsudik in
<i >Tree- Based Group Key Agreenent</i>. Nodes have either 2 or no children exactly,
and are menber nodes if they have no children. The tree is stored in an array, with
the rules for node <i>n</i>:<br><br>parent nodes are at indices <i>(n-1)/2</i><br>right and left children
are at <i>(2n)+1</i> and <i>2(n + 1)</i> respectivel y<br>"trimpoints" are at non-zero
i ndexed nodes satisfying the property <i>2"(depth(n)-1)+2</i><br>The tree is fully bal anced
when the [ owest point of insertion is at <i>2"(depth(n))-1</i>.

*/
public class Tree{
[ xx
A vector holding the tree itself.
*/

publ i c Vector NODE_ARRAY;

234



KT
A string-representation of the tree, for the printSi deways net hod.
DO NOT USE!!!

*/

private String TREE_STR = "";

| *x
Creates a new, enpty tree.
*/
public Tree(){
NODE_ARRAY = new Vector (0);
}

public Vector toVector(){
return NODE_ARRAY;
}

public int nodeCount (){
int count = O;

for(int i 0; i < NODE_ARRAY.size(); i++){
Node n = ((Node) NODE_ARRAY. el ement At (i));
if (n!=null && n.id()>=0){
count ++;
}
}
return count;

}

public static void main(String[] args){

java.io.Buf feredReader br = new java.io. Buf feredReader (new j ava.i o. | nput StreanReader (Systemin));

Tree t = new Tree();

whi l e(true){
Systemout.print(">>>");
String s = "";
try{

s = br.readLine().toLowerCase();

}

catch(Exception e){}

java.util.StringTokeni zer tok = new java.util.StringTokeni zer(s);
String directive = tok.next Token();

int op = 0;

if(directive.indexOr("quit") >= 0){Systemexit(1);}

else if(directive.indexO("rem') >= 0){

op = 1;
}
else if(directive.indexOf("add") >= 0){
op = 2;
else if(directive.indexOh("part") >= 0){
op = 3;
}
try{
final int opc = op;
String quant = tok.nextToken();
int quantity = |nteger. parselnt(quant);
swi tch(opc){
case 3:
Systemout.println("Partitioning at array index "+quantity+"...");
t.partition(quantity);
br eak;
case 2:
System out. println("Addi ng "+quantity+" node(s)...");
for(int i =0; i < quantity; i++){

Node o = new Node();
0.id((int)(Mth.randonm()+*10000000.0));
t.add(o);

}
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br eak;

case 1:
System out. println("Renovi ng node "+quantity+"...");
t.renmove(quantity);
br eak;

}

Systemout.println(t);
System out. println("Sponsor:"+t.get Sponsor(0));

catch(Exception e){e.printStackTrace();}

}
}

public byte[] getBytes(){
synchroni zed ( NODE_ARRAY) {
int length = 0;
java. ni o. ByteBuffer out = java.nio.ByteBuffer.allocate(Reactor.MIU);
for(int i = 0; i < NODE_ARRAY.size(); i++){
Node n = (Node) NODE_ARRAY. el enent At (i);
if(n == null){
out.put((byte)-1);

| engt h++;
}
el se{
out. put((byte)l);
| engt h++;
out . put (n.getBytes());
| engt h+=(n. si zel nBytes());
}
}
byte[] retval = new byte[length];
out . position(0);
out.get(retval);
return retval;
}
}
public Tree(byte[] src){
java. nio.ByteBuffer in = java.nio.ByteBuffer.allocate(src.|ength);
in. put(src);
in.position(0);
Vector v = new Vector();
while(in.position() <in.limt()){
byte nul = in.get();
if(nul '= (byte)-1){

/1 Construct the node as it was destructed to acconodate
/1 The space saving hack....
Node n;
if(in.get() == (byte)-1){
n = new Node();
n.id(-1);
int len = in.getlnt();
byte[] pk = new byte[len];
in.get(pk);
n. PUBLI C_KEY = new j ava. mat h. Bi gl nt eger ( pk) ;
v. add(n);

el se{
n = new Node();
long id = in.getLong();
n.id(id);
int len = in.getlnt();
byte[] pk = new byte[len];
in.get(pk);
n. PUBLI C_KEY = new j ava. mat h. Bi gl nt eger ( pk) ;
v. add(n);
}
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el se v.add(null);

}
NODE_ARRAY = v;
}

public Tree(Vector src){
NODE_ARRAY = src;

}
S */
/+* Functions exploiting the mathematical properties of array-based trees. */
S */
public int indexO(long id){
for(int i = NODE_ARRAY.size()-1; i >=0; i--){
Node n = (Node) NODE_ARRAY. el ement At (i) ;
if(n!=null){
if(n.id() ==1id) return i;
}
}

Systemout.printIn("[Tree] Meef?2?2?");
Systemexit(-1);
return -1;

public | ong get Sponsor (int index){
int rightChild = rightChildO (index);
int leftChild = | eftChildd(index);
i f (NODE_ARRAY. si ze() > rightChild &% NODE_ARRAY. el enent At (rightChild) !'= null){
return get Sponsor (rightChild);

}

el se i f(NODE_ARRAY.size() > leftChild &% NODE_ARRAY.el enent At (leftChild) !'= null){
return get Sponsor (leftChild);

}

el se{
return ((Node) NODE_ARRAY. el enent At (i ndex)).id();

}

}

| *x
Returns the current depth of the tree.
@eturn The current depth of the tree.
*/
private int depth(){
return dept h( NODE_ARRAY. si ze());
}

| *x
Returns the current depth of the specified index in the vector holding the tree.
@eturn The current depth of the specified index in the vector holding the tree.
@aram i ndex The index of the node to conpute on.

*/

private int depth(int index){return (int)(Mth.ceil ((Math.log(index+2)/Math.log(2))-1));}

[ xx
Returns the left child index of the specified index in the vector holding the tree.
@eturn The left child index of the specified index in the vector holding the tree.
@aram i ndex The index of the node to compute on.

*/

public int leftChildO (int index){return (2+index)+1;}

| *x
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Returns the right child index of the specified index in the vector holding the tree.
@eturn The right child index of the specified index in the vector holding the tree.
@aram i ndex The index of the node to conpute on.

*/

public int rightChildO(int index){return 2+(index+1);}

[ xx
Returns the parent index of the specified index in the vector holding the tree.
@eturn The parent index of the specified index in the vector holding the tree.
@aram i ndex The index of the node to compute on.

*/

public int parentOf (int index){
if(index <= O)return -1;
return (index-1)/2;

}

| *x
Returns the point at which a current conputation involving promotion and rearrangenet
to an odd-index val ued node should trimthe subtree to rearrange.
@eturn The point at which a current conputation involving pronotion and rearrangenet
to an odd-index val ued node should trimthe subtree to rearrange.
@aram i ndex The index of the node to compute on.

*/

private int trimPoint(int insert){

int retval = insert;

/1 Ahh a beautiful mathematical property fulfilled again....

/'l Keep iterating through "lineage" (parent() nethod) until

/1 the index of that parent satisfies the follow ng equation,

/1 representative of the fact that we at a node in the "rightnost"
/1 branch fromthe root.

while(retval !'= (int)(Mth.pow(2, depth(retval)+1)-2)){
retval = parentOf (retval);

}

return retval ;

}

public Vector collect(Vector src, Vector dest, int index){
if(index > src.size()-1)return dest;
i f(src.elementAt(index) instanceof Node){
Node n = (Node)src. el ement At (i ndex) ;
if(!'n.internmediary()){
dest. add(n);
}
}
dest = collect(src, dest, leftChildO(index));
dest = collect(src, dest, rightChildO(index));
return dest;

}

public Vector collectAll(Vector dest, int destlndex, int position){
/1 Insert this node (It nust be there if we got here...
Ohj ect 0o = NODE_ARRAY. el enent At (posi tion);
addNode( ((o==nul I )?nul | : 0), dest, destlndex);
// Collect the left children if they exist...
i f(leftChildOf(position) < NODE_ARRAY. size()){
dest = collectAll (dest, leftChildO (destlndex), |eftChildO (position));

}
/1 Collect the right children if they exist...
i f(rightChildO (position) < NODE_ARRAY. size()){
dest = collectAll (dest, rightChildO (destlndex), rightChildCO (position));

}

return dest;
}
S */
| * Bul k Add Function */
S */



publ i c bool ean nmerge(Vector tree){
bool ean retval = fal se;
synchr oni zed( NODE_ARRAY) {
Vector tenp = new Vector();
tenp = collect(tree, tenp, 0);
for(int i =0; i < tenp.size(); i++){
add((Node)tenp. el ement At (i));

retval =true;

}

return retval;
}
S */
| * Bul k Renpbve Function */
S */

public bool ean partition(int index)({
bool ean retval = fal se;
synchr oni zed( NODE_ARRAY) {
Vector tenp = new Vector();
tenp = coll ect (NODE_ARRAY, tenp, index);
for(int i =0; i < tenp.size(); i++){
remove(((Node)tenp.elementAt(i)).id());
}

retval =true;

}

return retval;
}
I T T OO oo */
| * Functions to Add to the Tree */
S */
[ xx

Adds the specified node to the specified index in the specified vector.

Roomis made in the Vector if it is not big enough to hold the added

el ement .

@aram o The object to add to this tree.

@aramv The vector holding the tree.

@aram i ndex The index in the vector of the node to add to the tree.
*/
private void addNode(Obj ect o, Vector v, int index){

i f(index >= v.size())v.setSize(index+1);

v.set (i ndex, 0);

}

[ xx
Appends a subtree of the source tree to the destination tree at the given indices
by calling itself recursively.
@aram src A vector containing the source subtree.
@ar am dest A vector containing the destination subtree.
@aram srclndex The index in the source vector of the root of the subtree to add.
@ar am dest I ndex The index in the destination where the root of the added subtree
shoul d be appended.
*/
public void addSubtree(Vector src, Vector dest, int srclndex, int destlndex){
if(srclndex >= src.size())return;
el se{
addNode(src. el enent At (srcl ndex), dest, destlndex);
addSubtree(src, dest, leftChildO (srclndex), |eftChildO (destlndex));
addSubtree(src, dest, rightChildO (srclndex), rightChildO (destlndex));

| *x

"Kills," or nullifies elements in the tree contained in the specified vector
begi nning at the specified index recursively.
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@aram src The source vector holding the tree.
@aram index The index in the vector of the root of the subtree to nullify.
*/
private void kill Subtree(Vector src, int index){
if(index >= src.size() || src.elementAt(index) == null)return;
el se{
addNode(nul I, src, index);
kill Subtree(src, leftChildOf (index));
kill Subtree(src, rightChildO (index));
}
}

| *x
Breadth-first leftnost search for this tree to determine optinmal insertion point.
*/
private int |owest(int index)({
i f(index >= NODE_ARRAY. si ze())return Integer. MAX_VALUE;
el se i f ( NODE_ARRAY. el enent At (i ndex) == null)return index;
el se{
int left = lowest(leftChildO(index));
int right = lowest(rightChildO(index));
if(right > left)return left;else return right;
}
}

[ xx
Adds an object to this tree according to the protocol specified by
Kim Perrig, and Tsudi k. The tree is naintained to be fully binary,
such that all nodes have either zero (nmenber nodes) or two (intermedi ary nodes)

chi I dren.
@aram o The object to add, can be null for testing purposes.
*/

public void add(Node o) {
/1 Lock the NODE_ARRAY structure agai nst renove...
synchr oni zed( NODE_ARRAY) {
o.intermediary(false);

/'l Prepare a new internediary node, it is nost likely needed...
Node inter = new Node();
inter.internediary(true);

int |owest = | owest(0);

/1 1f the tree array was full, we need to insert at the next avail able
// array slot...

if(lowest == Integer. MAX VALUE) | owest = NODE_ARRAY. si ze();

/Il OGherwise, if the lowest is O, the tree is enpty, so just insert...
if(lowest == 0){
NODE_ARRAY. add( 0) ;

/'l Else, determine if the depth of the tree is to be increased,
/1 if so, insert at the root...we know this when the tree is fully
/1 bal anced, or the follow ng equation holds...
else if(// The index must be one the edge
| owest == ((int)Math. pow 2, depth(lowest)))-1 &&
//and greater than the current size
| owest > NODE_ARRAY. si ze()-1
)
Vector tenp = new Vector();
tenp. add(0, inter);
addSubt r ee( NODE_ARRAY, tenp, 0, 1);
addNode(o, temp, 2);
NCDE_ARRAY = t enp;
}

/1 1f the depth is not to be increased, but we need to add anot her | eaf,
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/1 then we need to pronote and rearrange
el se{

/!l Create a new tenporary tree...

Vector tenp = (Vector)NODE_ARRAY. cl one();

/1 1f the point of insertion’s parent is even indexed,
/1 Sinmply make this node a right-sibling of it and repl ace
/1 it's former location with an internediate
if(parentOf (I onest) 92 == 0){
Obj ect parent = NODE_ARRAY. el enent At (parent O (| owest));
addNode(inter, tenp, parentOf (lowest));
addNode( parent, tenp, |owest);
addNode(o, tenp, |owest+1);
}

/1 Ctherwi se we have to nove the first "outernost" subtree
/!l to a new internmediary nodes left child, and
/1 insert this node at the internediary’ s right sibling
el se{
if(lowest > NODE_ARRAY. size()-1){
/! This is the point to insert at, see nethod trinPoint();
int tp = trinPoint(lowest);
int untrim= leftChildO(tp);
int insertPoint = rightChildO(tp);
kill Subtree(tenmp, tp);
addNode(inter, tenmp, tp);
addSubt r ee( NODE_ARRAY, tenp, tp, untrim;
addNode(o, tenp, insertPoint);

el se{

i f(lowest < NODE_ARRAY.size() -1 &% NODE_ARRAY. el enent At (1 owest) == null){
/'l Replace parent with new internediary and make parent sibling of added node
Node n = new Node();
n.intermediary(true);
bj ect parent = NODE_ARRAY. el enent At (parent Of (1 owest));
tenp. set (parent O (1 owest), n);
tenp. set (I owest, 0);
tenp. set (right Chil dOf (parent Of (1 owest)), parent);

}

}

}
NCDE_ARRAY = t enp;

[ xx
Rermpbves the | eaf node at the specified index.
*/
publ i c bool ean renove(long id){
/'l Lock the NODE_ARRAY structure against add...
synchr oni zed( NODE_ARRAY) {
for(int index = NODE_ARRAY.size()-1; index >=0; index--){
Node n = (Node) NODE_ARRAY. el enent At (i ndex) ;
if(n!=null & n.id() ==id){
Vector tenp = null;
NODE_ARRAY. set (i ndex, null);
/1 Prompote this node's parent up one |level...
/1 1f this node’'s parent was root, root’'s other child is now root
if(parentOf (i ndex) == 0){
tenp = new Vector();
if(leftChildOr(0) == index){
addSubt r ee( NODE_ARRAY, tenp, rightChildO(0), 0);
}
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el se{
addSubt r ee( NODE_ARRAY, tenp, leftChildO(0), 0);

}
NCDE_ARRAY = t enp;
return true;

el se if(parent O (i ndex) >0){
/1 Make new Cl one of the Tree...
tenp = (Vector) NODE_ARRAY. cl one();
int grandparent = parent O (parentOf (i ndex));
/1 Kill the tree at the grandparent...
kill Subtree(tenp, grandparent);
/1 Add The subtree fromthis node's parent to the grandparent...
addSubt r ee( NODE_ARRAY, tenp, parent O (index), grandparent);
/! Determine if the parent of this node was the left child of the grndparent
bool ean parentLeftChild = (parentOf (i ndex) == | eftChil dOf (grandparent));
bool ean thisLeftChild = (index == leftChildOf (parentOf (i ndex)));
i f(parentLeftChild){
i f(thisLeftChild){
addSubt r ee( NODE_ARRAY, tenp, rightChildO (grandparent), |eftChildO (grandparent));

el se{
addSubt r ee( NODE_ARRAY, tenp, rightChildOf (grandparent), rightChildO (grandparent));
}
}
el se{
if(thisLeftChild){
addSubt r ee( NODE_ARRAY, tenp, |eftChildO (grandparent), |eftChildO (grandparent));
}

el se{
addSubt r ee( NODE_ARRAY, tenp, |eftChildO (grandparent), rightChildO (grandparent));

}
}
NCDE_ARRAY = tenp;
return true;

}
}
}
return fal se;
}
}
I T o oo */
| * Functions to ASClII-print the Tree. */
I T O oo */
[ xx

Returns a copy of this tree as a human-readabl e String.
@eturn A copy of this tree as a human-readabl e String.
*/
public String toString(){
String retval = "";

retval += "Array View\n----------- \n|";
for(int i = 0; i < NODE_ARRAY.size(); i++){
Obj ect 0o = NODE_ARRAY. el enent At (i) ;
String id = ((o==null) ? "X* : ((Node)o).internediary() 2" | " : ((Node)o).toString());
retval += (id+"|");
}
retval += "\n\n"+"Tree View\n---------- \n"+(this.filter())+"\n";
return retval;
}
[ xx

Prints the tree in human-readabl e ascii format.
@eturn A String representing a human-readabl e ascii-version of the current tree.
*/
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private String printTree(){

String retval = "";

retval += ("\n\nTree:\n----- \n");

/+ Since printSideways(...) is recursive, we need this little gl obal
vari abl |l e hack. ..

*/

TREE_STR="";

print Si deways(0, 7, 0);

return TREE_STR;

}

[ xx
A recursive nmethod to print the tree rotated 90+« counter-clockwi se. One nore pass
through flip() and the tree is human-readable. These two passes are proven through
graphi cs theory to be the nminimal nunber of passes needed to acconplish this task.
@ar am node The node in the tree to begin with during traversal.
@ar am space The space to use around a particular |level’s elenents.
@araminc The increnent total of spaces to be added around a depth level’'s el ements per
iteration.

*/

private void printSideways(int node, int inc, int space){
if(node < 0 || node >= NODE_ARRAY. size() || NODE_ARRAY. el enent At (node) == null){return;}
print Si deways(right Chil dOf (node), inc, space+inc);

for(int i=0; i < space; i++)

TREE_STR += "_";
Node n = (Node) NODE_ARRAY. el enent At ( node) ;
if(n.intermediary()) TREE_STR += "__/X\\__\n";
el se{

String s = n.toString();
while(s.length() < 7){s = "0"+s;}

s +="\n";
TREE_STR+=s;
}
print Si deways(| eft Chil dOf (node), inc, space+inc);
}
| *x
Converts it’'s argunent to a String[], of whomall entries
are padded with whitespace to the same length. (I.E , make
Java version of a a CStyle char[][] (character matrix) that
is regular.
@aramtree Atree-representation fromthe print-tree nethod.
*/

private String[] arrayize(String tree){
StringTokeni zer toker = new StringTokenizer(tree, "\n", false);
String [] out = new String[toker.countTokens()];
int count = O;
int maxLength = -1;
whi | e(t oker. hasMoreTokens()){
String s = toker.next Token();
if(s.length() > maxLength)maxLength = s.length();
out [ count ++] = s;

}
/1 Pad to the max |ength
for(int i =0; i < out.length; i++){
String s = out[i];
whi | e(s.length() < maxLength){
s +=" ",
}
out[i] = s;
}
return out;
}
[ xx

Flips it’s argument 90+ cl ockwi se. The argunent nust be an array’ized tree
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representation fromarrayi ze() and printTree respectively, or the output
will be goook.
@aramtree A String[] fromthe arrayize nethod.
*/
private String f||p(Str|ng[] tree){
String retval ="
if(tree.length == 0)throw new |11 egal Argunent Excepti on("Tree size nust be greater than zero!");
for(int i =0; i <tree[0].length(); i+=7){
for(int j =tree.length-1; j >=0; j--){
String substring = tree[j].substring(i, i+7);
retval += substring;
}

retval += "\n";

}

return retval;

}

| *x
Returns a "graphically filtered" (ASCI1) version of the tree (nore readable).
@eturn A "graphically filtered" (ASCI1) version of the tree (nore readable).
*/
private String fllter(){
String retval = "";
String[] a = this.arrayize(this.flip(this.arrayize(this.printTree())));
for(int i =0; i < a.length-1; i++){
String current = afi];
bool ean underscore = fal se;
for(int j =0; j <current.length(); j+=7){
String chunk = current.substring(j, j+7);
String underchunk = a[i+1].substring(j, j+7);
/1 The follow ng cases exhaust all possibilities of input passed to us
/1 This suffices for debuggi ng purposes until a better algorithmis
/1 found...
i f(lunderscore && underchunk. equal s("__/X\\__")){
under score = true;
retval +=" "

el se if(chunk. equal s(
retval +=" ;

el se i f(chunk. equal s(
retval +=" ;

el se if(chunk.equal s("__/X\\__")){
under score = true;
retval +="__/X\\__";

el se if (underscore && underchunk.equal s("__/X\\__")){
under score = fal se;

retval +="
el se if (chunk. equal s( "1){
retval +=" ;

else if ( java.util.regex.Pattern.matches("[0-9]+", chunk) ){
retval += chunk;

else if ( chunk. equal s( ") & java.util.regex. Pattern. matches("[0-9]+", underchunk)){
retval +="

}

el se{
/1 This shoul d never happen here...

}

retval += "\n";

}
retval += a[a.length-1]+"\n";
return retval;
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