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Disclaimer

All of the experiments in this thesis were carried out in the Rochester Institute of
Technology’s Computer Science Department network of workstations. As a result
factors such as workstation load, network traffic, and network delay could not be
controlled. This means that the results presented in this thesis are not conclusive.
A more ideal approach would have been to implement the protocols and test frame-
work in a completely simulated environment. Doing so would provide control over
all variables and yield more accurate results. The same set of tests conducted in this
thesis need to be carried out in a completely simulated environment before any final
conclusions can be made.



1 Introduction

Suppose your company uses a multi-user media conference application. Employees
can participate from anywhere in the building, or even from remote locations at other
offices all over the world. Since these business conferences are private, the application
encrypts the data transmitted. The encryption uses a key that is generated by using
contributions from all the participating members. This ensures that the key is unique
to the participating members and protects against attackers. If one of the partici-
pants’ process terminates unexpectedly, it is important for the application to generate
a new key for the remaining group members so that an intruder can not masquerade
as the failed process. If a process failure is not detected quickly it gives an attacker
an opportunity to receive group messages, and given enough time, the opportunity
to discover the key used for encryption. If this happens the intruder will have access
to information sent between processes. This threat is why an important part of the
application is how it detects the failure quickly on every host. Fast detection protects
against attackers and ensures the privacy of the conference. Accuracy is also impor-
tant since key generation can be an expensive operation. So the application needs to
be sure that a host has really failed before executing the key generation procedure.

Consider an application that monitors a group of shared resources on many different
host computers. The hosts may be located in many different remote locations. The
application provides client processes with access to the resources they need. Suppose
a computer that hosts one of the shared resources fails unexpectedly. The applica-
tion does not want to point clients to unavailable resources. The hosts running the
application need some way of detecting if one of them fails so that the list of available
resources can be updated accordingly. In this case the threat to the application is the
possibility of decreased performance. The usefulness of the application depends on
how fast the list is updated as new resources become available or existing resources
become unavailable. The accuracy of the resource list depends not only on how fast
unavailable resources are removed, but also on the fact that resources that are avail-
able are not mistakenly removed from the list.

There is a common theme underlying these two examples. The applications involve
processes running on many different host computers. The computers may be orga-
nized in a local area network or even a wide area network. Detecting when one of these
computers fails or when the application process running on the computer terminates
unexpectedly is important to both application examples. The applications need to
rely on some sort of failure detection component. This component is responsible for
detecting process failures quickly and accurately, as well as making this information
available to the upper level application layer. The application can then react to the
failures accordingly. Besides being fast and accurate, the failure detector implemen-
tation needs to make sure that failures are detected on all hosts, whether through



independent discovery or interprocess communication.

The job of the failure detection component might sound fairly simple. Just detect
when a process fails, and make the detection available to the upper layer of the appli-
cation. More investigation into the design and implementation of a failure detector
reveals that this is not exactly the case. Trade-offs exist between some of the prop-
erties of a failure detector. An example is how accuracy may be lost with improved
speed of detection. There are several properties that a failure detector needs to have
to be a valuable application component. A failure detector needs to be fast, accurate,
ensure that a failure is detected at every host, scalable to accommodate large numbers
of processes, efficient in terms of messages used to limit network load, and lightweight
so that the CPU is available for application execution.

The way a failure detector communicates detections to the upper layer of the ap-
plication is through the use of a suspect list. A suspect list is a mapping of node
identifiers to a time stamp of when that node was detected. Every node maintains
its own suspect list. When a node detects another node as failed it adds an entry to
the suspect list. This entry contains the faulty node’s identifier and the current time
stamp. If the upper layer of the application wants to know what nodes the failure
detector suspects as failed at any given moment, it just looks at the failure detector’s
suspect list.

Section two of the thesis will examine the failure detection properties previously men-
tioned as well as some assumptions made throughout the paper. The third section
will introduce the Heartbeat [11], [5], [3], [2], [9], [8], [12], [4], [1], Ping [5], [9], [12],
and Gossip [13], [10], [12], failure detection protocols, as well as a Randomized Ping
protocol introduced by Chandra, Goldszmidt, and Gupta in [9]. The fourth section
will present a new failure detection protocol that is based on Chandra, Goldszmidt,
and Gupta’s protocol. The fifth section will compare the protocols and make conclu-
sions on which protocols are best suited for different application demands. Section
six will describe the implementations of the protocols themselves. Section seven will
discuss the framework used to test the protocols. Section eight will present experi-
ments done to investigate the performance of the failure detection variants as well as
the results of those experiments. Some final conclusions are presented in section nine
and section ten discusses areas for future work.



2 Failure Detection Requirements and Assump-
tions

2.1 Requirements

There are several requirements that determine the performance and usefulness of any
failure detection system. Some of these properties are discussed in detail in [6], [4],
and [7]. The four major requirements that this thesis focused on include efficiency and
completeness, scalability, message complexity, and computational complexity. Each
of these requirements should be taken into consideration when designing a failure
detection protocol.

2.1.1 Efficiency and Completeness

One necessary property of any failure detection protocol is completeness. The com-
pleteness property requires that every node eventually detects a failed node. Com-
pleteness is essential to the group’s ability to maintain a consistent view of the nodes
in the group. If some nodes do not detect a failure then it may be hard for the upper
layer of the application to coordinate the removal of a node. Guaranteeing that the
completeness property holds for a given protocol may require compromises to other
properties of the protocol. An example of this is a protocol having to ping every node
in the group to detect failures instead of having the nodes distribute the ping load. In
a distributed ping environment a node may never receive notification of a node that
failed that is not on its list of nodes to ping. The consequences of each node having
to ping all other nodes are increases in detection times and messages sent, but each
node is guaranteed to detect a failure since they ping every node.

Failure detection protocols also need to be efficient. Efficiency entails that a failed
node is detected as fast as possible. Although failures need to be detected quickly,
the detection mechanisms must also be accurate. A failure detection mechanism is
accurate if it can correctly detect failed nodes, while minimizing the number of cor-
rect nodes being declared as failed. The strong completeness and strong accuracy
properties discussed in [6] demand that all failures are detected by all nodes, and
no non-faulty nodes are detected as failed by any of the other non-faulty nodes. A
trade-off exists between the accuracy property and the efficiency property. Improve-
ments in efficiency may hinder the accuracy of any detection protocol. Improving
the accuracy of a protocol usually involves increasing the timeout values for most
protocols, and as a direct result detection times rise. A main goal of the thesis was
to see what failure detection protocols satisfy these properties.



2.1.2 Scalable

Applications that depend on a failure detection protocol will require a protocol that
is scalable to some degree. This means that the protocol must be able to maintain its
completeness and efficiency properties as the number of nodes using the application
grows. Scalability requirements may vary depending on the nature of the application.
Private conference applications may expect the size of the group to be less than
twenty or so members. Other applications such as distributed sensor networks may
involve thousands of nodes and will need a failure detection protocol that can scale
accordingly. A failure detector scales well if it can adjust to any number of group
members ranging from tens of nodes to tens of thousands of nodes, without severe
losses in speed or accuracy. Section 2.2 will address the scalability requirements
assumed throughout this thesis.

2.1.3 Message Usage

The applications that depend on failure detection protocols may be communicating
through a shared medium where network traffic may be heavy at times. A goal for
any failure detection protocol should be the minimization of the messages sent so the
communication medium is still available for application messages as well as other net-
work traffic. A failure detector’s design must consider factors such as the frequency
of messages sent as well as message size.

Failure detectors used in applications running in a wide area network will need to
send messages across routers and gateways. The number of messages that the failure
detectors send across these routes is more of an issue than failure detectors operating
in a small local area network. The wide area network problem is discussed in [10],
and [13]. Each discussion presents protocol adjustments to address the problem of
the failure detectors running across wide area networks. Failure detectors should be
designed so that if they are not already efficient for wide area networks, they can be
adjusted to operate in them with minimal increases in complexity and messages used
for organization and coordination.

2.1.4 Computational Complexity

Group applications that depend on a failure detection protocol may be running on a
variety of devices. These devices can range from powerful servers and desktop PCs
to PDAs, cell phones, or small sensor type devices. Smaller devices such as PDAs
and sensors have limited computational power, memory, and battery life. Designing a
failure detection component so that it is simple in terms of computations performed
and memory needed will conserve the limited resources available on small devices.
Since the failure detector will be minimizing its use of the CPU, which drains the
battery supply, it will be conserving the battery supply as well. Applications running



on servers and PCs where resources may not be as much of an issue will still want to
minimize CPU usage so that it is available for other applications.

Another point to consider is the fact that besides the messages sent by the fail-
ure detector, the application running on the hosts will be passing messages of some
form between processes. If the failure detector is so complex that it demands a large
amount of CPU processing time, less time will be available for processing the in-
coming message packets. In conclusion it is important that the design of a failure
detection protocol takes these factors into consideration and conserves resources so
they are available for other application demands.

2.2 Assumptions
2.2.1 Network

Network dynamics can drastically change the design of a failure detection protocol. If
a protocol is designed for use over a reliable network layer, then it most likely will not
be useful in an unreliable network setting. The protocols discussed and implemented
in this thesis investigation were tested over a network of workstations in the RIT
computer science department. The delay time of packets sent over this network was
not varied in the experiments and was assumed to be minimal. The packet loss
rate in the network was also assumed to be minimal and in most instances equal to
zero. 'To introduce network unreliability into the testing environment, mechanisms
for simulating network packet loss were added to the testing framework.

2.2.2 Protocol Messages

All messages sent between nodes in the failure detection protocols is done so using
UDP. Therefore packets are sent best effort but it is assumed that they reach their
destinations in most cases. In the real world packets may be dropped at any moment.
A protocol’s ability to handle message loss will be tested by varying the network drop
rate.

2.2.3 Point-to-Point Communication

Throughout this thesis all nodes communicated by sending point to point messages.
Broadcast and multicast capabilities would enhance the protocols discussed and im-
prove their efficiency. The assumption is that such capabilities may not be available
at all times and in all networks. So this thesis investigated protocol performance in
the worst case scenario where only point-to-point communication was available.
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2.2.4 Failure Detection vs. Group Membership

A difficult task in failure detection is trying to determine whether a node is failed or
is instead sleeping, processing other tasks, temporarily unavailable, etc. This topic is
discussed in [14]. In this thesis the decision of when a node should be removed from
the group is not relevant. The assumption is that this decision would be left up to
an upper application layer. This layer would monitor the failure detector’s suspect
list and make group membership decisions based on how long a node appears in the
suspect list, or how many times it has been added to the list. This thesis was only
concerned with how a node is added to the suspect list.

2.2.5 Group Sizes

The assumption for this thesis about group size was that any failure detection protocol
should scale well to any group size, and therefore no target group size was used. The
group size was not varied only when it was necessary to hold it constant to test other
environment variables. The only limitation on group sizes was in the test environment
where the number of hosts available was limited at times.

3 Available Protocols

3.1 Heartbeat

A very basic failure detector algorithm is the Heartbeat protocol. The basic heart-
beat algorithm is popular due to its simplicity as well as its speed in most cases. It
is considered a push model algorithm since nodes try to send or push information to
other nodes in the group. In the basic heartbeat algorithm nodes periodically send
heartbeat messages to all other nodes. A heartbeat message is as simple as sending
the identifier of the sending node. Detecting a failed node is just as simple. If a node
stops receiving heartbeats from another node, it assumes that the silent node has
failed. Heartbeat protocols are discussed in [5], [11], [3], [2], [8], [12], [4], [1], and [9].

A negative consequence of the simplicity is the amount of messages used in the proto-
col. Basic Heartbeat protocols do not scale well due to the large number of messages
used. Numerous protocols exist building off of the basic heartbeat algorithm. An ex-
ample of such a protocol addition is adding structure to the group, such as organizing
the nodes into a tree. Other protocols try to use a centralized node or server for the
heartbeat destinations, which reduces the number of messages used. The Heartbeat
protocol discussed throughout this thesis refers only to the basic heartbeat algorithm.

11



3.1.1 Description

In a heartbeat scheme each member sends a heartbeat "I am alive” message to all
other nodes at each Tjegriveq: time interval. The time value used for Theertpear 1S @
protocol parameter that may be predetermined or dynamically adjusted as the pro-
tocol operates. In this thesis investigation the time period was configured at node
initialization. Tjheqrpear Values can range from milliseconds to seconds or even min-
utes. Each member maintains a list of all the other members in the group. The time
stamp of the last received heartbeat is stored for each member in the list. An example
of a group using the Heartbeat protocol is given in figure 1. Each node initializes its
list of time stamps at time interval Ty. The figure shows node A sending heartbeat
messages to all other nodes at time interval T;. It is important to note that the figure
focuses on the send procedure executed at node A only, but in reality all four nodes
would be executing the same send procedure. An example of the code executed by
node A is as follows.

Example Heartbeat Procedure at node A:

foreach n; in node_list { /* node_list = {ny = B, n; = C, n,; = D} */
send message to n;: "HEARTBEAT, A";

}

B|O Al O
clo HB A @co
D| O D|O
HB A HB A

o © ® e
B|O B|O
D| O C 0

Figure 1: Node A Sending Heartbeat Messages

A heartbeat message is processed by examining the identifier of the sender. The
receiver node then updates the corresponding time stamp in its list of time stamps.
Figure 2 depicts the group situation after nodes B, C, and D process the heartbeat
messages sent by node A. Since the nodes receive the messages at time interval Ty,
they update the time stamp for A in their tables with time interval T;. An example
of the code executed by nodes B, C, and D is as follows.

12



Any time at node n;:
if receive "HEARTBEAT, n;" {

update 1n;_imestamp ;

B| O Al
C

o
O
o

o
o

Al 1 Al 1
510 <9 O
| P L C

Figure 2: Nodes B, C, and D With Updated Lists

When a Tyjneons interval of time has passed since the last heartbeat message has
been received for a given node, that node is considered failed. The Ty e0u: time
value is a protocol parameter similar to Tjheerpeat- 10 check for a failure, each node
scans its list subtracting each time stamp from the current time period. If the result
is greater than Tymeous, that node is added to the suspect list. Figure 3 depicts a
situation where the group detects a failure. In this example node C terminates just
after sending heartbeat messages to the other nodes and processing heartbeats from
B and D. Nodes A, B, and D have sent and processed messages sent and received at
time interval Tg. The Tyimeont value is equal to 3 (3 heartbeat intervals). Nodes A,
B, and D check their lists and notice that the current time interval (Tg) minus C’s
time stamp (2) results in a value (4) that is greater than the Tyipmeon period (3). As
a result nodes A, B, and D add node C to their suspect list. An example of the code
executed by A, B, and D is as follows.

Example Timeout Check Procedure:
foreach n; in node_list {
if ( current_time - j_timestamp > Tiimeout ) {
add n; to suspect_list;
}

}

13
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Figure 3: Nodes A, B, and D Detect C

Although A, B, and D have added node C to their suspect list, they continue to
send heartbeat messages to C. Process C may be temporarily unavailable due to net-
work problems, and may become available in the near future. Node C’s host may be
busy with other more urgent applications. It is assumed that the upper application
layer will decide when to remove a node from the group, and will coordinate any
removal procedure.

Whenever a node receives a message from another node it checks it’s suspect list
and removes the node if it is there. Consider the situation where a node is tem-
porarily unable to send heartbeat messages and the other nodes in the group have
suspected it as failed. When the node recovers and continues sending heartbeat mes-
sages, the other nodes that receive the messages check their suspect lists and remove
the previously suspected node.

3.1.2 Discussion

Since every node sends a heartbeat message to every other node every round, O(n?)
messages are sent every Theurtheat P€riod, where n is the number of nodes in the
group. As the number of nodes in the group grows, the network will eventually be
flooded with failure detection messages. Thus, the quadratic nature of the heartbeat
algorithm limits its effectiveness as an efficient and highly scalable failure detection
protocol.

To solve the message usage problem, Heartbeat protocols can use dedicated reliable

nodes as heartbeat servers. Each member can send their heartbeats to the server
node instead of all the nodes in the group. It is then the server node’s responsibility

14



to track the heartbeat times of the group members and to detect when a node has
failed. Although the centralized server based heartbeat schemes reduce the number
of messages sent and the overall CPU usage on the node hosts, the servers are single
points of failure and can render the failure detection system useless if they fail them-
selves. Using an election algorithm to assign new server nodes could help with this
problem, but doing so may be expensive in terms of messages used and execution time.

Another alternative mentioned in the literature is to organize the group into a ring
structure and send heartbeat messages around the ring. The problem with this struc-
ture is recovering from multiple node failures. The Heartbeat protocol discussed
throughout this thesis refers only to the basic Heartbeat protocol. In summary the
basic heartbeat algorithm is simple and fast, but it uses a large amount of network
bandwidth and as a result is not highly scalable.

3.2 Ping

Another type of failure detection algorithm is the ping based strategy. Ping based
failure detectors are similar to Heartbeat protocols in that they are also quite simple
and easily implemented. Opposite of Heartbeat protocols and the push model, Ping
protocols are examples of pull model algorithms in that they use messages that query
nodes for information and require a response from the nodes. In a basic ping protocol
each node periodically pings all other nodes. A ping message can be thought of as a
request message. The receiver of a ping responds with an acknowledgment. If a node
stops sending acknowledgments to ping messages, then the node is assumed to have
failed. Ping protocols are discussed in [5], [12], and [9].

As mentioned with the Heartbeat protocols, improvements can be made to the ba-
sic algorithm to try and improve efficiency. Organizing the nodes into a some type
of structure may improve efficiency, but doing so requires some means of coordina-
tion, as well as extra messages to maintain the structure as nodes join and leave the
group. The Ping protocol discussed throughout this thesis refers only to the basic
Ping protocol.

3.2.1 Description

Every round of the basic Ping protocol each node sends a ping "Are you alive?”
message to every other node every Tp;,, time interval. The T;,, time interval is
a protocol parameter similar to the Tjeqrpeqr time interval defined in the Heartbeat
protocol. Figure 4 depicts a group with node members A, B, C, and D. The nodes
initialize their lists at time interval Ty. The figure shows node A sending ping mes-
sages to the other nodes in the group at time interval T;. Nodes B, C, and D will
also execute the same ping procedure as A at time interval T;. An example of the
code executed by node A is as follows.

15



Example Ping Procedure at node A:
foreach n; in node_list { /#* node_list = {ny = B, n; = C, n,_; = D} */

send message to n;: "PING, A";
1
Bl O
Cc| O
D O
AlO
Bl O
DO

Figure 4: Node A Pings B, C, and D

When a member receives such a ping message it sends an acknowledgment ”I am
alive” message back to the sender. Figure 5 shows nodes B, C, and D responding to
A’s ping messages by sending acknowledgment messages to A. When a node receives
an acknowledgment message, the pinged node is considered to be alive until the next
ping period. In figure 5 node A records the acknowledgments received by B, C, and
D by updating the list with a 1 for each received acknowledgment. An example of
the code executed by nodes B, C, and D, as well as the acknowledgment process
procedure executed by A are as follows.

Any time at node n;:

if receive "PING, n;" {
send message to n;: "ACK, n;";

Any time at node n;:
if receive "ACK, n;" {

update ACK for n; in node_list;
}

A node is added to a suspect list if an acknowledgment message has not been re-

16
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Figure 5: B, C, and D Send Acknowledgments to A

ceived within the Ty;e0ue period since the time the ping was sent. Figure 6 shows
nodes A, B, and D detecting the failure of node C. Nodes A, B, and D sent ping mes-
sages to C, and the Tyimeous period has expired. Node C failed and did not respond
with acknowledgment messages. Since the Ty,e0ur Period has expired, nodes A, B,
and D scan their lists searching for missing acknowledgments. Nodes A, B, and D
notice that they did not receive acknowledgments for their ping messages to C. A
Ttimeour Period has passed since the ping was sent, so nodes A, B, and D add node
C to their suspect lists. For the same reasons described in the Heartbeat protocol
section, nodes A, B, and D continue sending ping messages to node C even though
they have just added C to their suspect lists. The failure check procedure is as follows.

Example Timeout Check Procedure at node n;:
/* Executed at Tymeont time units since last ping procedure. */
foreach n; in node_list {
if no ACK has been received from n; {
add n; to suspect_list;
}

}

The procedure for removing a node from the suspect is similar to the Heartbeat pro-
tocol. Whenever a node receives a message from another node it checks its suspect
list and removes the node if it is in the list.

3.2.2 Discussion

An obvious difference between the Heartbeat protocol and Ping protocol is that the
Ping protocol uses twice as many messages as the Heartbeat protocol. The Ping
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Figure 6: Nodes A, B, and D detect C

protocol still uses O(n?) messages per round, but this estimation hides the factor of
2 that is actually present with the Ping protocol.

Similar to heartbeat schemes, ping protocols can use reliable dedicated nodes as
pinging servers. These servers are responsible for pinging the other group members
and determining whether or not a node has failed. Such a protocol design will reduce
the number of messages used, but it also creates a few problems. Ping servers will
create hot spots resulting in heavy network load in some areas. Also ping servers are
single points of failure and may require coordination and more messages to be sent
to select a new server node.

Similar to the Heartbeat protocol, the Ping protocol does not scale well to large group
sizes. When the number of nodes in the group grows, the rate at which ping messages
are sent must be adjusted so that the network is not overloaded with messages. As a
result the speed of failure detections should decrease as group sizes grow. Although
the Ping protocol can detect failures quickly and accurately, these properties suffer
as the protocol scales for larger group sizes. The performance of the Heartbeat and
Ping protocols will be compared to the performance of several other slightly more
complex failure detection algorithms, such as the Randomized Ping protocol and the
Gossip protocol.

3.3 Gossip

Gossip style protocols attempt to detect failed nodes by having each node gossip its
view of the group to other random members. Gossiping means that all nodes peri-
odically send their knowledge of the group to other random group members. The
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knowledge that is sent is a list of information containing one line per node. In the
basic Gossip protocol this line of information is nothing more than an identifier and
integer counter pair. When a node compares its own list with a received list, it keeps
the more recently updated lines. Before sending the list, each node updates the line
that refers to itself. As long as each node keeps updating its own line in the list, the
information will reach all members due to the gossiping nature of the group. When a
node fails, it no longer is able to update its information. The other nodes detect the
failed node when they realize that its line has become stale and has not been updated
within a certain period of time.

The basic Gossip protocol is discussed in detail in [13]. The protocols presented
in [10] as well as the ones in section 4 of [13], and section 4.3 of [12] build on the
basic Gossip protocol and try to apply structured organization to the group to im-
prove efficiency and reduce network load. Since this thesis investigation is focused
on failure detection protocols not requiring extra processing or message passing for
maintaining an organized structure, the Gossip protocol mentioned throughout this
paper will refer to the basic Gossip protocol.

3.3.1 Description

The basis of the Gossip protocol is in the gossip list data structure maintained by
every node. Each node in the group maintains a list of counters and time stamps
for all other nodes in the group. Each node initializes all counters to zero, and all
time stamps to the current time. An example group is depicted in figure 7. In this
group the timers were initialized to time period zero. In each table the first column
represents a node identifier, the second column is the counter for that identifier, and
the final column is the time period.

At every Tgossip time interval, each member increments its own counter and ran-
domly selects B other members to gossip its list to. The B value is an adjustable
Gossip protocol parameter. A gossip message contains the individual’s own counter
along with the identifier and counter for every node in the list. As described in [13],
the timing of the gossip procedure between nodes is not synchronized, but clock drift
should negligible. The gossip procedure for node A executing at time period 1 is
depicted in figure 8. Assume that the group was configured with B = 2. In this case
A randomly selected B and D to gossip to. An example of the code executed by node
A is as follows.

Example Gossip Procedure at node A:
counter = counter + 1;

Randomly select B nodes from node_list;
foreach by in B {
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Figure 7: Example Gossip Group

send message to bg:
"Aidentifier = Acounter: Ny _identifier = Ilj_counter (fOI‘ all nodes 1 in nOde—liSt)"

}

When a node receives a gossip message it compares the list in the message to its
own list. If a counter value for a given identifier in the message is larger than the
corresponding counter value in its own list, the new value is kept and the time stamp
is updated accordingly. Counters will eventually overflow, so protocol implementa-
tions should be designed so that they adjust to reset counter values. Figure 9 shows
the group situation after B and D processed A’s message and updated their lists.
Nodes B and D would compare the message from A with their own lists and notice
that the counter for A in the message is greater than the value in their own tables.
They would then store the higher value in their table and update the time stamp. In
this case B and D use time period 1 for the time stamp update. An example of code
executed by nodes B and D is as follows.

Example Packet Process Procedure:
foreach n;_jgentifier = Nj_counter Pair in packet P {
Obtain n; in node_list where N0, jgentifier = Nk_identifier ;
if ( nj_counter > Nk _counter ) {
N _counter = Ij_counter s
update N _timestamp
}
}
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Figure 8: Node A Gossip Procedure

To detect faulty nodes, every node periodically scans its list searching for stale coun-
ters. A node is added to the suspect list if its counter has not been updated within the
Tiimeout Interval. Figure 10 depicts a situation where the nodes in the group detect
a failure. The group situation is as follows. The current time period is 8. Node C
failed in time period 3, just after updating its own counter. Nodes A, B, and D have
updated their counters and sent gossip messages that are currently on their way to
their destinations. The Ty eous Value is equal to 4. Nodes A, B, and D scan their lists
and notice that the time stamp for node C is from time period 3. Each node calculates
that C’s time stamp of 3 subtracted from the current time period (8) results in a value
(5), which is greater than the Tyimeous period of 4. Nodes A, B, and D all add node C
to their suspect lists. An example of code executed by nodes A, B, and D is as follows.

Example Timeout Check Procedure:
foreach n; jgentifier = Nj_counter PA1Tr in node_list {
if ( current_time - 0 yimestamp > Ttimeout ) {
add node n; to suspect_list;
}

}

Although C has been added to the suspect lists, nodes A, B, and D do not stop
sending messages to C. Node C may be currently unavailable due to a network failure
that may be fixed in the next few time periods, or it just may be busy with other
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Figure 9: B and D With Updated Lists

processes. The assumption is that an upper layer of the application will decide when
to remove a node from the group, and will coordinate the effort to take care of the
removal. The procedure for removing a node from a suspect list is simple. Whenever
a node receives a Gossip message from another node it checks its suspect list and
removes the node from the list if it is there.

3.3.2 Discussion

As each node "infects” other nodes with information about the group, a unified view
of the group is maintained allowing a low average detection time of failures. Adjust-
ing the B parameter changes the rate at which information is passed around in the
group. A higher B value means more nodes are "infected” each T period.

Each Tyossip period B*n messages are sent across the network. The minimal amount
of messages occurs when B is equal to 1. In the case exactly n messages are sent
each Typssip period which is O(n). The maximum amount of messages occurs when
B is equal to n-1. In this case n? - n messages are sent each Tyossip Period which
is O(n?). Setting B to the smallest value possible without sacrificing accuracy or
detection times minimizes network load.

One might be quick to conclude that by using the optimal B value, the Gossip proto-
col can produce accurate detection times similar to the Heartbeat and Ping protocols
using only O(n) messages compared to O(n?). The detail that is overlooked in this
analysis is that every gossip message consists of all n (identifier, counter) pairs. As
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Figure 10: Nodes A, B, and D Detect C

n grows with the size of the group, the size of the messages sent grows proportion-
ally as well. If the size of the messages is greater than the maximum payload of the
underlying transport layer packet, then multiple packets will be needed to transport
the gossip message. This can introduce more network stress than expected.

As discussed in [13] and [10], more efficient Gossip protocols can be constructed by
making adjustments to the basic protocol. Instead of randomly selecting the nodes
to gossip to each round, the nodes can be selected in a more deterministic fashion
taking into account the network topology. This can reduce network load across heavy
traffic areas without sacrificing protocol accuracy. Although not implemented in this
thesis investigation, it is important to mention these extended Gossip protocols and
that they have been presented and analyzed in the available research.

3.4 Protocol Proposed by Chandra, Goldszmidt, and Gupta

An interesting failure detection protocol has been proposed by Chandra, Goldszmidt,
and Gupta. Their protocol is unique in that it uses a randomized ping strategy to
obtain the completeness and efficiency properties that are required in a failure detec-
tion protocol. The protocol uses a lower number of messages compared to the basic
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Heartbeat and Ping protocols, which should result in a more scalable protocol.

Instead of pinging every node in every round, each node only selects one node to
ping. If no acknowledgment is received, the node executes a ”swarm” procedure. The
swarm procedure randomly selects a few other nodes in the group and sends them a
message asking them to ping the node that timed out. The nodes ping the suspicious
node for the original node. If an acknowledgment is received, they forward it to the
original node. If the original node does not receive an acknowledgment from any of
the swarm members, it adds the faulty node to its suspect list. The swarm proce-
dure double checks a possible failure, increasing the accuracy of the protocol. The
combination of reduced messages and increased accuracy should result in an efficient
failure detector. Chandra, Goldszmidt, and Gupta’s protocol is discussed in depth in
[9].

3.4.1 Description

The basis of the algorithm is the random ping procedure. Every T, time inter-
val each member randomly selects another member in the group to ping. If a node
ever receives a regular ping, the node responds by sending an acknowledgment to the
sender. Figure 11 depicts a group using the Random Ping protocol. The left side
of the figure (a) shows the nodes pinging other randomly selected members. In this
situation each message reaches its destination. The right side of the figure (b) shows
the nodes responding to the pings by sending acknowledgment messages. Sample
code executed by the nodes is as follows.

Example Random Ping Procedure at node n;:
Randomly select a node n; from node_list;
send message to n;: "PING, n;, n;";

Any time at node n;:
if receive "PING, n,, n;" {
send message to n,: "ACK, n,, n;";

If the sending node does not receive an acknowledgment message within the Tymeout
interval, it randomly selects £ other members to ping the node under suspicion. The
k value is an adjustable protocol parameter. Figure 12 depicts a situation where node
A executes the swarm procedure. Node A sent a ping message to node C and did not
receive an acknowledgment. In this example the nodes were configured with £ = 2.
Node A selects nodes B and D for the ¥ members. Since B and D are the only nodes
available, they are selected for the swarm procedure. In larger groups the k& nodes
would be selected randomly. In the figure, node A sends ping request messages to B
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Figure 11: Sample Round of Random Ping Protocol

and D. An example of the code executed by node A is as follows.

Example Ping Request Procedure at node A:

if no "ACK, n;, n;" message has been received within Tyjeou period {
Randomly select k nodes from node_list;
foreach n, in set of k nodes {

send message to ni: "PINGREQR, n;, n;";
}
}
@ PING REQA, C
PING A, C

PING REQ A, C

Figure 12: Example Swarm Procedure
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If a node ever receives a ping request message, it pings the suspicious node for the re-
quester. Figure 13 shows nodes B and D sending ping messages to node C in response
to the request messages received from node A. Besides including their own identifiers
in the ping message, they also include the identifier (A) of the node that executed
the swarm procedure at the end of the message. A sample of the code executed by
nodes B and D is as follows.

Any time at node n;:
if receive "PING_REQ, n,, n;" {

send message to n;: "PING, n;, n;, n,";
}

PING B, C, A ~._ PINGREQA, C

~
~

-(©
PING D, C, A

Figure 13: Nodes B and D Sending Pings to C

If the suspect node receives a ping message from one of the £ members, it replies
with an acknowledgment. If any of the £ members receives an acknowledgment, it
will forward the acknowledgment back to the original sender. Figure 14 depicts these
procedures. Consider a network with a high drop rate. The original ping packet from
A to C never reached its destination. This caused A to execute the swarm procedure
as seen in figure 13. The left side (a) of figure 14 shows node C responding to the
ping sent by node B. The ping from D to C was lost in the network and never reached
C. The right side (b) shows node B forwarding to A the acknowledgment it received
from C. In the normal ping protocol node A would have incorrectly suspected node
C as failed. In Chandra, Goldszmidt, and Gupta’s protocol, the swarm procedure
prevented an incorrect detection. This example helps illustrate the accuracy of their
protocol. Sample code executed by the nodes in figure 14 is as follows.

Any time at node n;:
if receive "PING, n,, n;, n;" {

send message to n,: "ACK, n,, n;, n;";
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}

Any time at node n;:
if receive "ACK, n;, n;, ng," {
send message to n,: "ACK, n,, n;";

ACK A, C
A e
ACKC,B,A " PING B,C,A ACK C, B, A
% (o ©)

PINGD,C, A

(@ (b)

Figure 14: (a) C Responding to Swarm Ping, (b) B Forwarding Response to A

If the original sender does not receive an acknowledgment from any of the k¥ subgroup
members within the T}, interval, it adds the faulty node to the list of suspected
nodes. Consider the situation where the network is reliable and node C has failed.
Node C never responded to A’s ping message so A initiated the swarm procedure seen
in figure 13. Since C failed, nodes B and D never receive any acknowledgments to
forward back to node A. As a result node A never receives an acknowledgment within
the timeout period and adds C to its suspect list. Figure 15 depicts this situation.

An example of the code executed by node A is as follows.

Example Final Timeout Procedure at node n;:
if no "ACK, n;, n;" message has been received within T}, period {
add node n; to suspect_list;

To keep the suspect list as up to date as possible every node checks its suspect
list when it receives a message. If the node that sent the message is in the receiver’s
suspect list the receiver removes it. This is how a node is removed from another
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node’s suspect list.

3.4.2 Discussion

In a perfect scenario where all messages are delivered and no processes terminate
unexpectedly, Chandra, Goldszmidt, and Gupta’s protocol will use one message for
a ping and one message for an acknowledgment per node for each ping round. This
results in O(n) messages in an ideal setting. In a setting with an unreliable network
and processes that may fail, as more packets are lost and processes fail, the number
of messages should grow due to the use of the auxiliary £ ping request procedure.

In their paper Chandra, Goldszmidt, and Gupta present proofs for the expected
detection time of a node failure, the probability of a detection error, as well as proofs
that the protocol meets the completeness, speed, and accuracy requirements of an
efficient failure detector. These proofs will not be discussed here but it should be
noted that the detection time discussion is based on the average time needed for a
node to detect a failure. A point that is not discussed is the maximum time that may
be needed for a node to detect a failure.

There are several outcomes that may arise due to the random selection of nodes
to be pinged each round. A node may get lucky and randomly select a node that
has just failed. In this case the node will quickly detect the failure. Another case
may be that a node is quite unlucky and does not select the failed node for a long
period of time. What this means is that the protocol has the unfortunate property
of having a high maximum detection time. Chandra, Goldszmidt, and Gupta touch
on this problem when they mention possible ways to alter the protocol so that it is
deterministic instead of random when choosing nodes. This would result in a known
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upper bound on detection time.

Due to the low message usage of Chandra, Goldszmidt, and Gupta’s protocol, scaling
for large group sizes should not be a problem. The only apparent drawbacks of the
algorithm are the maximum detection time issue, and as mentioned in [9] the fact
that if the group spans across different network regions, the routers and gateways will
need to handle the protocol message load. Adding some kind of group structure to
the protocol is a possible solution to this problem, as mentioned with the previously
discussed protocols, but will not be investigated in this thesis.

4 Aggressive Protocol

The main focus of this thesis was the development of a new failure detection proto-
col. This protocol would be based on modifications of the basic design of Chandra,
Goldszmidt, and Gupta’s random ping strategy. The hypothesis was that the mod-
ifications would eliminate the maximum detection time problem and reduce overall
average detection time while minimizing any increases in messages sent and CPU
usage.

4.1 Basis

In every round of Chandra, Goldszmidt, and Gupta’s protocol, each group member
randomly selects another member to ping. A consequence of this is that some mem-
bers of the group may be pinged more often than others. This results in some nodes
having to handle a larger portion of the computational burden. Another consequence
is that time and messages may be wasted pinging nodes in the group that are more
reliable than other nodes that are more susceptible to failure. Since the selection of
the k£ nodes to ping a suspected node is also done in a random manner, less reliable
nodes may be selected instead of more reliable ones, resulting in a larger number of
failure detection errors.

Another negative effect of the random ping selection process is that a node may
not ping a given node for a very long period of time. If that node had failed, then it
would take a long time to detect the failure. This results in the high maximum and
average detection times of Chandra, Goldszmidt, and Gupta’s protocol.

The proposed new protocol would have several changes that would eliminate these
problems.
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4.2 Modifications

The goal of the protocol modifications was to eliminate inefficiencies that arise due
to the randomness of the protocol, as well as alter the ping selection process so that
it is deterministic and targeted for nodes more likely to fail. While developing these
modifications it became apparent that this approach appears to be flawed. This issue
will be examined in section 4.3. Sections 4.2.1 through 4.2.5 present each of the
proposed modifications with discussions of their merits or downfalls.

4.2.1 Round-Robin Selection

The first improvement was to replace the random ping selection procedure with a
round-robin type procedure. This would ensure that every member receives a fair
amount of ping messages without overloading any given member of the group. An
example data structure for the group view list could be a simple array. Each member
starts with the member index immediately following its own index. At each round
the array index is incremented. When the end of the array is reached, the index is
reset to 0 and starts from the beginning of the array.

Example Ping Selection Procedure at node n;:
node_to_ping = group_list[ next_index ];

next_index = ( next_index + 1 ) mod ( group.size - 1 );
sendPing( node_to_ping );

Unlike the random ping selection procedure, the worst case detection time is known.
For a group of size n the worst case detection time would be equal to the number
of nodes multiplied by the ping interval time plus the timeout period for the last
node resulting in ((n - 1) * Tping) + Ttimeout- Using this selection procedure the
worst case detection time will occur when a node fails just after it sends a node an
acknowledgment. The node that received the acknowledgment will now have to work
through it’s list of nodes before it pings the faulty node. As the number of nodes in
the group grows it will take a node longer to cycle through and ping each of the nodes
in its node list. For very large groups this can be as much of a problem as randomly
pinging nodes. The proposed burst notice improvement presented in section 4.2.4 is
an attempt to eliminate the maximum detection time problem in large groups.

4.2.2 Node Characterization

Another proposed improvement required each node to maintain a reliability rating for
the other nodes in the group list. This rating was based on several factors such as the
percentage of ping responses, ping response time, and the number of times the node
had failed to respond to initial ping messages. Each node also stored the best value
for each category. To calculate the factor for a node, each of its values are compared
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to the best values for the corresponding category. The percentages are then totaled to
produce the node’s rating. This rating could be used in the ping selection procedure
which is discussed in the next section.

The concept of node characterization can be expanded by adjusting the rating for
the host device that each node runs on. If the device is small with limited resources,
then the rating for that node could be adjusted accordingly to reduce the number of
times it is pinged. This could reduce resource consumption on limited host devices.
This concept has not been implemented or tested, but functionality exists in the test
framework to define host devices.

4.2.3 Selection Based on Characterization

In the round-robin ping selection procedure, each node considered the reliability rat-
ing of the current ping index. The probability that any given node will be selected
increases as that node’s reliability rating decreases. The idea behind this is that less
reliable nodes should be pinged more often than reliable ones. As a result detection
times should decrease since the less reliable nodes are more likely to fail.

One overlooked detail in the thought process is the situation in the group environment
that will take place most of the time. This is the case when all devices and the net-
work behave in a normal and predictable way. In this situation all nodes will have a
relatively equal rating, and as a result the ping selection procedure skips through the
nodes more often than actually selecting a node to ping. This wastes CPU time and
actually increases detection times. After these effects were observed while working
on the improvement, the ping selection procedure was changed back to the original
simple round-robin selection described earlier.

The reliability rating calculation could still be useful in other areas of the algorithm.
Parameters were added to the algorithm to track the top X nodes and bottom Y
nodes in terms of their reliability ratings. The idea behind this was that the £ nodes
used in the swarm procedure could quickly be selected from the pool of top nodes,
and the rest randomly selected if £ > X. Separate timer tasks were used to ping the
bottom Y nodes at an interval determined by a protocol parameter. The effects of
these two protocol additions are discussed in section 4.3.

4.2.4 Burst Notices

To detect a node failure, a node must first ping the faulty node, timeout and send ping
requests to k£ nodes, and then wait for an acknowledgment. If no acknowledgment is
ever received then the original sending node adds the faulty node to it’s suspect list.
An adjustment was made to the algorithm so that when a node adds another node
to its suspect list it also ”bursts” the information to all other nodes. The nodes that
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receive such a burst message first check their own suspect list. If it already contains
the suspect node, then they do nothing. Otherwise they ping the suspicious node to
confirm the detection. This reduces the amount of work needed to detect the failure
on their own, as well as the time needed to work their way through their group list
using the round-robin ping selection.

The burst notice addition was implemented and tested. In a perfect network en-
vironment where the network drop percentage was equal to zero, the burst notice
dramatically improved detection times, almost to the point where maximum, min-
imum, and average detection times were equal. The addition also made minimal
increases in terms of protocol messages used. Such an improvement seemed too good
to be true, but as with other improvement ideas there was a catch.

NoACK FromC addSuspect( C)
addSuspect( C)

:: /.E
-
-
-
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Figure 16: (a) B and D pinging node C, (b) C sending ACKs to B, D, and A

The burst addition caused problems when used in a network where packet loss can
occur. As packet loss increases, more incorrect detections take place, resulting in
numerous burst notices. Each burst notice uses n-2 messages to notify the rest of the
group (excluding the sending node and the faulty node), as well as n-2 more messages
for each of the nodes receiving the burst notice to send a confirming ping to the faulty
node. The impact the procedure has on the overall protocol performance increases
as the network drop rate increases. The increase in messages used actually hurts
performance as the network becomes more faulty. As a result of this observation, the
burst procedure was changed so that when a node receives a burst notice it immedi-
ately adds the suspicious node to its suspect list if it is not already there. Part (a)
of figure 16 shows node A adding node C to its suspect list after failing to receive an
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acknowledgment from C during a swarm procedure. Part (b) shows node A sending
burst notices to nodes B and D. When nodes B and D receive the burst notices from
A, they add C to their suspect lists (assuming the suspect lists do not already con-
tain C). This eliminates the extra ping message used to confirm the detection. The
consequence of removing the confirming ping is that if a node mistakenly detects a
correct node as failed and notifies the rest of the group, then the rest of the group
will also have the incorrect detection in its suspect list. The basis of the Random
Ping protocol is its improved efficiency using the swarm procedure. The burst notice
modification is only an improvement if the accuracy of the underlying Random Ping
procedure holds.

4.3 Discussion

While working on the protocol modifications it became apparent that the idea behind
most of them was flawed. Maintaining information about the other nodes for calcu-
lating a reliability rating may seem like a good idea, but the way it was being used
was not helping the performance of the protocol. Making the protocol aggressive is
not the problem. The problem is the direction in which the aggressiveness is being
applied. The original intent was to make the protocol aggressive in that it would
attempt to ping weaker nodes more often than the reliable nodes, resulting in faster
detection times. A consequence of this aggression is that an already weak system
might crash as a result of the ping overload. A failure detection algorithm should
accurately detect node failures as fast as possible, but it should not be a burden on
weak systems or be the root cause of a crash.

After this realization, the original idea behind the modifications was abandoned and
some time was taken to reflect on its flaws. Time was also taken to review the other
protocols. The Heartbeat and Ping protocols are aggressive in that they send mes-
sages to every node every round. This makes them fast, but they use a large number
of messages as a consequence. The Gossip protocol is accurate and fast for a different
reason. Its performance properties arise from the information the nodes receive from
each other about the group, instead of trying to gather it all themselves. This knowl-
edge sharing property is the beauty of the Gossip algorithm. The price the Gossip
algorithm pays for such knowledge sharing is the size of the messages sent between
the nodes. The Random Ping protocol’s swarm procedure provides accuracy, but it
lacks speed since only one node is pinged per round.

An ideal improvement for the Random Ping protocol would be the addition of knowl-
edge sharing in some way. The burst procedure is an attempt at this. In the final
form of the burst procedure if a node completes the swarm procedure it sends a burst
notice to the other n-2 nodes. When a node receives a burst procedure it adds the
faulty node to its suspect list if it is not already there. This knowledge sharing should
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improve the average detection time of the Aggressive protocol. As mentioned pre-
viously, this burst notice procedure relies on the accuracy of the underlying swarm
detection procedure. Functionality was added to the Aggressive protocol to improve
the accuracy of the swarm procedure.

The swarm procedure was modified as follows. Whenever a node receives a ping
from one of the £ members of a swarm procedure it sends an acknowledgment to the
node that pinged it, but it also sends an acknowledgment to the node that initiated
the swarm procedure. Part (a) of figure 17 shows a group situation where node A has
initiated a swarm procedure on node C. Node A sent ping request messages to nodes
B and D. Nodes B and D respond by pinging node C. Part (b) of figure 17 shows
node C sending acknowledgment messages to nodes B and C. It also shows node C
sending an acknowledgment back to node A for each of the pings received from B
and D. This will improve the accuracy of the protocol in a network with high packet
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Figure 17: (a) B and D pinging node C, (b) C sending ACKs to B, D, and A

loss. The node receiving a ping from one of the £ nodes needs to send the acknowl-
edgment back to that node, and when it is received it is forwarded back to the node
that started the swarm procedure. In the group example seen in figure 17 B and D
will have to forward the acknowledgments received from C back to A. By sending an
acknowledgment directly back to the swarm procedure initiator, as well as to the &
members, the likelihood that the initiator receives an acknowledgment increases. The
idea behind this procedure is that the increased accuracy will outweigh any negative
impacts caused by the increase in messages sent.

It its final state the Aggressive protocol has the following features; the round-robin
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ping selection procedure, burst notification with immediate suspect list addition, and
the modified swarm procedure with acknowledgments sent to the ¥ members as well
as the swarm procedure initiator. This is the Aggressive protocol that was used in
the tests presented in sections 8 and 9.

5 Protocol Comparisons

Consider the designers of the applications discussed in the introduction. Assume they
both understand why they need a failure detection component in their application.
They have examined the protocols discussed in the previous sections. All that is left
for them to do is to select the best protocol and implement it in a failure detector
component for their application. This sounds like a fairly simple process. Just choose,
code, and integrate the finished component with the rest of the application. A ques-
tion one may have is how did they decide which protocol is best?

Having a metric for comparing the protocols would be ideal for deciding which proto-
col is the best. The metric would produce some value allowing easy comparison. Part
of this thesis was to develop such a metric. The metric would be based on messages
used, accuracy (minimal number of errors), speed of detection, and computational
complexity. After examining the protocols one can see that each of them are unique
in their own way. They each have strengths and weaknesses. Having a single metric
for comparison may hide characteristics that might reveal themselves if used under
certain circumstances. Such a situation could be devastating for an application. In-
stead of comparing the protocols with a single metric, it may be better to compare
them using one factor at a time. Performance in these areas also determines a proto-
col’s ability to scale to large group sizes as well as the amount of stress the protocol
will have on the network. Designers may find it best to select a protocol based on
what factors they feel are most important for the performance of the application.
They will also need to consider the environment the application will be running in.
The results from the tests presented in section 8 would be very useful in determining
what protocol is best in a given environment.

5.1 Messages Used

An important characteristic for comparing failure detection protocols is the number
of messages each protocol uses. The testing environment used in this thesis did not
have the capability to vary the amount of network delay. It did have the capabil-
ity to vary the percentage of packets dropped in the network. As a result, only the
amount of packets dropped in the network will be used when comparing the protocols.

The Heartbeat and Gossip protocols send the same number of messages per round,
no matter how many packets are lost in the network. The Heartbeat protocol sends
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n?-2 messages per round, and the Gossip protocol sends Bn messages per round. The
Ping protocol’s total messages sent depends on the percentage of packets that reach
their destination. Acknowledgment messages are only sent by the nodes that actually
receive ping messages. If p is the percentage of packets that reaches their destina-
tion, then the Ping protocol will send (n%-n)(1+p) messages per round (pings plus
acknowledgments).

Calculating the effect of the network drop percentage on the Random Ping and Ag-
gressive protocols is more complex than the Heartbeat, Ping, and Gossip protocols.
Since the Aggressive protocol is an extension of the Random Ping protocol, it makes
sense to evaluate the Random Ping protocol first. The Random Ping protocol starts
out the same as the Ping protocol. At the beginning of the round every node ran-
domly selects another node to ping. If p messages reach their destination then the
total number of acknowledgments sent is equal to pn. A swarm procedure will be ini-
tiated for the each of the nodes where no acknowledgment was received. This means
kn(1-p) ping request messages are sent. Since p times the number of ping request
messages reach their destinations, pkn(1-p) total swarm ping messages are sent. Con-
tinuing with the same logic, there will be p?kn(1-p) swarm acknowledgments sent,
and p3kn(1-p) swarm acknowledgments forwarded back to the swarm procedure ini-
tiators. In total there are n(1 + p + k - p*k) messages sent per round of the Random
Ping protocol.

The swarm procedure modification results in twice the number of swarm acknowl-
edgments sent, resulting in a new total of n(1 + p + k + p%k - p3k - p*k) messages
sent per round. The next step is to calculate the messages sent as a result of the
burst procedure modification. The total number of swarm acknowledgments received
is equal to p3k - p°k. A burst notice will be sent for every node that failed a swarm
procedure and was added to a suspect list, resulting in (n - 2)(1 - p - p3k + p°k) total
burst messages. Since it is impossible to send negative messages, the burst messages
are only included in the total when the quantity (1 - p - p3k + p°k) is positive.
So the total number of messages sent by the Aggressive protocol per round is n(1 +
p+k+p*k-pk-pk+ (n-2)((1-p-pPk+p°k)>0)7? (1-p-p*k + p°k): 0)).

An assumption made in this evaluation is that the probability that any given packet
is dropped is completely uniform. What this means is that for every set of k¥ messages
sent in a given swarm procedure, exactly pk messages reach their destination. Figure
18 compares the total number of messages sent by each protocol as the reliability of
the network decreases. For this example the number of nodes in the group is 100, B =
3 for the Gossip protocol, and k£ = 3 for the Random Ping and Aggressive protocols.
This graph, as well as the graph presented in figure 19, were generated using the pro-
tocol functions presented in this section. The graph shows how the burst procedure
can have a negative impact when the reliability of the network decreases beyond a
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certain threshold. This threshold depends on the value of k. In this example for £ =
3, the burst procedure does not start to increase the total number of messages sent
until the message delivery percentage drops below 55%. To configure the Aggressive
protocol for optimal performance, a value of £ would need to be selected so that
the burst procedure does not have a negative impact based on the given network
conditions. In this example £ would need to be reconfigured once the percentage of
messages delivered drops below 55%.

Total Messages Sent vs. Percentage of Messages Delivered by Network
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Figure 18: Total Messages Sent by the Protocols

Figure 19 shows how the total messages sent grows as the value of the B (Gossip)
and k£ (Random Ping and Aggressive) parameters increase. In this example the num-
ber of nodes in the group is held constant, and the percentage of messages delivered
in the network is also held constant at 75%. This graph illustrates how modifying
the B and k parameters causes linear increases in messages sent.

In conclusion the Random Ping, Gossip, and Aggressive protocols have O(n)
behavior in a perfect network, and the Heartbeat and Ping protocols have O(n?)
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Figure 19: Number of Messages Sent vs. B,k Parameters

behavior in a perfect network. As the reliability of the network decreases, all of
the protocols maintain their complexities except for the Aggressive protocol which
becomes O(n?). Figure 20 summarizes these observations.

5.2 Accuracy versus Speed

There is a trade-off between the accuracy and speed properties of a failure detector. If
an application demands faster detections of failures, then the obvious solution would
be to increase the rate that messages are sent and decrease the timeout values. In a
perfect network environment where packets are never dropped or delayed then this
would be an ideal solution. Unfortunately this situation is a rarity. If packets are
delayed or lost, a protocol may incorrectly detect a node as failed. So as detection
speed increases, accuracy decreases.
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Number of Messages Sent
Protocol 100% of Messages Reach Unreliable Network
Their Destination Messages Sent Estimation
Heartbeat n=n O(n)
Ping 2(n°- n) O(n)
Gossip Bn O(n)
Random Ping 2n O(n)
Aggressive 2n o)

Figure 20: Protocol Message Complexities

The opposite holds as well. If an application requires the failure detector to be
very accurate, then the protocol’s timeout value should be increased, and the rate
that messages are sent should be decreased. If the message delivery delay is high,
then this should be an efficient solution. If packets are being dropped then an alter-
native solution is to increase the number of timeouts allowed before a node is added
to the suspect list. If a node actually fails, then it will have to be pinged several times
until it has breached the timeouts allowed barrier. As a result detection times will be
higher.

Since each of the protocols can be configured to be fast or accurate it does not seem
fair to claim that one protocol is ’the best’. From the previous discussion it would
seem that ’the best’ protocol is the one that can be configured to be fast or accurate
with the least amount of negative side effects. Due to their inability to scale well it
would appear that the Heartbeat and Ping protocols would have the largest number
of side effects. Increasing the rate at which messages are sent is risky business when
the protocol is sending O(n?) messages per round. The Gossip protocol’s ability to
infect the group with information should allow it to detect failures quickly, with few
detection errors. The Random Ping protocol should be accurate since it confirms a
possible failure using the swarm procedure. Since it only pings one node per round,
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it may not be able to detect failures as fast as the Gossip protocol. The Aggressive
protocol’s swarm procedure modifications should make it even more accurate than
the Random Ping protocol. The burst procedure should make the protocol faster, but
this property will deteriorate as the number of packets lost in the network increases.
The tests presented in section 8 and discussed in section 9 will prove or disprove these
hypotheses.

5.3 Complexity

A failure detection protocol should be designed so that it is lightweight and does not
consume large amounts of resources or CPU time. All of the protocols in this thesis
execute very simple algorithms. The CPU time needed to execute these procedures
should be insignificant. The real burden that a failure detector places on the device
using it comes from the time and resources needed to process messages both sent and
received by the protocol. On a limited resource device such as a PDA, this can become
a serious issue. Assuming algorithm computation is minimal then it makes sense to
compare the protocols in terms of message complexity. This issue was investigated in
section 5.1.

5.4 Summary

The focus of this thesis was to develop a new protocol based on Chandra, Goldszmidt,
and Gupta’s protocol that would be faster and more efficient. After examining each
protocol in detail and comparing them, several hypotheses were formed. These hy-
potheses will be used when examining the test results presented in section 8.

1. Due to their O(n?) message complexities, the Heartbeat and Ping protocols are
inefficient compared to the Gossip, Random Ping, and Aggressive protocols.

2. In terms of speed, the Heartbeat, Ping, Gossip, and Aggressive protocols should
be competitive, but the Random Ping protocol will be sub-par because of the
random ping selection procedure.

3. The speed of the Aggressive protocol will deteriorate as the network becomes
more unreliable.

4. The Random Ping and Aggressive protocols should maintain accuracy as net-
work reliability decreases.

5. The Gossip protocol’s only weakness appears to be large message sizes for large
groups.

6. The Aggressive protocol should be fast and accurate, but these properties will
deteriorate as network reliability decreases.
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6 Protocol Implementations

The design for the protocol implementations is fairly simple. Common functionality
required by all of the protocols is implemented in the Device.java abstract base class.
The four protocols are implemented in subclasses derived from the Device.java base
class. Figure 21 shows the design of the protocol classes. The Device abstract base
class is at the top of the figure. The first set of methods in italics are declared public
abstract, and each of the protocol subclass must provide an implementation of these
methods. There is also the single public method, getSuspects, defined in the base
class. The four protocol subclasses are shown below the Device base class.

Device

public abstract
addNode
beginDetection
endDetection
pauseDetection
processDetectPacket
removeNode
resumeDetection

public
getSuspects

?

HeartbeatNode PingNode GossipNode RandomPingNode

Figure 21: Protocol Class Structure

6.1 Abstract Device Base Class

The Device.java base class is the foundation building block of the failure detector
components. It encapsulates the functionality that would be found in the upper layers
of the application using the failure detector, as well as functionality for simulating
network conditions.

6.1.1 Communication

The main thread of the Device.java class continually receives and examines failure
detector messages. Failure detector messages are encapsulated in UDP packets. If
the incoming message is of a valid type, the thread calls a method to process the
contents of the message. The method is defined as abstract in Device.java. Each of
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the protocols will implement this method in their subclasses. A second method is
defined for sending outgoing failure detector messages. The protocol subclasses can
call this method and the message contents will be packed in UDP packets and sent
to their destinations.

A second thread is created in the constructor of the Device.java class. This thread
continually listens for TCP connections. TCP connections are used to communicate
messages that must be received by every node. Example messages that require such
reliable communication are requests from the testing component to add and remove
nodes from the group, start the failure detector process, and requests for a node’s
suspect list. When events are generated at a node such as sleeping, joining, failing,
or leaving the group, the node communicates with the testing component using TCP.

It is important to discuss the possibility of message fragmentation since UDP is used
for transporting failure detector messages. If the size of the messages sent is large,
message fragmentation may occur at the IP layer. If fragmentation occurs, there is
the possibility that one of the fragments is not received on the other end and the en-
tire message is lost. So for protocols that send large messages, especially the Gossip
protocol, message fragmentation can have negative impacts. Since messages may be
dropped due to lost fragments, less messages will reach their destinations, creating
the possibility for incorrect detections. Message fragmentation was a variable that
was not, controlled in the test environment used in this thesis, and may have had an
impact on the results of the tests conducted.

There is also the possibility that failure detector messages are larger than the maxi-
mum payload of a UDP packet which is 65,535 bytes. Several UDP packets may be
needed to send a single failure detector message. Since UDP is an unreliable protocol,
there is the possibility that a UDP packet may not reach its destination. So if the size
of failure detector messages depends on the group size, performance may degrade as
as the group size increases. To avoid the negative aspects of message fragmentation
and the need for multiple UDP packets per message, protocol adjustments may be
needed. In the case of the Gossip protocol, each gossip message could be adjusted so
that it only includes a portion of the node identifiers and counters. The rest of the
list could be sent in later messages.

6.1.2 Event Generation

Part of the functionality of the testing framework and failure detector components is
the ability to specify the exact time when a node joins or leaves the group, sleeps for
a given amount of time, or fails. These events are defined in the lifetime of a node
in the input files used when a node is created. The input files will be discussed in a
later section of this paper. Several internal classes are defined for each of the possible
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events. A timer is used to schedule execution of the events at the time specified in
the input file.

6.1.3 Suspect List

A HashMap is used in the Device.java class to keep track of the nodes that the failure
detector suspects as failed. The HashMap takes integer node identifiers and maps
them to detection times. The testing component can make a request for a node’s
suspect list. It can also include an identifier argument. If the identifier argument is
included the node periodically checks the HashMap for the identifier. If it is in the
map, then the suspect list is sent to the testing component. If the identifier is not
in the map, then the node waits and continually checks the map until the node has
detected the node. Once it appears in the suspect list, the node sends the list to the
testing component.

6.1.4 Simulation Functionality

A section of the input files defines the characteristics of the host device that the
failure detector is running on. Some of the characteristics include the probability
that a packet is correctly processed by the device, or whether or not a packet is sent
correctly from the device. Methods are defined in the Device.java class to simulate
these characteristics using the parameters defined in the input files. The percentage
of packets dropped in the network is also an input file parameter. A method is defined
in Device.java to simulate whether or not a packet is dropped. This method is called
prior to sending a failure detection packet. The return value of the method determines
whether or not the packet is sent.

6.2 Design of Protocol Subclasses

Each of the protocols except for the Aggressive protocol were implemented in sub-
classes of the Device base class. The Aggressive protocol features are built into the
RandomPingNode class. They are turned on with a constructor parameter. Each
subclass provides implementations of the methods used to start, stop, and pause the
failure detection procedures. They also provide implementations of the method called
to process incoming failure detection packets.

Each of the protocols perform some kind of task over and over again. For the Heart-
beat protocol the task is to send heartbeat messages to all group members. For the
Gossip protocol the task is to send the list of identifiers and counters to a few other
randomly selected members. Each protocol class uses timers to execute their unique
tasks. The tasks are executed at periodic intervals defined by an input file param-
eter. Since each protocol class is an instance of a Device, the main thread of each
node is the main thread of the Device.java class that processes incoming UDP failure
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detection packets. So separate threads are used to execute the tasks required by each
protocol. Since the threads would be accessing common data structures, synchroniza-
tion mechanisms were used where concurrent access was a possibility.

To add a new protocol to the framework several things need to be done. One task
is to implement the protocol in a subclass of Device.java. The next task is to adjust
the Defs.java file so that it includes the new protocol as well as the parameter names
that would be used in input files. The Defs.java class is discussed in the input file
section. The last step is to add a method in the Setup class for creating instances of
the new protocol class.

7 Test Framework

The testing framework consists of four main components. The components are input
files, Parser.java, Tester.java, and Setup.java. The flexibility of the testing framework
comes from the input files used.

7.1 Input Files

Consider the situation where one has implemented all of the protocols that were
discussed in previous sections of this paper. The next step is to test the protocols
and see how they perform in different environment conditions. It would be useful
to have the ability to vary many conditions including the loss rate of the network,
the protocol used, the protocol parameters, the conditions of the host running the
application, the number of nodes in the group, and the events that take place for each
node. This flexibility was the driving force behind the input files used in this thesis.

7.1.1 Example Input File

Suppose one wants to test the Ping protocol in a very simple environment with only
two nodes. The network should be fairly reliable. One node will run on a host that
is more stable than the other. The nodes will join the group at the same time, but
they will have sleep events at different times. Only one of the nodes will fail. This
situation could be easily organized into an input file. An example of such an input
file is as follows.

Each input file should always have a version. The version is useful for keeping track
of tests with their corresponding input files.

VERSION = Test3a_Wed_ Sep_24_13:14:34_EDT_2003

The next task is to specify the protocol being tested, as well as the parameters for
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the protocol.

PROTOCOL_TO_TEST = Ping
PING_ACK_TIMEOUT = 200
PING_SEND_DELAY = 400

Another important parameter to include is the reliability of the network. This is
done by specifying the probability of a packet being dropped.

PACKET_DROPPED_PROBABILITY = 0.05

Now that the protocol and network have been specified, the next step is to define
the host devices of the two nodes in the test. The first definition is for DeviceX.

TYPE = DeviceX
PACKET_PROCESSED_PROBABILITY = 0.93
PROCESSING_DELAY_TIME_MIN = 10
PROCESSING_DELAY_TIME_MAX = 500
BUSY_SLEEP_PROBABILITY = 0.15
SLEEP_TIME_MIN = 50

SLEEP_TIME_MAX = 1000
PACKET_SENT_PROBABILITY = 0.94
END_TYPE

The second device definition should have most of the same values as the first de-
vice definition. This is done by extending the DeviceX definition using the ’EXTENDS’
keyword. The device parameters that need to be different are changed by overriding
the values in the base definition with new values. In this case DeviceY is more reliable
than DeviceX because of its higher processing and sending probabilities. DeviceY is
also less likely to be in a sleep or busy state.

TYPE = DeviceY EXTENDS DeviceX
PACKET_PROCESSED_PROBABILITY = 0.98
BUSY_SLEEP_PROBABILITY = 0.07
PACKET_SENT_PROBABILITY = 0.99
END_TYPE

The final task is to define the node lifetimes for each of the nodes in the group.
The first definition will be for the node with identifier equal to 1, which is running
on device type DeviceX. The time values on the left correspond to the number of
milliseconds that have based since the node was created. In this case node 1 joins
the group one second after it is created, sleeps for two seconds once five seconds have
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passed since it was created, and fails fifteen seconds after it was created.

LIFETIME : TYPE = DeviceX : ID =1
1000 : JOIN

5000 : SLEEP : 2000

15000 : FAIL

END_LIFETIME

The second node’s identifier is equal to 2 and it is running on device type DeviceY.
Node 2’s definition can automatically have the same events as node 1 by extending
node 1’s definition. The second node adds a second sleep event with a duration of
one second. For this test, only the first node is supposed to fail. So the fail event is
deleted from the base node definition by specifying the time of the event and using
the 'DELETE’ keyword.

LIFETIME : TYPE = DeviceY : ID = 2 : EXTENDS 1
3000 : SLEEP : 1000

15000 : DELETE

END_LIFETIME

All that is left to do is execute the test program using the input file definition as
a command line argument. The testing component is discussed in a later section of

this paper.

7.1.2 Grammar

The example input file presented in the previous section highlights many of the capa-
bilities of the input file language, but more features are available. A formal grammar
definition of the input file language is as follows.

<input file> — <wersion>
<definition>"

<version> — ’VERSION’ ’=’ <string>

<definition> — <import> | <debug level> | <protocol mname> | <parameter>
| <device definition> | <node lifetime>

<tmport> — ’IMPORT’ <string>

<debug level> — ’DEBUG_LEVEL’ ’=’ <integer>
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<protocol mame> — ’PROTOCOL_TO_TEST’ ’=’ <protocol type>
<protocol type> — ’Heartbeat’ | ’Ping’ | ’Gossip’ | ’Randomized’ | ’Aggressive’

<parameter> — <protocol parameter> | <network parameter>

<protocol parameter> — <heartbeat parameter> | <ping parameter>
| <gossip parameter> | <random parameter>
| <aggressive parameter>

<heartbeat parameter> — <heartbeat parameter type> ’=’ <integer>
<heartbeat parameter type> — ’HEARTBEAT TIMEQUT’ | ’HB_CHECK DELAY’
| ’HB_SEND_DELAY’

<ping parameter> — <ping parameter type> ’=’ <integer>

<ping parameter type> — ’PING_ACK _TIMEOUT’ | ’PING_SEND DELAY’

<gossip parameter> — <gossip parameter type> ’=’ <integer>

<gossip parameter type> — ’>GOSSIP_TIMEOUT’ | ’B’ | ’GOSSIP_CHECK_DELAY’

| ’GOSSIP_SEND _DELAY’

<random parameter> — <random parameter type> ’=’ <integer>
<random parameter type> — ’TIMEQOUT1’ | ’TIMEOUT2’ | ’K’ | ’RANDOM_PING_SEND DELAY’
<aggressive parameter> — <aggressive parameter type> ’=’ <integer>
<aggresstive parameter type> — ’TIMEOUT1’ | ’TIMEQOUT2’ | ’K’ | ’PING_SEND_DELAY’
| *TRACK_BEST’ | ’>TRACK_WORST’
| ’WORST_NODES_SEND_DELAY’ | ’GOSSIP_COUNT’

<network parameter> — <drop probability>

<drop probability> — °’PACKET_DROPPED_PROBABILITY’ ’=’ <double>
<device definition> — "TYPE’ ’=’ <string> [ ’EXTENDS’ <string> ]
<device parameter>*
’END_TYPE’

<device parameter> — <double device parameter> | <integer device parameter>
<double device parameter> — <double device parameter type> ’=’ <double>
<double device parameter type> — ’PACKET_PROCESSED_PROBABILITY’

| ’BUSY_SLEEP PROBABILITY’

| *PACKET_SENT PROBABILITY’
<integer device parameter> — <integer device parameter type> ’=’ <integer>
<integer device parameter type> — ’PROCESSING_DELAY TIME _MIN’
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| ’PROCESSING DELAY TIME MAX’
| ’BUSY_SLEEP_TIME_MIN’ | ’BUSY_SLEEP_TIME _MAX’

<node lifetime> — ’LIFETIME’ ’:’ ’TYPE’ ’=’ <string> ’:’ ’ID’ ’=’ <integer>
[ ’:? P?EXTENDS’ <integer> ]
<event>"
’END_LIFETIME’

<event> — <integer> ’:’ <event type>
<event type> — ’JOIN’ | ’LEAVE’ | ’FAIL’ | ’DELETE’ | <sleep event>
<sleep event> — ’SLEEP’ ’:’ <integer>

<double> — <digit>"T "." <digit>"T | <integer>

<integer — <digit>T

<digit> — 0> | °1’> | °2> | °3” | ’4> | ’5’> | ’6’ | ’7’ | 8 | 9’
<string> — Any Legal Java String

7.1.3 Import Statement

The "IMPORT’ keyword is used in the input files similar to the way '#include’ and
’import’ statements are used in C/C++ and Java. When the Parser encounters an
import statement it opens the specified file if it exists and processes it like any other
input file, except that it adds the specified information to the existing data structures
instead of new ones. Once the imported file has been processed, the Parser continues
where it left off in the original input file. The Parser class is covered in more detail
in a later section of this paper.

Frequently used input file sections can be stored in separate files and then imported
as necessary. Using imported files is also useful when certain conditions need to be
held constant, but others need to vary. The conditions that are being tested are easier
to find in the main input file, and less space is taken up by conditions that are being
held constant.

7.1.4 Input File Semantics

An input file may be syntactically correct, but at the same time be invalid. The are
several conditions that must be checked to make sure an input file is valid.

1. When a device type is declared, the name specified cannot already be used in
another device type definition.

2. When using ’EXTENDS’ in a device type definition, the base device type name
given must already be defined. In the example input file presented earlier De-
viceY extends DeviceX.
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TYPE = DeviceY EXTENDS DeviceX
DeviceX must be defined in an earlier section of the input file, or the input
file is invalid.

3. In a node lifetime declaration, the device type specified must be defined some-
where in the input file. This condition is checked for every node lifetime dec-
laration after the Parser has parsed the input file. In the example input file
presented earlier node 1 is of type DeviceX.

LIFETIME : TYPE = DeviceX : ID =1

If DeviceX is not defined at some point in the input file, the input file is invalid.

4. If the identifier specified in a node lifetime definition has already been used,
a warning is issued. The assumption is that the user may want to override a
previously defined node, whether it be in the current file or an imported file.

5. When using ’EXTENDS’ in a node lifetime definition, the base node identifier
must already be defined. In the example input file presented earlier node 2
extends node 1.

LIFETIME : TYPE = DeviceY : ID = 2 : EXTENDS 1

In this case the identifier 1 must be the identifier of a previously defined node
lifetime, or the input file is invalid.

6. A warning is issued if no event exists for the time value specified when using
'DELETE’. In the example presented earlier the failure event at time 15000 is
deleted in node 2’s lifetime declaration.

15000 : DELETE

If no event had been present with starting time 15000 in node 1’s definition,
then a warning would have been issued.

7. A warning is issued if the time of a declared event is already the starting time
for a previously declared event, whether in the current definition or a base node
lifetime definition.

7.1.5 Keyword and Symbol Adjustments

The keywords and symbols used in the input language are defined in the source file
Defs.java. This file is also where the protocol names and protocol parameters are
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defined. To change any of the keywords or symbols in the language, all that needs
to be done is alter the definitions in Defs.java. To change the actual syntax of the
language the Parser class would have to be altered. In summary the Defs.java file
provides flexibility in terms of the keywords and symbols used in an input file, but to
change the language in terms of syntax and semantics, the Parser file would have to
be adjusted.

7.2 Parser

The Parser class is used to read and process input files. It is responsible for checking
syntax, as well as validate node lifetime and device type definitions. If the Parser
encounters an error it will print a message describing the problem encountered and
the line number in the input file where the error was encountered. If the input file is
valid, the device type definitions, node definitions, protocol parameters, and network
parameters are stored in data structures that can be accessed using several public
methods. These methods are:

e getDefs()
This method returns a HashMap object containing information such as the
protocol being tested and the debug level.

e getNodes ()
This method returns a HashMap object that maps node identifiers to NodeDef
objects. NodeDef is a class used to store all the information needed to create one
of the failure detector protocol classes. The NodeDef object contains methods to
access the device parameters for the node and the events in the node’s lifetime.

e summary ()
This public method prints details of all the parameters, devices, and nodes
defined in the input file. The summary information is printed to standard
output and is useful for debugging an input file.

The Tester and Setup classes use getDefs() and getNodes() to access the input file
definitions and create the failure detector node objects. Figure 22 shows how the
Tester and Setup classes use a Parser object to process input files. It also shows how
a Parser object creates NodeDef objects that contain a collection of events in the
node’s lifetime. The Tester and Setup classes will be discussed in the next section.

7.3 Tester and Setup Classes

The Tester class is responsible for creating nodes and collecting test data. The Setup
class is similar to the Tester class, except that it does not have the data collection
functionality. The Tester class extends the Setup base class, adding functionality for
group organization and data collection.
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Figure 22: Test Framework Class Interaction
7.3.1 Setup

The Setup class is used to read and parse an input file, and create the nodes defined
in that file. The Setup class takes two arguments. The first argument is the name
of the input file to read. The second argument is the host name of the computer
that the Tester class is running on. The host name argument is needed so that nodes
know where to send messages relating to events such as joining and leaving the group,
failing, and suspect list information. Once the nodes have been created, the Setup
class has no other responsibilities. A consequence of the Setup class’ design is that
it does not terminate on its own. To overcome this obstacle the scripts used in the
Tests section executed a separate script that killed any Java processes belonging to
the user.

7.3.2 Tester

The Tester class extends the Setup class and has all the functionality of the Setup
class as well as other methods needed for group organization and data collection. The
Tester class takes the total number of nodes that will be in the group as an addi-
tional parameter. This argument is needed since only a few nodes may be created by
the Tester process. The rest would be created on other host computers in the network.
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Nodes contact the Tester component to notify it when they join or leave the group,
and also when they fail. It is then the Tester’s responsibility to act on these noti-
fications. When a node joins or leaves the group, the Tester records the host name
and port that the node will be receiving failure detection packets at. It also needs
to notify all the other nodes that are already in the group about the new node. It
sends the host and port information of the new node to all of the nodes already in
the group, and also sends the host and port information of the nodes already in the
group to the new node. If a node leaves the group, the Tester needs to notify all the
nodes about the leaving member. When a node fails, the Tester instance has more
complex responsibilities.

If a node notifies the Tester that it is about to fail, the Tester executes several tasks.
The first is to remove it from its data structure storing information about the current
nodes in the group. The second task is to record the time that the node failed. The
last task is to set a timer to print summary data. Before the summary can be printed,
the Tester sends messages to all the nodes asking them to send their suspect lists. It
also includes the identifier of the failed node. Once all of the suspect lists have been
received it prints a summary report of the detection times. An example of a minimal
summary report is as follows.

# min, max, avg, detectns, nodes, replies, msgs, bytes, avg bytes/msg,
# RANDOM_PING_SEND_DELAY, K, TIMEOUT1, TIMEQOUT2
229 40190 8195.0 100 100 100 142168 990251 6.965 0 75 3 30 30

The first two lines identify the columns of the third line. The columns in this re-
port are the minimum, maximum, and average detection times, the number of nodes
that correctly detected the node failure, the number of nodes in the group, the number
of replies to the suspect list request, the total number of failure detection messages
sent by the nodes, the total number of bytes sent, the average bytes per message sent,
the number of errors (non-failed nodes reported as failed), the random ping send de-
lay, the k value used for the swarm procedure, and finally the timeout values used
int the Random Ping protocol. A more detailed report can be obtained depending
on the debug level used. The detailed report includes full listings of every failed node
with the node identifiers and the time they detected the failure. The summary also
includes any nodes that were incorrectly reported as failed along with the identifiers
of the nodes that reported them.

Since many tests were run in a script file, the Tester class also has the function-

ality to exit after printing a summary report. The scripts also needed to redirect the
output of the Tester class since it prints to the standard output.
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Figure 23 shows the interaction of the Tester and Setup classes with failure detector
nodes. In the example a Setup object creates nodes 1 and 2. A Tester object on
another host creates a node with identifier 3. The next event is node 1 notifying the
Tester that it is joining the group. Node 2 joins next, and the Tester object notifies
node 1 to add node 2. The Tester also notifies node 2 to add node 1. Node 3 joins
the group next. The Tester notifies all the nodes about the other nodes in the group.
The next event is node 2 notifying the Tester that it is about to fail. A short time
later the Tester object sends messages to nodes 1 and 3 requesting their suspect lists.
The two nodes respond with their suspect lists. The Tester object prints a report of
the detection times and then exits. Since node 3 was running in the same process as
the Tester object it exits as well. The process running node 1 and the Setup object
on the other host were killed.
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Figure 23: Tester and Setup Interaction with Failure Detector Objects

8 Tests and Results

The test environment provides four main variables for testing. These variables are
the protocol parameters, the number of nodes in the group, the reliability of the net-
work, and the reliability of the device each node runs on. The testing strategy was
to vary each of these variables individually while holding the others constant. This
strategy results in a set of protocol parameters for a given environment, each proto-
col’s performance as group size increases for a configured set of protocol parameters,
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each protocol’s reaction to decreased network reliability, and finally each protocol’s
performance in an environment where node performance capabilities are unequal.

All of the tests in this section were conducted on Sun Workstations in Rochester
Institute of Technology’s computer science department. For consistency the same set
of machines were used whenever possible based on availability and consideration for
colleagues.

8.1 Protocol Parameters

The goal of the first test was to find a set of parameters for each protocol that could
be used in future experiments. This was done by holding the number of nodes in the
group constant at 100, the network delivery percentage at 100%, and each device with
100% message processing and sending capabilities. Scripts were written that looped
through a series of parameters for each protocol. The data was then sorted by the
number of errors and average detection times. A set of parameters was then chosen
based on the sorted data. This set of parameters was used in future experiments
where the protocol parameters needed to be held constant. The data for each of the
protocols is presented in appendix A. The resulting set of parameters is as follows.

e Heartbeat
HB_SEND_DELAY = 650
HEARTBEAT_TIMEQUT = 700
HB_CHECK_DELAY = 700

e Ping
PING_SEND_DELAY = 1000
PING_ACK_TIMEQUT = 400

e Gossip
GOSSIP_SEND _DELAY = 100
GOSSIP_TIMEQUT = 450
B=4
GOSSIP_CHECK_DELAY = 450

e Random Ping
RANDOM_PING_SEND_DELAY = 70

K=4
TIMEOUT1 = 20
TIMEQUT2 = 30

e Aggressive
RANDOM_PING_SEND_DELAY = 100
K =4
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TIMEQUT1
TIMEQUT2

20
60

It is not possible to conclude at this time whether or not these parameters are the
optimal set for each protocol. Finding the optimal set of parameters would require
running each protocol with every possible combination of parameters. In a simulated
environment each test could be carried out quickly without having to coordinate
processes on different workstations. Since running a test for every combination of
parameters was not possible with the test framework used, the ones chosen here can
only be considered an approximation of the optimal set of parameters.

8.2 Group Sizes

The second test’s purpose was to see how each protocol performed over a range of
group sizes. The protocol parameters found in the previous test were held constant
over group sizes ranging from 10 nodes up to 200 nodes. The network reliability was
held constant at 100% message delivery and each node device was held constant at
100% message processing and sending capabilities. This test would determine how
important it is for the protocols to be dynamic. Dynamic in this context means the
protocols will need to adjust their parameters on the fly as the number of nodes in
the group increases or decreases. If implementing the protocols to be dynamic is not
an option, then it may be the case that the upper layer of the application will need
to monitor the failure detector and make protocol parameter adjustments in response
to group size changes.

The data used to generate the following graphs is presented in appendix B.
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GROUP_SIZE vs MESSAGES
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Figure 24: Group Size vs. Messages Sent

Figure 24 shows the number of messages sent by each protocol as the number
of nodes in the group increases. The graph shows the O(n?) message complexity
of the Heartbeat and Ping protocols. This graph supports Hypothesis 1, since the
other protocols, especially the gossip protocol, have as good or better detection times
than the Heartbeat and Ping protocols using less messages. The exception for this is
the Random Ping protocol, which has high average and maximum detection times.
Graphs for average and maximum detection times are shown in figures 26 and 27. The
graph also shows that as the group size grows beyond 100 to 120 nodes the protocols
actually send less messages. The decrease in messages is caused by the protocols’
inability to handle the increase in nodes. In summary the graph shows that unless
the protocol is implemented to be dynamic, the nodes would have to be reconfigured
as the group size changes.

o7



GROUP_SIZE vs ERRORS
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Figure 25: Group Size vs. Detection Errors

Figure 25 shows the total number of false detections made by the nodes as the
number of nodes in the group increases. This graph shows that the Aggressive protocol
is not accurate for group sizes larger than it is configured for. It also shows that
the protocol will either need to be dynamic or be reconfigured as the group size
changes, otherwise the modifications will not improve the accuracy of the Random
Ping protocol, but in fact make it less accurate.
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GROUP_SIZE vs AVG_TIME
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Figure 26: Group Size vs. Average Detection Time

Figure 26 shows the average time needed by a node in the group to detect a node
failure as the number of nodes in the group grows. This graph supports Hypothesis
2 and shows how the Random Ping protocol has a higher average detection time
compared to the other four protocols. The graph also shows that the average detection
times increase for all of the protocols past a group size of 140 nodes. This means that
the protocol parameters hold up for larger groups but only up to a certain point
before they will need to be reconfigured.
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GROUP_SIZE vs MAX_TIME
180000 T T T T T

T I T T
"aggressive.DAT" using 1:3 —+—
"gossip.DAT" using 1:3 --*--
L "heartbeat. DAT" using 1.3 ---xm<_|
160000 "ping.DAT" using 1:3 - ¥
‘random.DAT" using 1:3 - /&

140000 W .
120000 ! .

100000

MAX_TIME

80000

60000

40000

20000

GROUP_SIZE

Figure 27: Group Size vs. Maximum Detection Time

Figure 27 is similar to figure 26 and also supports Hypothesis 2. In this graph
the maximum detection time is plotted instead of the average detection time. This
graph shows how the Random Ping protocol has a high maximum detection time
due to the randomness of its ping procedure. The rest of the protocols have similar
maximum detection times up to 140 nodes where they start to increase and need to
be reconfigured.
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GROUP_SIZE vs BYTES_PER_MSG
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Figure 28: Group Size vs. Bytes Sent Per Message

Figure 28 plots the number of bytes per message sent for each of the protocols
as the number of nodes in the group increases. The graph shows how the number
of bytes per message sent for the Gossip protocol increases linearly with the number
of nodes in the group, while remaining almost constant for the other four protocols.
The fluctuations for the Gossip plot may have been caused by fragmentation. The
graph supports Hypothesis 5 and shows how message size may be a weakness for the
Gossip protocol and limit its ability to scale to large group sizes.
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8.3 Network Reliability

The goal of the third test was to see how a protocol’s performance changes as the
reliability of the network decreases. For this test the protocol parameters from the
first test were used and held constant. The number of nodes in the group was held
constant at 100. Each node’s device was configured for 100% message processing and
sending capabilities. The percentage of packets delivered by the network was varied
from 100% to 0%. A network component such as a router or switch may become
overloaded or go down entirely causing a major change in network conditions. This
test would show how each protocol would perform in the face of such a network en-
vironment change.

The data used to generate the following graphs is presented in appendix C.
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DROP_PERCENTAGE vs MESSAGES
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Figure 29: Network Delivery Percentage vs. Messages Sent

Figure 29 shows the total number of messages sent by the protocols as the number
of messages dropped in the network increases. The graph shows how the Random
Ping and Aggressive protocols send more messages as the network drop percentage
increases. This is due to the swarm procedure. The Aggressive protocol sends more
messages than the Random Ping protocol due to the burst procedure. The modifica-
tions implemented in the Aggressive protocol actually cause the protocol to send more
messages than the other four protocols. With k£ equal to 4, the Aggressive protocol
sends more messages than the other four protocols after a network drop rate of 40%.
For network drop percentages less than 30%, the Aggressive protocol is competitive
with the Gossip and Random Ping protocols in terms of messages sent. For drop per-
centages less than 40% the graph supports Hypothesis 1, since the other protocols,
excluding the Random Ping protocol, obtain competitive detection times using less
messages. See figures 31 and 32 for detection time comparisons of the protocols.
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Figure 30: Network Delivery Percentage vs. Detection Errors

Figure 30 shows the total false number of detections made by the nodes in the
group as the number of nodes in the group increases. The accuracy of each of the
protocols deteriorates with the network packet drop percentage. The graph shows
that the Gossip protocol is the most accurate, followed by the Random Ping protocol.
The graph also shows that the modifications implemented in the Aggressive protocol
do not improve the accuracy of the Random Ping protocol. Figure 30 disproves
Hypothesis 4 since both the Aggressive and Random Ping protocols lose accuracy
as the network reliability decreases. The graph supports Hypothesis 6 in that the
accuracy of the Aggressive protocol deteriorates with the network reliability although
it was not predicted that the accuracy of the Aggressive protocol would deteriorate
so quickly.
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DROP_PERCENTAGE vs AVG_TIME
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Figure 31: Network Delivery Percentage vs. Average Detection Time

Figure 31 shows the average time needed by a node in the group to detect a
node failure as the number of nodes in the group grows. This graph shows the high
average detection time for the Random Ping procedure, which supports Hypothesis
2. The graph also shows that as the network reliability decreases, the protocols start
to detect nodes before they actually fail. This explains the number of errors seen in
figure 30. This graph shows that to avoid premature and false detections the protocols
would need to be dynamic so they can reconfigure themselves in response to network
conditions, otherwise they would need to be reconfigured by an upper application
layer.
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DROP_PERCENTAGE vs MAX_TIME
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Figure 32: Network Delivery Percentage vs. Maximum Detection Time

Figure 32 is similar to figure 31 with the maximum detection time plotted instead
of the average detection time. This graph proves Hypothesis 2, showing how the
randomness of the ping procedure causes high detection times for the Random Ping
protocol. In terms of maximum detection times the graph disproves Hypothesis 3, and
instead shows that the maximum detection time of the Aggressive protocol remains
relatively constant as the network reliability decreases.
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DROP_PERCENTAGE vs BYTES_PER_MSG
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Figure 33: Network Delivery Percentage vs. Bytes Sent Per Message

Figure 33 is included to prove Hypothesis 5. It shows the size in bytes of the
messages sent by the protocols as the network reliability decreases. As expected this
value remains constant for each of the protocols, since the group size did not change.
The graph shows how the size of the messages sent by the Gossip protocol is much
larger than the size of the messages sent by the other four protocols.
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8.4 Node Device Capabilities

The original proposed additions for Chandra, Gupta, and Goldszmidt’s protocol
would provide capabilities to detect weak nodes and make protocol adjustments based
on those ratings. This was the reason behind the test environment’s capabilities to
specify the device characteristics for a node. Although these additions were aban-
doned, a test was still conducted to see how a protocol performs when nodes run
on devices with unequal performance capabilities. As in the previous two tests the
protocol parameters were held constant with the values found in the first test. The
percentage of packets delivered by the network was held constant at 100%. The num-
ber of nodes in the group was held constant at 100. For each run, 50 nodes were of
the default type, and the other 50 were one of the device types defined below. The
data used to generate the graphs in this section is presented in appendix D. The node
devices were varied from completely reliable to poor. The device type declarations
used are given below.

TYPE = Default
PACKET_PROCESSED_PROBABILITY = 1.0
PROCESSING_DELAY_TIME_MIN =
PROCESSING_DELAY_TIME_MAX =
BUSY_SLEEP_PROBABILITY = 0.0
SLEEP_TIME_MIN = 0
SLEEP_TIME_MAX = 0
PACKET_SENT_PROBABILITY = 1.0
END_TYPE

0
0

TYPE = Slow EXTENDS Default
BUSY_SLEEP_PROBABILITY = 0.05
SLEEP_TIME_MIN = 10
SLEEP_TIME MAX = 50

END_TYPE

TYPE = XtraSlow EXTENDS Slow
BUSY_SLEEP_PROBABILITY = 0.1
SLEEP_TIME MIN = 30
SLEEP_TIME MAX = 80

END_TYPE

TYPE = Lossy EXTENDS Default
PACKET_PROCESSED_PROBABILITY = 0.95
PACKET_SENT_PROBABILITY = 0.95
END_TYPE
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TYPE = XtraLossy EXTENDS Lossy
PACKET_PROCESSED_PROBABILITY = 0.9
PACKET_SENT_PROBABILITY = 0.9
END_TYPE

TYPE = SlowLossy EXTENDS Slow
PACKET_PROCESSED_PROBABILITY = 0.95
PACKET_SENT_PROBABILITY = 0.95
END_TYPE

TYPE = XtraSlowXtralLossy EXTENDS Default
PACKET_PROCESSED_PROBABILITY = 0.9
BUSY_SLEEP_PROBABILITY = 0.1
SLEEP_TIME MIN = 30

SLEEP_TIME MAX = 80
PACKET_SENT_PROBABILITY = 0.9

END_TYPE

TYPE = Poor EXTENDS Default
PACKET_PROCESSED_PROBABILITY = 0.8
BUSY_SLEEP_PROBABILITY = 0.2
SLEEP_TIME_MIN = 60

SLEEP_TIME_MAX = 120
PACKET_SENT_PROBABILITY = 0.8
END_TYPE

Each device is mapped to an integer in the graphs that follow:
0 = Default
1 = Lossy
2 = Slow
3 = SlowLossy
4 = XtraLossy

5 = XtraSlow
6 = XtraSlowXtraLossy
7 = Worst
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DEVICE_TYPE vs MESSAGES
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Figure 34: Device Types vs. Messages Sent

Figure 34 shows the total number of messages sent for each of the device types
tested. This graph shows that the Gossip protocol’s performance in terms of the
number of messages sent is not affected by the device types of the nodes in the group.
The graph also shows that the Aggressive and Random Ping protocols sent more
messages for the tests with the less reliable devices than for the more reliable devices.
This is caused by the swarm procedure executing more often due to the less reliable
devices, which is expected.
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DEVICE_TYPE vs ERRORS
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Figure 35: Device Types vs. Detection Errors

Figure 35 shows the total false number of detections for each of the device types
tested. It would appear from this graph that the Ping protocol is the only protocol
that has decreases in accuracy with less reliable devices. This is not completely
conclusive since there are a number of uncontrolled variables in the test environment
that may have caused the fluctuations. The graph does show that the other four
protocols remained accurate in the face of less reliable devices.
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DEVICE_TYPE vs AVG_TIME
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Figure 36: Device Types vs. Average Detection Time

Figure 36 shows the average time needed by a node to detect a failure for each of
the device types tested. As seen in the previous two tests the Random Ping procedure
has high average detection times compared to the other protocols, thus supporting
Hypothesis 2. The other four protocols maintain a relatively stable average detection
time for all of the device types.
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DEVICE_TYPE vs MAX_TIME
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Figure 37: Device Types vs. Maximum Detection Time

Figure 37 is another graph showing the high maximum detection times for the
Random Ping protocol caused by its ping selection procedure. The graph also shows
that the other four protocols are not impacted by the device types in terms of maxi-
mum detection times. The Aggressive protocol showed the same patter of detection
times, just on a lower scale, proving that the modification did in fact decrease the

Random Ping protocol’s high maximum detection time.
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9 Conclusions

After examining the protocols in detail and viewing the test results it would appear
that the Gossip protocol is the best overall protocol. As predicted in Hypothesis 5,
the only obvious weakness of the Gossip protocol is the number of bytes used per
gossip message. For group sizes where message fragmentation is not a problem, the
size of the gossip messages should not have any negative effects on the protocol’s
performance.

In fairly reliable network settings the Aggressive protocol does in fact improve the
high average and maximum detection times of the Random Ping protocol. The modi-
fications implemented in the Aggressive protocol did not improve the accuracy of the
Random Ping protocol. In fact they actually made the protocol less accurate. It is
not clear at this time what the root cause is for the decrease in accuracy. The burst
procedure could be one part of the increase in errors since it spreads a false detection
to all nodes in the group. Uncontrolled variables in the test environment may have
also caused some of the problems. It is also possible that the set of parameters found
in the first test were not optimal.

After working on this thesis it has become apparent that knowledge sharing among
the nodes in the group is the key to a fast and accurate failure detection protocol.
This idea is at the heart of the Gossip protocol, and as a result it is the best among
the protocols examined in this investigation. The burst procedure is an attempt to
add knowledge sharing to the Random Ping protocol, but it is flawed in that it forces
a detection onto other nodes in the group, and in some cases the detection may be
incorrect. In a reliable network with small groups where the number of messages is
not a problem, the Heartbeat and Ping protocols perform as well as the more com-
plex protocols. If the application relying on the failure detector is not expecting large
group sizes, then the Heartbeat and Ping protocols may be a good choice since they
would be easy to maintain. Overall the Aggressive protocol is a start in the right
direction for improving the Random Ping protocol, but it requires more work before
it can be said that it is an improvement in all areas of failure detector performance.
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10 Future Work

The work done in this thesis is far from complete, leaving many areas open for future
work. One major area for future work is to design a completely simulated framework
to test the protocols in. Another area for future work is to implement the protocols so
that they can dynamically reconfigure themselves in response to environment changes.

There were several uncontrolled variables in the test framework used in this the-
sis, including network packet loss, packet transmission delay, and workstation load.
These uncontrolled variables may have had an impact on the test results presented.
Conducting the same tests in a simulated environment would provide more accurate
and conclusive results. These results could then be used to make more accurate com-
parisons of the protocols, and either verify or disprove the conclusions made in this
thesis. One of the main components of the simulated environment would be a class
for simulating a network. This class would provide simulation variables for the per-
centage of packets delivered as well as the delivery delay. The network class could
then be integrated with the classes implemented in this thesis.

The test results presented in this thesis show that the protocols’ performance de-
grades as the environment changes that it has been configured for. One interesting
area for future work would be to design the protocol implementations so that they can
reconfigure their own parameters in response to environment changes such as when
the group size grows or the network reliability decreases unexpectedly. This would
require investigation into how to coordinate such a group wide parameter change as
well as how to set the thresholds for the mechanisms that respond to environment
changes.
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A Protocol Parameter Data

min = The minimum time for a node to detect the failure.
max = The maximum time for a node to detect the failure.
avg = The average time for a node to detect the failure.
msgs = The total number of messages sent by the nodes.
bytes = The total number of bytes sent by the nodes.
bytes/msg = The average number of bytes per message sent.
errors = The total number of false detections.

A.1 Heartbeat Parameter Data

HB_SD = The time interval between heartbeat messages.
HB_TO = The Heartbeat timeout value.
HB_CD = The time interval between scans for failed nodes.

min max avg msgs bytes bytes/msg errors HB_SD HB_TO HB_CD
350 1181 582 669300 3303300 4.935 650 700 700
183 917 707 665100 3282600 4.935 600 600 700
477 1069 733 637038 3141490 4.931 650 700 600
514 1087 747 748600 3690700  4.93 550 600 600
488 1329 766 690960 3410200 4.935 600 700 600
573 1289 787 466225 2298925 4.931 900 800 750
435 1430 924 546213 2693052  4.93 800 700 800
591 2205 955 605900 2986900  4.93 700 800 700
40 1409 1061 502318 2476790 4.931 850 800 900
1060 1745 1444 575000 2834600  4.93 750 800 900
54 701 368 628847 3099635 4.929 650 600 650
88 724 469 690200 3403100 4.931 600 600 650
167 716 484 852060 4201800 4.931 500 600 550
92 159 844 088453 4868665 4.926 400 500 600
691 1354 939 686000 3382000  4.93 650 700 650
-38 652 409 526825 2597425  4.93 800 700 700
235 1042 656 702100 3461500  4.93 600 700 700
517 1057 828 586604 2891820  4.93 700 700 600
247 1084 518 1107330 5455950 4.927 400 400 450
377 1228 667 878524 4332520 4.932 500 500 600
400 981 675 811500 4000800  4.93 500 500 550
540 1179 971 571978 2819490 4.929 750 700 650
150 1033 368 996700 4910900 4.927 400 500 500
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706
336

289
400
136
306
345
535
281
411
~152
178
356
325
430
67
-178
205
630
44
112
142
87
35
229
501
736
557
224
204
123
117
40
18
-363
80

1162
1087
1224
1284
1255
680
996
789
1372
1099
913
829
535
1312
1146
1393
553
837
670
1432
953
669
636
519
885
906
1205
1549
1455
1269
1011
1012
1085
990
1279
1377
718

953
646
631
565
790
451
522
536
880
729
707
344
368
608
761
923
353
312
485
1231
273
467
392
304
366
391
865
1291
870
577
442
294
389
410
439
406
300

565670
1109884
1153017

926600

731600

592081

670288

821931

604800

541800

657968
1032383
1194300

678500

791700

519200

529100

910022

818900

574386
1034529

734300

462246

836089

845153

679995

980236

532637

686808
1199134
1589551

972207

940489
2012042
1612483
1362233
1271900

2788250
5467233
5682485
4564000
3607100
2919505
3305526
4052231
2981500
2673400
3244540
5088715
5884600
3344300
3903200
2559800
2608100
4483810
4039200
2831530
5098945
3619700
2281630
4124045
4168265
3352375
4831280
2626385
3386740
5907231
7843055
4795735
4638345
9917648
7941315
6712269
6274300

7

4.929
4.926
4.928
4.926

4.93
4.931
4.932

4.93

4.93
4.934
4.931
4.929
4.927
4.929

4.93

4.93
4.929
4.927
4.932

4.93
4.929
4.929
4.936
4.933
4.932

4.93
4.929
4.931
4.931
4.926
4.934
4.933
4.932
4.929
4.925
4.927
4.933
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10
12
13
13
13
16
17
19
21
21
21
21
22
23
29
31
36
40
40
41
46
53
58
58
64
68
75
79
82
88
90
95
96
101

700
400
350
450
600
700
650
500
700
750
650
400
350
600
550
800
800
450
500
700
400
600
900
500
500
650
450
800
650
350
250
400
450
200
250
300
300

700
500
400
500
600
600
600
400
700
700
600
400
400
500
600
800
700
400
500
800
400
600
800
400
400
600
500
800
700
400
300
300
500
300
300
300
300

800
450
500
500
600
600
700
350
700
800
550
350
350
450
700
700
600
400
450
900
300
500
850
450
500
500
550
850
750
300
400
350
450
400
300
200
400



-10 1428 515 1414298 6974420 4.931 107 300 300 350
486 1232 863 682031 3361079 4.928 118 600 500 600
129 1943 634 1363377 6716283 4.926 121 300 400 500
39 1199 312 1659831 8176641 4.926 127 250 300 200
-121 525 302 1409805 6946525 4.927 142 300 200 250
-325 913 263 1217655 6004875 4.932 148 300 200 100
-170 1266 222 1472270 7252250 4.926 162 250 200 200
-604 712 280 1531107 7547035 4.929 206 250 200 300
=277 529 99 1323016 6520397 4.928 210 300 200 200
-354 1060 283 1457092 7182500 4.929 262 300 200 150
94 864 441 602134 2969370 4.931 270 700 700 650
-448 914 72 1975122 9720910 4.922 324 200 200 250
-881 595 93 1808766 8905036 4.923 355 200 200 150
-406 700 119 1272075 6269253 4.928 391 300 200 300
74 598 190 970000 4782700 4.931 397 400 300 200
-267 2292 358 1989562 9794595 4.923 402 200 300 200
-1107 1353 321 1891075 9312189 4.924 426 200 200 300
-366 1350 349 2448914 12046075 4.919 448 150 200 250
-167 1332 220 1751553 8621320 4.922 468 200 200 100
-088 1413 349 2291517 11279011 4.922 489 150 200 200
-683 1344 377 3159074 15552401 4.923 490 100 200 100
-1449 1551 191 2844318 13989397 4.918 500 100 200 150
-1443 1247 294 2877595 14146445 4.916 560 100 200 250

A.2 Ping Parameter Data

PING_SD = The time interval between ping messages.
ACK_TO = The timeout value for a ping acknowledgment message.

min max avg msgs bytes  bytes/msg errors PING_SD ACK_TO
-237 2351 815 1124871 7794153  6.929 0 750 400
456 1526 838 950688 6588423 6.93 0 900 300
402 2052 852 859875 5958708 6.93 0 1000 400
520 2483 884 1132003 7843583  6.929 0 700 500
512 1492 888 1030814 7143489 6.93 0 850 500
508 1542 895 1348745 9351236  6.933 0 650 500
312 1362 960 834365 5782778  6.931 0 1000 300
413 2483 962 883085 6119024  6.929 0 950 400
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501
530
372
512
307
649
708
808
804
893
670
729
993
890
800
949
758
874
909
856
1058
925
1070
697
739
882
657
309
566
365
749
611
-3617
=77
-253
-10
-441

1962
1550
1500
2025
1619
2275
2094
2362
1643
2041
1861
2011
1974
1789
1842
2378
1970
1900
3032
2742
2696
2716
2833
1965
3050
2675
1667
1776
1512
1600
2140
2093
6238
1382
1311
1988

844

088

989
1024
1044
1099
1170
1201
1235
1257
1265
1295
1329
1343
1376
1387
1398
1442
1442
1518
1527
1545
1591
1695

996
1124
1315
1322

816
1128

836
1163
1066

798

753

544

949

277

1107396
775454
821425

1060008
782350

1012591
990610
896631

1039821
825737
999831
848094
885223

1017996
833356
790088
875488
742039
806156
863718
779994
876849
823089

1177690
010641
952302
887053

1187843
946800

1008352
891263

1114246

1489948

1404361

1452724

1474792

1934249

79

7673035
5374329
5692440
7345666
5421570
7014017
6861421
6213442
7204567
5722420
6924967
5877375
6135130
7053999
5774916
5474951
6066473
5142283
5586369
5984321
5404679
6076453
5703409
8159939
6308153
6595315
6147617
8231339
6561193
6987588
6174178
7718537
10317131
9730756
10072159
10217668
13401935

6.929
6.931
6.93
6.93
6.93
6.927
6.926
6.93
6.929
6.93
6.926
6.93
6.931
6.929
6.93
6.93
6.929
6.93
6.93
6.929
6.929
6.93
6.929
6.929
6.927
6.926
6.93
6.93
6.93
6.93
6.927
6.927
6.924
6.929
6.933
6.928
6.929
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1050

700
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600
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-104 1316 276 1748466 12115234  6.929 309
-261 1481 511 1652224 11446451 6.928 312

A.3 Gossip Parameter Data

SD = The time interval between gossip messages.

TO = The timeout value for the Gossip protocol.

B = The number of nodes that each gossip message is sent to.
CD = The time interval between scans for failed nodes.

min  max  avg  msgs bytes bytes/msg errors  SD TO

412 1033 602 162830 1.1e+08 674.348 0 100 450
419 980 676 200098 1.35e408 674.077 0 100 400
487 993 768 182485 1.23e+08 671.394 0 100 400
432 1153 774 157452 1.06e+08 673.545 0 100 450
149 595 363 176410 1.18e+08  670.36 1 100 200
190 829 410 218095 1.46e+08 671.308 1 100 250
220 1248 413 181540 1.22e+08 671.232 1 100 200
203 665 415 167853 1.12e4+08 668.726 1 125 200
268 822 523 151230 99485316 657.841 1 150 250
29 940 525 95775 61655475 643.753 1 200 300
486 1114 727 148660 99843352 671.622 1 100 400
485 1175 824 149248  1e408 671.943 1 100 450
116 429 258 188885 1.27e+08 672.318 2 100 200
235 645 429 160228 1.08e+08 673.948 2 100 200
274 769 582 101215 65478380 646.924 2 200 300
380 978 665 148680 99885428 671.815 2 100 450
116 943 500 93950 60380580 642.688 3 225 300
358 904 640 92336 60341188 653.496 3 150 350
216 574 402 185610 1.25e+08 671.897 4 100 200
285 764 494 155064 1.04e+08 673.073 4 100 250
160 582 387 124680 81944535 657.239 5 150 250
57 598 388 150108 1.01e+08 672.104 5 100 200
301 720 522 162072 1.09e+08 674.336 5 100 300
405 847 614 156956 1.06e+08 673.418 6 100 400
103 664 391 82065 52036155 634.085 7 250 300
139 519 302 170480 1.14e+08 669.257 8 125 200
20 538 320 166390 1.11e+08 668.457 11 125 200
191 661 358 185470 1.25e+08 671.871 11 100 200
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400
300

CD
450
400
400
450
250
300
250
250
300
375
400
450
125
200
350
450
400
250
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300
300
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250
375
300
225
250



185
205

96
266
218
288
134
162
-88
157

46
-27
114
188
-11

28
180

37
332

61
-20

12

35
186

56
176
255
194
-70

-10
-37
19
-234
165
-90
-271

631
592
664
928
627
801
565
519
773
638
339
808
558
672
702
805
607
767
1033
642
950
443
694
724
768
735
649
788
788
908
948
881
919
459
659
600
832

365
364
419
541
416
554
277
309
441
319
193
373
320
426
443
453
402
476
576
358
536
279
419
443
477
399
446
397
397
616
359
543
574
249
371
298
532

206694
228498
147568
187835
150132
103030
189000
206181
88625
232766
189574
98108
148650
146500
93315
134920
186820
95800
99770
189290
105806
159954
119060
91600
92360
91495
103235
152704
81540
103290
126125
79135
88285
124580
168390
63205
84940

1.38e+08
1.54e+08
99109748
1.26e+-08
1.01e+08
66750670
1.27e+08
1.39e+08
56636960
1.57e+08
1.25e+08
64393596
98770175
08352976
59933755
89132675
1.26e+-08
61671630
64464285
1.27e+08
68700972
1.06e+08
77999200
58727210
59259135
58650370
66897200
1.03e+08
51669740
66929330
82959960
49979300
56396685
81871570
1.13e+08
38801070
54051470

669.565
672.529
671.621
672.263
672.101
647.876

672.42

674.94
639.063
673.244
660.969
656.354
664.448
671.351
642.274
660.634
672.078
643.754
646.129
672.386
649.311
660.244
655.125
641.127

641.61
641.023
648.009
672.629
633.674
647.975

657.76

631.57
638.803
657.181
668.881
613.892
636.349
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14
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24
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100
100
100
100
200
100
100
225
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150
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150
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225
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-79
11
-53
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-01
-130
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-245
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-258
-564
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-82
-37
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936
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483
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728
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381
529
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338
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379
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436
412
530
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487
329
699
551
456
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323
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549
192
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522
384
618
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633
458
397
531

109770
123045
95510
117550
117215
131475
127360
54000
71160
147820
74880
100565
65035
115915
78855
112510
102690
100845
75370
88640
76190
78415
74975
78440
171880
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212093
89350
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108404
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96090
69270
86460
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64700

71480855
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61468970
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76708040
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83824990
32334025
44379825
08189705
46986170
65020700
40080855
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49777500
73403595
66509250
65215305
47335725
56650880
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49472955
47059395
49489500
1.15e+08
70083365
36810110

1.4e+08
57143555
43431605
71621160
40214335
61880825
43058540
55116440
49259585
39843025

651.188
656.655
643.587
654.566
654.422
659.554
658.174
598.778
623.663
664.252
627.486
646.554
616.297
653.86
631.254
652.418
647.67
646.689
628.045
639.112
628.831
630.912
627.668
630.922
669.5
650.245
609.742
660.112
639.547
622.185
660.687
616.548
643.988
621.604
637.479
630.684
615.812
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275
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-128
137
-380
-10

-24
-213
-385

-204
-152
-139
-240
-120

702
917
1053
472
878
571
767
764
1043
964
513
686
756
1170
994
767
844
T
594
1285
1045
1067
778
831
946
652
532
676
1077
1026
903
941
716
976
599
577
1210

404
519
536
207
468
348
346
385
642
424
350
343
345
590
610
402
436
367
261
628
545
442
444
443
493
337
278
431
571
531
540
571
386
531
290
306
616

72730
82775
56630
96025
55375
105195
74410
58955
68065
63190
140230
91945
105000
49105
66515
64475
71875
47270
85615
55030
57525
50960
76220
60510
53150
90005
136480
82160
59350
51780
70435
69705
64015
55075
86905
92015
56045

45481190
52531465
34181610
61831185
33304515
68271695
46659575
35814440
42208590
38785195
92863505
58974740
68135320
28998405
41122415
39689505
44879975
27894350
54528940
33060665
34812235
30237400
47930895
36909265
31742960
57610135
90226235
52095755
36092340
30798570
43870520
43361250
39360200
33093110
55430535
59018885
33771675

625.343

634.63
603.595
643.907
601.436
649.001
627.061
607.488
620.122
613.787
662.223
641.413
648.908
590.539
618.243

615.58
624.417
590.107
636.909
600.775
605.167
593.356
628.849

609.97
597.233
640.077
661.095
634.077
608.127
594.797
622.851
622.068
614.859
600.874
637.829
641.405
602.581
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118
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123
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130
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144
146
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175
177
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300
250
350
200
350
200
275
375
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300
150
225
200
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300
400
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350
400
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350
375
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400
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375
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300
300
200
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200
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400
375
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100
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400
375
225
225
300
225
225
300
300
300
325
300
325
325
200
175
400



-133
-127

-338
-188
-281
-314
-27
115
-109
-217
12
-113
191
-04
-164
-70
-229
-138
-180
-191
-122
-117
-190
283
-97
-287
-250
-211
-92
-96
-271
-113
-289

594
1440
855
940
643
1059
658
1067
576
666
670
908
759
1001
842
740
859
855
1110
696
527
894
1178
614
733
630
r
649
1008
612
900
849
676
448
631
432
593

312
498
435
457
320
621
288
564
278
328
346
527
290
454
441
359
407
422
496
359
240
445
469
283
310
280
282
335
366
258
310
304
328
255
246
177
265

121300
55280
100395
77030
73665
54395
52963
63410
90610
58715
70410
61305
76070
54195
69835
68905
75040
59670
61035
94640
73105
64210
47495
83940
76880
65835
51125
48675
81880
53345
66790
75900
74385
119635
62115
76798
66330

79578530
33232205
64897570
48502600
46140870
32610100
31603331
38940590
58037435
35639205
43855580
37461510
47823000
32472395
43450600
42794675
47102980
36308695
37272975
60860705
45745255
39502625
28027960
53348435
48394980
40641625
30346010
28737940
51906870
31876170
41315490
47706880
46647490
78402090
38027420
48340671
40988615

656.047
601.161
646.422
629.659
626.361
599.505
596.706
614.108
640.519
606.986

622.86
611.068
628.671
599.177
622.189
621.068
627.705
608.492
610.682
643.076
625.747

615.21
590.124
635.554
629.487
617.326
593.565
590.405
633.938
597.547
618.588
628.549
627.109
655.344

612.21
629.452

617.95
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180
183
185
189
193
194
201
202
205
213
213
215
218
219
222
223
223
227
228
231
232
233
233
235
238
242
242
246
252
262
267
273
274
286
287
290
291

175
350
200
250
275
375
375
325
225
375
275
350
275
400
300
275
275
325
350
225
275
300
400
250
250
300
400
400
250
400
300
250
275
175
300
250
300

200
300
300
200
200
300
300
300
200
300
300
300
200
300
300
200
200
300
300
200
200
200
300
200
200
200
300
300
200
300
200
200
200
200
200
200
200
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125
200
275
200
250
350
225
275
175
250
225
275
150
250
325
200
275
200
350
125
225
300
325
275
125
250
275
200
150
225
275
100
300
150
225
175
200



-149
-299
-290
-157
-181
-240

-10

-62
-345
-369

585
470
936
878
485
441
623
677
1029
2650

217
192
239
377
228
233
358
322
276
553

71675 44741435
58860 35748435
65710 40553895
49960 29590225
85665 54561150
70540 43943675
161853 1.08e+08
79330 50116915
64570 39753670
74471 46703977

624.227
607.347
617.165
592.278
636.913
622.961
667.528
631.752
615.668
627.143

A.4 Random Ping Parameter Data

SD = The time interval between ping messages.

K = The number of nodes used in a swarm procedure.

294
297
303
307
313
314
315
349
357
451

275
300
300
375
225
300
125
275
300
275

200
200
200
300
200
200
200
200
200
200
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TO1 = The timeout value for the acknowledgment of an initial ping message.

TO2 = The timeout value for the swarm procedure.

min

71
150

79
526
189
145
111
107
101

85
212
264
131
119
325
294
305
234
482

max

41424
38390
53703
36286
30509
48914
65034
36120
55480
41330
55372
53263
59130
59773
61421
47048
75065
68132
84797

avg
6434
7632
7755
7813
7845
7981
8120
8198
8384
8533
8727
9745
10587
10711
11125
11856
12336
15497
16126

msgs
510983
490499
510982
498745
514834
495743
471757
472924
506974
511692
519337
493788
479262
496425
485574
506253
517475
484738
479613

bytes bytes/msgerrors

4625191
4437652
4619492
4501629
4651157
4491596
4285430
4304731
4587028
4623559
4690701
4525944
4411595
4558277
4455732
4636587
4725276
4507813
4462871

9.052
9.047

9.04
9.026
9.034

9.06
9.084
9.102
9.048
9.036
9.032
9.166
9.205
9.182
9.176
9.159
9.131
9.299
9.305
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SD
70
70
70
70
70
70
70
70
70
70
70

100
100
100
100
100
100
150
150

K
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TO1
20
30
30
20
40
30
20
30
20
40
20
30
40
20
30
30
30
30
30

125
150
100
200
150
175
175
175
125
100

TO2
30
20
20
30
20
30
30
20
40
20
40
50
40
60
60
60
50

100
110



348 104769
306 82083
179 103980
168 83731
541 100521
209 107666
264 86208
211 84085
251 34642
529 46209
226 38377

75 49345

85 53706
137 39008
122 46143
147 45647
170 42174
248 61934
213 46912
123 54850
296 47814
268 69716
170 85522
387 73848
532 104052
299 84997
281 91457
457 86548
650 104639
217 119059
123 34787
160 51239
217 39735

90 39886
308 53905
409 36737
179 46036

16733
17079
17422
18270
18712
19184
20114
21269
7629
8693
8744
8752
9538
9548
9909
9968
10008
10157
10310
10348
10521
11258
13862
16658
17307
19932
21343
22665
23111
24729
6215
7240
7712
8110
8393
8436
9425

484243
484291
543692
466325
518887
540707
513692
504394
494637
503564
510455
507469
493777
515674
469938
542199
471707
486451
481300
474452
470479
472200
460098
498590
476241
486808
494986
514774
517585
540953
479070
515725
483030
498843
514677
459223
499328

4517011
4504120
5048804
4346945
4853269
5013309
4801134
4717870
4501668
4563069
4617035
4588386
4485446
4673608
4322035
4905900
4333826
4442310
4424267
4351848
4349987
4336289
4267539
4624626
4465004
4559107
4639589
4812090
4848385
5050667
4352571
4654970
4374959
4529426
4641428
4188143
4578214

86

9.328
9.3
9.286
9.322
9.353
9.272
9.346
9.354
9.101
9.062
9.045
9.042
9.084
9.063
9.197
9.048
9.188
9.132
9.192
9.172
9.246
9.183
9.275
9.275
9.376
9.365
9.373
9.348
9.367
9.337
9.085
9.026
9.057
9.08
9.018
9.12
9.169
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150
150
150
150
200
150
200
200
70
70
70
70
70
70
100
70
100
100
100
100
100
100
150
150
200
200
200
200
200
200
70
70
70
70
70
70
100
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30
20
30
30
40
40
40
20
30
20
30
40
40
30
20
30
40
30
20
20
40
30
20
20
30
30
20
30
40
30
40
40
40
40
20
30
30

100
110
100
110
140
90
150
170
20
30
30
10
10
30
60
30
50
50
70
70
50
60
110
120
150
160
160
160
140
150
10
10
10
20
40
30
50



286 55237
130 41305
184 56368
448 53912
269 67717
236 66597
315 96267
189 72841
303 78050
214 101100
540 88022
230 110102
176 53139
141 40056

74 37583
143 32340
131 54268
347 52499
123 61843
322 77222
197 60884
164 67108
337 107535
247 112876
239 28795
185 46119
393 73587
233 85673
193 79915
218 109766
477 75367
403 78268
310 110397
764 119982
181 30637
260 36027
129 46461

10962
11178
14569
14839
14889
15099
15549
16000
17977
21202
22331
22463

7260

7932

8620

8795

9289
10231
11010
14269
15702
16176
21268
21688

7448

8226
12964
15635
16122
16479
17588
19136
19854
25239

7481

8312

8545

494516
500533
461349
468781
467802
468267
515517
484372
494978
529009
516382
519527
470486
470727
526606
468452
481774
462880
478882
478199
485547
482788
503470
510260
498423
492245
478603
470124
464067
474943
508731
519887
488681
534019
466710
495699
498437

4529831
4591923
4297167
4363363
4369047
4359737
4794284
4516080
4597756
4938889
4831509
4854830
4283482
4281869
4753864
4311418
4418947
4269306
4400485
4444186
4500891
4503420
4722268
4767754
4531260
4457912
4400847
4375423
4316304
4417013
4722392
4869524
4585061
4996170
4296543
4493730
4509508

87

9.16
9.174
9.314
9.308

9.34

9.31

9.3
9.324
9.289
9.336
9.356
9.345
9.104
9.096
9.027
9.204
9.172
9.223
9.189
9.294

9.27
9.328
9.379
9.344
9.091
9.056
9.195
9.307
9.301

9.3
9.283
9.367
9.383
9.356
9.206
9.065
9.047
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100
100
150
150
150
150
150
150
150
200
200
200

70

70

70
100
100
100
100
150
150
150
200
200

70

70
100
150
150
150
150
200
200
200
100

70

70
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30
40
20
40
40
20
40
30
20
40
40
40
20
30
40
20
20
40
20
20
40
30
20
30
40
40
40
30
40
20
20
40
30
30
20
20
30

50
40
120
90
100
120
100
100
120
140
140
150
30
20
20
70
60
40
60
120
100
100
160
160
10
20
40
110
90
110
110
140
150
160
60
40
20



124 38414
230 60622
209 56533
115 61583
265 108497
203 63472
163 45447
413 90964
465 93619
549 104641
248 87773
264 93010
298 114765
432 58734
616 117432

88 33630
322 40881
670 94091
308 122429
391 35174
656 82676
265 80229
256 84742
155 94736
114 36909
196 31006
184 49054
429 69025
355 90907
278 49578
403 43649
669 51633
262 82935
224 120588
198 42756
220 111661
233 97636

9266
10526
10780
11483
17907
10477
10658
16518
17286
19456
19900
20184
21738
16008
17828

7914
11011
18450
19955
11548
20962
22008
22144
14653

8252

8547

9649
13890
25548

8578
10276
15548
19237
19230
11159
23946
22114

463454
462700
477466
461058
490777
480878
485436
452210
520190
518711
512609
491107
512478
490894
492755
510482
466114
484164
490146
483064
503793
549934
505340
475219
489062
507654
505583
487901
531278
480501
472921
470416
500219
489363
462352
510298
539059

4259000
4275015
4389550
4246969
4545225
4416484
4463245
4215402
4866160
4894918
4809840
4594552
4808914
4564220
4616397
4613459
4293503
4533407
4576280
4441141
4704230
5130753
4720680
4430404
4436133
4591332
4634510
4541774
4961137
4360388
4345042
4381601
4680688
4585639
4253881
4789546
5035136

38

9.19
9.239
9.193
9.211
9.261
0.184
9.194
9.322
9.355
9.437
9.383
9.356
9.384
9.298
9.369
9.037
9.211
9.363
9.337
9.194
9.338

9.33
9.342
9.323
9.071
9.044
9.167
9.309
9.338
9.075
9.188
9.314
9.357
9.371
9.201
9.386
9.341
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100
100
100
100
150
100
100
150
150
200
200
200
200
150
200

70
100
200
200
100
200
200
200
150

70

70
100
150
200

70
100
150
200
200
100
200
200
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20
30
20
20
30
40
30
30
40
20
40
20
40
20
40
40
30
20
30
20
30
40
20
30
20
30
40
40
30
20
40
30
20
30
40
20
40

70
60
70
60
110
50
50
110
100
170
140
160
150
110
150
20
60
170
150
70
160
150
160
100
40
30
40
90
150
30
50
110
170
150
40
160
150



223 83890 14305 479734 4461558 9.3 20 150 6 40 90
434 56477 11424 492455 4513068 9.164 21 100 3 40 50
235 82771 21529 504505 4730828 9.377 21 200 5 30 160
211 93952 16745 500131 4632251 9.262 23 150 1 20 120
325 78348 14969 472975 4385939 9.273 26 150 1 40 90
174 100720 15070 477947 4439949 9.29 26 150 2 40 100
270 102561 23705 497031 4654009 9.364 29 200 1 20 170
219 45363 13051 455084 4264436 9.371 30 150 5 20 110
153 95270 11329 498538 4559831 9.146 32 100 4 40 50
584 73706 17615 493734 4619973 9.357 32 200 2 20 160
444 85386 20696 501238 4672906 9.323 38 200 2 20 170
146 49977 9861 502995 4598454 9.142 39 100 5 30 60
138 49820 9404 511170 4617233 9.033 63 70 2 20 40

A.5 Aggressive Parameter Data

SD = The time interval between ping messages.

K = The number of nodes used in a swarm procedure.

TO1 = The timeout value for the acknowledgment of an initial ping message.
TO2 = The timeout value for the swarm procedure.

The chosen set of parameters were SD = 100, K = 4, TO1 = 20, and T02 = 60.
They were picked because that run did not have a negative minimum detection time
and it had a value of k£ that was equal to the value of k£ found for the Random Ping
protocol. Having k equal would be helpful when examining the effects of the mod-
ifications made in the Aggressive protocol. This would eliminate the possibility of
performance differences caused by different values of £.

min  max  avg msgs bytes bytes/msgerrors  SD K TO1 TO2

-2162 506 -1611 470719 4193093 8.908 0 150 3 40 100
-2091 404 -1038 744443 6639759 8.919 0 70 4 40 10
-1150 1015 -603 589158 5287154 8.974 0 100 6 40 50
-14222 232 84 522585 4638402 8.876 0 150 4 40 100
94 160 101 524193 4581189 8.74 0 70 1 20 30

103 162 108 581941 5186747 8.913 0 100 3 40 50
-573 160 116 515547 4549190 8.824 0 100 1 20 60
-15258 1541 129 508613 4554253 8.954 0 200 3 30 160
125 304 135 551660 4897027 8.877 0 100 4 20 60
146 228 157 579467 5136305 8.864 0 100 4 30 50
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170
110
173
178
186
189
213
214
234
-5494
-306
241
254
258
274
285
278
287
294
285
304
303
365
446
649
748
-7564
-4396
-9493
206
332
408
222
-515
-8869
99
294

177
858
203
299
197
218
222
222
242
302
7374
272
262
265
283
291
464
296
301
520
482
417
374
552
675
757
4527
231
5355
213
348
415
229
660
492
479
462

173
177
180
192
192
193
216
218
238
240
243
247
258
261
279
288
290
291
297
301
312
316
369
471
661
752
1499
-1715
750
209
337
411
226
630
-530
131
318

497545
542045
575998
549810
647771
569457
485554
498845
510474
504524
558721
509473
504551
493107
572988
510658
494839
470745
514941
483640
528438
512452
533367
492605
488379
560395
501575
559091
521275
494567
516192
496728
485832
497201
539978
613981
483438

4421692
4785192
5099635
4874005
5763994
5051471
4356010
4453726
4579038
4487903
4910892
4553323
4479637
4420196
5086452
4583607
4441794
4200382
4584932
4310700
4722514
4585789
4757482
4420993
4350076
4915118
4503361
4960643
4637710
4408445
4591400
4401697
4338051
4438432
4733098
5421974
4325275

90

8.887
8.828
8.854
8.865
8.898
8.871
8.971
8.928

8.97
8.895

8.79
8.937
8.878
8.964
8.877
8.976
8.976
8.923
8.904
8.913
8.937
8.949

8.92
8.975
8.907
8.771
8.978
8.873
8.897
8.914
8.895
8.861
8.929
8.927
8.858
8.831
8.947
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150

70
100
100

70
100
200
200
200
150

70
150
150
200
100
200
200
200
150
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150
150
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200
150

70
200
100
150
200
150
150
200
200
100

70
200

N ON W H O W W OoTOoOO NN WO WwW s~ w s WP NODNMNOOOBRRRFRNRARFAEBB A&

40
20
30
20
20
30
30
30
20
20
40
20
20
20
40
20
20
30
20
30
20
20
20
40
40
20
40
30
30
40
20
40
20
20
20
30
30

90
40
60
70
30
50
160
150
170
110
20
120
110
170
50
170
170
150
110
150
120
120
120
150
100
30
150
50
110
140
110
90
160
160
70
30
150



728
-4518
445
-4317
145
-2585
449
336
390
-2246
-3717
88
153
196
-3943
147
-8982
-18993
-530
79
-3673
-4073
130
259
335
610
-5722
298
-205
158
=277
-665
-5597
120
-10149
96
103

895
1896
555
697
206
502
457
436
399
261
288
16566
217
204
7475
222
6903
591
601
179
838
4155
619
267
343
620
1104
478
311
265
2148
9122
2850
132
5367
157
305

747
-94
460
-1674
152
-1506
454
361
394
-1203
-1093
346
161
201
1296
159
446
376
447
89
-1482
-357
149
263
339
614

314
-83
165
238
1003
1112
125
1485
107
109

504097
579153
629337
536962
571997
576947
550614
513159
471469
572240
563444
507767
581503
521945
506703
536420
498420
489119
656674
539485
462529
494024
559231
490041
625775
651817
542763
510430
727297
585073
636923
517968
908424
585610
494788
547047
592158

4523979
5097560
5490279
4766899
5079393
5119195
4875187
4530607
4226717
5017728
4977229
4528034
5160356
4591227
4496351
4748625
4412505
4390744
5873141
4742086
4131954
4419690
4898073
4360742
5562100
5778264
4828276
4547850
6417274
5165167
5715502
4592840
8226358
5186651
4440406
4815368
5261101
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8.974
8.802
8.724
8.878

8.88
8.873
8.854
8.829
8.965
8.769
8.834
8.918
8.874
8.796
8.874
8.852
8.853
8.977
8.944

8.79
8.933
8.946
8.759
8.899
8.888
8.865
8.896

8.91
8.823
8.828
8.974
8.867
9.056
8.857
8.974
8.802
8.885
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10
10
14
19
21
23
24
25
27
29
29
30
34
34
35
35
37
38
39
41
41
41
41
42
42
43
43
43
45
45
47
48
49
50

200
70
70

100

100
70

100

100

200
70

100

150

100

100

150

100

150

200

100
70

150

200
70

150

100
70
70

150
70
70

100

100
70
70

200
70

100
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40
20
30
40
40
20
40
20
30
40
40
30
30
20
30
20
30
40
20
40
40
40
30
30
30
30
20
30
30
20
40
20
40
30
30
40
30

150
30
30
40
50
40
50
70

150
20
40

110
60
70

100
70

100

150
60
10
90

140
30

100
60
20
40

110
20
40
40
60
10
20

160
20
50



-5526
127
194

-0477

-898
818
488

-5407
359

-1948

-5611

-538
127

-4443

-7300
448
178

-5586
767

-6540
138

-5055
200
139

-1697
390

-7078

-1288
110

-557
511
389
188
100
145
112

-10361

239
264
201
3432
762
826
500
3317
378
6592
128
703
730
1129
581
459
259
238
775
8966
406
262
238
341
5211
401
614
255
365
308
520
396
546
291
179
214
563

150
145
197
1230
-432
822
492
114
363
700
-074
-343
189
-322
180
452
185
90
771
1214
164
-807
204
148
513
396
-2906
235
126
-383
514
392
207
112
152
130
224

563448
537182
527937
504315
506114
503293
495479
493935
495150
516635
631724
569977
574890
657650
584543
516052
567859
521955
555487
508652
478347
586088
518558
646613
493638
604146
508092
495559
550065
544168
494112
587288
504979
571778
692272
575520
604495

4983629
4753590
4711182
4516786
4518699
4523474
4435015
4416876
4411066
4624716
5599711
5095887
5119183
5799986
5118820
45901817
5013608
4623567
4894056
4517832
4255559
5192700
4617638
5726777
4442349
5328300
4531453
4408009
4890924
4833457
4428708
5176278
4486300
5044526
6247176
5050533
5374428
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8.845
8.849
8.924
8.956
8.928
8.988
8.951
8.942
8.909
8.952
8.864
8.941
8.905
8.819
8.757
8.898
8.829
8.858

8.81
8.882
8.896

8.86
8.905
8.857
8.999

8.82
8.919
8.895
8.892
8.882
8.963
8.814
8.884
8.823
9.024
8.776
8.891

50
54
54
57
61
63
64
65
65
68
69
69
69
71
73
73
75
76
77
80
81
83
87
88
88
89
96
96
102
103
111
115
119
127
133
137
141

100
100
150
200
150
200
200
200
150
200

70
100
100

70

70
150
100
100
100
150
150

70
150

70
200

70
150
150
100
100
200

70
150

70
100

70
100
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30
20
20
20
20
20
30
40
30
30
30
30
30
30
40
30
20
20
40
30
40
40
40
20
30
30
40
30
30
40
40
20
40
40
30
40
40

60
70
120
170
110
170
160
140
100
160
30
60
60
30
10
110
60
60
40
110
90
20
100
40
160
30
100
100
50
40
150
40
90
10
50
20
50



257
370
-5442
-4050
250
476
573
80
-5896
-397
-5315
292
332
-10047
233
-9927
213
152
3443
122

267
443
331
3662
266
494
582
959
1808
1260
241
304
340
1259
246
752
239
171
3452
511

261
379
269
258
254
482
577
128
29
73
73
296
335
-1683
239
-2452
217
159
3447
141

476638
498587
487597
613453
500471
463575
473679
716716
557834
707897
539108
494359
492192
550331
471524
510226
500156
511998
546664
599805

4253777
4458632
4357147
5428117
4538139
4143506
4226159
6405279
4886638
6363999
4774919
4406221
4410407
4906903
4198531
4540085
4463074
4536538
4868138
5307609

B Group Size Data

8.925
8.943
8.936
8.848
8.908
8.938
8.922
8.937

8.76

8.99
8.857
8.913
8.961
8.916
8.904
8.898
8.923

8.86
8.905
8.849

nodes = The total number of nodes in the group.

min = The minimum time for a node to detect the failure.
max = The maximum time for a node to detect the failure.

156
246
280
304
326
330
340
341
375
395
405
487
499
527
530
576
621
703
922
1236

avg = The average time for a node to detect the failure.
msgs = The total number of messages sent by the nodes.
bytes = The total number of bytes sent by the nodes.

bytes/msg = The average number of bytes per message sent.

errors = The total number of false detections.

B.1 Heartbeat Group Size Data

SD = The time interval between heartbeat messages.
TO = The Heartbeat timeout value.
CD = The time interval between scans for failed nodes.

nodes

min

max

avg

msgs

93

bytes

bytes/msg errors

200
200
200

70
200
200
200

70

70

70
100
200
200
150
150
150
150
150
200

70
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SD

40
20
30
30
20
40
20
20
40
20
40
20
40
20
40
40
30
30
40
40

TO

140
160
150
20
160
140
160
30
20
30
40
160
150
110
100
90
110
100
140
10

CD



10 439
20 581
30 319
40 261
50 352
60 652
70 355
80 510
90 341
100 439
110 122
120 590
130 412
140 322
150 339
160 509
170 122
180 3866
190 9863
200 22519

679
770
979
919
1050
1360
1061
1327
1010
1212
819
1270
1402
1135
1303
1150
524
5402

508
687
554
591
628
983
803
850
776
901
353
800
668
589
606
718
346
4129

11637 10155
25149 22885

10600 44520
41600 189280
90900 427230
158080 755080
246900 1190400
345660 1676460
439810 2142840
521920 2551760
596246 2922550
623968 3076640
610720 3069330
614446 31356064
690300 3570580
709302 3722070
513637 2715372
301110 1606096
239697 1312212
138482 762165
121244 643797
142545 769065

B.2 Ping Group Size Data

SD = The time interval between ping messages.

ACK_TO = The timeout value for a ping acknowledgment message.

nodes
10
20
30
40
50
60
70
80
90
100
110

min
1209
474
415
499
630
495
430
441
436
692
38

max

1339
1329
1373
1115
1041
1365
1410
1424
1060
1356
1518

avg
1275
893
778
844
786
845
674
1009
7
1091
1053

msgs bytes

4.2
4.55
4.7
4777
4.821
4.85
4.872
4.889
4.902
4.931
5.026
5.103
5.173
5.248
5.287
5.334
5.474
5.504
531
5.395

o O O O O

1

©
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13

o O

26

27
366

650
650
650
650
650
650
650
650
650
650
650
650
650
650
650
650
650
650
650
650

bytes/msg errors

13970 86614
54770 358818
118700 795307
201480 1365027
318860 2174537
453182 3104397
597024 4102775
711801 4902913
792990 5471514
035694 6485110
087952 6934693

94

6.2
6.551
6.7
6.775
6.82
6.85
6.872
6.888
6.9
6.931
7.019
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—
o

700
700
700
700
700
700
700
700
700
700
700
700
700
700
700
700
700
700
700
700

SD

1000
1000
1000
1000
1000
1000
1000
1000
1000
1000
1000

700
700
700
700
700
700
700
700
700
700
700
700
700
700
700
700
700
700
700
700

ACK_TO
400
400
400
400
400
400
400
400
400
400
400



120
130
140
150
160
170
180
190

417
-556
-1270
653
17189
35957
51893
66519

1532 1154 1003338 7124820
1447 1053 039132 6735449
1488 697 1052742 7617127
1465 988 786670 5735463
18962 17660 137513 1006744
38487 36477 114504 833097
53648 52433 133314 966160
68308 67032 156245 1135965

B.3 Gossip Group Size Data

SD = The time interval between gossip messages.
TO = The timeout value for the Gossip protocol.

7.101
7.172
7.236
7.291
7.321
7.276
7.247

7.27

B = The number of nodes that each gossip message is sent to.
CD = The time interval between scans for failed nodes.

nodes
10
20
30
40
50
60
70
80
90
100
110
120
130
140
150
160
170
180
190

min
649
407
521
442
414
489
457
507
548
464
482
442
415
559

max
789
918
1050
1022
895
823
1056
1127
1025
971
1120
1089
1202
1235

18871 21296
35195 37304
47151 49635
62721 64730
78498 81419
200 102489 103947 102796

avg
722
607
594
695
729
667
802
848
851
656
782
740
718
797
19201
35464
47493
63152
78905

msgs bytes
26672 1818808
53392 7290440
74600 15255792
98680 26906336
123560 42119724
143372 58596600
158512 75470848
161112 87351208
156980 95263800
146344 98242560
140204 1.04e+08
126820 1.03e+08
61248 50095960
9532 7572525
11363 9831334
8849 7980885
18367 18695948

68.192
136.546
204.501
272.663
340.885
408.703
476.121
542.177
606.853
671.313
743.253
811.119

817.92
794.432
865.206
901.897
1017.91

15742 16827139 1068.933
20308 23349196 1149.754
13069 15279040 1169.106
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bytes/msg errors
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673

57
48
266
222
205
280

SD
100
100
100
100
100
100
100
100
100
100
100
100
100
100
100
100
100
100
100
100

1000
1000
1000
1000
1000
1000
1000
1000

TO
450
450
450
450
450
450
450
450
450
450
450
450
450
450
450
450
450
450
450
450
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400
400
400
400
400
400
400
400

CD

450
450
450
450
450
450
450
450
450
450
450
450
450
450
450
450
450
450
450
450



B.4 Random Group Size Data

SD = The time interval between ping messages.

K = The number of nodes used in a swarm procedure.

TO1 = The timeout value for the acknowledgment of an initial ping message.
TO2 = The timeout value for the swarm procedure.

nodes min max avg msgs bytes bytes/msgerrors  SD K TO1 TO2

10 190 2810 1109 17941 112256 6.257 0 70 4 20 30
20 90 7800 1987 35411 234202 6.614 0 70 4 20 30
30 98 7577 2282 53272 362289 6.801 0 70 4 20 30
40 214 9214 2722 68929 472625 6.857 0 70 4 20 30
50 166 37307 5227 88667 613399 6.918 0 70 4 20 30
60 180 23409 4263 105419 731907 6.943 0 70 4 20 30
70 270 27868 5869 123307 860347 6.977 0 70 4 20 30
80 127 22347 4755 126479 884094 6.99 0 70 4 20 30
90 78 30449 7885 128536 902793 7.024 0 70 4 20 30
100 150 36844 7893 134874 959666 7.115 0 70 4 20 30
110 146 26756 6602 124188 890092 7.167 0 70 4 20 30
120 169 35893 10538 104526 759558 7.267 0 70 4 20 30
130 329 43964 9393 81723 601253 7.357 0 70 4 20 30
140 75 68043 11919 73987 553961 7.487 0 70 4 20 30
150 6501 91729 19006 57751 434570 7.525 0 70 4 20 30
160 15726 106866 28464 60425 454340 7.519 0 70 4 20 30
170 35020 100654 48790 68688 521516 7.593 0 70 4 20 30
180 42881 138127 58051 81519 626905 7.69 0 70 4 20 30
190 76865 162041 92275 86401 662174 7.664 0 70 4 20 30
200 88053 158163 104804 99553 771845 7.753 0 70 4 20 30

B.5 Aggressive Group Size Data

SD = The time interval between ping messages.

K = The number of nodes used in a swarm procedure.

TO1 = The timeout value for the acknowledgment of an initial ping message.
TO2 = The timeout value for the swarm procedure.

nodes min max avg  msgs bytes bytes/msgerrors  SD K TO1 TO2
10 329 332 331 12916 80807 6.256 0 100 4 20 60
20 140 142 141 25199 166353 6.602 0 100 4 20 60
30 115 196 120 37802 256598 6.788 1 100 4 20 60
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40 251 255 253 49835 341446 6.852 0 100
50 105 119 110 63672 451784 7.095 0 100
60 110 119 114 73994 518820 7.012 1 100
70 117 127 124 83875 589200 7.025 0 100
80 117 130 121 84479 588160 6.962 0 100
90 297 310 301 88302 625738 7.086 0 100
100 515 525 522 88756 629914 7.097 186 100
110 528 540 535 97934 752733 7.686 847 100
120 109 120 113 64783 484604 7.48 285 100
130 220 233 224 52585 414079 7.874 552 100
140 181 254 200 17078 146303 8.567 517 100
150 4701 4787 4735 2028 17038 8.401 361 100
160 24349 24515 24382 3021 27836 9.214 0 100
170 41061 41331 41099 4038 37612 9.315 1340 100
180 59140 59294 59184 2630 21911 8.331 277 100
190 63930 64084 63966 10970 101804 9.28 845 100
200 92348 92420 92376 5087 41612 8.18 181 100
C Network Reliability Data
drop% = The percentage of packets dropped in the network.
min = The minimum time for a node to detect the failure.
max = The maximum time for a node to detect the failure.
avg = The average time for a node to detect the failure.
msgs = The total number of messages sent by the nodes.
bytes = The total number of bytes sent by the nodes.
bytes/msg = The average number of bytes per message sent.
errors = The total number of false detections.
C.1 Heartbeat Network Reliability Data
SD = The time interval between heartbeat messages.
TO = The Heartbeat timeout value.
CD = The time interval between scans for failed nodes.
drop% min  max  avg msgs bytes bytes/msg errors
0 315 1046 600 708663 3494478 4931 0
0.02 -435 650 434 650939 3211927 4934 1
0.04 39 1506 1078 612349 3021093  4.934 42
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SD
650
650
650

20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20

TO
700
700
700

60
60
60
60
60
60
60
60
60
60
60
60
60
60
60
60
60

CD
700
700
700



0.06
0.08

0.1
0.12
0.14
0.16
0.18

0.2
0.22
0.24
0.26
0.28

0.3
0.32
0.34
0.36
0.38

0.4
0.42
0.44
0.46
0.48

0.5
0.52
0.54
0.56
0.58

0.6
0.62
0.64
0.66
0.68

0.7
0.72
0.76
0.78

0.8

-857
-588
-24
-104
-1044
-1829
-617
-1005
-1064
-377
-663
-3519
-1988
-4440
-2253
-1638
-2519
-2056
-2811
-3318
-3915
-1937
-3383
-5271
-6320
-8403
-5874
-5205
-5289
-4914
-8115
-6027
-6555
-12210
-13711
-13647
-10977

1003
991
1276
1257
841
882
1312
1269
1090
1273
1312
1381
933
1254
1148
1273
1397
809
752
1184
1065
1076
1053
862
943
969
678
1341
862
1093
1017
636
909
556
701
8803
880

731
630
826
844
386
233
750
888
569
897
665
620
180
608
314
707
434
50
104
391
235
156
370
-333

-329
-362
101
-374
-189
-389
-909
-026
-1233
-1557
-247
-1760

569487
516816
601887
508464
526835
536192
543074
461433
483370
463080
467412
461371
465649
410783
423006
402377
416856
320246
345798
327691
336322
323033
314834
295316
274503
294702
245049
255572
246733
202468
203580
210634
182106
164864
139254
131671
125084

2810042
2548003
2968196
2508262
2598667
2646173
2678058
2276246
2383407
2283141
2305585
2274169
2297916
2026108
2085706
1983860
2055988
1579312
1705592
1617442
1658798
1592423
1552566
1456679
1354186
1453087
1208964
1260437
1216581

998919
1003956
1038601

897684

813014

686705

649041

617057

98

4.934

4.93
4.931
4.933
4.933
4.935
4.931
4.933
4.931

4.93
4.933
4.929
4.935
4.932
4.931

4.93
4.932
4.932
4.932
4.936
4.932

4.93
4.931
4.933
4.933
4.931
4.934
4.932
4.931
4.934
4.932
4.931
4.929
4.931
4931
4.929
4.933

22

54

60

67

54
139

56

71

87
108
188
194
182
132
224
152
262
297
326
270
272
304
360
378
413
395
349
366
430
454
473
461
568
480
562
508
623

650
650
650
650
650
650
650
650
650
650
650
650
650
650
650
650
650
650
650
650
650
650
650
650
650
650
650
650
650
650
650
650
650
650
650
650
650

700
700
700
700
700
700
700
700
700
700
700
700
700
700
700
700
700
700
700
700
700
700
700
700
700
700
700
700
700
700
700
700
700
700
700
700
700

700
700
700
700
700
700
700
700
700
700
700
700
700
700
700
700
700
700
700
700
700
700
700
700
700
700
700
700
700
700
700
700
700
700
700
700
700



0.82
0.84
0.86
0.88
0.9
0.92
0.94
0.96
0.98
1

-9401

-22920
-20693
-22372
-29270
-34466
-36911
-37974
-36280
-36211

1245
829
701

1156

1240
840
839
498
671

0

-1379
-3872
-3777
-4531
-5099
-5798
-8484

-12793
-22595
-36068

106557
103418
74033
64033
62181
43362
35546
23693
11445
0

525457
509913
365094
315794
306514
213814
175287
116854
56443
0

C.2 Ping Network Reliability Data

SD = The time interval between ping messages.

ACK_TO = The timeout value for a ping acknowledgment message.

drop%
0
0.02
0.04
0.06
0.08
0.1
0.12
0.14
0.16
0.18
0.2
0.22
0.24
0.26
0.28
0.3
0.32
0.34
0.36
0.38
0.4

min
413
-1378
-2466
-2061
-789
-1420
-2450
-3470
-3380
-1911
-3931
-6798
-3428
-5316
-4311
-4664
-7581
-8682
-15726
-7742
-11543

max avg

1583 740
1399 710
1494 882
1322 836
1489 847
1460 844
1409 437
1397 452
1406 547
1356 692
1383 598
1491 252
1559 261
1419 -34
1277 1
1408  -149
1065  -566
1589  -145
1431  -657
1589  -714
1387 -1439

4.931
4.931
4.932
4.932
4.929
4.931
4.931
4.932
4.932

605
704
713
713
727
820
813
828
867
891

650
650
650
650
650
650
650
650
650
650

bytes/msg errors

msgs bytes

859768 5961000
833448 5775571
781845 5419849
757120 5247720
699166 4846678
709654 4919121
665274 4610419
645851 4475723
604640 4190487
617212 4278829
607593 4211513
582437 4037320
504924 3498466
521052 3611177
528112 3659465
491705 3407871
498843 3456754
443371 3073103
431717 2992028
413268 2864370
377440 2616888

99

6.933

6.93
6.932
6.931
6.932
6.932

6.93

6.93
6.931
6.933
6.931
6.932
6.929
6.931
6.929
6.931

6.93
6.931
6.931
6.931
6.933

2
23
34
65
27
68

187
185
126
149
166
178
224
340
413
313
455
357
339
376
500

700
700
700
700
700
700
700
700
700
700

SD

1000
1000
1000
1000
1000
1000
1000
1000
1000
1000
1000
1000
1000
1000
1000
1000
1000
1000
1000
1000
1000

700
700
700
700
700
700
700
700
700
700

ACK_TO
400
400
400
400
400
400
400
400
400
400
400
400
400
400
400
400
400
400
400
400
400



0.42
0.44
0.46
0.48
0.5
0.52
0.54
0.56
0.58
0.6
0.62
0.64
0.66
0.68
0.7
0.72
0.74
0.76
0.78
0.8
0.82
0.86
0.88
0.9
0.92
0.94
0.96
0.98
1

-10916
-10032
-20896
-20654
-21105
-15892
-21743
-22212
-25167
-27322
-340601
-40877
-37233
-41979
-41112
-40072
-37871
-41964
-39493
-37020
-38560
-37470
-38951
-38991
-34592
-40823
-37880
-35609
-35862

1390
1369
1154
1332
1349
1393
1390
1236
1265
1286
1410
1416
1197
1460
1246
1328
666
1391
1016
1396
1391
1115
677
949
0
623
0

0

0

-1048
-1043
-1999
-2053
-2132
-2334
-3400
-3511
-3569
-3809
-4882
-6645
-5736
-6616
-9006
-10728
-11219
-12987
-18377
-18962
-19421
-25176
-29622
-32693
-31486
-38189
-36724
-34938
-35471

339826
347731
336692
326116
311744
266645
246053
256909
230054
214575
215882
207279
174450
183867
165033
147261
127460
127856
107147
91749
82397
59964
53282
44131
30268
26191
16054
7352

0

2356067
2409567
2334048
2260098
2160987
1847983
1705486
1781187
1594460
1487071
1496405
1436827
1209345
1273821
1143985
1020982
883101
885968
742356
635767
570959
415628
369076
305792
209714
181536
111284

51009
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C.3 Gossip Network Reliability Data

SD = The time interval between gossip messages.
TO = The timeout value for the Gossip protocol.
B = The number of nodes that each gossip message is sent to.
CD = The time interval between scans for failed nodes.

drop%
0

min

avg

522 1235

msgs
759 148956

bytes

6.933
6.929
6.932

6.93
6.932

6.93
6.931
6.933
6.931

6.93
6.932
6.932
6.932
6.928
6.932
6.933
6.928
6.929
6.928
6.929
6.929
6.931
6.927
6.929
6.929
6.931
6.932
6.938

bytes/msg errors

le+08 671.882

100

0

451
530
560
603
584
585
581
641
674
741
714
719
792
741
776
773
810
812
840
826
853
864
871
873
883
888
889
889
891

100

1000
1000
1000
1000
1000
1000
1000
1000
1000
1000
1000
1000
1000
1000
1000
1000
1000
1000
1000
1000
1000
1000
1000
1000
1000
1000
1000
1000
1000

450

400
400
400
400
400
400
400
400
400
400
400
400
400
400
400
400
400
400
400
400
400
400
400
400
400
400
400
400
400

CD
450



0.02
0.04
0.06
0.08

0.1
0.12
0.14
0.16
0.18

0.2
0.22
0.24
0.26
0.28

0.3
0.32
0.34
0.36
0.38

0.4
0.42
0.44
0.46
0.48

05
0.52
0.54
0.56
0.58

0.6
0.62
0.64
0.66
0.68

0.7
0.72
0.74

427
581
438
497
479
485
456
568
419
486
378
607
423
391
431
492
442
541
142
451
427
454
153
638
257
501
446
516
677
613
580
22
607
227
294
14
-330

1060
1147

993
1057

965
1150
1150
1163
1118
1210
1121
1118
1069
1074
1072
1094
1254
1159
1166
1231
1136
1249
1304
1388
1047
1420
1361
1309
1373
1490
1492
1586
1703
1921
1679
1522
1550

813
757
652
789
835
823
763
811
687
923
758
761
807
736
805
850
797
875
899
794
77
800
980
1047
649
904
916
789
1008
1055
988
969
1126
1406
1147
939
1046

147103 98860612
146688 98661521
147633 99412376
150501 1.02e4-08
141518 95298046
143899 97040405
126938 85252126
122232 82031277
128083 86214750
129148 87046616
125265 84426026
105732 70801681
110231 74029310
107942 72500182
107482 72279755
104360 70184314
86698 57863516
98255 66065773
90758 60892303
91335 61392360
88128 59225340
89632 60366446
80720 54207756
85636 57746346
78915 53094501
73640 49501808
70655 47498323
73776 49768657
67738 45614160
59909 40197349
62580 42167881
58356 39301041
53679 36101372
49765 33435341
42803 28636056
46534 31333712
39842 26733887

101

672.05
672.594
673.375
674.536
673.399
674.365
671.604
671.111
673.116
674.007
673.979
669.633
671.583
671.659
672.482
672.521
667.415
672.391

670.93
672.167
672.038
673.492
671.553
674.323
672.806
672.214
672.257
674.591
673.391
670.973
673.824

673.47
672.542
671.865

669.02
673.351
670.998

H O NN OO NO OO OO WOo

1

(@)}

O = W = O O

20

NN W NN O

29

(@)}

17

45
39
31
87

100
100
100
100
100
100
100
100
100
100
100
100
100
100
100
100
100
100
100
100
100
100
100
100
100
100
100
100
100
100
100
100
100
100
100
100
100

450
450
450
450
450
450
450
450
450
450
450
450
450
450
450
450
450
450
450
450
450
450
450
450
450
450
450
450
450
450
450
450
450
450
450
450
450
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450
450
450
450
450
450
450
450
450
450
450
450
450
450
450
450
450
450
450
450
450
450
450
450
450
450
450
450
450
450
450
450
450
450
450
450
450



0.76
0.78

0.8
0.82
0.84
0.86
0.88

0.9
0.92
0.94
0.96
0.98

1-

-53
-377
-292
-501
-583
-349
-501

-2137
-2435
-3130
-3991
-8487
37876

1617
1939
2082
1937
2811
2151
2153
2100
3982
3854
4309
3606

1040
933
1080
1219
1384
760
828
664
1691
-541
3
-2577

0 -37692

32985
36041
27991
28321
26416
18910
17642
15157
12401
8533
5873
2583
0

21992674
24236900
18676592
18983763
17746501
12551664
11756664
10088563
8248529
5627263
3844118
1628463
0

666.748
672.481
667.236
670.307
671.809
663.758
666.402
665.604

665.15
659.471
654.541

630.454
?

64

58
129
130
185
208
326
333
493
538
708
806
891

C.4 Random Ping Network Reliability Data

SD = The time interval between ping messages.

K = The number of nodes used in a swarm procedure.
TO1 = The timeout value for the acknowledgment of an initial ping message.
TO2 = The timeout value for the swarm procedure.

drop%

0
0.02
0.04
0.06
0.08
0.1
0.12
0.14
0.16
0.18
0.2
0.22
0.24
0.26
0.28
0.3

min
173
227
244
114
102
70
183
-1661
50
208
-3577
180
-968
-3968
-4212
-2926

max
50315
34343
33223
50634
41096
64301
44937
27921
44328
50590
58574
38214
42029
42043
46281
26659

avg
8147
7609
7420
8892
6903
9511
7763
6726
8152
8893
8188
8261
6707
7053
7139
7439

msgs
127084
159658
186913
208588
228566
251385
283671
248748
286638
292325
311576
310816
301427
306158
300556
303075

bytes bytes/msg errors
893653 7.032 0
1228827  7.697 0
1503064 8.042 1
1734246 8.314 0
1945179 8.51 0
2172346 8.642 11
2478980 8.739 0
2202149  8.853 0
2549758 8.895 2
2617873  8.955 2
2802438 8.994 1
2812313 9.048 16
2735414  9.075 29
2783519  9.092 19
2739897 9.116 24
2769357 9.138 40

102

SD
70
70
70
70
70
70
70
70
70
70
70
70
70
70
70
70

100
100
100
100
100
100
100
100
100
100
100
100
100

K

Lo L T T R R N R R

450
450
450
450
450
450
450
450
450
450
450
450
450

TO1

20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
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TO2
30
30
30
30
30
30
30
30
30
30
30
30
30
30
30
30

450
450
450
450
450
450
450
450
450
450
450
450
450



0.32 -7190
0.34 -6384
0.36 -2126
0.38 -5351
0.4 -5348
0.42 -6293
0.44 -7484
0.46-10041
0.48 -6439
0.5 -5431
0.52 -6830
0.54 -8484
0.56-10923
0.58-14778
0.6-11504
0.62-16519
0.64-16676
0.66-20204
0.68-18056
0.72-17517
0.74-38027
0.76-19121
0.78-22269
0.8-32128
0.82-23295
0.84-34622
0.86-37350
0.88-33688
0.9-35620
0.92-35051
0.94-41080
0.96-37786
0.98-36800

1-31813

41670 6203
38254 6322
26266 7181
35674 6332
38339 7155
29469 6208
32507 6117
33734 5264
34642 6760
34976 7134
33017 5020
28149 6027
32355 4570
34840 5144
25213 3575
36223 4701
20631 4224
38092 4439
48135 3596
39180 5178
37336 1316
33252 3219
31839 1576
33638 2415
26468 1008
32380 -2539
33337 -2341
24057 -2735
23096 -3896
17770 -6405
24600-12773
22709 -15253
20814 -20074
5059 -24429

270213
286968
291113
255322
268150
233038
252688
248606
250507
216984
201068
194961
164666
169604
164429
175869
145927
142173
124914
110953
95846
81873
70513
69315
61200
52239
46055
35022
32107
22203
18636
11181
5277

0

2474286
2631852
2674500
2351409
2469389
2146926
2334293
2295356
2315080
2003386
1861149
1805095
1525698
1571349
1522520
1630314
1352724
1317140
1158391
1027730
888278
758915
654113
643036
567559
485119
426765
325164
297359
206109
172664
103516
48994

0

103

7

9.157
9.171
9.187

9.21
9.209
9.213
9.238
9.233
9.242
9.233
9.256
9.259
9.265
9.265
9.259

9.27

9.27
9.264
9.274
9.263
9.268
9.269
9.276
9.277
9.274
9.287
9.266
9.285
9.262
9.283
9.265
9.258
9.284

50

47

64

70

87
101
108
103
126
129
141
188
189
187
211
215
220
272
303
316
318
389
399
446
451
500
530
540
563
641
666
741
811
879

70
70
70
70
70
70
70
70
70
70
70
70
70
70
70
70
70
70
70
70
70
70
70
70
70
70
70
70
70
70
70
70
70
70
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20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20

30
30
30
30
30
30
30
30
30
30
30
30
30
30
30
30
30
30
30
30
30
30
30
30
30
30
30
30
30
30
30
30
30
30



C.5 Aggressive Network Reliability Data

SD = The time interval between ping messages.
K = The number of nodes used in a swarm procedure.
TO1 = The timeout value for the acknowledgment of an initial ping message.

TO2 = The timeout value for the swarm procedure.

drop% min
0 244
0.02 256
0.04 178
0.06 132
0.08 -9300
0.1 -2037
0.12 148
0.14 133
0.16 126
0.18 187
0.2 -5607
0.22 -3413
0.24 -3826
0.26 602
0.28 -8232
0.3-10565
0.32 -6276
0.34 -6265
0.36 -2679
0.38 -3582
0.4 -2450
0.42 -4966
0.44 -2404
0.46 -5098
0.48 -3197
0.5 -5748
0.52 -6667
0.54 -2040
0.56 -2927
0.58 -2711
0.6 -3378

max
252
1811
215
5073
4031
8352
3869
7421
3668
2118
492
4900
7090
8602
9191
5619
5936
398
518
5530
9904
2006
5574
8172
8667
10289
2869
10206
10287
7073
4292

avg
248
307
184
284
-138
-1016
260
452
304
366
-151
-205
177
806
165
-1175
-412
-084
-222
366
-73
-41
118
-924
76
-720
-809
138
255
34
-52

msgs

80173
105993
130051
148884
191067
185179
182228
225170
211382
239333
243538
265498
263757
289291
259766
293414
326030
334337
356467
377158
377480
411241
409861
439171
432556
455573
477937
465004
466958
459455
440993

bytes bytes/msg errors

579601

813444
1054588
1223621
1624945
1577060
1559060
1970069
1846337
2120925
2169037
2372128
2382299
2628094
2375130
2697737
3010524
3115406
3335889
3543078
3566809
3895661
3897451
4195146
4147694
4379572
4599865
4489965
4517556
4454818
4279481

104

7.229
7.675
8.109
8.219
8.505
8.5616
8.556
8.749
8.735
8.862
8.906
8.935
9.032
9.085
9.143
9.194
9.234
9.318
9.358
9.394
9.449
9.473
9.509
9.552
9.589
9.613
9.624
9.656
9.674
9.696
9.704

0
131
150
217

30
44
71
112

70

61
155
293
211
327
319
436
360
434
391
464
485
386
324
517
485
475
527
528
459
500

SD

100
100
100
100
100
100
100
100
100
100
100
100
100
100
100
100
100
100
100
100
100
100
100
100
100
100
100
100
100
100
100

K
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TO1
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20

TO2
60
60
60
60
60
60
60
60
60
60
60
60
60
60
60
60
60
60
60
60
60
60
60
60
60
60
60
60
60
60
60



0.62 -1666 8272 862 530036 5148596 9.714 460 100
0.64 -4054 6965 -278 460673 4483030 9.731 440 100
0.66 -2497 7584 -291 440199 4287461 9.74 546 100
0.68 -2815 4449  -98 490777 4783293 9.746 496 100
0.7 -4158 9959 109 446833 4356649 9.75 442 100
0.72 -2253 6501 218 454550 4434082 9.755 506 100
0.74 -4989 9538 312 404949 3954534 9.766 434 100
0.76 -3789 10660 584 411298 4017939 9.769 475 100
0.78 -3274 10651 422 354623 3471278 9.789 507 100
0.8 -2566 11049 281 285232 2792949 9.792 556 100
0.82-15099 9172 492 331555 3245855 9.79 486 100
0.84 -9360 10471 550 279533 2738256 9.796 397 100
0.86 -5817 9360 320 241842 2373512 9.814 526 100
0.88 -9447 8755 86 195878 1921118 9.808 484 100
0.9 -9949 10335 -207 172664 1693220 9.806 499 100
0.92 -8407 9019 -94 149149 1462683 9.807 546 100
0.94-15630 9344 -563 109974 1078935 9.811 580 100
0.96-19962 9038 -1395 81896 804416 9.822 605 100
0.98-37721 6247 -7451 38495 378063 9.821 672 100

1-39220 0-33562 0 0o 7 891 100

L T T T T R R

20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20

60
60
60
60
60
60
60
60
60
60
60
60
60
60
60
60
60
60
60
60

D Device Type Data

type = The device type tested.

0 = Default
1 = Lossy
2 = Slow

3 = SlowLossy
4 = XtraLossy

5 = XtraSlow
6 = XtraSlowXtraLossy
7 = Worst

min = The minimum time for a node to detect the failure.
max = The maximum time for a node to detect the failure.
avg = The average time for a node to detect the failure.
msgs = The total number of messages sent by the nodes.
bytes = The total number of bytes sent by the nodes.
bytes/msg = The average number of bytes per message sent.
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errors = The total number of false detections.

D.1 Heartbeat Device Type Data

SD = The time interval between heartbeat messages.
TO = The Heartbeat timeout value.
CD = The time interval between scans for failed nodes.

type  min  max avg msgs bytes bytes/msg errors  SD TO CD

145 739 519 627800 3098600  4.936 0 650 700 700
286 980 574 631849 3115581  4.931 650 700 700
155 1040 564 625678 3086190  4.933 650 700 700
111 1085 436 650256 3206145  4.931 650 700 700
160 854 599 626735 3089538 4.93 650 700 700
180 1560 680 575321 2836444 4.93 650 700 700
573 1912 984 659901 3252650  4.929 650 700 700
447 4220 1497 403632 1984833  4.917 650 700 700

~N O Ok~ W NN +H O
O O O O O & O

D.2 Ping Device Type Data

SD = The time interval between ping messages.
ACK_TO = The timeout value for a ping acknowledgment message.

type min max avg msgs bytes  bytes/msg errors SD ACK_TO
0 417 1378 716 839649 5818466 6.93 18 1000 400
1 -182 1376 883 823909 5709647 6.93 43 1000 400
2 461 1499 977 814907 5648009 6.931 0 1000 400
3 -451 1776 830 366837 2541971 6.929 53 1000 400
4 590 1379 920 605812 4197944 6.929 85 1000 400
5 399 2599 1238 646527 4479185 6.928 0 1000 400
6 -2681 2619 1079 651011 4509774 6.927 88 1000 400
7 -28689 9104 -624 415760 2874302 6.913 247 1000 400

D.3 Gossip Device Type Data

SD = The time interval between gossip messages.

TO = The timeout value for the Gossip protocol.

B = The number of nodes that each gossip message is sent to.
CD = The time interval between scans for failed nodes.

type min  max avg msgs bytes bytes/msg errors  SD TO B CD
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494
436
575
436
352
407
434
498

~N o O, W NN = O

1045
1102
1128
1025

978
1163
1160
1519

741
762
773
726
689
711
831
929

156440 1.05e+-08
148046 99553198
145923 97947874
158104 1.07e4-08
154495 1.04e4-08
154562 1.04e4-08
147575 99248473
122395 81704554

673.319
672.448

671.23
674.333
674.416
672.869
672.529
667.548

D.4 Random Ping Device Type Data

SD = The time interval between ping messages.

K = The number of nodes used in a swarm procedure.
TO1 = The timeout value for the acknowledgment of an initial ping message.
TO2 = The timeout value for the swarm procedure.

min
106
167
166

81
150
217
106

(>3

<

e
(¢}

~N o Ok W NN = O

max
51319
57754
34550
45686
39865
43662
39098

149120017

avg
9167
9840
7823
7708
7746
8961
9109
18319

msgs bytes bytes/msg errors

129009 906884
100772 820367
162936 1234732
194565 1574634
203208 1662488
278464 2418946
298818 2639874
250841 2306778

7.03
8.141
7.578
8.093
8.181
8.687
8.834
9.196

D.5 Aggressive Device Type Data

SD = The time interval between ping messages.

K = The number of nodes used in a swarm procedure.
TO1 = The timeout value for the acknowledgment of an initial ping message.
TO2 = The timeout value for the swarm procedure.

type min
101
172
100
308

93
307

G wWw NN RO

max
263
5969
131
6229
302
1429

avg
124
293
110
421
116
474

O H OO N O N O

msgs bytes bytes/msg errors

88150 702576
108503 840160
118738 953983
199382 1700215
155004 1327453
374845 3423637
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7.97 0
7.743 11
8.034 0
8.527 0
8.564 0
9.133 0

~N = O O = &~ OO

100
100
100
100
100
100
100
100

SD
70
70
70
70
70
70
70
70

SD

100
100
100
100
100
100

450
450
450
450
450
450
450
450

K

Lo I L T

K

>~ B BB BB

T01
20
20
20
20
20
20
20
20

TO1
20
20
20
20
20
20

BN S I G T T

450
450
450
450
450
450
450
450

TO2
30
30
30
30
30
30
30
30

TO2
60
60
60
60
60
60



6
7

273 3056
174 48032

408 392484 3592603
2143 247970 2264059
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9.154
9.13

0
0

100
100

20
20

60
60
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